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ABSTRACT

This paper presents a survey of intrusion detection, its system and an improved classification algorithm seeking to
remove the existing problem of data mining’s intrusion detection system. The improved classifier is based on using
information gain attribute evaluation technique (entropy) for performing feature selection (removal of redundant
attributes) and feeding the filtered dataset into a multilayer perceptron algorithm for classification. A 10-fold crossvalidation technique is used for the performance evaluation of the Multilayer Perceptron classifier on the KDD cup
1999 dataset using WEKA (Waikato Environment for Knowledge Analysis) tool. The experiment shows that the
feature selected dataset provides better results than the full dataset after classification is performed on both.
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The costs of temporary or permanent damages caused by
unauthorized access of the intruders to computer systems
have urged different organizations to increasingly
implement intelligent systems capable of providing
efficient security [1].
Intrusion Detection is a key technique in
information security as it plays an important role in
detecting attacks and secures the network system; it is a
process of observing and analyzing the events arising in a
computer or network system to identify all security

I. INTRODUCTION

In recent years, the growths of the internet have
increased exponentially and have changed the computing
world immensely. However, this outstanding achievement
has it is vulnerable point. The highly connected
computing world has also equipped the intruders and
hackers with new facilities for their destructive purposes.
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problems [2]. The capability of IDS to stop current attacks
or prevent future attacks is limited. Typically, the
measures that IDS can take against an attack include
blocking ports, blocking source addresses, and disabling
all communications over a specific cable segment.
Intrusion Detection Systems has gained
acceptance, as a necessary addition to every
organization’s security infrastructure. A network-based
intrusion detection system, including system logs, file
systems and disk resources, monitors the data passing
through the network when the system is used to analyze
network packets.
The ability of soft computing techniques for
dealing with uncertain and partially true data makes them
attractive to be applied in intrusion detection. Some
studies have used soft computing techniques other than
Artificial Neural networks (ANN) in intrusion detection.
For Instance, genetic algorithms have been used along
with decision trees to automatically generate rules for
classifying network connections. However, ANNs are the
most commonly used soft computing technique in IDSs
[3].
The idea behind the application of soft
computing techniques and particularly ANNs in
implementing IDSs is to include an intelligent agent in the
system that can disclose the latent patterns in abnormal
and normal connection audit records and to generalize the
patterns to new (and slightly different) connection records
of the same class.
ANN (Artificial Neural Network) is an
information processing system that is inspired by the way
biological nervous systems, such as the brain, process
information. It is composed of many highly
interconnected processing elements (neurons) working
with each other to solve specific problems. Each
processing element (neuron) is basically a summing
element followed by an activation function. The output of
each neuron (after applying the weight parameter
associated with the connection) is fed as the input to all
the neurons in the next layer.
The data set used in this paper is the KDD’99
intrusion data set. This data set is based on a DARPA
initiative and has been used by researchers for evaluation
of various intrusion detection methodologies in the past.
The data set consist of 41 discrete and continuous
attributes and has 22 attack classes and 1 normal class,
where each instance in the data set has been categorized
as one class.
Classification algorithms have been traditionally
used to design IDS. These algorithms use supervised
learning techniques, where they are trained first. After

training using a set of data instances, patterns are
detected. The algorithms can detect unknown patterns,
once sufficiently trained. Many classification algorithms
use feature selection to determine attributes which are
more relevant for the classification. Intrusion detection
systems use gathered packet information and
classification algorithms are applied to classify normal
behavior from abnormal behavior. Multilayer perceptron
(MLP) is one of the most commonly used neural network
classification algorithms [4].Feature selection is the most
critical step in building intrusion detection model. During
this step, the set of attributes or features that deemed to be
the most effective attributes are extracted to construct
suitable detection algorithm (detector).
Data mining can be used to build an IDS as data
mining techniques can be dissimilated by their different
model functions and representations, preference criteria,
and algorithm [2]. There are several techniques used for
Intrusion Detection, which include Data such as
Summarization, Visualization, Classification, Clustering,
Association, and Prediction. The objectives of the paper
are to Examine and analyze MLP Classifier as used in
IDS, Evaluate the enhanced-MLP classifier and MLP
Classifier and Using Information gain technique as feature
selection for enhancingMLP classifier for the identified
weakness.
II. LITERATURE REVIEW
A. Intrusion Detection System
An Intrusion Detection System (IDS) is a
software that automates the intrusion detection process
and detects possible intrusions. It is stated by [5] that
“Intrusion Detection Systems serve three essential
security functions: they monitor, detect, and respond to
unauthorized activity by company insiders and outsider
intrusion”. An IDS is composed of three logical
components;
Sensors which generate security events;
Console to monitor events and alerts and control the
sensors;
Central Engine that records events logged by the sensors
in a database and uses a system of rules to generate alerts
from security events received [6].An intrusion detection
system dynamically monitors the events taking place in a
system and decides whether these events are symptomatic
of an attack or constitute a legitimate use of the system
[7].
Additionally, intrusion detection systems (IDSs)
are categorized according to the kind of input information
they analyze by [8]. This leads to the distinction between
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host-based and network-based IDSs. Host-based IDSs
analyze host-bound audit sources such as operating
system audit trails, system logs, or application logs.
Network-based IDSs analyze network packets that are
captured on a network. The host-based IDS detect only
the malicious packet which enters individual system while
the network-based intrusion detection system detects the
whole network and alerts the network administrator about
the malicious activity. [8] further disclosed that ‘detection
is of two types which are anomaly and signature
detection. Anomaly detection checks the normal system
activity like the network bandwidth, ports, protocols and
device connection, if there be any abnormal activity in
system or network it informs the administrator. However,
signature detection monitors all network packets with a
previously known attack that are called signatures.
In [9], their research work introduced a
framework for intrusion detection in data mining which is
used to detect an insecure network attack on computer
systems. The authors said, “Intrusion detection system can
be classified into three systems based on such” (i) misusebased system, (ii) anomaly-based systems, and (iii) hybrid
systems”. The first two systems share the same scope with
others, while the hybrid system is a newly introduced
classification by them which ‘was based on misuse and
corruption of the detection system technology. Intrusion
Detection system is a combination of hardware and
software that detects intrusions in the network. IDS
monitor all the events taking place in the network by
gathering and analyzing information from various areas
within the network. It identifies possible security
breaches, which include attacks from within and outside
the organization and hence can detect the signs of
intrusions. The main objective of IDS is to alarm the
system administrator whenever any suspicious activity is
detected in the network.

Data mining is the process of analyzing data
from different perspectives and summarizing it into useful
information the patterns, associations, or relationships
among all data that can provide information. It has been
referred to as a convenient way of extracting patterns
which represent mining implicitly stored data in large
datasets and focuses on the issues relating to feasibility,
usefulness, effectiveness, and scalability [11].Data mining
has been applied successfully in different scenarios and
activities ranging from scientific areas such as genomic
data mining, medical diagnosis to business areas such as
manufacturing, finance, and marketing. Data mining
involves the use of several algorithms to classify and
evaluate data, these algorithms range from classification
algorithm, clustering and several others whose use is
targeted towards evaluation and analysis of data and used
in data security and completeness.
C. Feature Selection
Intrusion detection data have characteristics of
higher dimension and large sample, which causes two
problems during the process of machine learning: firstly,
there are many noise and redundancy attribute in intrusion
detection data set, which can affect the accuracy of
classifiers; secondly, training and classification time of
machine learning increase as data dimensions increase,
which will decrease efficiency of classification [12].The
main idea of feature selection is to choose a subset of
input variables by eliminating features with little or no
predictive information, It can significantly improve the
comprehensibility of the resulting classifier models and
often builds a model that generalizes better to unseen
points [13].
Feature selection can reduce both the data and
computational complexity. Three feature selection
methods are identified in this paper; The filter method
uses measures such as information consistency or distance
measures to compute the relevance of set of features, the
wrapper method uses predictive accuracy of a classifier
as a means to evaluate the felicity of a feature set and the
Embedded method learn which features best contribute
to the accuracy of the model while creating the model
using feature selection methods such as regularization.
Feature selection provides three main benefits, especially
when constructing predictive models which are improved
model interpretability, shorter training times and
enhanced generalization by reducing over-fitting.
It is stated by [14] that in feature selection
redundant features are generally found to be closely
correlated with one or more other features. As a result,
omitting them from the intrusion detection process does

B. Data Mining
Data Mining is an analytic process with great
potential, designed to explore large amounts of data also
known as “big data” and search for consistent patterns
and/or systematic relationships between variables, and
then to validate the findings by applying the detected
patterns to form new subsets of data [10].It is an
interdisciplinary subfield of computer science, is the
computational process of discovering patterns in large
data sets involving methods at the intersection of artificial
intelligence, machine learning, business intelligence,
statistics, high-performance computing and database
systems. The goal of data mining is a prediction that has
the most direct business applications [10].
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not degrade classification accuracy. In fact, the accuracy
may improve due to the resulting data reduction, and
removal of noise and measurement errors associated with
the omitted features. Therefore, choosing a good subset of
features proves to be significant in improving the
performance of the system. The paper presented two
methods of feature selection; Information Gain, where
features are filtered to create the most prominent feature
subset before the start of the learning process and Gain
ratio which is a modification of the information gain that
solves the issue of bias towards features with a larger set
of values, exhibited by information gain. The gain ratio
should be Large when data is evenly spread and small
when all data belong to one branch attribute. Gain ratio
takes number and size of branches into account when
choosing an attribute as It corrects the information gain by
taking the intrinsic information of a split into account (i.e.
how much information do we need to tell which branch an
instance belongs to) where Intrinsic information is the
entropy of the distribution of instances into branches.
Effective and versatile classification cannot be
achieved by single classification algorithm; it is
recommended that hybrid models comprising a feature
selection stage be integrated [15]. The authors further
stressed that one of the most efficient heuristics used for
decision tree construction is the Separability of Split
Value (SSV) criterion. Its basic advantage is that it can be
applied to both continuous and discrete features in such a
manner that the estimates of separability can be compared
regardless of the substantial difference in types. It is
known that extra features can increase computation time
and can impact the accuracy of IDS, so feature selection is
a very good measure of improvising on machine learning
algorithm used for classification purposes.

detection rate. The researchers concluded that IMLP
(Improved Multi-layer Perceptron) performed better as
compared to traditional MLP in both the measures.
Feature selection for intrusion detection using
the neural network and support vector machines was
proposed by [17]. According to the authors experiment
based on Support vector machine (SVM) and Neural
network, a number of observations and conclusions were
drawn from their results; that SVMs outperformed ANNs
in the important respects of; scalability (SVMs can train
with a larger number of patterns, while ANNs would take
a long time to train or fail to converge at all when the
number of patterns gets large), training time and running
time (SVMs run an order of magnitude faster), prediction
accuracy. An approach for anomaly detection using
Distributed Time-Delay Artificial Neural Network
(DTDNN) over KDD99dataset was proposed by [18]. He
used training dataset consisting of 25000 patterns (5000
patterns for each class of DoS, U2R, R2L, Probe,
Normal), and testing dataset consisting of 2500 patterns
(500 patterns for each class). The results shows overall
accuracy classification is 99.884% for Distributed TimeDelay and the percentage of successful classification for
DoS (97.6 %),U2R (96.2%), R2L (95.8%),Probe (98.2%)
from normal one (Normal (98.4%)).
In [19], Backpropagation neural network for
intrusion detection was proposed. The emphasis is on
detection of new attacks and low failure rate. The
proposed model consists of data-collector, pre-processor,
encoder and neural network classifier. First, the network
is trained and then tested. Testing includes two phases
Level 1 and Level 2. In level 1 sample data is used
whereas in level 2 totally new dataset is used. The success
rate for level 1 and level 2 testing is 95.6%, 73.9%
whereas the failure rate is 4.4%, 26.1% respectively. In
[20] a back-propagation approach to detect intrusion was
also proposed. First, the input and its corresponding target
are called a Training Pair is generated. Then the training
pair is applied to the network. Detection rate and false
alarm rate are the performance measure used for
evaluation of the proposed method. The detection rate for
DoS, Probe, U2R, R2L attack is below 80%. Poor
detection of attackers if some hidden attackers are present
is one of the issues.
Several issues come from the survey such as
false detection, large training time, the detectionprecision
of low frequent attacks, classification of attacks etc. To
overcome the problem of a large amount of training time,
it is necessary to use high-speed learning algorithm for
IDS and to test its results with existing learning technique.
In [20] the dimensionality of the dataset was reduced

RELATED WORK
Several authors had worked on intrusion
detection system using classification algorithms and
comparing their performances. Many had worked on
feature selection (i.e. feature extraction leading to the
usage of an important attribute for training and test the
IDS) and classifying attacks type – training and test MLP
for classifying attack type. An Improved MLP in IDS to
protect the user was introduced by [16]. This algorithm
can be easily scalable by allowing different format of data
to apply into this algorithm IMLP (Improved Multi-layer
Perceptron) for more reliable IDS solution. The
implemented Improved MLP is just a step to improve the
performance of the existing system. The applied improved
MLP method which gives better time efficiency as
compared to traditional MLP also provided a better
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using the information gain technique for reduction of the
attributes in a dataset. Their study approached the
influence of this feature selection technique on the
classification of attack by the Multilayer Perceptron
algorithm. The simulations showed that the dataset that
has its attributes filtered has the lowest training time and,
in most cases, had an improved accuracy compared to the
full KDD’99 dataset when being classified by MLP.

(2)

Information gained by branching on feature X
(3)
This is used for calculation of information gain
of all the attribute of the KDD99 dataset and the

III. METHODOLOGY

prominent ten features are used.
To uncover the impact of feature selection on
multi-layer perceptron classifier for intrusion detection
system which is the aim of this research, the KDD99
dataset is used in the evaluation of various algorithms.
The steps involved in the building the experiment
evaluation include;
-Environmental setup
-Data preprocessing
-Choosing of a data mining software
-Selection of classifier algorithms that will cover
algorithms from Decision trees to ANNs.

B. Multi-Layer Perceptron for Classification
The neural network gains the experience initially
by training the system to correctly identify pre-selected
examples of the problem. The most popular static network
is the MLP as shown in figure 3.MLP is feed-forward
neural
networks
trained
with
the
standard
backpropagation algorithm. They are supervised
networks, so they require a desired response to be trained.
They are widely used for pattern classification. With one
or two hidden layers, they can approximate virtually any
input-output map. ANN is the network of individual
neurons as shown in figure 1. Each neuron in a neural
network acts as an independent processing element. Each
processing element (neuron) is fundamentally a summing
element followed by an activation function. The most
successful application of neural network is classification
or categorization and pattern recognition. There are two
types of learning Supervise and Unsupervised. Multilayer
Perceptron is the well-known architecture of supervised
learning. The MLP is employed for Pattern Recognition
problems. The Algorithm for MLP is shown in figure 2.

In the preprocessing stage, the KDD99 dataset is split into
various types of attacks and feature selection is done
using information gain which is done using decision tree
classifier algorithm. The ‘WEKA’ software is used to
carry out the data mining and MLP algorithm is used for
intrusion detection. Table 3 and Table 5 results having the
performance comparison among the selected classifiers
are presented. One is the results of the performance of the
Multilayer perceptron algorithm using all features
contained in the KDD dataset and the other for the
performance of MLP using selected features having
reduced the features through decision tree’s information
gain.
A. Information Gain in Terms of Feature Selection
Information gain for a dataset (D) containing Si
tuples of class
is defined as:
Information measures info required to classify any
arbitrary tuple
(1)
Where Si is the total value of a feature X and S is the

C. SYSTEM ARCHITECTURE

number of possible value a feature X can take.
Entropy of feature X with values (x1, x2, …,xv)
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the extracted attribute were not more than 10 features
(plus the label feature).
G. Training MLP Classifier With The Selected
Features
The features extracted were fed as input to the
MLP classifier, and the training and testing of the
classifier were done also using 10-fold cross-validation
technique. Conclusively, the results derived from both
separate operation were subjected to analysis and
comparison.
IV. RESULTS
A. Performance Comparison
The performance of MLP on each dataset i.e. the full
dataset (containing all the features) and the reduced
dataset (containing 12 features plus label), were evaluated
and measured via the following parameters: incorrectly
classified instances (%),correctly classified instances
(%),root mean squared error, relative absolute error,
kappa statistics, root relative squared error and measured
via the following parameters: TP (True Positive) rate, FP
(False Positive) rate, Precision, Recall, F-Measure and TT
(Training Time of the algorithm on each dataset), and AA
(Average Accuracy = Total correctly classified
instances/Total instances).
Where;
True positive rate: fraction of intrusions correctly detected
True negative rate (TRN): fraction of non-intrusions
correctly diagnosed
False positive rate (FPR): fraction of non-intrusions
incorrectly diagnosed (false alarm)
FPR = 1- TNR
B. Results
The Tables 3, 4, 5 and 6 shows the performance of
MLP based on the Full and reduced dataset and the table 7
is derived from all the previous tables result.

Figure 3: System Architecture
D. Dataset
The dataset used in this studywas the 10% of the
KDD99 dataset. According to [21] KDD99 has been the
most widely used data set for the evaluation of anomaly
detection methods. This dataset is built based on the data
captured in DARPA’98 IDS evaluation program (KDD,
1999). DARPA’98 is about 4 gigabytes of compressed
raw (binary) TCP dump data of 7 weeks of network
traffic. The two weeks of test data had about 2 million
connection records.
E. Training MLP With All Features
The training dataset was used to train the MLP
intrusion detection system for detection and correct
classification of attacks and it is subsequently tested to see
if learning algorithm can correctly classify the attacks.
This training and testing process was carried out using 10fold cross-validation technique.
F. Feature Selection Via Information Gain
Afterward feature reduction of the dataset was
performed via information gain. This reduced the number
of features that the MLP classifier used in making correct
and
accurate
classification.
The
feature
reduction/selection technique selected the best attributes
from the original 41 features (plus the label feature) and

C. Attacks and the Normal Attributes Terms
1) Denial of Service (DoS) attack causes the computing
power or memory of a victim machine too busy or too full
to handle legitimate requests. DoS attacks are classified
based on the services that an attacker renders unavailable
to legitimate users like apache2, land, mail bomb, back,
etc.
2) Normal connections are generated by simulated daily
user behaviour such as downloading files, visiting web
pages.
3) Remote to User (R2L) is an attack that a remote user
gains access of a local user/account by sending packets to

27

Vol. 9, No. 1 & 2 (combined), 2016, pp. 22 - 53
Tinuke Omolewa Oladele,
Perceptron Clasifier

ISSN 2006-1781
Emmanuel Jadesola Adejoke and Adebisi Samuel (2016), Performance Evaluation of Multilayer
© 2016 Afr. J. Comp. & ICT – All Rights Reserved
https://afrjcict.net

a machine over a network communication, which include
send-mail, and Xlock.
4) User to Root (U2R) is an attack that an intruder begins
with the access of a normal user account and then
becomes a root-user by exploiting various vulnerabilities
of the system. Most common exploits of U2R attacks are
regular buffer-overflows, load-module, Fd-format, and fbconfig.
5) Probing (Probe) is an attack that scans a network to
gather information or find known Vulnerabilities. An
intruder with a map of machines and services that are
available on a network can use the information to look for
exploits.

Table 7 and the graphical representation of accuracies of
both dataset is shown in figure 15.

D. Performance Evaluation Terms
(1) Correctly and Incorrectly Classified Instance:
reveals the percentage of test instances that were correctly
and incorrectly classified
(2) Kappa Statistics: Kappa is a chance-corrected
measure of agreement between the classifications and the
true classes. It’s calculated by taking the agreement
expected by chance away from the observed agreement
and diving by the maximum possible agreement. A value
greater than 0 means that the classifier is doing better than
chance.
(3) Mean Absolute Error, Root Mean Squared Error
and Relative Absolute Error: These errors are basically
used in numeric prediction rather than classification. In
numeric prediction, predictions aren’t just right or wrong,
the error has a magnitude, and these measures reflect that.

V. DISCUSSIONS

From the above results, we can conclude that
there is a positive improvement in the classification of
various attacks by the multilayer perceptron algorithm
except for remote to local classification which shows a
demeaning result, but an obvious difference is seen in the
user to root classification.
Figure 15 depicts the accuracy of the correctly
classified instance of attack performed on the two
separate datasets.

Deducing fact from the analysis, the empirical
result revealed the effect of information gain (feature
selection) technique on the performance of multilayer
perceptron in the classification of various attack.
Nevertheless, the effect of feature selection is clearly seen
in the time taken to train the algorithm as there was a
drastic difference in the training time of the algorithm
with the two separate datasets.
VI

CONCLUSION

In this paper we studied the performance evaluation of
multi-layer perceptron classifier on the KDD’99 full and
reduced dataset using weka tool. The overall performance
of the classification algorithm was improved using the
filtered dataset except for the dataset that were small
before the reduction was performed thereby making it
smaller which gave in degrading results as compared to
when it was classified using the full dataset such as
probing and remote-to-local.

E. Performance Measurement Terms
1) True Positive (TP): is the number of detected attacks
and it is indeed an attack.
2) True Negative (TN): is the number of normal instance
classified as normal.
3) False Positive (FP): also known as false alarm is the
number of detected attacks but which is indeed normal.
4) False Negative (FN): is the number of normal
instances classified as an attack.
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Figure 4: Proposed System Architecture (WEKA)

Table 2: Parameters Full Meaning
PARAMETER
DOS
R2L
U2R
TP
TN
FP
FN
TT

MEANING
DENIAL OF SERVICE
ROOT TO USER
USER TO ROOT
TRUE POSITIVE
TRUE NEGATIVE
FALSE POSITIVE
FALSE NEGATIVE
TRAINING TIME
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EXPERIMENTAL RESULT OF MULTILAYER PERCEPTRON ALGORITHM FOR CLASSIFICATION ON
THE FULL DATASET USING WEKA TOOL

Figure 5a: MLP on Denial of Service (DOS)
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Figure 5b: MLP on Denial of Service (DOS)
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Figure 6a: MLP on NORMAL
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Figure 6b: MLP on NORMAL
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Figure 7a: MLP on PROBING
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Figure 7b: MLP on PROBING
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Figure 8a: MLP on R2L
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Figure 8b: MLP on R2L
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Figure 9a: MLP on U2R
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Figure 9b: MLP on U2R
Figure 5a and 5b depict MLP on Denial of Service (DOS). Figure 6a and 6b depict MLP on Normal. Figure 7a and 7b
depict MLP on Probing. Figure 8aand 8b depict MLP on R2L. Figure 9a and 9b depict MLP on UR2, as shown in Table 3
and 4.
Table 3: Performance Evaluation of MLP of the full dataset
PARAMETERS

DOS

NORMAL

PROBING

R2L

U2R

Correctly Classified Instances (%)

99.9983

100

99.1478

99.2007

84.6154

Incorrectly Classified Instances (%)

0.0062

0

0.8522

0.7993

15.3846

Kappa Statistics

0.9998

1

0.9877

0.9539

0.7355

Mean Absolute Error

0.0001

0.0001

0.0012

0.0017

0.0177

Root Mean Squared Error

0.0021

0.0002

0.0236

0.0254

0.1086

Relative Absolute Error

0.3297

353.0244

2.0025

9.8533

28.4466

Root Relative Squared Error

1.5411

355.3712

13.6347

28.9263

65.2344
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Table 4: Performance measurement of MLP on the full dataset
PARAMETERS

DOS

NORMAL

PROBING

R2L

U2R

TP RATE

1

1

0.991

0.992

0.846

FP RATE

0

0

0.002

0.034

0.144

PRECISION

1

1

0.992

0.992

0.845

RECALL

1

1

0.991

0.992

0.846

F-MEASURE

1

1

0.992

0.992

0.844

ROC AREA

1

0

0.999

0.997

0.908

Training Time

98919.32secs

679.02secs

133.33sec

7secs

3028.24secs
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EXPERIMENTAL RESULT OF MULTILAYER PERCEPTRON ALGORITHM FOR CLASSIFICATION ON
THE REDUCED DATASET USING WEKA
TOOL

Figure 10a: MLP on Denial of Service (DOS) (reduced dataset)
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Figure 10b: MLP on Denial of Service (DOS) (reduced dataset)
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Figure 11a: MLP on NORMAL (reduced dataset)
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Figure 11b: MLP on NORMAL (reduced dataset)

45

Vol. 9, No. 1 & 2 (combined), 2016, pp. 22 - 53
Tinuke Omolewa Oladele,
Perceptron Clasifier

ISSN 2006-1781
Emmanuel Jadesola Adejoke and Adebisi Samuel (2016), Performance Evaluation of Multilayer
© 2016 Afr. J. Comp. & ICT – All Rights Reserved
https://afrjcict.net

Figure 12a: MLP on PROBING (reduced dataset)
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Figure 12b: MLP on PROBING (reduced dataset)
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Figure 13a: MLP on R2L (reduced dataset)
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Figure 13b: MLP on R2L (reduced dataset)
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Figure 14a: MLP on U2R (Reduced Dataset)
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Figure 14b: MLP on U2R (reduced dataset)
Figure 10a and 10b depict MLP on Denial of Service (DOS) reduced dataset. Figure 11a and 11b depict MLP on Normal
reduced dataset. Figure 12a and 12b depict MLP on Probing reduced dataset. Figure 13a and 13b depict MLP on R2L
reduced dataset. Figure 14a and 14b MLP on UR2 reduced dataset, as shown in Table 5 and 6.

Table 5: Performance evaluation of MLP on the reduced dataset
PARAMETERS

DOS

NORMAL

PROBING

R2L

U2R

Correctly Classified Instances (%)

99.9938

100

97.0782

97.6909

73.0749

Incorrectly Classified Instances (%)

0.0062

0

2.9218

2.3091

26.9231

Kappa Statistics

0.9998

1

0.9577

0.8617

0.5117

Mean Absolute Error

0.0001

0.0003

0.0054

0.0065

0.0423
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Root Mean Squared Error

0.0021

0.007

0.0391

0.0396

0.1291

Relative Absolute Error

0.2974

1294.665

9.0433

38.4633

67.9958

Root Relative Squared Error

1.5502

1305.3079

22.5764

45.1331

77.5406

Table 6: Performance measurement of MLP on the reduced dataset
PARAMETERS

DOS

NORMAL

PROBING

R2L

U2R

TP RATE

1

1

0.971

0.977

0.731

FP RATE

0

0

0.008

0.111

0.236

PRECISION

1

1

0.97

0.961

0.679

RECALL

1

1

0.971

0.977

0.731

F-MEASURE

1

1

0.971

0.969

0.7

ROC AREA

1

0

0.999

0.981

0.89

Training Time

2057.11secs

131.5secs

26.55secs

10.66secs

10.98secs

Table 7: Performance evaluation of the two datasets

CLASSIFIER

MLP

ATTACK TYPES
DOS

NORMAL

PROBING

R2L

U2R

99.9983

100

99.1478

99.2007

84.6154

99.9938

100

97.0782

97.6909

73.0749

(with full dataset)
MLP
(with reduced dataset)
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Figure 15: Graphical representation of accuracies of both dataset.
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