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From the Editor-in-Chief 

_________________________________________________________________ 
 

Readers are welcome to this maiden edition of Volume 12 of African Journal of Computing & ICT. 

 

Six (6) papers appear in the edition. The paper by Comfort Adeline Uno and Celebi Erbug examined the 
significance of computer-based test (CBT) vis-a-vis paper-based test (PBT). In the paper, questionnaires were 

distributed to instructors in the Faculties of Business Administrative Science and Engineering of Cyprus 

International University to obtain their perception on which of CBT and PBT they consider preferable. It was 

shown, among others, that most instructors prefer the CBT. 
 

In their work, Victor Eshiet Ekong and Temitope Joel Fakiyesi studied the effectiveness of four artificial neural 

network models with respect to the prediction of air pollution levels in Nigerian urban metropolis. The models 
were Multilayer Perceptron Feed Forward (MLPFF), Radial Basis Function (RBF), Generalized Feedforward 

Network (GFFN) and Recurrent Neural Network (RNN), while the case study was Uyo city, the capital of Akwa 

Ibom State. The authors showed that MLPFF is the most effective in predicting air pollution levels. 
 

The paper by S. L. Ayinla, A. T. Ajiboye, A. O. Yusuf, C. G. Dilibe and A. R. Ajayi focuses on the design, 

construction and performance testing of 3-axes accelerometer wireless sensor nodes useful in pipeline 

monitoring. It was shown that the designed node comply substantially with existing industrial standards. 
 

The theme of the paper authored by Ibidapo O. Akinyemi, Adesola O. Anidu and Adefemi T. Adeniran dwells 

on a comparative analysis of Ayo game tournament as played using case-based probability distance (CPBD) 
clustering technique against Awale shareware. By playing six (6) games, it was shown that CPBD clustering is 

superior to Awale shareware. 

 
The focus of the paper contributed by D. Aliu, E. A. Adedokun, M. B. Mu’azu and I. J. Umoh is on the 

development of a digital image watermarking scheme. This scheme uses a concatenation of three transforms, 

namely Discrete Orthonormal Stockwell Transform, Discrete Wavelet Transform and Singular Value 

Decomposition. 
 

The sixth paper, but in no means the least, focuses on one of the most common and dangerous online database 

threats, namely SQL injection attack. Essentially, the authors presented a manual testing of SQL injection 
vulnerabilities in an online student database system using same channel strategy. Suggestions for automatic 

testing were also presented. The paper is authored by Mu’awuya Dalhatu, Aliyu Sani Ahmad and Moshood 

Abiola Hambali. 

 
As is the practice in this journal, this is to acknowledge all authors, reviewers and editorial board members for 

their respective contributions towards the publication of this edition. Appreciation also goes to the readers and 

well-wishers of the journal. 
 

 

 
Bamidele (‘Dele) Oluwade, 

Editor-in-Chief, 

Afr. J. Comp. & ICT, 

ISSN 2006-1781 
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ABSTRACT 

Examination management system is an information system that enables an educational institution to be more effective and 

efficient in planning, execution, and monitoring of academic-related test. The research was focused on investigating the 

perception of the instructors from Business Administration Science and Engineering faculties of Cyprus International 

University Nicosia, North Cyprus and it was analyzed to ascertain which of the examination types, computer-based (CB) test 

or paper-based (PB) test, the instructors preferred and observed to be more suitable. The analyses showed that most 

instructors preferred the CB test although instructors from business admin seem to also prefer PB test. The total population 

of the instructors in both faculties was 69 and a total of 61 questionnaires were retrieved and found usable from the 69 

questionnaires administered, which were analyzed and used in the design of the system. A new system which will allow 

lecturers to create and upload questions, and then students can assess the site URL with their provided login credentials 

giving to them by the admin office to answer questions was suggested. This web-based system will also serve as an 

information desk for students and lecturers to be informed on what is happening on campus. 
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I. INTRODUCTION 

Information systems today, in light of the 

unprecedented changes ongoing in and around us, 

most businesses and organizations both profit-making 

and non-profit making are embracing the computer-

based system. This is because the computer-based 
system in a way keeps business ahead of their 

competitors by offering quality products and services. 

The information system can easily be defined as a 

process of and a tool for storing, managing, making 

timely decisions, collecting data and effective 

communication in an organization [1]. This is to make 

sure tasks are completed in time, quality services are 

rendered to clients/customers and have become the 

basic reason for the success or failure of the 

organization to compete effectively in business. This 

study is concerned with analyzing the perception of 

instructors from the faculty of business administration 
and engineering using the questionnaire survey 

method. Instructors are directly involved in any 

examination type and are the most suitable set of 

people with the knowledge of the exam type to use and 

how best to construct questions for the purpose of 

evaluating students. Two faculties were used due to 

their contracting concept and also because they are 

the two major faculties in the university. Also, an 

online examination system was designed for the 

institution using Human-based Activity Approach. 

The examination is created with the sole aim of 
formally testing a group of people or persons in 

their knowledge or skills in a given field [2]. There 

are two main forms of carrying out examination; 

paper-based examination and online examination 

system. Paper-based examination system is the 

printed examination which students are required to 

answer on paper with writing materials like pen or 

pencils. Online examination system involves the 

process of setting questions, answering them, 

marking exam, displaying results and storing of 

those result on the internet. All the processes 
involved in the examination are carried out on the 

internet. The two forms of examination have been 

observed to have certain challenges which will be 

discussed further in this research. 

 

 

 

 

 

 

 

 
 

 

 

 

The study seeks to combine both forms of examination to 

give more flexibility to the system. 

II. PROBLEM STATEMENT 

The integrity, efficiency, and effectiveness of the 

examination system cannot be overemphasized in any 

institution either secondary or tertiary. In order to 

produce students who are capable of breaking new 

grounds in their fields and the society at large, the 

credibility of examination or any form of evaluation 

should be considered a necessity. Paper-based 

examination has been observed to incur cost, 

examination malpractice, record storage challenges and 

is also generally stressful most especially for the 

teachers as well as computer-based examination which 

was said to be a bit rigid in structure and also inuring 

cost [3]. Every institution considers examination very 

important but also strives to make the entire process 

cost-efficient, reliable, flexible and accurate. The 

present paper-based system exhibits some loopholes in 

ensuring a successful examination atmosphere. 

 

III. LITERATURE REVIEW 

Online examination is an examination solution 

provided by the internet which makes it possible for 

universities and other organizations to set up organize 

and manage examination online through internet, 

intranet or local area network [4]. The paper method of 

marking is a manual process where the entire process of 

marking and entering student score is stressful and 

prone to clerical error and also exhibits loss of exam 

script and improper maintenance of the answer script 

[5]. Bloomfield encourages the use of paper exam in 

accessing students because of its unique advantages 

such as students’ ability to express themselves and 

ability to evaluate indebt understanding of students. 

Although time, energy spent in the grading of the exam 

as well as accuracy was said to be a significant issue 

facing the system. Delay in getting the result by the 

students and also the need to keep accurate records of 

grades for future reference was another challenge 

identified in this system [6]. 
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Some students, mostly from the English department 

found paper-based examination system to be less 

stressful to read questions, although was lacking 

immediate feedback and release of the result [7]. Jamil 

discovered in their research, that teachers’ perception 

on computer and paper-based exam varies from 

department to department, rank and computer 

knowledge of the teachers. [8] 

3.2. Similarities between PBT and CBT 

Both forms of examination exhibit issues of cheating 

They both have security concerns, as they both face 

problems of protecting their equipment and exam 

materials. [9]. 

3.3 Differences between PBT and CBT 

Enoch Morrison explained in his paper that the 

differences that are exhibited in the two exam forms 

are often a matter of preference, personality, and 

familiarity with the format. [10] 

Some differences enumerated by Patidar & Kadam 

[11] include: 

 

Table 1: Differences between CBT and PBT 
 

PBT CBT 

Difficult to edit and 

make corrections when 

necessary. 

It is easy to make 

corrections on 

mistakes made while 

taking the exam. 

It’s more stressful 

especially while 

transferring records 

from score sheets to a 

computer. 

It is less stressful for 

both instructors and 

students to use. 

It’s highly prone to 

human errors as the 

bulk of the process is 

done by humans. 

It is less prone to 

mistake and more 

accurate in result 

computation. 

Exhibit high level loss 

of exam records. 

Records preservation 

can be guaranteed for 

future purposes. 

 

IV. RESEARCH METHOD 

This study used descriptive survey research design 

to elicit instructors’ perception of CB and PB 

examination. The population for this study was 

instructors in North Cyprus Universities. 

Specifically, the target population was instructors 

from two faculties, Engineering and Business 

Administrative Science from the Cyprus 

International University. The instructors had a total 

population of sixty- nine (69), in which, twenty-one 

(21) in Business Administrative Science and forty-

eight (48) in Engineering. A total of 69 

questionnaires were physically administered and 

61 questionnaires were retrieved and analyzed using 

statistical package for social sciences (SPSS) 

analytical tool. 

V. RESULT 

In Table 2, the demographic category (aspect) of the 

questionnaire was analyzed and the lecturers were 

purposely selected from the Faculty of Business 

Administrative Sciences and were 20(32.8%) and 

faculty of Engineering which was 41(67.2%), and 

the percentage of those that had knowledge of the 

two systems was 61(100%), 27.9% of the total 

respondent were between the age of 0-30years, 

50.8% were between the age of 31-39 and 21.3% 

were from 40 years and above. 13.1% of the 

respondents were with BSc qualification, 27.9% 

was MSc and 59.0% were Ph.D. and above. A total 

of 61 lecturers were used for the study. 
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Table 2: Demographic Distribution 

 

Demographic category                         Frequency  

                                                              Percentage 

Gender 

Male(43)                                                             70.5 

Female(18) 29.5 

Faculty 

Engineering(41) 67.2 

Bus & Administrative(20) 32.8 

Knowledge about PB and CB 

Yes(61) 100 

Age 

0-30(17) 27.9 

31-39(31) 50.8 

Above40(13) 21.3 

Qualification 

BSc (8) 13.1 

MSc (17) 27.9 

PhD Above(36) 59.0 

 

 

 

Table 3 shows that out of the 61 Instructors, 54.1% 

(33) of respondent choose paper-based and 45.9% (28) 

choose computer-base for which system should be 

used to assess student, 59.0% (36) percent picked a 

paper base to exhibit more flaws and 41.0% (25) 

picked computer-based system. For the option of 

which of the system is more cost effective, 26.2% (16) 

choose paper-based while 73.8 (45) choose computer-

base system, 19.7% (12) said the paper-based system 

is more likely to reduce teacher’s workload while 

80.35% (49) choose computer-based system.  

 

 

 

 

 

 

For accuracy in the result, 24.6% (15) chose paper-

based system and 75.4% (46) chose computer based, 

while 34.4% (21) said the paper- base system has a 

positive influence on the education system and 65.6% 

(40) said computer system has more influence. 62.3% 

(38) said paper-based examination consumes more time 

to conduct while 37.7% (23) said computer system does 

consume time, the percentage of risk involved was 

31.1% (19) for paper-based and 68.9% (42) for 

computer exam system. For the system that has more 

benefit in all aspect, 34.4% (21) chose paper and 

65.6% (40) choose computer system while 73.8% (45) 

said paper-based exam is more likely to pose more 

tension on students and 26.2% (16) said computer 

would pose tension on the students. 

 

Table 3: Instructors’ perception on PB and CB 

 

Questions Responses(percentage in 

parentheses) 

 PB CB 

Question 1 33(54.1) 28(45.9) 

Question 2 36(59.0) 25(41.0) 

Question 3 16(26.2) 45(73.8) 

Question 4 12(19.7) 49(80.35) 

Question 5 15(24.6) 46(75.4) 

Question 6 21(34.4) 40(65.6) 

Question7 38(62.3) 23(37.7) 

Question 8 19(31.1) 42(68.9) 

Question 9 21(34.4) 40(65.6) 

Question 10 45(73.8) 16(26.2) 
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In table 4, 82% (50) of instructors agreed that 

computer exam system makes it possible to access 

more students in a short time while 18% (11) did 

not agree. 59 % (36) said computer exam reduce 

cheating while 41% (25) said it doesn’t. About 82% 

(50) said computer exam system help to reduce 

clerical mistakes while 18% (11) declined and 41% 

(25) of instructors said the system has a negative 

effect on students thinking potential and 59% (36) 

disagreed with it. 

Table 5: Instructors Perception on 

Computer Based Exam 

 

Questions Frequency Percentage 

Question 13   

Yes 50 82% 

No 11 18% 

Question 14   

Yes 36 59% 

No 25 41% 

Question 15   

Yes 
No 

50 
11 

82% 
18% 

Question 16  

Yes 
No 

 

25 

36 

 

41% 

59% 

 

 

Using statistical package for social sciences (SPSS), 

the overall mean scores of the faculty of Business 

administrative sciences and Engineering Instructors’ 

concerns on their perception of paper-based and 

computer-based examination system were 1.7 (SD = 

0.253) and 1.59 (SD = 0.33) respectively. This seems 

to indicate that the faculty of business administrative 

studies instructor’s had more positive concerns about 

computer-based system evaluation than the 

Engineering counterparts. The T-test results, 

however, showed that there was no statistically 

significant difference (T (59) = 1.279, p > 0.05) 

between the concerns of business administrative 

studies and Engineering instructors on their 

perception of computer and paper-based exam 

system. Thus, the hypothesis was accepted [12]. This 

means that the faculty difference does not affect the 

instructors’ choice of preference. 

Table 6: Difference in Instructors’ Perception 

 

 

Faculty N Mean SD T Df Sig 

Bus. 20 1.7 0.253 1.279 59 0.197 

Eng. 41 1.59 0.33    

 

 

 

 

 

Figure 1. Bar chart representation for section B of 

the instructors in Engineering 

 

Figure 1 shows a bar chart of the responses of 

instructors in engineering faculty of Cyprus 

international university to section B of the 

questionnaire. 
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Figure 2. Bar chart Representation of 

Engineering Instructors for Section C. 

 
 
 

Figure 2 shows a bar chart of the responses of 

instructors in engineering faculty of Cyprus 

international university to section C of the 

questionnaire. 

 
 
 

 
 
 
 

Figure 3. Bar chart Representation for Section 

B of the Instructors in Business 

Administration. 

 
 
 
 
 
 

 
 
 
 
 
 

 

 

Figure 3 shows a bar chart of the responses of 

instructors in Business administrative science 

faculty of Cyprus international university to section 

B of the questionnaire. 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 

Figure 4. Bar chart Representation for 

Instructors in Business Administration for 

Section C. 

 
 
 

Figure 4 shows a bar chart of the responses of 

instructors in Business administrative science faculty of 

Cyprus international university to section C of the 

questionnaire. 

VI. DISCUSSION 

The instructors from the faculty of engineering prefer 

CBT, as they were more of the opinion that the system 

curbs basic exam issues like; assessing large number of 

students in a shorter time frame and providing an 

accurate result. Although there was a slight difference in 

their thought concerning CBT having a negative effect 

on students thinking potential. This implies that a good 

number of them do not think it does. Business 

administrative science instructors agreed with the other 

instructors that CBT is accurate in result generation, 

reduces workload and doesn’t have a negative influence 

on students thinking potential. Although they felt it 

involves risk in conducting exam, time consuming and 

also cheating. 
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From the above discussion, it was deduced that 

instructors from engineering faculty preferred CBT 

while those from business admin acknowledge the 

benefit of CBT but still feel PBT should still be used in 

examining students. 

1. CONCLUSION 

The study investigates the perception of the instructors 

from the faculties of engineering and business 

administrative science in Cyprus International 

University. The analyses showed that most instructors 

preferred the CB test although instructors from business 

admin seem to also prefer PB test. The major discovery 

was that the instructors from business admin 

acknowledge that CB test was of great advantage but 

still not enough reason to completely wipe out the PB 

test. A design for a new system was suggested which is 

an online examination software for the institution; it is a 

web-based system that will allow the efficient and 

effective conduct of examinations in the university. The 

new system designed in this study is aimed at reducing 

some of the challenges of paper examination by 

evaluating, grading and recording of students’ 

examination. The system allows students to take the 

exam online and view their result online and 

immediately as well. The study was limited to just one 

institution in Northern Cyprus, there may be challenges 

expected in the development of the new examination 

management system, though some guide and 

suggestions have been provided to enable development 

of the system. This study was a master’s thesis research 

which was carried out in Cyprus International 

University [13]. 
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  APPENDIX 

RESEARCH QUESTIONNAIRE 

 
Dear Respondent, 

 

I am a master student of Department of Management 

Information Systems and carrying out a survey on THE 

PERCEPTION OF INSTRUCTORS IN AN 

EUROPEAN UNIVERSITY ON COMPUTER-BASED 

TEST AND PAPER-BASED TEST. I kindly request 

your voluntary participation by answering the questions 

in this questionnaire. The answers given here will be 

used solely for this survey, please read t h e  instructions 

and respond accordingly choosing the options that 

apply most to you.  

 

This questionnaire was adopted from Jamil, M.; Tariq, 

R. H.; Shami, P. A.; & Zakariys, B. (2012). Computer-

based vs paper-based examinations: Perceptions of 

university teachers. TOJET: The Turkish Online 

Journal of Educational Technology, 11(4).  

 

Thank you. 

 

Section A:  

Please tick appropriate option. 

 

1. Gender: male [] female [] 

2.   Age:  0-30 []     31-39 []      40 and above [] 

3. Faculty: Agriculture[] Art & Science[] 

Communication[]

Economics[] Education[] Engineering[] 

Fine Art[] Health Science[] Law[] 

Pharmacy[]. 

4. Qualification: BSc [] MSc [] PhD and 

above [] 

5. Are you familiar with the computer (online)  

 

 

examination? Yes [] no [] 

6. Are you familiar with paper-based  

examination? Yes [] no [] 

Section B:  

Choose the best option, where PB stands for paper-

based and CB for computer-based system. 

7. Should students be assessed more often on: 

PB [] CB [] 

8. Which of the examination system would 

exhibit flaws in conducting exam? PB [] 

CB [] 

9. Which of the examination system is cost- 

effective? PB [] CB [] 

10. Teachers’ workload is most likely to reduce 

in which exam system? PB [] CB [] 

11. Which of the system do you think produces 

an accurate result? PB [] CB [] 

12. Which of the exam types has a positive 

influence on the educational system? PB [] 

CB [] 

13. Which of the system consumes time to 

assess students? PB [] CB [] 

14. Which of the system is risk involved? PB [] 

CB [] 

15. Which of the system have benefits in all 

respect? PB [] CB [] 

16. Which of the system poses tension on 

students? PB [] CB [] 
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Section C: Tick preferred option 

17. Does CB examination make accessing of a 
large number of students in a short time 

possible? Yes [] no []. 

18. Does CB examination reduce cheating during 
the examination? Yes [] no []. 

19. Using CB examination to generate and publish 

result help to reduce clerical mistakes? Yes [] 

no []. 

20. Does CB examination have a negative effect on 
students thinking potential? Yes [] no [].  
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ABSTRACT 
Air pollutants are any gas, liquid or solid substance that have been emitted into the atmosphere and are in high 

concentration to be considered harmful to the environment, human, animal and plant health. This paper reports 

findings from an experimental study of data of ambient air quality with respect to suspended particulate matter 

(SPM), Sulphur dioxide (SO2), carbon monoxide (CO), oxides of nitrogen (NO2) and respirable suspended 

particulate matter (RSPM) (PM10 and PM2.5) obtained from four construction sites in the urban city of Uyo in Akwa 

Ibom state. It obtained an optimized ANN model for predicting the air pollution levels through the selection of 

appropriate training algorithms. Four ANN models: Multilayer Perceptron Feed Forward (MLPFF), Radial Basis 

Function (RBF), Generalized Feedforward network (GFFN) and Recurrent Neural Network (RNN) were designed 

and tested. The system is implemented using Neuro Solutions version 7 and Microsoft Excel running on a Microsoft 

Windows 7 operating system. The network models utilized 105 dataset split into ratio 60:20:20 for training, 

validation and testing.  The results showed that the MLPFF model with network structure of 6-15-1 gave the best 

performance. It had the least average Mean Square Error (MSE) of 0.0006, average Mean Absolute Error (MAE) of 

0.00047 and highest average correlation of determination (R
2
) of 0.99984 between the actual and predicted air 

quality index (AQI) using Levenberg Marquardt (LM) back propagation (BP) learning algorithm. The empirical 

results obtained show that the MLPFF model is effective in accurately predicting the air pollution levels in an urban 

metropolis. 
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I.  INTRODUCTION    
 

Uyo is the capital city of Akwa Ibom State in Nigeria 

located between latitudes 5˚ 17’to 5˚ 25’North of the 

equator and longitudes 7˚ 3’to 7˚58’East of the Greenwich 

Meridian. The population of Uyo according to the 2006 

population census is 273,000 [1]. The city has 

experienced a steady influx of people, high traffic 

congestion and a growing number of construction 

activities since its creation on the 23rd of September 1987. 
Situated in the Niger Delta region of Nigeria where 

intensive gas flaring is going on; the air quality has been 

an issue of concern in recent years [2]. Many urban areas 

in Nigeria with intense industrial and construction 

activities are exposed to air quality levels that exceed 

World health organization (WHO) limits [3]. Thus the air 

quality should be effectively and periodically studied and 

predictions made on alarming levels to the appropriate 

authorities to forestall exposure of residents of the city to 

harmful gases with their attendant health implications. 

 

Air pollution is a serious public health problem in most of 
the metropolitan areas of Nigeria. The increased air 

pollutant concentrations in urban areas are responsible for 

many pulmonary defects such as cardiovascular diseases, 

asthma, bronchitis, neo-behavioral effects leading to 

increased morbidity and mortality [4, 5, 6, 7]. Dust 

derived from construction activities form a serious local 

source of suspended particulate matter (SPM) and 

respirable suspended particulate matter (RSPM) that is 

responsible for air pollution in cities undergoing 

urbanization. Civil construction activities bring with them 

the unwanted adverse air pollutants identified as SPM, 
SO2, NO2, and CO.  SPM is a mixture of solid and liquid 

particles in the air having a lower and upper size limits of 

the order 10-3μm and 100μm. SPM, a complex mixture of 

organic and inorganic substances is an ubiquitous air 

pollutant arising from both natural and anthropogenic 

sources. RSPM consists of particulate matter of 10μm and 

2.5μm in diameter. PM10 and PM2.5 can penetrate the 

respiratory system in humans and are found in dusts, dirt, 

soot, smoke and liquid droplets in the air. High 

concentrations of PM pose serious risk to human health 

and the environment as exposures to it over a short period 
of time (seconds) are far more harmful to human health 

than long exposures to lower concentrations [8]. 

 

Statistical models have been applied for air pollution 

prediction on the basis of meteorological data [9, 10, 11]. 

However, studies on statistical modeling have mostly 

been restricted to simply utilizing standard classification 

or regression models, which have neglected the nature of 

the problem itself or ignored the correlation between sub-

models in different time slots. Artificial neural networks 

(ANN) have achieved tremendous success in recent years 

as prediction techniques [12]. ANN can create the 

relationship between dependent and independent variables 

from several training data sets during the learning process. 

It acts as a highly simplified parallel model of the 
structure of a biological network with the artificial neuron 

as the processing element [13].  The neuron receives 

inputs, combines them and performs generally a nonlinear 

operation on the result, and then outputs the final result. 

The advantage of ANN stems from the fact that it requires 

no underlying mathematical model, but learns from 

examples and recognizes patterns in a series of input and 

output data without any prior assumptions about their 

nature and interrelations. So it eliminates the limitations 

of classical forecasting techniques by extracting the 

desired information using input data.  With increasingly 
severe air pollution levels in urban cities, it is important to 

predict air quality exactly so that proper actions and 

control strategies can minimize the adverse effects [14]. 

Several studies have applied ANNs in atmospheric 

pollution problems [15], with applications ranging from 

pattern recognition in environmental profiles, functional 

analysis of air quality indices and prediction of biological 

and atmospheric processes [16, 17, 18, 19, 20, 21, 22, 23, 

24].  In this paper, we focus on developing ANN models 

for predicting air pollutant concentration on the basis of 

historical meteorological data. 
 

II. MATERIALS AND METHODS   

 

2.1 Monitoring Instrument 

The measuring process for SO2, NO2 and CO utilized gas 

monitors of Gasman 19648H, 19831N and 19252H 

model. PM10 and PM2.5 were obtained using Air Steward 

Air quality (AQ) monitors in the study area. SPM was 

measured using Haz-Dust 10μm-3 particulate monitor [2]. 

 

2.2 Data Collection 

We collected air pollutant data from four construction 
site’s air quality monitoring and meteorological stations 

from January to April 2018. The air pollutant data in this 

study included concentrations of SPM, PM10, PM2.5,CO, 
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SO2 and NO2 taken around Uyo metropolis and from the 

four construction sites (Julius Berger (JB), Antec 

Construction and Development (ACD), Base Engineering 

(BE) and NigerPet construction (NC)) during the dry 

season. Appendix I shows the 24 hour air pollutant 

concentration at the four sites. The high concentration 
level of particulates in the air at the study area 

necessitates the need to monitor and predict severity 

levels. 

 

2.3 Air Quality Index 

An air quality index (AQI) is a color coded quantitative 

measure used for grading air quality of different 

constituents with respect to its severity on human health 

[25, 28]. It is a unitless index that determines air pollution 

concentrations to indicate the quality of the air and its 

health effects as shown in Table 1. A specific AQI value 
(AQV) is computed as in Equation 1 [25, 28]: 

 

 ……………………… (1) 
 

where PMobs = observed 24-hour average concentration in 

μg/m3 of PM in the air;  

PMmax = maximum concentration of AQI color category 

that contains PMobs;  

PMmin = minimum concentration of AQI color category 

that contains PMobs; 

AQImax= maximum AQI value for the color category that 

corresponds to PMobs;  

AQImin = minimum AQI value for the color category that 

corresponds to PMobs;  

 
2.4 ANN Model Building 

Figure 1 shows the methodology for the ANN based 

predictive model. The ANN structure consists of an input 

layer, hidden layer and an output layer that uses 

backpropagation learning algorithms for modeling the air 

quality prediction system.  

 

The ANN models are developed in Neuro Solution Neural 

model builder following the methodology in Figure 1. 

Inputs for the networks are preprocessed values of PM10, 

PM2.5, SO2, NO2, CO, SPM and AQV. The output is the 
air quality predicted value (AQPV). The network is 

trained to fit the input and target data. The 105 datasets 

obtained over a 4 month period are preprocessed, divided 

in the ratio 60:20:20 for training (63), validation (21) and 

test (21). Sixty-three (63) dataset are presented to the 

networks during training and the networks are adjusted to 

its errors. Twenty-one (21) dataset used for validation 

measures the network’s generalization. The other twenty-

one (21) datasets used to test the networks have no effect 

on the training, but provide an independent measure of the 

ANN’s performance during and after training. The 

preprocessed data are passed into the input layer and then 
are propagated from input layer to hidden layer or output 

layer of the networks. The determination of the number of 

neurons in the hidden layer is key as it affects the training 

time and generalization property of the ANNs. Every 

node in the hidden or output layer first acts as a summing 

junction which will combine and modify the inputs from 

the previous layer using Equation 2; 

 

      …………………………… (2) 

 

where  is the net input to node j in hidden or output 

layer,  are the inputs to node j (or outputs of previous 

layer), are the weights representing the strength of the 

connection between the ith node and jth node, i is the 

number of nodes and is the bias associated with node j. 

Each neuron consists of a transfer function that expresses 

internal activation levels. The output from a neuron is 

determined by transferring its input using the transfer 

function [26]. In this study, the sigmoidal function 

bounded between -1 and +1 is used as our transfer 

function for the hidden and output layers nodes. This is 

expressed in Equation 3: 
 

 ………………………………………… (3) 

where, , the output of node j is also an element of the 

inputs to the nodes in the next layer. 

 

The training algorithm is Levenberg-Marquardt (LM) 
backpropagation (BP). An extensive description of the 

algorithm is reported in [27]. The learning rate and 

momentum coefficients for the networks are chosen as the 

default values in the Neural Model Builder as 0.15 and 

0.1. 

 

2.5 Evaluation of Model Predictability 

The supervised training of the network requires 

determining the ANN output error between the actual and 

the predicted AQ outputs.  The mean square error (MSE) 

is obtained in Equation 4: 
 

 ……………………………(4) 

 

where n is the number of data points, is the predicted 

AQ value obtained from the ANN model, is the actual 
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AQ value.  The coefficient of determination  reflects 
the degree of fitness for the mathematical model. The 

closer the  value is to 1 the better the model fit to the 

actual data.  determination is given in Equation 5: 
 

 ……………………………(5) 

where n is the number of datasets, is the predicted value 

obtained from the ANN model, is the average of the 
actual AQ values. 

 

The mean absolute error (MAE) is used to evaluate the 

ANN output errors between the predicted and actual 

values and this is given as Equation 6: 
 

 …………  (6) 

 

where  and  are the predicted and actual responses 
respectively, and n is the number of points.  The ANN 
with a minimum average MSE, minimum MAE and 

maximum average is considered as the best ANN 
model [21, 24]. 

 

III. RESULTS AND DISCUSSION 

 

Four ANN models; MLPFF, RBF, GFFN and RNN were 

designed and tested. The system was implemented using 

Neuro Solutions version 7 and Microsoft Excel running 

on a Microsoft Windows 7 operating system. The ANN 

models are initially trained with LM BP algorithm in three 

versions. To obtain the optimal number of neurons in the 

hidden layer, a series of topologies were examined in 
which the number of neurons is varied from 10 to 20. The 

average MSE was used as the error function. Average  

and MAE are used as a measure of predictability of the 

network models. Decision on the optimum network model 

was based on the minimum error of testing. Each 

topology was repeated five times to avoid random 

correlation due to random initialization of the weights. 

After repeated trials, it was discovered that the network 
models with 15 hidden neurons produced the best 

performances. The best result was obtained with 15 

hidden neurons using MLPFF model. However GFF and 

RNN produce best results at 12 and 14 hidden neurons 

using LM BP algorithm.  The statistical analysis of the 

performances of the network models are shown in Table 

2. 

 

From Table 2, MLPFF had the best performance relative 

to RBF, GFF and RNN because the best result derived for 

the MLPFF with a 6-15-1 architecture has the minimum 

average MSE, maximum average  and minimum 
average MAE for both training and testing datasets. Based 

on the analysis conducted, MLPFF NN structure 6-15-1 

produces the best performance in the prediction of air 
quality compared to the other ANN models based on the 

values of R as shown in Figure 2, which represents the 

coefficient of determination for training and test data. 
 

MLPFF had the least average MSE of 0.0006, average 

MAE of 0.00047 and highest average correlation 

coefficient of 0.99984. The learning curve for the 
optimal MLPFF network model is presented in Appendix 

II. The predictive ability of the generated model is 

estimated using the validation data. The desired and 

predicted air quality values for the validation result 

showed an MSE, and MAE of 0.0008, 0.99968 and 
0.0007 respectively. This result shows that the predictive 

accuracy of the MLPFF model is high. 

 
IV. CONCLUSION  

 

The study identified that the level of particulates in the 

study area and other urban metropolis in Nigeria may 

have great influence on human health and the ecosystem. 

Four ANN models were trained to generalize the process 

of air pollutant spread using computed AQ values 

obtained from the study area. Three statistical indicators 
(R2, MSE and MAE) were utilized to estimate output 

results for the four ANN models (MLPFF, RBF, GFF and 

RNN). The MLPFF model provided the highest prediction 

capability as its architecture reduced the training error to 

the minimum possible limit. This study of ANN in air 

pollution modeling shows a promising application for 

advanced machine learning algorithms in the emerging 

field of ecological informatics. The developed ANN 

predictive model can serve as an effective tool that can 

support other systems designed for air pollution 

management.  
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Table 1: Daily PM10, PM2.5, SO2, CO, NOx and SPM concentration in μg/m3 and corresponding AQI rating (Modified 

from [25, 28]) 

 

 

PM2.5  

(μg/m
3
) 

PM10  

(μg/m
3
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CO  

(μg/m
3
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SO2  

(μg/m
3
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SPM  

(μg/m
3

) 

NO2  

(μg/m
3
) 

 

AQI value 

 

AQI Color 

 

Health 

influence 
0 - 15.4 0 – 54 0-20 0.0-0.02 0-50 0.0-0.02 0 – 50 Green Good 

15.5 - 40.4 55 – 154 21-40 0.0-0.03 51-75 0.02-0.03 51 – 100 Yellow Moderate 

40.5 - 65.4 155 – 254 41-60 0.03-0.04 76-100 0.03-0.04 101 – 150 Orange USG 

65.5 - 150.4 255 – 354 61-80 0.04-0.05 101-150 0.04-0.05 151 – 200 Red  Unhealthy 

150.5 - 250.4 355 – 424 81-90 0.05-0.06 150-200 0.05-0.06 201 – 300 Purple Very unhealthy 

250.5 - 500.4 425 – 604 >90 >0.06 >200 >0.06 301 – 500 Maroon Hazardous 

[USG –Unhealthy for sensitive group] 

 

  

 

 

 

 

 

 

 

 

 

 

   Figure 1: The Block diagram of the ANN predictive model 

 

Table 2: Statistical analysis of the four ANN models for predicting air quality 

 

 

NETWORK 

MODEL 

 

Architec- 

ture 

Training Validation Testing Ave. 

MSE 

Ave. 

MAE 

Ave.

 MSE MAE 

 

MSE MAE 

 

MSE MAE 

 
RBF 6-15-1 0.00512 0.0706 0.978 0.00176 0.0177 0.992 0.0005 0.0208 0.995 0.00246 0.0364 0.988 

GFFN 6-12-1 0.0004 0.0096 0.997 0.0010 0.0077 0.992 0.0025 0.0208 0.994 0.0013 0.0127 0.994 

MLPFF 6-15-1 0.0006 0.0002 0.99997 0.0008 0.0007 0.99968 0.0004 0.0005 0.99987 0.0006 0.00047 0.99984 

RNN 6-14-1 0.0140 0.0513 0.898 0.0068 0.0633 0.974 0.0077 0.0677 0.960 0.0095 0.0607 0.944 
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  Figure 2: Best linear fit for the training, validation and test data points  
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_________________________________________________________________________________________________ 

ABSTRACT 

Wireless Sensor Nodes have been deployed in a wide variety of applications because of their enormous potential to 

monitor environmental variables. They offer cost effective solution in detecting and localizing leak points in pipeline 

network. This paper describes the development of 3-axes accelerometer wireless sensor nodes for pipeline monitoring. 

MMA7361L IC based accelerometer produced by Sunrom was used as the sensing unit, PIC18 microcontroller family 

forms the processing unit, communication was made possible with KYL-500S mini data transceiver module and the 

whole unit was powered by a 9V alkaline battery. The PIC18 microcontrollers programmed in embedded C Language 

receive the signals from the accelerometer and convert them to digital; store the digitalized data to finally deliver them 

to its KYL-500S transceiver module for transmission. An Operating System (OS) was written to tie the various 

interfaces together to define how data are acquired, processed and communication setup for interconnection. 

Universal Serial Bus (USB) connection was implemented to enable communication between the sensor nodes and 

Personal Computer (PC) which serve as the Base Station (BS). Graphical User Interface (GUI) was developed with 

Microsoft Visual Studio IDE written in Visual Basic.NET. The designed wireless sensor nodes were tested in the 

laboratory using the Shake Table method and then deployed on an experimental testbed for measuring vibration on 

the pipeline surface to determine change in acceleration caused by simulated leakage and data was subsequently 

recorded at the base station. The developed sensor nodes were compared with standard nodes using IEEE 802.15.4 

standard. The developed sensor nodes can also be used for further research activities in wireless sensor network such 

as structural health monitoring of long span infrastructure and environmental protection. 

 

Keywords: 3-axes accelerometer, KYL-500S, PIC microcontroller, Pipeline Monitoring, Transceiver, Wireless Sensor 

Node 
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I. INTRODUCTION 
Wireless Sensor Network (WSN) has gained significant 
interest from both research and industrial communities 

due to their potential to monitor the physical world 

which may be difficult to access remotely. WSN have 

enormous potential for improving the functionalities of 

the different industrial fields, enhancing people’s daily 

lives and monitoring ecological environment [1]. They 

offer cost effective solution in detecting and locating 

leak points in pipelines [2] and have already been used 

on a wide variety of applications such as industrial 

machine and process control [3], military application 

[4], building and facility automation [5], fire rescue and 

medical monitoring [6], others are structural health 
monitoring, wild life tracking and agriculture [7, 8].  

 

A Sensor Node is a device that translates parameters or 

events in their physical world into signal that can be 

analyzed or measured. Wireless Sensor Nodes can be 

used where wired systems cannot be deployed for 

example dangerous location that might be contaminated 

with toxins or be subjected to high temperature. 

Wireless Sensor Networks consist of a set of sensor 

nodes capable of sensing, processing, storing and 

communicating data from one node to another node [9]. 
However, implementing such networks remains a 

challenging task due to hardware requirements in terms 

of data processing and transmission capabilities as well 

as computational power and limited energy resources. A 

sensor node consist of four basic units: sensing, 

processing, communicating and power supply units as 

shown in Fig.1. Varieties of Sensor Nodes used for 

various applications are available such as temperature 

sensors, humidity sensors, pressure sensors, soil 

moisture sensors, soil temperature sensors, proximity 

sensors, wind speed sensors, light sensors, and solar 
radiation sensors. 

 

This paper describes the development of acceleration-

based wireless sensor nodes that can be deployed in 

pipeline monitoring. The developed sensor nodes can 

also be used for further research activities in WSN such 

as structural health monitoring of long span 

infrastructure and environmental protection. 

 

 

 

 

 

 

 

 

 

 
Figure 1: Components of a Wireless  

Figure 1: Sensor Node Block Diagram 

II. RELATED WORKS 
Several researches have been carried out in the area of 

design and development of wireless sensor nodes for 

numerous applications. MPWiNodeZ was proposed in 

[10] based on a wireless microcontroller JN5121 from 

Jennic incorporation, which comprises of an IEEE 

802.15.4 RF transceiver with low power and low data 
rate module called ZigBee. This device converts raw 

data from low-cost analog sensors into meaningful 

information. Besides the microcontroller, it includes an 

external 12-bit Analogue to Digital (A/D) converter 

with eight single-ended analog inputs. A wireless sensor 

node (GAIA Soil-Mote) with a SDI-12 interface and 

IP67 protection level has been described in [11]. The 

node allows the installation of a large number of 

agricultural sensors in a crop with wireless data transfer 

to a centrally-located base station. Wireless 

communication was achieved with a transceiver 

compliant to the IEEE 802.15.4 standard. The software 
implementation was through an embedded and 

component-based operating system called TinyOS.  

 

A sensor node capable of microenvironment 

information acquisition, data preprocessing, and 

communication with a water potential sensing station 

has been proposed by [12], ATmega128 microcontroller 

was selected because of ultra-low power consumption 

and wide work-temperature tolerance. The data was 

acquired through eight SHT75 interfaces, eight 

analogue voltage inputs, a serial interface to canopy 
temperature sensor, and a pulse signal interface to wind 

speed sensor. The design of ZigBee WSN nodes were 

presented by [13] to measure power consumption by the 

ZigBee radio module and to send the collected data to 

other network. The Printed Circuit Boards (PCBs) for 

the system were designed in Eagle CAD (Computer 

Aided Design) 5.11. The WSN nodes were built using 

Surface Mount Technology devices mainly. A PIC24 

microcontroller family was mounted on the WSN node 

and programmed in C with mikroC Pro 5.4. The PIC24 

microcontroller receives the signals from the sensors 
and converts them to digital; then it stores the 

digitalized data to finally deliver them to its ZigBee 

radio module for transmission. A USB connection was 

implemented to enable the communication between the 

WSN node and a PC.  

 

A customized sensor node composed of the ARM 

Cortex M1 processor with memory, A/D converter with 

multiplexer, and I/O interface for integrating digital 

peripherals like USB, UART, SPI, and I2C was 

presented by [14]. A sensor node based on GSM 

technology was proposed by [15]. The two sensors 
(LM35 and SY-HS-230) were connected to MCP3208 

A/D converter and AT89S52 microcontroller. The 

microcontroller compares the received values from 

SENSING 
UNIT  

Sensor(s) 

PROCESSING 
UNIT 

Microcontroller 

COMMUNICAT
ION UNIT  
Transceiver 

POWER SUPPLY UNIT  
Non – Rechargeable Battery 
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ADC with the pre-loaded values of temperature and 

humidity and sends the indication signal. XBee wireless 

sensor node and network technology by [16] has been 
introduced by XBee alliance under IEEE 802.15.4 

standard. It operates in the 2.4 GHz band with a data 

transfer rate of 250 kbps and it supports peer to peer, 

point to point and point to multipoint networking 

methods. The node comprises of a moisture sensor, 

microcontroller (PIC 16F876A) and XBee 

communication module. This node sends data to the 

hub connected to the PC in order to deposit data into a 

database.  

 

IHPNode has been developed as a flexible and modular 

hardware platform for WSN and Internet of Things by 
[17]. It is based on the MSP430F5438A microcontroller 

and three RF transceivers, one working in the 868 MHz 

and two in the 2.4 GHz frequency band. The two of 

these RF transceivers (CC1101 and CC2500) support 

flexible proprietary networking protocols, while the 

third (CC2520) provides a network coprocessor for 

ZigBee protocol integration. An embedded sensor node 

microcontroller (TNODE) designed to support wireless 

sensor network applications with high security demands 

has been described by [18]. This ASIC chip features a 

low-power 16-bit IPMS430 processor, DSSS baseband, 
advanced crypto accelerators, embedded flash and data 

RAM, and 8-channel 12-bit analog-to-digital converter 

as well as the advanced low power techniques like 

clock-gating, power-gating, and frequency-scaling [19]. 

 
III. METHODOLOGY AND SYSTEM 

DESIGN 

The fundamental objective of any wireless sensor 

system is to sense, process, and communicate the 

sensed data of interest to the central unit wirelessly. 

This paper describes the development of 3-axes 

accelerometer wireless sensor nodes to monitor pipe 

induced vibration non-invasively. The designed system 

composed of sensor nodes, each of which consists of a 

sensor board, a microcontroller and the communication 

was made possible through a wireless transceiver. 

A. Hardware Design 

The hardware consists of custom made sensor nodes. 

The decision to develop  these  custom  made  nodes  

was  based  on unavailability  of standardized industrial  

nodes  for  the  required parameter transmission  range 

needed for intended application. The principal hardware 

used in the development includes: 

 Accelerometer (MMA7361 Model: 1156) 

 PIC18F2620 microcontroller 

 KYL-500S Mini Size Transceiver 

 9V alkaline battery for mobile operation 

 RS232 serial port connector to Serial-USB 

adapter 

 USB to serial cable for connection to PC 

serial port 

 Sensing Unit 

The Accelerometer (MMA7361L IC based) is a sensor 

that can measure the dynamic acceleration, tilt or 

periodic vibration of a physical device in x, y and z-

axes. It is produced by Sunrom Technology in India. 

The sensor consumes a low amount of power during 

operation with 3.3V optimal voltage and current of 

400µA.  

 

Figure 2: Accelerometer sensor module [20] 

 Processing Unit 

The processing unit uses PIC Microcontroller which is a 

processor with in-built flash memory, RAM and ADC 

courtesy of Microchip Electronics in China. It belongs 

to the sub-family PIC18F2525/2620/4525/4620 of the 

Microchip PIC family of chips with the following 

advantages: high computational performance at an 

economical price and low-energy consumption.  

 

Figure 3: PIN layout of PIC18F2620 [21] 

 Transceiver Unit 

The most important requirement for a sensor node is a 

radio with low energy dissipation during transmission 

and reception since the system was powered by non-

rechargeable batteries for portability. KYL-500S 

wireless data transceiver module from Shenzhen KYL 
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Communication Equipment Co. Ltd, in China was 

chosen. It is a mini-size RF transceiver with line-of-

sight radio that operates in the 400-470MHz (433MHz 
optimal) frequency range and within the ISM (Industrial 

Medical and Scientific) band covering a distance of 

about 1km at 1200bps. It is usually used for restricted 

military space application. With TTL interface, it is 

widely used for microcontroller based wireless 

communication and other TTL level port 

communication systems. Tables 1 and 2 show the 

Wireless Transceiver Module technical specifications, 

pin definitions, and connection methods. 

 

Figure 4: KYL500S RF transceiver [22]

 

 

Table 1: Technical Specifications of KYL-500S [22] 

Features KYL-500S Transceiver Module 

Power Output 50mW(Default), (10~100mW optional) 

RF Line-of-sight Range 1000m@1200bps; 600m@9600bps 

RF Effective Rate 1200/2400/4800/9600/19200bps 

Space Channel 1MHz(Default),(12.5/25KHz/other customization) 

Bandwidth <25KHz 

Receiver Sensitivity -123dBm@1200bps(1% BER) 

Networking Topology Point-to-point, point-to-multipoint 

Supply Voltage 5V DC (default), 3.3-3.6V( optional) 

Transmit Current <40Ma 

Receive Current <20Ma 

Sleep current < 20µA 

Communication Mode Half-duplex 

Frequency Band 400-470MHz (433MHz) 

Table 2: JPI Pin definitions and connection methods 

Pin Signal name Function Level Communication with terminal 

1 Gnd Ground of power supply -  Ground 

2 Vcc Power supply:  5V DC  -  -  

3 Rxd/TTL Data receiving TTL Rxd 

4 Txd/TLL Data transmitting TTL Txd 

5 Slp Sleep control -  Sleep signal 

6 Self test Factory testing -  -  

 

 Power Unit 

A wireless sensor node needs a steady and reliable 

power supply source that provides the necessary voltage 

for sensor information gathering, data processing and 

transmission. This power can be derived from an AC or 

DC source. Derivation from AC sources required 

conversion from AC to DC which may contain ripples. 

Power derivation from a DC source on the other hand 

tries to remove all these ambiguities but with the 

introduction of a life span limitation. The nominal 

battery voltage for most readily available alkaline AA 

battery is 1.5V/cell. This voltage is not large enough to 

power most conventional systems. Portable equipment 

that need higher voltages use this battery with two or 

more cells connected in series for higher voltages or 

cells connected in parallel for higher currents. The 

sensor, processor and transceiver for this design are 

intended to be driven by a 5V DC source.  Hence,  to  

achieve  this  aim,  a  number  of  cells  can be 

combined  in series to produce the required 5V, the 

number of cells required is given as 
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cell

source

V

V
N      (1)  

Where N = number of cells,         = required source 

voltage and       = Cell Voltage. 

Thus,   N = 5/1.5 = 3.33 

This shows that more than three cells will be required 

since 3 cells gives 3×1.5V = 4.5V. This is however less 

than the intended 5V supply and using four cells on the 

 

other hand  will  produce  4×1.5V =  6V,  a  voltage  

larger  than  required  and  capable  of blowing up most 

5V specified devices. To overcome this challenge, a 

DC-DC converter could be used. The dropout voltage 

for any regulator is equal to the minimum allowable 

difference between output and input voltages, if the 

output is to be maintained at the correct level as:    

dropoi VVV      (2) 

Where    = input voltage, oV  = output voltage and 

dropV = dropout voltage. 

The LM7805 regulator used provide 5V, at a dropout 

voltage of 2.5V and current of 500mA at the output, the 

input voltage must not be lower than 5V + 2.5V= 7.5V 

to run the developed nodes. As stated in (2), the 

minimum input voltage will be:    =   + 2.5V   = 5V + 

2.5V = 7.5V. In this paper, 9V alkaline battery was used 

as the major source of DC supply because it was readily 

available, high battery capacity, consumes less space 

and cost effective. 

 

The sensor node was implemented by integrating all the 

units in the block diagram of Fig. 5. Fig. 6 shows the 

PCB layout and dimension of the developed sensor 

node. The developed sensor node before packaging is 

shown in Fig. 7, and Figs. 8 and 9 show the developed 

sensor node at packaging and after packaging with 

battery respectively. 

 
Figure 5: Node Hardware Block Diagram 

 
Figure 6: PCB Layout of the developed Node 

 
Figure 7: Developed Node before packaging 

 
Figure 8: Developed Node at packaging with battery 

 
Figure 9: Developed Node after packaging with battery 

A wireless modem was developed by adding a RS232 

to TTL converter chip (MAX 233) to a KYL-500S 

transceiver as shown in Fig. 10. The modem derives its 
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power from the PC’s USB port while data was 

communicated through the RS232 serial port as shown 

in Fig. 11. 

 
Figure 10: RS232 to TTL Modem Implementation Circuit  

 
Figure 11: RS232 to TTL Modem 

B. Software Design 

An OS that coordinate the collection and transmission 

of sensor data was written to tie the various interfaces 

together and demonstrate a complete working node. The 

OS defines how data are acquired, processed and 

communication setup for interconnection. The software 

code was written in Embedded C programming 

language. 

C. PC-side GUI 

The Graphical User Interface (GUI) was developed 

using Microsoft Visual Studio IDE and written in 

Visual Basic.NET. VB.Net gives access to the PC’s 

serial communication port. These properties are 

desirable for users to view the acquired data. Fig. 12 

shows the main GUI for user data view and control.  

 

Figure 12: Screen shot of the GUI for data acquisition 

IV. RESULTS AND DISCUSSION 

The designed sensor nodes were tested in the laboratory 

using the Shake Table experimental method and then 

deployed on an experimental testbed for measuring 

vibration on the pipeline surface to determine the 

change in acceleration caused by the simulated leakage. 

Data collated were subsequently recorded at the base 

station. Shake Table method is an experimental 

techniques used in simulating vibration by shaking the 

table and observing the response of the sensor node to 

vibration in the laboratory before deployment. The 

nodes were deployed on the testbed for experiment after 

confirming that it is working according to design 

specifications. The experiment was done in stages 

corresponding to various degrees of leakage that were 

emulated and data were recorded at the Base Station.  

For computational capabilities, the developed nodes 

were tested by transmitting known packets and 

measuring the response time. These nodes were 

compared with some of the existing nodes using IEEE 

802.15.4 standard with data rate of 20 to 250Kb/s base 

on the operating frequency and the comparison showed 

that they are in line with the standard as shown in Table 

3. The operating voltage is in line with the IEEE 

802.15.4 standard voltage range for Wireless Sensor 

Networks (3-5V).  The power consumed which is the 

product of operating voltage and active state current is 

better than some of the existing nodes. This implies that 

designed node has longer network lifetime when 

operated in the same mode. Although the execution 

time and node size (excluding battery size) is slightly 

higher compared to the existing nodes but it is still in 

complaint with the set standard. The high cost of 

production is as a result of shipping cost and exchange 

rate as at the time of production. 
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Table 3: Comparison of the designed node with existing nodes using IEEE 802.15.4 

Evaluation Parameter Designed Node Mica2 mote Imote2 TelosB Node Tmote Sky Ecomote 

Operating Voltage 5V 3.3V 4.5V 3V 3.6V 3V 

Active state current 40mA 45.1mA 66mA 24.8mA 44mA 36.7mA 

Active state power 

consumption 

200mW 148.83mW 297mW 74.4mW 158.4mW 110.1mW 

Execution Time 5.71ms 5.5ms 5.1ms 5.43ms 5.5ms 4.0ms 

Size (Excluding Battery 

Pack) 

7.27 x 3.9cm 5.8 x3.2cm 3.6 x 4.8cm 6.5 x 3.1cm 7 x 3cm 1.3 x1.8cm 

Production cost $243 $150 $176 $100 $95 $57 

 

V. CONCLUSION 

In this paper, development of 3-axes accelerometer 

sensor nodes was achieved. The sensor nodes were 

developed by integrating the various hardware units 

together with an operating system for interconnection. 

The sensor nodes incorporate Micro-Electromechanical 

System (MEMS) for measuring vibration on the surface 

of pipeline to determine the change in acceleration 

caused by the simulated leakage. The developed sensor 

nodes has better power consumption when compared 

with some of the existing ones using IEEE 802.15.4 

standard and can also be used for further research 

activities in Wireless Sensor Network such as structural 

health monitoring of long span infrastructure and 

environmental protection.  
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  ABSTRACT 
Game playing has become one of the most interesting areas of Artificial Intelligence (AI) application in 

problem solving. It is an event that enables people to compete against each other, and more often than not brings 
about entertainment. Ayo is a combinatorial game that requires rigorous calculations and strategies, and has 
captured the attention of many AI researchers, mathematicians and computer scientists. A number of AI 
techniques have been used in time past to solve Ayo game unfortunately, the exact solution has not been found as 
result of the irregular pattern of game space as the play progresses. This work proposes a Case-Based Probability 
Distance Clustering technique to evolve an Ayo game player and the results obtained from the technique was tested 
(as a comparison) against Awale shareware Program for which appealing results were obtained. The Case-Based 
Probability Distance Clustering technique was implemented using C++ Builder 6. 
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I.  INTRODUCTION    
 

Ayo game is the most popular board game 
among the Yoruba people who occupy roughly the 
south-western states of Nigeria and parts of Republic 
of Benin [1, 2]. Ayo game is one of the oldest game 
of strategy known. It is a game that requires 
calculation and strategy, with the aim of capturing 
seeds while keeping to the rules, agreed by the 
players. Due to the number of strategies and amount 
of calculation involved, Ayo game has captured the 
attention of many Artificial Intelligence (AI) 
researchers and computer scientists [3, 4]. 

Ayo is a game played by two players, which is 
traditionally played on a plank of wood (board) with 
twelve pits that are arranged into two rows (north 
and south) of six pits each and the board is put in 
between the players with 48 seeds, as shown in 
Figure 1 [5]. The objective of the game is to capture 
as many seeds as possible. Each seed is worth one 
victory point, and when one of the players gets at 
least 25 seeds he wins. To start, four seeds are placed 
in each of the twelve pits on the board. The player on 
the north side must then choose one of the pits on his 
side of the board. The player scoops up all four seeds 
and sows them in a counter-clockwise fashion 
around the board. This is done by placing one seed 
in the pit to the right of the original pit, then one 
seed in the pit to the right of that one, and so on until 
there are no more seeds left in the player’s hand. 
When a player gets to the last pit on his side, he 
simply places a seed in his opponent's pit and keeps 
going counter-clockwise. If a player has enough 
seeds to go all the way around the board (generally 
known as kroo move), he skips the pit he started 
with. 

Seeds are captured when the last seed sown is 
placed in an opponent's pit with one or two seeds. In 
addition, if the previous pit has two or three seeds in 
it after sowing, those seeds are collected as well. 
And so on, up to five pits' worth, therefore it is 
possible to totally wipe out an opponent's side of 
seeds this way. During the game, players’ alternate 
turn; a player never takes two turns in a row. 

Previous research into Ayo game (a variant of 
Mancala) has looked at exploring good heuristics, 
good strategies and in some work, solving the game. 
However, it is still unknown as to how applicable 
certain heuristics are across related variants. Certain 
heuristics are not applicable due to rule changes; 
other heuristics may be weakened or strengthened 
across variants due to rule changes. Our aim in this 
paper is to adopt a Case-Based Probability Distance 
Clustering method to evolve Ayo game player 
thereby compare its performance with a well-known 
Computer Ayo game player - Awale shareware. 

For the purpose of clarity and readability, the rest of 

this paper is succinctly organized thus. Section 2, 

discusses the related works on Ayo Game. In Section 

3, the concept of Completely Determined Game 

(CDG) is discussed. We describe the proposed Case-
Based Probability Distance clustering technique in 

section 4. In Section 5, we present the experimentation 

result and present a concluding remark in Section 6. 

 

II. RELATED WORKS   

 
The strongest Ayo program today is believed to 

be Awale, developed by Didier and Olivier Guillion 
of Myriad software [6], but the technique upon 
which this shareware was built has not been widely 
made public. Endgame databases [7] have been 
offered for evolving Ayo/Awari player. Lithindion 
[8] is an artificial Awari player that uses a 
combination of alpha-beta search algorithm and 
endgame database. Marvin [9] is an Awari player 
that uses a hybrid method (called drop-out 
expansion) of depth-first and breadth-first search. 
Softwari [10] is an Awari program that constructs a 
large endgame database. These methods have one 
commonality, they all focus on searching and 
database utilization and gave little attention to 
evaluation function. 

 

 

 

 

 

 

Generally, endgame databases can only be 

computed when few pieces remain on board and they 

can require solution lengths that defy the capabilities of 

minimax based searches for optimal play. 
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Retrograde Analysis (RA) [6, 7] has been offered 
for finding optimal play for all possible board positions. 
Retrograde is applicable to search spaces, which can be 
completely enumerated within the memory of a 
computer. The technique was used in Awari [7] and 
recently used to solve Awari by searching the entire 
state-space on a parallel computer with 144 processors 
[8]. The exact solution of Awari has not been obtained, 
albeit by use of more intensive computational resources 
to be drawn, assuming both players play optimally. 
CPU time of 51 hours on a distributed supercomputer 
with 72 1GHz PIII nodes, each with 1 Gb RAM was 
used. The researchers reported that the state space 
contains 889,063,398,406 positions and was searched 
using RA [11, 12]. They admitted that no single 
computer has enough processing power and memory to 
search the entire state-space, but even on a modern, 
parallel computer the problem was extremely 
challenging [11]. Both endgame databases and 
retrograde approaches can be very expensive to 
implement and since Awari positions occur in several 
billions, such methods cannot be easily implemented on 
a small memory device like wireless handset. 

In contrast, a GA-based technique was proposed in 
[13] to mine endgame databases for relevant features 
that are useful in the construction of a static evaluation 
function (simply called evaluator). A hybrid method of 
co-evolution and minimax was investigated for evolving 
Awari player [14]. They proposed an evaluator that was 
based on a linear combination of six Ayo features with 
associated weights representing the current game 
position. The weights were evolved using evolution 
strategy and the output of the evaluator was used in a 
minimax search. The method reported in [15] extended 
the six Ayo features presented in [14] to twelve for 
performance improvement and the associated weights 
were evolved using genetic algorithm. While a search 
tree of depth seven was used in [14], only depths three 
and five were considered in the Ayo program 
implementation discussed in [15]. Their result showed a 
considerable improvement over that presented in [14]. 

 

III. COMPLETELY DETERMINED PATTERN OF 

AYO GAME 

 
CDG is a game configuration in which there exists a 

series of move and capture strategies for a player X on 
the action of player Y such that the move process 
continues for the player X until only one seed remains 

on the board and the seed belongs to player Y. As the 
concept of the CDG is defined, its usefulness for ending 
a game should be apparent, and can be configured (or 
arranged) as the number of seeds on the board reduces 
to twenty-one. 

In Ayo game, a CDG play exists if the configuration 
of seeds on the board satisfies the two conditions given 
below; 

i. all the holes on the side of player Y (the first 

player) are empty except the first hole that 

contains only one seed 

ii. As player Y moves, player X takes a move that 
results in a capture of two seeds. 

This strategy of move and capture continues until 
player X has captured all the seeds except one seed that 
is left for player Y to ensure that the golden rule is 
obeyed. Figure 1 below depicts the initial configuration 
of player X and Y for the CDG. 

The CDG configuration can be reduced iteratively 

into another such that its continuity is not hampered in 

any way until the last possible CDG possible is 

obtained. This process is referred to as CDG-vector 

reducibility [16]. Maxima and minima CDG-vectors 

enable us to define a transformation function between 

vectors. The reducibility has been efficiently computed 

by implementing the maximal CDG-vectors as 

contained in the algorithm in Figure 2.1. 

 
IV. THE CASE-BASED PROBABILITY DISTANCE 

CLUSTERING (CBPd-Clustering)  

 
Case-based reasoning (CBR), according to Aamodt 

& Plaza [17], is an intelligent reasoning method that 
guides action based on past experience. It has widely 
been used to solve a number of problems that span 
different areas of human endeavours, such as product 
design [18], pattern classification [19, 20], regression 
prediction [21, 22], and intelligent control [23], with a 
remarkable application success. The goal of CBR 
application research is to improve the learning 
performance [24, 25] and the accuracy of the problem 
solving [26]. When used for solving game problems 
particularly in suggesting move strategies, there is need 
to adapt a classification/clustering of the strategies into 
good or bad, hence probability distance  clustering is 
eminent. Probabilistic distance clustering (PD-
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clustering) is an iterative, distribution free, probabilistic 
clustering method. PD-clustering assigns units to a 
cluster according to their probability of membership, 
under the constraint that the product of the probability 
and the distance of each point to any cluster center is a 
constant. PD-clustering is a flexible method that can be 
used with non-spherical clusters, outliers, or noisy data. 

The fundamental principle underlying the proposed 
CBPd-Clustering is to avoid looking into a dataset of 
Ayo game strategies for suggesting a move. This can be 
accomplished by training a machine learning system to 
predict the outcome of such a move. In this way, Ayo 
game player is evolved that fits into the main memory 
of a computer. The proposed case-based PD-clustering 
technique implemented three principal components, 
build Game Tree, compute Game value and predict 
Strategy [27]. The build Game Tree is the component 
that gives the structure for which the game tree is built 
and computes Game value using Equation (1) to 
compute the game value. The predict Strategy is the 
component that uses a refinement procedure [28] to deal 
with equipotent strategies that can result from 
computing game value. A refinement is a mapping that 
accepts a set of strategies, which are to be evaluated and 
the mapping returns a strategy with the best advantage 
[28]. We considered Aggregate Mahalanobis distance 
function as the refinement procedure in this work on the 
account that the general problem of data clustering is to 
partition a dataset into m-clusters of similar data points. 
The majority of the existing clustering techniques can 
be classified into distance based clustering such as k-
means [29] and probabilistic based clustering such as 
expectation maximization [30]. The third category of 
clustering technique is the pd-clustering, which relates 
probability and distance using a simple inverse 
principle. 

The pd-clustering principle is illustrated as follows. 

Let N           (1) (1) 

be a given vector of data points and suppose a 

dataset D consists of N data points {x1, x2, ..., xN}, for 

each , cluster centroid Ck and constant K, 

the probability pi (x) that x belongs to D is given as: 

(2) 

 

Equation (2) has been shown to be the solution of the 
extrema problem [31] stated in the Appendix as Equation 
(3), where d1x and d2x are distances of the data point x to 

the clusters of sizes q1 and q2 and p1x and p2x are the 
cluster probabilities. In order to solve Equation (3), the 
Lagrangian of the problem is defined as Equation (4) in 
the Appendix. 

The distance metric d(x, y) measures the closeness of 
the vectors x and y and is usually given as Equation (5). 

The proposed CBPd-Clustering was designed such 
that Ayo strategies were classified into two clusters ϛ1 
and ϛ2 of good and bad strategies respectively. A good 
strategy will always lead a player towards winning 
whilst a bad strategy leads the player towards losing the 
game. In order to provide an understanding of good and 
bad Ayo strategies, consider the following  CDG 
strategy {7, 5, 3, 1, 2, 2, 0, 1, 0, 0, 0, 0}, which is a 
fictitious Ayo strategy [34, 35]. The current player, Max 
will always make a move to capture (n-1) seeds such 
that the opponent, Min player has no choice than to 
keep making on available move. The parameter n is the 
total number of seeds on board. In order to prevent the 
Min player from ever capturing seeds as the game 
progresses, the Max player will try to make a good 
move each time. According to the CDG reducibility 
strategy for example, a good strategy is in {7, 5, 3, 1, 2, 
0, 1, 0, 0, 0, 0, 0}, is such that best move is suggested to 
be that you play (or move) form house 6 and every 
alternative strategy is regarded as a bad strategy, 
thereby disallow the reducibility of CDG strategy. 

Given an Ayo strategy x, the refinement procedure 

calculates Mahalanobis distances d(x, ϛ1) and d(x, ϛ2) 

between x and the clusters of good and bad Ayo 

strategies. The clusters are represented by their 

centroids c1 and c2 respectively. The aggregate 

Mahalanobis distance  D
m 

of the strategy x to the 

clusters ϛ1 and ϛ2 is then calculated as Equation (8). 

The  value  of  D
m 

lies  between  0  and  1,  with  

value  close  to  0  suggesting  that  x  is  the  worst 
strategy and value close to 1 suggesting that x is the best 
strategy respectively. The decision rule of the case-
based PD-clustering system suggests a strategy with the 
highest aggregate Mahalanobis distance. 

V. EXPERIMENTAL TEST AND RESULT 

 

The CBPd-Clustering technique was implemented in 
C++ using C++ Builder 6 integrated development 
environment running on Microsoft Windows XP 
Professional Version 2002 operating system installed on 
Intel® core TMi7 CPU 870”293 GHz, 3.18GB RAM. In 
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order to test the effectiveness of the CBPD-clustering 
system, we organized a tournament between the 
CBPD-clustering system, and Awale shareware (simply 
put as Awale). The results obtained from a series of six 
games played at each level, for which each player was 
allowed to start thrice are recorded in Table I. Sample 
screenshot of game played between Awale and CBPd-
Clustering is shown in Figures 3 and 4. 

The result of the tournaments shows that the 
CBPD-clustering remains stronger at all levels. Note 
that the difference in the percentage score account for 
the remaining seeds on the board when the game is over 
at each round of play. 

As shown in Table 1, the evolved CBPd-Clustering 
technique performs very strongly across the game 
tournament. It comprehensively defeats the Awale 
shareware in all game play in the tournament with a 
very strong starting strategy. 

5.1 Discussion 

The result in table 1 shows the percentage of wins in 
a tournament between the CBPD-clustering system, and 
Awale. In the tournaments, there were four (4) levels of 
play namely Initiation, Beginner, Amateur and 
Grandmaster. At each levels of play there are six (6) 
games starting from Game 1 to Game 6 in two (2) 
different rounds. In round one (1), CBPD- Clustering 
starts the game first while Awale plays second while in 
round two (2) Awale starts the game first and CBPD-
Clustering plays second. 

At each level of play, the CBPD-Clustering has the 
highest percentage of wins ranging from 77.6% to 
99.6%, except once at grand master level in game 1 
when CBPd-clustering starts first and capture 58.1% of 
the seeds while Awale had 41.7 % (see figure 3); and 
once when Awale starts the game play first where 
CBPD-Clustering capture 87.1% of the seeds while 
Awale had 12.8 %; as seen on the screenshot in Figure 
4. More importantly, one could see that the average 
game move increases as the tournament progresses to 
higher levels (that is, from initiation to grandmaster 
level) with the CBPD-Clustering having the highest 
playing percentage in the tournaments. 

VI. CONCLUDING REMARK 

In this paper, we have evolved an Ayo game player 
using CBPD-clustering method with an improved 
endgame database. The developed system has been 
tested and the results show a reasonably good 
performance of the evolved system over Awale 
shareware. 

Effort would be made in future to do a thorough 

comparative analysis of game play strategy between 

CBPd-Clustering technique and Awale shareware and 

make a display of every tournament in a number of 

snapshots in order to showcase the strength of the 

CBPd-Clustering technique. 
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Figure 1: Players of Ayo Game [2] 

 

  

 

 

Figure 2: CDG Initial Configuration in Ayo Game 
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where d1x and d2x are distances of the data point x to the clusters of sizes q1 and q2 and p1x and p2x are the cluster 
probabilities. In order to solve Equation (3), the Lagrangian of the problem is defined as: 
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where ||.|| is a norm that can be Chebychev, Proscrute, Euclidean or Mahalanobis. The Mahalanobis metric is 
generally preferred to the Euclidean because it is consistent across

conditions and it pays equal attention to all components. The Mahalanobis distance function is written as [31, 32, 
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Figure 3: Screenshot Showing Complete Game Play With Total Seeds Capture and Number of Moves When CBPd-

Clustering Starts First. 

 

 
Figure 4: Screenshot Showing Complete Game Play With Total Seeds Capture and Number of Moves When Awale Starts 

First. 
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Table 1: Result of Game Tournament Between CBPD-Clustering and Awale 

 

 

Level of Play 

 

Average 

Game Moves 

Round 1 

CBPd-Clustering 

(Start First) 

Round 2 

Awale (Start First) 

% Wins by 

CBPd- 

Clustering 

% Wins 

by Awale 

% Wins by 

CBPd- 

Cluster 

% Wins 

by Awale 

Initiation 

Game 1 19 81.5 16.5 77.6 20.0 

Game 2 18 91 7.0 88.8 10.0 

Game 3 27 99.6 0.1 97.7 2.1 

Game 4 23 97.7 2.0 98.9 0.1 

Game 5 19 99.5 0.5 99.0 0.9 

Game 6 21 98.5 1.1 96.4 2.4 

Beginner 

Game 1 37 84.9 13.7 85.7 12.6 

Game 2 38 89.2 10.0 90.0 9.1 

Game 3 36 99.1 0.5 99.8 0.1 

Game 4 33 96.2 3.1 97.1 2.5 

Game 5 36 81.2 18.8. 95.3 4.5 

Game 6 34 95.4 4.1 99.8 0.2 

Amateur 

Game 1 44 84.1 14.9 77.6 20.0 

Game 2 47 89.2 10.2 88.8 10.1 

Game 3 41 99.0 0.9 97.7 2.1 

pGame 4 48 95.1 4.0 99.1 0.1 

Game 5 52 93.1 6.9 96.4 0.9 

Game 6 48 97.3 2.7 87.9 1.8 

Grandmaster 

Game 1 36 58.1 41.7 75.8 22.0 

Game 2 43 87.2 11.6 87.1 12.8 

Game 3 41 89.1 10.1 86.8 11.1 

Game 4 47 99.1 0.6 86.9 11.9 

Game 5 44 97.2 2.5 98.9 0.7 

Game 6 48 99.3 0.1 98.7 1.1 
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ABSTRACT  

The digital watermarking scheme has obtained its prominence as a result of its capability to offer secure mechanism for 

copyright protection or prevention of illegal duplication and authenticity of digital contents. The major objective of 

developing an image watermarking technique is to satisfy imperceptibility and robustness requirements simultaneously. In 

order to achieve this objective, in this paper, a robust digital image watermarking technique based on a cascaded Discrete 

Orthogonal Stockwell Transform (DOST) using Discrete Wavelet Transform (DWT) and Singular Value Decomposition 

(SVD) in colour images is proposed. In this approach, Alpha blending is used to embed the watermark within the singular 

value of the cover image. The performance of the developed scheme is evaluated using Normalized Correlation 

Coefficient (NCC) and Peak Signal to Noise Ratio (PSNR) as performance metrics for robustness and imperceptibility. 

The results of the NCC values obtained for accessing the robustness of the watermarked image when subjected to 

Gaussian, Salt and Pepper and Speckle noise under three different host images and watermarks as shown respectively. 

Lena and Mandril, Pepper and Nepal Logo and A.B.U Logo and EC Logo are 0.9247, 0.9721, 0.9541, 0.9145, 0.9460, 

0.9700, 0.8588, 0.9704 and 0.9614. The results of the PSNR value obtained for accessing the imperceptibility of the 

watermarked image is 79.69dB. Comparison of the developed scheme with referenced scheme in terms of perceptual 

quality of the watermarked image showed PSNR values of 47.40dB. This represents 40.52% improvement of 

imperceptibility Experimental results illustrate that the proposed technique enhanced the robustness and imperceptibility  

of the watermarking techniques in comparison with previous works and results found indicates the proposed technique is 

able to withstand a variety of image processing attacks. 
 
Keywords: Watermarking, Discrete Wavelet Transform, Singular Value Decomposition, Discrete Orthonormal Stockwell 
Transform, Alpha Blending, Robustness and Imperceptibility  
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I. INTRODUCTION 

The rising demand for the production, store and 

transmission of multimedia contents such as image, audio, 

video and text over secured and unsecured communication 

media in recent years poses a lot of security and privacy 

concerns to both the sender and recipient. The use of these 

multimedia contents is rapidly increasing with the high 

growth and widespread use of the Internet and information 

technology. Due to this fact, tampering and illegal 

distribution of digital contents is inevitable and as such it 

becomes imperative to devise mechanisms to protect the 

copyright of such media. It has been established that present 

copyright laws are insufficient for dealing with the security 

of digital data [1].  

Furthermore, simple transfer and manipulation of digital 

data also constitutes a real menace for information 

inventors, and copyright owners want to be compensated 

every time their work is used. In addition, they want to be 

certain that their work is not used in an unlawful means. 

This implies that copyright owners want to be consulted 

before their work is modified. The introduction of Internet 

has resulted in numerous new opportunities for the creation 

and delivery of contents such as electronic advertising, web 

publishing, digital repositories and libraries, real-time video 

and audio delivery in digital form [1]. A pertinent issue that 

arises in these applications is the protection of the rights of 

all participants, such as copyright enforcement and content 

verification because the present copyright laws are 

insufficient in dealing with digital data [1].  

One solution to this threat would be to curb access to the 

data based on encryption technique [2]. Although, 

encryption does not provides overall protection. Once the 

encrypted data are decrypted, they can be freely distributed 

or manipulated [2]. This has led to the fascination of 

researchers in developing copy deterrence and protection 

mechanisms [3]. Several mechanisms have been proposed 

for the protection of multimedia contents based on data 

hiding techniques. These techniques are as follows 

Cryptography, Steganography and Watermarking [4]. One 

of such mechanisms that have been attracting major interest 

is digital watermarking [5] as it provides one of the best 

solutions among the proposed mechanisms and have shown 

resilient that overcome covert communication as in 

steganography [4]. The interest in watermarking actually 

started in 1990 with the development of the multimedia 

systems and the necessity of transferring data over the 

Internet [6].  

Digital Watermarking is a technique that is used to preclude 

duplicating or to shield digital data by imperceptibly hiding 

authorized mark information into the original data [7]. Such 

information is hidden for various reasons such as Copyright 

protection, Source tracking, Broadcast monitoring, 

Telemedicine, Piracy deterrence, Proof of ownership and 

Content authentication [8]. Several techniques have been 

proposed for copyright protection of digital images and 

these are categorized into two domains. Spatial domain 

techniques and Transform domain techniques [9]. In spatial 

domain techniques, the pixel values of the cover image are 

changed directly by embedding the watermark bits [6]. 

These techniques are computationally simple, 

straightforward and fast while there is no need for cover 

image to be transformed. However, they are vulnerable to 

noise and simple image processing operations such as 

compression and filtering due to watermark insertion in 

selected locations of the image or other geometric attacks. 

In frequency transform domain, the coefficients of the cover 

image are modified. The watermark is inserted in transform 

domain techniques. At first the cover image is transformed 

and the watermark is embedded in the selected coefficients 

of the transformed image. In order to retrieve the original 

signal, an inverse transform of the modified coefficients 

needs to be performed [6].  

Digital watermarking scheme can be categorized into three 

approaches on the basis of attack control ability: robust, 

fragile and semi-fragile schemes [1], [10]. Robust has to do 

with how to embed and recover watermark such that it 

would resist malicious or accidental attempts at removal. In 

fragile scheme the watermark is planned to be ruined by any 

type of variation even slight changes involving malicious 

and accidental attacks [11]. Semi-fragile is designed to 

tolerate some amount of modification to a watermarked 

image [1]. According to distinction, the watermarking 

scheme can be classified as Blind, Semi – blind and Non 

blind [6], [12]. Blind watermarking scheme is also referred 

as public watermarking scheme. In blind scheme only a 

secret key(s) is require for the extraction process [6]. Semi-

blind watermarking scheme is also depicted as semi-private 

watermarking scheme. In semi-blind watermarking scheme 

the watermark and the key(s) are require for the extraction 

process. Non-blind watermarking scheme both the cover 

image and private key(s) are require for the extraction 

process [6], [12]. 
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This paper aimed at developing a robust digital image 

watermarking scheme for images. In this paper, present the 

development of a novel digital image watermarking scheme 

based on concatenation of DOST, DWT and SVD using 

alpha blending for the embedding and extraction processes. 

Standard colour Lena and Mandril images of same size of 

512 x 512 x 3 were employed as the cover image and 

watermark respectively. In the developed scheme the 

watermark was embedded in the low frequency domain of 

the cover image.  

II. REVIEW OF RELATED WORKS 

A number of previous works related to digital image 

watermarking was the key motivation to embark on this 

research. Some of the pertinent researches are described as 

follows. 

 

Tao & Eskicioglu (2004) implemented a generation 

algorithm by inserting visual secret messages in all four 

sub-bands at two different decomposition levels of DWT 

[13]. The first level of decomposition of the algorithm was 

examined on a gray scale goldhill (cover image) of size 512 

x 512 and binary visual messages BC and A of size 256 x 

256. The second level of decomposition was tested on same 

size of cover image in first level of decomposition and 

binary visual watermarks BC and A of size 128 x 128. The 

algorithm was tested against fifteen different attacks. It was 

shown that the watermark embedded in low frequencies was 

resilience to attacks which includes JPEG compression, 

blurring, inclusion of Gaussians noise and rescaling, while 

those embedded in high frequencies were robust to attacks 

such as gamma correction, intensity adjustment and 

histogram equalization. It was established that watermark 

embedded in at least two sub-bands at a certain DWT 

decomposition level made the algorithm tremendously 

withstand to most of the malicious attempts or normal 

Audio/Video processing. However, the scale factor was 

manually determined for each sub-band, which affected the 

embedding speed of the algorithm. 

Kashyap & Sinha (2012) implemented 2-level 2-D DWT 

based digital mage watermarking technique, whereby alpha 

blending technique was applied to insert the watermark in 

the original image [14]. A gray scale cover image was 

decomposed using the second level 2-D DWT to obtain 

second level (low and high frequency) sub-bands. 

Watermark was also decomposed using 2-level 2-D DWT to 

obtain 2-level (low and high frequency) sub-bands. The 

decomposed 2-level low-low (LL) frequency constituents of 

the cover image and that of watermark image are manifold 

by scaling factors and then added using alpha blending 

formula. The watermarked image was created by 

performing inverse second level 2-D DWT. The 

performance of the algorithm was tested using gray scale 

images (Lena image) as original image and (cameraman) as 

the watermark. The images are of equal size of 256 x 256. 

The values of MSE and PSNR were calculated for different 

values of the scaling factors. Experimental results showed 

that the quality of the processed image was dependent on 

the scaling factors. However, robustness of the technique 

was trade-off for imperceptibility against intentional and 

unintentional attacks. This was due to the fact that the 

scaling factor was manually selected. 

Singh et al (2012) developed a DWT based digital image 

watermarking algorithm. A 4-level 2-D DWT was used to 

decompose cover image and the watermarks bits are then 

embedded into the mid frequencies of the decomposed 

cover image by modifying the coefficients in the block 

according to the embedding process [15]. Inverse 4-level 2-

D DWT was performed to obtain the watermarked image. 

The algorithm was examined on four different images, 

baboon, satellite, Lena and medical as cover images and 

binary image as watermark. The performance of the 

algorithm was measured using Peak Signal to Noise Ratio 

(PSNR). The PSNR values were computed at different 

scaling factors and as the scaling factor value is increased, 

the PSNR value of the image decreased.  However, 

evaluation of robustness of the proposed algorithm was 

vulnerable to poisson noise, filtering and JPEG compression 

attacks. 

Gattani & Warnekar (2014) studied a new invisible digital 

watermarking scheme for colour images based on the 

merger of wavelet transform with SVD and Advanced 

encryption scheme (AES) [16]. In this approach, the 

watermark was embedded into the channels of the host 

image using a scaling factor lamda. This lamda was 

multiplied with singular matrix of watermark and added to 

the singular matrix of the host image. The AES was then 

used to encrypt the watermarked image in order to further 

enhance its security. The approach was tested on colour 

images (Lena) of size 512 X 512 as the cover image and 

watermark (Baboon) of size 256 X 256. The reliability of 

this approach was evaluated by PSNR and Normal 

Correlation Coefficient (NCC). It was found that the 

application of 2-dimensional Stationary Wavelet Transform 

(SWT2) technique through SVD reduces distortion and the 
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AES ensures the security of the image. Although, the 

embedding and extraction time of the watermark was very 

high.  

Kaur & Jindal (2014) proposed a new SVD-DWT video 

watermarking embedding technique [17]. In this technique, 

third level DWT and SVD were applied on chosen frames 

and the watermark was embedded into randomly selected 

frames with the aid of private key to authenticate the video. 

The technique was tested with different variations using 

colour host video clips. Ten random features were selected 

and watermark (Penguin) of size 512 X 512 was embedded 

into the frames. The combined inverse DWT was performed 

to reconstruct the watermarked video. The robustness and 

quality of watermarked video were tested using different 

performance evaluation metrics such as Structural Similarity 

Index Measure (SSIM), PSNR, Mean Square Error (MSE) 

and Bit Error Rate (BER). It was shown that the algorithm 

gave a high robustness and imperceptibility of the 

watermarked video. Nevertheless, in this study public key 

was considered for embedding and extraction processes, 

because it has been established that secrete keys are more 

secure than dynamic keys. The public keys still exposes the 

algorithm to security treat during key exchange. 

 Bajracharya & Koju (2017) developed a DWT and SVD 

based digital watermarking using alpha blending and Arnold 

transformation in the colour images [12]. The cover image 

was converted from RGB colour space to YCbCr colour 

space. DWT was applied on the chosen Y channel of the 

cover image, which was used to subdivide the image into 

low frequency and high frequency sub-bands up to the 

fourth level of decomposition. The high frequency sub-band 

was selected for embedding the watermark, that is, HH4. R 

channel was extracted from RGB of the watermark. Arnold 

transformation was used to scramble the R colour channel to 

improve the safety of the watermark. DWT was applied on 

the scramble R channel of the watermark, which was used to 

subdivide the watermark into low frequency and high 

frequency sub-bands up to the third level of decomposition. 

The high frequency sub-band of the watermark was 

selected, that is, HH3. The SVD was applied to the 

coefficients of DWT of both the cover image and watermark 

in order to modify them for embedding. Alpha blending 

scheme was used to embed the watermark in the cover 

image. The inverse DWT was performed on the modified 

SVD to generate the watermarked image. While in the 

reconstruction process the inverse DWT and anti-Arnold 

transformation were performed on the watermarked image 

to recover the watermark. The technique was tested on 

images (pepper and Lena) as cover image and Nepal 

Telecom logo as watermark. The performance of the 

technique was measured using PSNR and NCC with a view 

to evaluating imperceptibility and robustness. It was found 

that the algorithm had accepted imperceptibility and 

robustness levels. Nevertheless, the capacity of the 

technique was very low, which implied that the cover image 

got distorted with increasing watermark size. 

Ouazzane et al (2017) explored the extended use of DOST 

in image watermarking by suggesting a fragile and blind 

medical image watermarking scheme. The secret image was 

embedded based on dual symmetric high frequency sub-

bands of the two dimensional DOST illustration of the cover 

image [10]. The technique was examined on 14 DICOM 

images of separate modalities. The secret images that were 

explored in this technique were bit series and the 

performance of the scheme was evaluated in order to 

measure the transparency of the distortions presented to the 

cover image by the insertion of the watermark using PSNR 

and Root Mean Square Error (RMSE). It was evaluated that 

the DOST watermarking obtained a good tradeoff between 

fidelity and payload when compared with DWT 

watermarking in blind insertion technique. However, it was 

not shown how the approach would behave when tamper 

localization capacity is added in order to ascertain modified 

areas and achieve enhanced integrity of the image. 

III. CONCEPT 

Discrete Wavelet Transform (DWT) 

DWT is a mathematical tool for hierarchically decomposing 

an image. It is valuable for processing of motion signals 

such as images, video and audio signal [18]. The DWT is an 

improvement of DCT such that the technique analyses the 

signal at multiple resolutions, that is, it represents the image 

in multi resolutions form. The image is divided into two 

types of quadrants which include high frequency and low 

frequency quadrants [18]. In two-dimensional dissociable 

dyadic DWT, each level of decomposition creates four 

bands of data, one equivalent to the low pass-band (LL), and 

three other corresponding to horizontal (HL), vertical (LH), 

and diagonal (HH) high pass-bands. Owing to its 

exceptional spatial-frequency localization properties, the 

DWT is very appropriate in identifying the regions in the 

host image where a watermark can be inserted effectively 

[19]. Therefore, two dimensional (2-D) forward DWT of 
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image  of size   can be defined as in Eqns 

(1) and (2) [20]. 
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Where j, m, n M, N are integers,  , ,i H V D , 0j denotes 

an arbitrary starting scale 0 0j  ,  m indices go from 

0…..M – 1, n indices go from 0…….N – 1,  , ,noW j m  

depicts approximation coefficients of  ,f x y  at scale 0j , 

 , ,iW j m n  represents horizontal, vertical and diagonal 

details coefficients at scales 

0 2 ,jj j M N    for 0,1, 2,..., 1j j   

, 0,1,2,..., 2 1jm n   . The image  ,f x y  can be 

recovered from 2-D inverse DWT of W  and 
iW  as in 

Eqn. (3) [20].

     

 

         
0 , ,0 , ,

1 1
, , , , , , , , ,i i

j j m ni H D V m n
m n

f x y j m n m n x y j m n x y
mn mn

  
     

                                                                                    

                          (3) 

Singular Value Decomposition (SVD) 

SVD is implemented by decomposing a matrix of an image 

into two orthogonal matrices and one diagonal matrix 

consisting of the singular values of the original matrix [10]. 

It is a worthwhile tool in computer vision as a 

decomposition matrix valuable for image transformations 

[21]. The SVD of an image B with size m × m can be 

defined as in Eqn. (4) [7]. 

           (4) 

 

Where U and V are orthogonal matrices, they also stand for 

left and right singular vector of the image. S = diag(λi) is a 

diagonal matrix of singular values  λ i, i = 1, . . . , m, which 

is organized in declining order. It can be represented as [21]: 
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Discrete Orthonormal Stockwell Transform (DOST) 

An orthonormal transformation takes an N-point time 

sequence to an N-point time-frequency illustration, 

consequently achieving the full efficiency of representation. 

Beside, at every point of the outcome is linearly 

independent from any other point [22]. The alteration matrix 

taking the time series to the DOST depiction is orthogonal, 

meaning that the inverse matrix is equal to the complex 

conjugate transpose. The vector norm is conserved in an 

orthonormal transformation domain according to the 

Parseval theorem, the norm of the time series equals the 

norm of the DOST. An energy preserving transform is 

referred to as orthonormal transform [22] since it reduces 

the information redundancy of the Discrete Stockwell 

Transform (DST) to zero leading to the maximum efficacy 

of a representation [23]. DOST sub-samples low frequencies 

while high frequencies are sampled with higher rates and 

utilizes this sample spacing arrangement to distribute its 

coefficients accordingly [24]. The DOST is mainly founded 

on a set N of orthonormal basis vectors each denoting an 

exact section in the time or space-frequency domain [10]. 

These basis functions S[ν,β,τ ][kT ] for the general case are as 

in Eqn. (6) [22]. 
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           (6)  

 

Where ν depicts the middle of a frequency band and similar 

to the “voice” of the wavelet transform), β represent the 

width of the frequency band and τ denotes the time 

localization. DOST uniquely aggregate progressive 

resolution and absolutely referenced information of phase of 

a signal together [25]. In wavelet transform, as the wavelet 

translates, the phase reference point equally translates 

although in DOST, phase referenced information of the 

signal is always referenced at zero time. While singular 

values of an image have high stability, hence, they do not 

change after several attacks. Therefore, the cascade of 

(5) 
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DOST along with DWT and SVD is proposed for the 

development of watermarking technique.  

Alpha Blending 

In digital watermarking, alpha blending technique can be 

employed for embedding watermark into the host image and 

extracting watermark from the watermarked image using the 

following equations. The embedding equation is given by 

Eqn. (7). 

 , a a b ba i j embeded
S S I S eI            (7) 

Where  ,a i j embeded
S represents the embedded image, a aS I  

denotes the diagonal component of the cover image and 

represent the singular values of the image, b bS eI represents 

the diagonal component of the watermark image and 

denotes the singular values of the image and  depicts the 

value of scaling factor. 

The recover watermark equation is given by Eqn. (8). 

                              

 

IV. PROPOSED ALGORITHM 

Watermark Embedding 

1. Read the RGB colour cover image and watermark 

and  separate them into Red channel, Green 

Channel and Blue channel  

2. Decompose the respective colour channel of cover 

and watermark images using 2D DOST to obtain 

DOST Images based on equation (6) 

3. DOST coefficients are subdivided into four sub-

bands up to third level of decomposition (LL3, 

LH3, HL3 and HH3) based on equations (1) and 

(2) 

4. Selected LL3 and LH3 sub-bands and apply SVD 

to the selected sub-bands to obtain the singular 

values of both the cover image and watermark  

based on equation (5) 

5. Embed the watermark to the cover image using 

alpha blending based on equation (7) 

6. Apply inverse DOST and DWT to obtain each 

colour channel of watermarked images 

7. Combine all the three colour channels obtained 

from item 6 to form RGB colour space 

watermarked image 

 

Watermark Extraction 

1. Read the possible corrupted watermarked image 

and separate it into Red Channel, Green Channel 

and Blue channel 

2. Decompose the respective colour channel of cover 

image and watermark using 2D DOST to obtain 

DOST Images 

3. DOST coefficients are subdivided into four sub-

bands up to third level of decomposition (LL3, 

LH3, HL3 and HH3) 

4. Selected LL3 and LH3 sub-bands and apply SVD 

to the selected sub-bands to obtain the singular 

values of both the cover image and watermark  

5. Extract the watermark using alpha blending based 

on equation (8) 

6. Apply inverse DOST and DWT to obtain each 

colour channel of recovered watermarked  

7. Combine all the three colour channels obtained 

from item 6 to obtain RGB colour space of 

recovered watermark  

 

V. Experimental Evaluation 

In this section, the experimental results of the proposed 

technique are discussed. The proposed technique was 

implemented in MATLAB. The performance is evaluated 

using PSNR. The standard RGB colour images Lena and 

Mandril of same size 512 x 512 x 3 are adopted as cover 

image and watermark image respectively. The cover image 

and watermark image are depicted in Figure 1. The major 

test, imperceptibility is carried out with a scaling factor of 

0.021 and results are compared with existing watermarking 

technique. 

 
 

Figure 1: Original Cover and Watermark Images 

 

Imperceptibility Test 

Imperceptibility is measure of transparency of the inserted 

watermark in order to ascertain the fidelity of the 

watermarked image. The performance measured is 

evaluated through performance matrix like PSNR in Eqn. 

(8). 

   , ,

_

w w a ai j i j

br encrypted

S I S I
S




   (8) 

(b) Watermark  (a) Cover  Image 
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                    (9)

              

Where L is the peak signal value of the cover image which 

is equal to 255 for 8 bit images in Eqn. (9) 

          10) 

where MSE is mean square error between original and 

distorted images,   ( ,j) = Original image,  ′ ( ,j) 

=Watermarked image,  X = Numbers of row in the image 

and Y = Numbers of column in the images. The robustness 

of the developed watermarking technique can be evaluated 

by using the normalized correlation coefficient in Eqn. (10). 
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The different values of PSNR and MSE for different images 

are listed in Table 1. 

Figure 2 to Figure 4 presents the comparison between the 

original cover image, watermarked image and watermarked 

image under the following scenarios. Also comparison 

between the extracted watermark and original watermark 

under same scenarios were considered in order to be able to 

evaluate imperceptibility and robustness of the developed 

digital watermarking technique while using a selected 

manual scaling factor of 0.0121. 

Case I: The scenario where the watermarked image is under 

no noise 

Case II: The scenario where the watermarked image is 

under Gaussian noise 

Case III: The scenario where the watermarked image is 

under salt and pepper noise 

Case IV: The scenario where the watermarked image is 

under speckle noise. 

 Figure 2 presents comparison between the original cover 

image, watermarked image and watermarked image under 

the different noise and their PSNR values. Also shows the 

comparison between the original watermark and extracted 

watermark under the same scenarios and their NCC values.  
 Figure 3 demonstrates relationship between the original 

cover image as pepper image, watermarked image and 

watermarked image under the various noise and their PSNR 

values. Similarly illustrates the comparison between the 

original watermark as Nepal Telecom logo and extracted 

watermark under the same scenarios and their NCC values.  

 

 

 

Figure 2: Comparison between Cover Image, 

Watermarked Image, Original Watermark and Extracted 

Watermark under Various Attacks 

 

(11) 
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 Figure 4 shows comparison between the original cover 

image as A.B.U logo, watermarked image and watermarked 

image under the different noise and their PSNR values. 

Equally illustrates the comparison between the original 

watermark as EC logo and extracted watermark under the 

same scenarios and their NCC values. 

 

  

The various values of PSNR and MSE for different images 

are highlighted in Table1  

Table 1: Various Values of PSNR and MSE for Different 

Images 

IMAGE PSNR (dB) MSE 

Lena 79.69 0.6402 

Pepper 68.59 0.8316 

A B U Logo 60.76 0.7158 

 

The Summary of Results of the developed digital 

watermarking technique, whilst using a manual selected 

scaling factor of 0.0121 for evaluating the imperceptibility 

and robustness as shown in Table 2 and 3 respectively. 

The data in Table 2 depicts the degree of hiddenness of 

watermark in the cover image in the developed technique. 

 

Figure 3: Comparison between Cover Image, 

Watermarked Image, Original Watermark and Extracted 

Watermark under Various Attacks 
 

 

Figure 4: Comparison between Cover Image, 

Watermarked Image, Original Watermark and Extracted 

Watermark under Various Attacks 

 

 

47



 
 
 
Vol. 12, No. 1, March 2019, pp. 40 - 50       ISSN 2006-1781 

D. Aliu, E. A. Adedokun, M. B. Mu’azu and I. J. Umoh (2019), Development of a Novel Digital Image Watermarking Scheme 

      
© 2019 Afr. J. Comp. & ICT – All Rights Reserved 

https://afrjcict.net    

 

 
 

Table 2: Assessment of PSNR under Attacks Based onThree 

different Cover Images and Watermarks 

Attack 

PSNR (dB) 

Cover Image and Watermark 

 

 

Lena 
and 

Mandril 

Pepper and 
Nepal 

Telecom 

Logo 

A.B.U 
Logo 

and EC 

Logo 

Gattani 
& 

Warnekar 

(2014) 

Gaussian 64.85 63.60 56.55 10.31 

Salt and 

Pepper 
56.86 60.07 57.73 

18.28 

Speckle 60.18 61.88 58.77 29.01 

 

The data in Table 3 denotes the similarity level at which the 

extracted watermark is similar to the original watermark. 

The different values of NCC for various attacks on three 

different images are shown in Table 3. This indicates the 

level of robustness at individual attack. 

 

 Table 3: Assessment of Different values of NCC on Three 

Different Images 

Attack 

NCC 

Cover Image and Watermark 

 

 

Lena 
and 

Mandril 

Pepper 

and Nepal 
Telecom 

Logo 

A.B.U 

Logo 
and EC 

Logo 

Gattani 

&Warnekar 
(2014) 

Gaussian 0.9247 0.9721 0.9541 0.8359 

Salt and 

Pepper 
0.9145 0.9460 0.9704   

   0.8921 

Speckle 0.8588 0.9704 0.9614 0.8762 

 

Figure 5 shows the summary of results obtained of the 

performance metrics for evaluating the imperceptibility of 

the developed digital watermarking technique, whilst using 

a manual selected scaling factor of 0.0121 for three different 

images. The height of individual bar indicates the 

invisibleness of the watermark in the cover image. 

 
 

 

 

Figure 6 shows the summary of results obtained of the 

performance metrics for evaluating the robustness of the 

developed digital watermarking technique, whilst using a 

manual selected scaling factor of 0.0121 for three different 

images. The height of individual bar indicates the robustness 

of the developed technique. 

 
 

Figure 6: NCC Values of Developed Algorithm on Three 

Different Images for Robustness 

 

Comparison with existing Algorithm 

For comparison, the performance measures recorded for 

developed technique were compared with the performance 

measures of existing algorithm. The same size of cover 

image and watermark that was used by comparing algorithm 

was employed to compare the performance measures, in 

order to analyze the fidelity and robustness trade-off. 

The proposed algorithm seems to be very imperceptible and 

robust for different noise as compared to the existing 

watermarking algorithm. Figure 7 shows the comparison of 

results obtained of the performance metrics for evaluating 

the robustness between the developed digital watermarking 

Figure 5: PSNR Values of Developed Algorithm on Three 

Different Images for Imperceptibility 
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technique and existing algorithm. The height of each bar 

depicts the degree of robustness of the algorithms adopting 

three different host images and watermarks under the 

following noise. 

 
 

 

VI CONCLUSION 

In this paper, a digital image watermarking technique based 

on DOST, DWT and SVD using alpha blending method has 

been developed. The developed technique is a blind digital 

watermarking technique. The watermark was embedded by 

inserting the singular value of the watermark image in the 

singular value of the original cover image based on alpha 

blending method. It was found that embedding distortions 

have low perceptibility in comparison with the existing 

work. The developed technique outperformed the existing in 

terms of fidelity and capacity achieving a better trade-off 

when compared with existing algorithm. Therefore, DOST, 

DWT and SVD based watermarking could provide pertinent 

advantages to the field of digital watermarking and offer 

benefits to the copyright protection industry. 

 

Future Research Work 

The proposed technique can be further improved by using 

an optimization technique to obtain an optimal scaling 

factor in order to achieve an optimal trade-off between 

imperceptibility and robustness. 
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          ABSTRACT  

In the recent time, the dependency of universities, businesses and organisations on online databases are increasing in 

both the developed and developing countries like UK and Nigeria. So also the security challenges and threats are 

increasing. The most common and dangerous online database threat is SQL injection attacks and followed by XSS. 

SQL injection attack is a challenge to any online database that process data based on user inputs. This research 

investigates one of the most important online database threats. The research reviews related work, design and 

implement a secured student database application for testing the SQL injection. The research findings show that there 

is no single technique, policy or procedure that is powerful enough to prevent all SQL injection attacks. However, the 

research recommends the proper implementation of techniques such as sanitising inputs and using bind variables. 

Keywords: Online database, SQL injection, Threat, Mitigating SQL Injection, XSS  
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I.  INTRODUCTION 

Despite the acceptance, role, and importance of 

computer applications especially in universities, many 

universities, businesses and organisations especially in 

developing countries like Nigeria are still using manual 

systems to manage records. This may be due to the 

threats associated with the online databases or 

applications.  

Most small or newly established universities and 

businesses may seem to use the manual system 

effectively. However, many organisations such as the 

universities grow rapidly each year; therefore, they 

require automated systems such as a database system in 

order to reliably manage records by eliminating 

redundancy and improving accessibility, security, and 

privacy. 
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Database systems could be considered online or offline. 

Access to an online database system is usually granted 

over a network via an application interface. This 

database system is more challenging to protect because 

both authorised and unauthorised users have access to 

the application interface that serves as a door to the 

database.  

Web applications and online databases in particular, are 

facing one or more threats. Many universities, 

companies and organisations in both developed and 

developing countries like United Kingdom and Nigeria 
have in one way or the other happened to be a victim of 

such attacks [1]. 

There are different threats to both the web applications 

and online databases that include Structure Query 

Language (SQL) injection, Cross Site Scripting (XSS), 

cookie poisoning, cookie stealing, cross site request, 

JavaScript hijacking, and Domain Name System (DNS) 

rebinding [2]. SQL injection and XSS are directly 

related to online databases which could be accessed 

through an interface or a web application interface in 

particular. 

According to OWASP [3], SQL injection and XSS are 
the most common threats to online database systems. 

The report lists SQL injection as the most common 

threat, followed by password cracking while XSS is the 

third most common, globally. This may be applicable to 

developed countries like the United Kingdom and the 

United States of America, where most of the research 

on database security came from. However, there is an 

urgent need for researchers to focus on developing 

countries like Nigeria where the online databases have 

even more threats because they have only been in use 

for the last two decades. For example, National 
Information Technology Agency (NITDA) [4] is the 

first agency established by Federal Government of 

Nigeria in the year 2001 that is responsible for 

researching, monitoring, standardization and evaluating 

of information technology. Similarly, Sauwala and 

Abubakar [5] stated that policies, regulations and 

techniques for mitigating and preventing threats to 

online databases and applications are newly established 

in Nigeria. They further stated that attacks on online 

databases are threats to national security, the economy 

and the integrity of the country as a whole. 

Furthermore, Awoleye, Ojuloge and Siyambola [6] 

conducted a research on the security of 64 websites 

maintained by the Nigerian Government. Their research 

states that 42.2% of the websites are not safe from XSS 

threats, 31.3% are vulnerable to SQL injection threats. 

Their findings also state that 37.5% are vulnerable to 

password cracking. This study conforms to the 2013 

OWASP [3] report discussed above. 

Several research such as [6], [8], [5] and [9] consider 

non-technical solutions or policies such as the Nigeria 

Cybercrime Act 2013, Establishment of online database 

security standard, Enactment of the Nigeria’s 

Cybercrime Act 2015, the establishment of Nigeria 

National Computer Emergency Response Team 

(ngCERT), and public awareness as the strategy for 

minimising the online crimes. 

However, several studies such as [15], [1], [7] and [10] 

have suggested different technical solutions and 

recommendations for dealing with SQL injection and/or 
XSS. Some of these recommendations are running a 

server with minimal privileges and implementation of 

input validation technique. The use of a four-tier 

approach that requires implementation of different 

security policies or techniques at system layer, web 

server layer, database layer and application layer as a 

means of protecting the entire system from different 

type of attacks. Others are parameterized queries, smart 

configuration of database management system, and 

stored procedures. 

These recommendations show that the researchers 

believe that government policies, rules and regulations 
can play a major role in minimizing attacks on online 

database systems in Nigeria. This will help in some 

cases. However, non-technical policies or legal 

implications will not prevent attacks because of the 

challenges associated with tracing the origin of the 

attacks and identifying who the attackers are. The 

increase in cybercrimes and applications hacking 

especially in Nigeria may be associated with lack of 

strong technical solutions that can prevent attacks. 

When both the technical and non-technical solutions are 

used together, the technical solutions will be for 
preventing attacks while the non-technical ones will be 

for punishment of convicted attackers.  

Therefore, there is a need to investigate and suggest a 

simple and reliable technique for addressing SQL 

injection attacks for developing countries like Nigeria. 

This is necessary because most of the online database 

and web application developers in Nigeria are non-

professional and hardly consider the issues of security. 

The difficulty in considering or implementing minimal 

security requirements may be due to a lack of strong 

security awareness, the complexity and cost of existing 
solutions, rushing to meet deadlines or omission in the 

customer’s requirements.   

This research focuses on SQL injection attacks because 

these are the most common and dangerous threats as 

identified in the related work section. The research also 

considers the design and implementation of a secured 

online database system for managing students’ activities 

52



         Vol. 12, No. 1, March 2019, pp. 51 - 66     ISSN 2006-1781 
         Mu’awuya Dalhatu, Aliyu Sani Ahmad and Moshood Abiola Hambali (2019), Manual Testing of SQL Injection Vulnerabilities  
         in an Online Student Database System 

      
© 2019 Afr. J. Comp. & ICT – All Rights Reserved 

https://afrjcict.net    
 

 
 

such as registration, checking result and storing staff 

and courses record (see appendix). 

II. LITERATURE REVIEW 

Knowing how to properly detect, prevent or trace the 

sources of attacks on online databases requires one to 

have an in-depth understanding of most of the possible 

vulnerabilities, threats, and the different types of attacks 

and techniques used by the attackers to achieve their 

aims or goals. Understanding the intents of attackers is 

essential in making a research on online database 

security [11]. Halfond, Viegas, and Orso [12] identified 
nine possible attacks intent which include Identifying 

injectable parameters; Deleting, updating or inserting of 

data; identifying a database type and version; Escalating 

privilege and Extracting information.  

Extracting information is one of the most common 

attack intents that requires an attacker to determine 

database schema, bypass detection and authentications 

[28]. The attack also requires the use of different 

techniques such as SQL injection for data extraction. 

Shar and Tan [16] define a SQL injection as a code 

injection approach that is used to attack online 

databases with weak or incorrect input validation 
techniques. Attackers append the malicious code to the 

pre-defined SQL statements that are sent to the database 

server for processing. The malicious codes can be 

appended to Universal Resource Locator (URL) and 

any input field that can be used to return output from 

the databases [14]. 

Sadeghian, Zamani, and Ibrahim [7] agree with Shar 

and Tan [16] that SQL injection vulnerabilities exist in 

any online database that processes data based on users 

input and it can easily be successful where the inputs 

are not well sanitized and filtered. Sadeghian, Zamani, 
and Ibrahim [7] further categorised a SQL injection into 

three: in-band, out-of-band and inferential. 

The in-band category may be considered simple 

because the attacker receives output from the page 

where the attack is launched while the inferential 

category is considered more challenging because it 

requires more time and does not return output 

information to the attackers directly [17]. In inferential 

SQL injection, attackers explore the vulnerabilities by 

using logical operations that will be evaluated as true or 

false. The attacker monitors the behaviour of the system 
based on logical operations. 

2.1 SQL Injection 

There are different SQL injection techniques and 

strategies that are being used by attackers to 

compromise the security of online databases. 

Sadeghian, Zamani, and Ibrahim [7] identified encoding 

technique, whitespacing technique, comment technique, 

case and variation techniques that are effective in 

attacking online database systems. Basta and Zgola [18] 

agree with the stated techniques and further identified 

conditional, union and concatenation techniques. Other 

techniques or attacks include tautology, piggy-backend 

query, illegal/incorrect logical query [12], [13], [14] and 

time delay that helps an attacker to monitor the 

successfulness or otherwise of executed malicious 
codes based on the time taking by a server to response 

[15]. Some of these techniques are briefly explained 

below: 

2.2 Union  

UNION operator is used to return data from two or 

more tables. It is a very effective operator in attacking 

online database systems because it allows an attacker to 

extract data from the unintended table by attaching their 

malicious queries to the legitimate and predefined 

query. According to Randhe and Mogal [19], UNION 

operator can be used to bypass authentication and 

retrieve data from other tables.  

Assuming a system requested a student to enter their 

student ID in order to view their result. The following 

query will be executed if a student enters 12345 as their 

student ID. 

SELECT * FROM result WHERE student_id= 12345; 

However, the query looks like the following if a 

UNION operator is attached: 

12345 UNION SELECT NULL, NULL FROM 

information_schema; 

Moreover, UNION operator required all the query 

statements to select the same number of columns with 
the same datatype in the same order. However, NULL 

value is used to bypass datatype checking because it has 

no datatype and can be used for unknown values. 

NULL can also be used to determine the number of 

columns.  

2.3 Tautologies 

 According to Gollmann [2] and Nadeem et al., [26], 

tautology is one of the simplest SQL injection 

techniques for injecting malicious codes. Tautology is 

always true and conditional. Examples of tautologies 

are 1=1, 1<2, 1 like 1 or 10/2=5. Randhe and Mogal 
[19] state that tautology is mainly used in bypassing 

authentication and retrieving or updating information. 
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For example, instead of providing correct student_id 

(say 12345), an attacker decides to input ‘123 or 2=2 - - 

' which will be evaluated as follow:  

SELECT * FROM result WHERE student_id = 123 or 

2=2-- 

The second part of the ‘where’ clause will always be 

evaluated as true which will lead to returning of all the 

results in the table. The ‘– –‘symbol is a comment that 

causes the remaining code execution such as verifying 

password to be ignored.   

2.4 Encoding  

Encoding is a process of changing characters from one 

standard to another in order to bypass detection. 

Sadeghian, Zamani, and Ibrahim [7] state that URL 

encoding, Unicode/UTF-8, hexadecimal encoding is 

commonly used encoding standard. Others include 

ASCII and char () function that takes an integer to 

return a string [25]. The encoding technique can be used 

where SQL keywords or whitespaces are not allowed. 

For example, the following are the hexadecimal 

equivalent encoded for URL:  

 “OR 1 LIKE 1” is equivalent to   

%6f%72%20%31%20%6c%69%6b%65%20%31%20 

“UNION SELECT * FROM result WHERE student_id 

= 123 or 2=2--“is equivalent to:   

%55%4e%49%4f%4e%20%53%45%4c%45%43%54%

20%2a%20%46%52%4f%4d%20%72%65%73%75%6

c%74%20%57%48%45%52%45%20%73%74%75%64

%65%6e%74%5f%69%64%20%3d%20%31%32%33

%20%6f%72%20%32%3d%32%2d%2d%20 

2.5 Time Delay   

Time delay technique employs by an attacker where no 

useful error message is returned to them. The ‘wait for 

delay’ SQL command in MySQL and ‘pg sleep ()’ 
function in Oracle [18] allow an attacker to predict the 

success or otherwise of their malicious codes [15]. For 

example, information about a password may be 

obtained if a username is known:  

if (username=”abc” and (Len (password) < 10))){wait 

for delay 00:00:30;};    or  

if (username=”abc” and (IsNumeric (password))){wait 

for delay 00:00:30;} 

 

 

 
 

2.6 Concatenation and Comment  

Both the SQL single and multiple line comments can be 

used to get malicious code executed successfully. The 

commenting characters can also be concatenated for 

execution. For example, if an attacker input ‘or’ 2 ‘=’ 2 

- - in a given username field of a vulnerable system; the 

system will probably give access to the attacker and 

grant them the privilege of the first user in the 

authentication table. For example, the following 

statement may bypass detection. 

SELECT * FROM student WHERE username = 
‘something’ OR ‘2’ = ‘2’ -- AND password = anything; 

OR  

SELECT /**/ * FROM /**/ student /**/ WHERE /**/ 

username = ‘something’ or ‘2’ = ‘2’ -- and pass = 

‘anything’; 

 

2.7 Mitigating SQL Injection 

To properly mitigate or prevent SQL injection attacks, 

one has to understand that different attacks may require 

different prevention techniques. As Sadeghian, Zamani, 

and Ibrahim [7] stated, there is no single protection 

technique that is strong enough to stop all SQL injection 
attacks. Similarly, Basta and Zgola [18] argue that there 

is no exact way of preventing them. However, they 

further argue that an approach that combines several 

strategies is more effective. This suggests that 

combining different strategies add more complexity and 

protection. Furthermore, Shar and Tan [20] broadly 

identify three categories of SQL injection defence 

strategy: defensive coding, vulnerability detection, and 

runtime prevention. Some of the mitigation and 

prevention techniques are briefly explained below. 

2.7.1 Secure Programming 

Deepa and Thilagan [21] recommended the use of 

secure programming because it enables developers to 

implement secure coding during the applications’ 

development. Similarly, Sharma and Jain [22] 

highlighted the importance of secure programming in 

preventing blind SQL injection attacks that are difficult 

to prevent with other techniques. 

Moreover, Sharma and Jain [22] identified two common 

principles of secure programming. The first principle 

suggested the use of a generic or customised error 

message. A Customised message hides the details of 
errors generated by both legitimate and malicious 

queries. This can be achieved by handling the errors 

internally or providing generic error messages, such as 

‘invalid username/password’ instead of stating why 

access is denied. The second principle is filtering user 

inputs. However, according to Gupta et al., [23], secure 
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programming alone does not guarantee full protection 

against SQL injection attacks. This may be due to the 

flexibility of the SQL language that leads to different 

types of SQL injection attacks. 

2.7.2 Parameterized Queries 

Parameterized query is also known as a prepared 

statement. This avoids concatenating user inputs 

directly in the SQL statement by using a concept of a 

placeholder [24]. Different studies such as [22], [10], 

and [7] have recommended the use of parameterized 

queries in preventing SQL injection attacks. 
Furthermore, a parameterized query is capable of 

preventing different types of SQL injection attacks if 

dynamic queries are properly replaced by prepared 

queries. Moreover, Qian et al., [10] identified two 

advantages of parameterized queries. The first 

advantage is that user inputs are treated as a literal value 

not as a code to be executed. The second is that client 

servers ensure that only correct data types and length 

are acceptable. However, the major drawback with 

parameterised query is that it can only be used for data 

values and not all user inputs are data values [18]. 

2.7.3 Validating Data 

Despite the flexibility of SQL injection techniques to 

avoid filtering, there is still the need to have a technique 

to filter and validate user inputs in order to increase the 

complexity of the security for repelling attacks as early 

as possible. 

According to Shar and Tan [20], identifying a datatype 

mismatch can be used to detect malicious queries or 

data by checking if the input is numeric or string. Shar 

and Tan [20] further identified ‘white list’ and ‘black 

list’ as the two filtering techniques. The ‘white list’ is 

used by developers to accept only known and expected 
characters while the ‘black list’ is used to reject 

malicious characters such as ‘or’ or a ‘=’ sign.  

However, Basta and Zgola [18] and Morgan [15] argue 

that the ‘white list’ approach is more effective and saves 

time because a developer can easily list the good 

characters they expect, in contrast to listing all the 

possible combination of malicious characters as 

required in the black list approach. 

Furthermore, Qian et al., [10] and Nayak and Sharma 

[28] list some suggestions for mitigating SQL injection 

attacks that include: no assumptions should be made 
about user inputs; content and length of string inputs 

should be verified; appropriate limitations should be 

enforced on user inputs. 

 

2.7.4 Escaping 

Escaping SQL keywords and malicious characters is 

another means of mitigating SQL injection attacks, 

programming languages such as PHP provide 

mysql_real_escape_string() function for escaping 

potential malicious keywords and characters [24], [27]. 

Furthermore, Sharma and Jain [22] recommended the 

escaping of comments characters, query delimiter, 

character data string delimiter, and SQL keywords in 

user inputs. 

 However, Shar and Tan [20] argue that escaping has 
some drawbacks due to common mistakes made by 

developers and the challenges associated with 

identifying what to escape. They however 

recommended the use of built-in escaping functions 

over customized ones. Similarly, Gollmann [2] 

suggested the use of PHP built-in functions such as 

is_numeric (), setType () and addslashes () functions for 

numeric data. This is important because escaping 

numeric data may not protect the system properly.                                            

2.7.5 Stored Procedures 

Shar and Tan [20] and Sharma and Jain [22] 

recommended the use of stored procedures to replace 
dynamically generated queries so that online databases 

cannot be accessed directly. Furthermore, Qian et al. 

[10] recommended the use of stored procedures for 

validating user inputs. According to Shar and Tan [20], 

stored procedures make injecting malicious code highly 

challenging to attackers. However, Mukhejee et al. [24] 

state that attackers can make use of vulnerable stored 

procedures to compromise the system and escalate their 

privileges. Moreover, Morgan [15] state that there are 

several stored procedures for displaying local drives, 

security mode of a server, or killing a process that are 
vulnerable on online database systems. 

III.  TESTING PLAN 

This section discusses the method or strategy that will 

be used to test the security of the online database before 

a solution is proffered based on the detected 

vulnerabilities.  

According to Basta, Zgola and Bullaboy [18], SQL 

injection can be tested using observational, 

multichannel or same channel strategy. The same 

channel is chosen for this research work. In this case, 

the same page will be used for communication between 
the server and client. The steps are briefly outlined 

below. 

1. The first step is to identify an entry point into 

the database in order to bypass the login screen 
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or extract information such as results. The 

entry point could be any input field or URL 

that returns output.  

2. The second step is to determine the expected 

datatype of the identified entry point. This is 

required because numeric and non-numeric 

input have different criteria and are processed 

differently. For example, a non-numeric input 

requires a single quote while a numeric does 

not. 

3. The third step is to employ a particular type of 
attack for the initial testing. The testing will 

start with the error based then union and 

follow by blind SQL injection. The first step in 

the error based is to input data such as a single 

quote that may generate a system error 

message.  

4. The fourth step is to review the code manually 

to fix errors or vulnerabilities and implement 

appropriate mitigation techniques such as bind 

variable, validating inputs and returning a 

generic error message. 

Table 1 summarises the test plan and their 
respective outcome. 

3.1 Implementation 

An online student system is developed in order to test 

and identify SQL injection vulnerabilities, investigate 

the effectiveness of existing solutions and check how 

strong the recommended or implemented solutions are. 

The software consists of the back-end and front-end. 

The back-end is implemented using Oracle database 

system (Oracle Database 12c) while the front-end is 

implemented using HTML5, Bootstrap framework, 

JavaScript and CSS (Cascading Style Sheets). The 
Connection between the front-end and back-end is made 

using PHP programming language. Secure 

programming practice, bind variable, validating user 

inputs and customised error messages are used in 

mitigating SQL injection attacks.  The online 

application is with the researchers.   

However, some of the restrictions on Oracle will, 

however, affect the security testing plan because Oracle  

database does not allow execution of two SQL queries 

in a single statement. For example, the following 

statement is not executable on Oracle, but it is 

executable on MySQL. Such restriction makes Oracle 

less vulnerable to SQL injection.  

SELECT * FROM result; UPDATE result set grade='A' 

WHERE student_id=123 and grade=’F’; 

3.2 Testing 

This section discusses the basic SQL injection test that 

was carried out manually. The testing starts by 

identifying an injectable point followed by injectable 

datatype; then reviewed the code and implemented 

appropriate defence techniques. 

The first step starts by inserting a single quote in the 
username field (Fig. 1), the system generate an error 

message as a result of inputting a single quote as shown 

in Fig. 2. The error message generated in fig 2 reveals at 

least three important information: the first information 

is the system is vulnerable to SQL injection attacks. The 

Second information is the back-end uses Oracle 

database system (due to ORA- 01756 :) and the third 

information is the scripting language is PHP (due to 

oci_parse function).  Similarly, Fig. 4 shows an error 

message generated by an empty input (see Fig. 3) can 

also help an attacker to compromise the system security. 

This test shows how powerful a single quote character 
is and how important error messages are to an attacker 

or tester. 

The first step in securing the system from SQL injection 

attacks is to handle error messages internally and make 

sure that an empty input is not passed to the database. 

This is achieved with the code fragment shown in Fig. 

5. The system returns "Enter username/password" for 

both single quote and an empty input as shown in Fig. 6 

and 7 respectively. It also returns "invalid 

username/password" for invalid input as shown in Fig. 

8. 

The system now handles single quote and empty 

username/password input the same way.  
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Fig. 1. Student Login with Single Quote 

                     
               Fig. 2. System Error Message Generated by a 

                     Single Quote. 

 

Fig. 3. Student Login with Empty Input 

 

 
Fig. 4. System Error Message Generated by an Empty 

Input 

 

 

Fig. 5. Code Fragment that Return Error Message for Single Quote and Empty Input
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Table 1. Test plan and expected outcome. (NOTE: Where 12345 represents student ID, and File0.php represents a file name on the server) 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
  
 

s/no Type of test Injection Point Input Expected Output Vulnerable Comment 

1 Error based Login screen 
‘ 

Enter 

username/password 

No It is not vulnerable due to 

customised error messages. 

2 Tautology Login screen and 

checking result 

12345 or 1=1-- Invalid 
username/password 

No It is not vulnerable due to 

input validation. 

3 UNION Extracting result 12345 UNION 

SELECT 
student_id, 

module_code, 

grade FROM result 

No result is 

returned 

No It is not vulnerable due to 

input validation and bind 
variable 

4 Blind Login screen 12345 and 1= 1 

12345 and 1 <1 

Invalid 

username/password 

No It is not vulnerable because 

the same error message is 

returned in both cases. 

5 Blind URL File0.php%20and%

201=1 

File0.php%20and%

201< 1 

 

file ‘not found on 
this server’ 

No It is not vulnerable because 

the same error message is 

returned in both cases. 

6 Constraints 

violation 

Inserting and 

deleting 

unique constraints 

violation, integrity 

constraints 

violation, 

System error 
message 

Yes It is vulnerable because 

system error messages are 

return in both cases 

58



         Vol. 12, No. 1, March 2019, pp. 51 - 66     ISSN 2006-1781 
         Mu’awuya Dalhatu, Aliyu Sani Ahmad and Moshood Abiola Hambali (2019), Manual Testing of SQL Injection Vulnerabilities  
         in an Online Student Database System 

      
© 2019 Afr. J. Comp. & ICT – All Rights Reserved 

https://afrjcict.net    
 

 
 

 
Fig. 6. Error Message Display for inputing a single 

Quote 
 

  
Fig. 7. Error Message Display for Empty Input 

 

 
Fig. 8. Error Message Display for Invalid Input 

 

 
Fig. 9. Error Message Generated for Input String 

(Abc123) 

The second step is to determine the injectable datatype. 

This is easy to be identified in a student system like 

this, because most student systems use student ID as a 

username and an alphanumeric as a password. 

However, it is important to test that practically. Figure 9 

shows the error message generated for a string (abc123) 

input which indicates that the username should be 

numeric. 

The next step is to use a tautology technique to bypass 

authentication. A tautology technique is then used to 

compromise the system’s login as shown in Fig. 10. 

Such vulnerability can be eliminated by validating user 

inputs and returning “invalid username/password” for 

invalid datatype as shown by the code fragment in Fig. 

11. Validating the user input is implemented with 

‘isNumeric()’ PHP function. This makes the system 

secured from both the tautology attack and an invalid 

datatype as shown in Fig. 12 and Fig. 13 

 
Fig. 10. Student Login with Tautology Input 

Fig. 11. Code Fragment that Return Error Message for Invalid String and Tautology Input 
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Fig. 12. Error Message Display for Tautology Input 

 
 
 

Fig. 13. Error Message Display for Alphanumeric 
Input 

3.3 BIND VARIABLE  

Bind variable is another reliable and easy technique for 

preventing different SQL injection attacks. It uses the 

concept of a place holder similar to parameterised query 

discussed in section 5.2. It is implemented in this 

research in order to increase the level of security as 

suggested by [18].           

SQL statement is first prepared without the user inputs 

and later treated the inputs as laterals as shown in Fig. 

14.  

A bind variable is particularly important in preventing 

the UNION and tautology attacks.  

 

 

Fig. 14. Code Fragment for Bind Variable Implementation 

 

 

  IV. DISCUSSION AND CONCLUSION 

  This research identifies several threats to online  

  databases and considers SQL injection as the key threat, 

  followed by XSS. The research also shows that existing 

  solutions against SQL injection attacks are effective.  

  However, one has to understand what techniques or  

  policies to use, where to use and how to use it properly. 

  Moreover, the security testing shows how significant  

  generic error messages are, and how effective the  

  implemented solutions such as sanitizing user inputs  

  and bind variable are against different SQL injection  
  attacks such as tautology, union, blind and error based. . 

  The research findings show that there is no single  

  technique, policy or procedure that is powerful enough 

  to prevent all SQL injection attacks. However, the  

  research recommends the proper implementation of  

  techniques such as sanitising inputs and using bind  

  variables at least for students’ and businesses’ websites. 
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  V.  RECOMMENDATION AND FUTURE  
  WORK 

  The research work focuses on first order injection  

  attacks. The research recommends the proper validation 

  and sanitisation of inputs, secure programming, stored 

  procedure and bind variable in dealing with SQL  
  injections especially the first order one. However,  

  according to Sharma and Jain [22], second order and  

  literal injection attacks exist. Therefore, there is a need 

  to investigate such attacks also to secure the system  

  from them. 

  Adequate security provided by one aspect of a system 

  such as the network, database or web application will 

  not be sufficient for the entire system while security  

  failure in one aspect may compromise the entire system. 

  Therefore, there is need to test online applications with 

  automated tools because most attacks are carried out  
  automatically. There is also a need to test and protect  

  the applications against web applications threats such as 

  stealing cookie and session. Moreover, implementing 

  other security measures such as password hashing,  

  privilege and auditing will be of security benefits  

  especially when a database is compromised. 
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