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ABSTRACT

Development in Information and Communication Technology (ICT) has significantly changed the way we think and
carry out our day-to-day activities. Students’ verifications, especially for examinations and other related tasks, are
obvious examples. Handling this kind of tasks manually, either through the use of students’ examination or
identification cards, could undoubtedly be onerous, hectic, erroneous and scandalous especially when there is a
large number of students. This triggers the need of providing a suitable and computerized mechanism of students’
verifications for such tasks. As globally agreed, one of the effective methods of humans verification is through the
use of their fingerprints due to its uniqueness and naturalness. This paper presents the design and implementation
of an intuitive, secured and efficient examination verification tool that is strictly based on students’ fingerprints,
with the aim of easing the associated activities and shelving the possible cases of impersonation form of examination
malpractice. The tool has been developed using Visual Basic (VB), with Microsoft SQL server for database related
services and GrFinger Software Development Kit (SDK) for finger recognition.
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their societies [2] [3]. Based on this, it’s worth noting that,
the
importance
of
examinations
cannot
be
overemphasized, hence strict majors need to be taken in
ensuring that they are conducted with minimal or zero
cases of malpractice.

I. INTRODUCTION

According to [1], examination is one of the potent
mechanism of ensuring that, students indeed grasped the
knowledge communicated to them by their respective
educational institutions, for the overall aim of serving the
basic and standard needs of their communities. Through
examinations, educational institutions and concerned
government agencies can be able to pinpoint and evaluate
students’ capacities, especially for the purpose of getting
qualifications; teachers’ capacities; and quality and
impact of the knowledge being taught to the students to

In the Nigerian system of education, at the end of each
semester, students take examinations for each and every
examinable course they have registered, for the purpose of
assessing their academic quality and that of their
institutions. As stated earlier, examinations are marred
with so many unethical activities of examination
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malpractices such as leakages, copying and
impersonations. This is a global problem. Students are
admitted into examination hall for a particular course after
satisfying the 75% attendance requirement in addition to
other requirements stipulated by their respective
university Senates [3].

II. LITERATURE REVIEW
According to [7], Examination malpractice can be defined
as any intentional form of wrongdoing displayed by a
candidate writing an examination or any other individual
before, during or after the examination with the sole aim
of making the candidate (student) in question obtain
undeserved marks or grades. There are several forms of
examination malpractice, some of which are:
collaboration between students and examination officials
for scandals; inscription; impersonation; bribery; and
intimidation [7].

In the current system, students are manually verified and
admitted into the examination hall through presentation of
their examination cards, despite the global advancement
and adoption of information technology in all aspects of
human endeavors. The process is entirely onerous, timeconsuming and fraudulent. Furthermore, in some
institutions, students are partially verified while writing
their examination, this might eventually pave a way to
impersonation form of examination malpractice and
subsequently leads to fallen standard of education [1]. The
entire verification process and other processes associated
with examination in Nigerian institutions have proven to
be inefficient and “contemporary shame” as coined by [4].
Considering the aforementioned issues, despite all the
efforts been made to make things right, the current system
has proven to be a partial failure and a blow to the
institutions.

[8] iterated that examination malpractice has catastrophic
effects on both the educational system and the society at
large, because it leads to the production of half-baked
graduates that can grow and serve the society as teachers,
doctors, engineers etc. He further stated that, the entire
educational system of a country and the country itself lose
international credibility consequent to examination
malpractice and hence has to be stopped or at least be
reduced to the minimal possible level. [9] is of the opinion
that extensive usage of Information and Communication
Technology (ICT) by academic institution could play vital
roles in enhancing and modernizing teaching as well as
curving or entirely shelving possible cases of examination
malpractices through the application of biometrics
interfaced by client applications and Closed-Circuit
Television (CCTV).

Impersonation is one of the most disturbing forms of
examination malpractice, this involved collaboration
between students and perhaps lecturers (staff) to smuggle
an unregistered (brilliant) student to write exam for a
registered one, and this obviously has a catastrophic effect
on the entire education system and the society at large [3].
This necessitates the need of devising a lasting solution to
this problem, through the automation of the verification
and identification processes involved by applying one or
more of the concepts of biometrics.

Several verification and identification tools based on
biometrics have been developed in different sectors of
human endeavors. The uniqueness and naturalness of
biometric features such as fingerprints, validate them to
be among the most effective means of intuitively,
uniquely and rapidly identifying or verifying any
individual based on his physiological or behavioral
characteristics [10]. Automated biometric systems can be
used to replace manual attendance register for employees
or students through recognizing one of the supported
biometric features (face, iris, card or fingerprint) captured
by a sensor that serves as an interface between the system
and the real world [11]. On another vain, [11] further
states that, the strength of biometric is in its ability to deal
with behavioral and physiological attributes of human
beings, hence can be used in developing tools that are
more secured and capable of preventing unauthorized
access to buildings and systems.

Biometric identification can be through one of the many
physical unique and immutable attributes of human beings
such as DNA, retina, fingerprints and voice recognition,
with fingerprints standing unique for being the most
reliable, stable, and affordable of them all [5]. Fingerprint
is “made of a series of ridges and furrows on the surface
of the finger” [6]. [6] further pointed out that, biometrics
as a rapidly evolving technology, has been successfully
used in many aspects of human endeavors that require
secured identification processes. In this paper, an
automated way of verifying students during the course of
their examinations with the aim of shelving the possible
cases of impersonations is propose. A sample solution
was developed using Visual Basic (VB), with Microsoft
SQL server for database related services and GrFinger
Software Development Kit (SDK) for finger recognition.

[9] proposed a design of a biometric system based on
fingerprints called E-Invigilation that can be used for
students’ verification during examination, with the sole
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aim of eliminating impersonation form of examination
malpractice. [12] came up with the design and
implementation of a verification tool than can be used in
authenticating/verifying students for a Computer Based
Test (CBT). The tool uses fingerprints in attempts to
prevent malpractices through impersonations.

ii.

iii.

iv.
Furthermore, on realizing that even institution of higher
learning are not immune to security breaches especially
on issues regarding online examination malpractices, [13]
proposes a design and a prototype fingerprint based
system that can be used to that regard. The developed
prototype dealt with only identification (who are you?) of
students for online examinations with no authentication
(prove it) support. [14] developed a general purpose
fingerprint-based biometric tool for Evan Enwerem
University, located at Okigwe Road, Owerri, Imo State,
Nigeria. The tool is only meant for identification process
within the University.

v.

vi.

None of the investigated tools have clearly and effectively
handled students’ identification/verification for any form
of examinations in attempts to reduce to bare born the
impersonation form of examination malpractice using
fingerprints. In this paper, I propose an automated way of
verifying students during the course of their examinations
with the aim of shelving the possible cases of
impersonations. A sample solution was developed using
Visual Basic (VB), with Microsoft SQL server for
database related services and GrFinger Software
Development Kit (SDK) for finger recognition.

Student attends lectures for each of the courses
he/she has registered for. For a student to be
allowed into the
Examination hall for a particular course, it’s
required that he satisfies a minimum of 75%
attendance for it.
After 12 weeks of lectures, lecturers prepare
examinations questions and submit them for
modification and subsequent approval.
A student that is eligible to sit for examinations
prints his/her examination card from the same
online registration portal he/she has registered
his/her courses. This card serves as his pass into
the examination hall. Note: students are allowed
to change their profile pictures, this clearly paves
way for impersonation.
On the examination day, each student presents
the examination card obtained in (iv) above
before entering the examination hall or while
taking his/her examination, for verification. This
is undoubtedly hectic, onerous and distractive.

The interview was conducted on 35 selected persons from
both the staff and the students of the Faculty of Science,
Yusuf Maitama Sule University, Kano State, Nigeria. The
group consists of 15 staff (9 males and 6 females) and 20
students (15 males and 5 females) from various
departments of the faculty. Some of the questions asked in
the course of the interview are:
i.

III. METHODOLOGY
ii.
Research methodology can be quantitative or qualitative.
The method employed in collecting the data is through
interviewing both the students and the staff involved at
Yusuf Maitama Sule University, Kano, in addition to keen
analysis and understanding of the entire processes
involved as well as studying previous researches on
examination and other related activities in Nigerian
institutions of higher learning. After careful examination
of the current system of students’ verification process, it
was found to be manual and inefficient.

iii.

iv.

Are you satisfied with the current way of
students’ verification during examinations in
your institution?
What are your views towards using ICT in
easing our day-to-day activities, students’
verification during examinations inclusive?
Do you agree that impersonation form of
examination malpractice has catastrophic effect
on our society?
Will shelving impersonation through the use of
students’ fingerprints helps in enhancing the
quality of education in our society?

v.
The outcome of the interview clearly justifies that
majority (85.71%) of the interviewed persons are
dissatisfied with the current system that favors
impersonation and inefficiency and also welcome the idea
of using fingerprints for the verification exercise. In view
of this, the author proposed an automated modern system
with the aim of addressing the identified disturbing issues.
Structured System Analysis and Design Methodology
(SSADM) form of waterfall model was keenly used in

Summarily, based on the analysis and the interview
conducted between May and June, 2017, the current
system involved the following steps:
i.
Student registers his/her sessional courses online
and generate Course Registration Form (CRF)
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performed by admin as listed in “Use Case Diagram”
above.

coming up with the design of this system. The interview
further provide the author with the requirements that
satisfy the expectations of the end-users (students and
staff) of the system.

Figure 3 below depicted fingerprint activity diagram
expressing the activities involved while enrolling a new
student or verifying already enrolled one. During
enrolment process, student fingerprint is captured and
stored, while during the verification process, the detected
fingerprint is verified against the stored information. In
the first stage, a fingerprint capturing device is use to
capture student’s fingerprint. These devices are equipped
with mechanism that allow them pre-process read
fingerprints and remove unnecessary noise and images
and finally extract the actual fingerprint features that can
be used for templates creation. For enrolment process, the
generated template is safely stored within a database. For
verification process, the captured fingerprint is compared
with the stored templates by a Matcher (which is part of
fingerprint capturing devices). The matcher achieve this
through the use of matching algorithm incorporated as
part of the device. If a match is found, the student will
then be verified, else, the system respond appropriately.

IV. DESIGN OF THE VERIFICATION SYSTEM
In coming up with graphical representation of the system,
some Unified Modelling Language (UML) diagrams were
used.
UML is a
“graphical
language for
visualizing, specifying, constructing, and documenting
the artifacts of a software-intensive system” [15]. The
UML diagrams used are use-case diagrams and activity
diagrams.
Use Case Diagram
Figure 1 below depicted the use case of the system. The
system has three users, namely: Student, Examiner and
Admin. The figure depicted the various activities that can
be performed by each user of the system.
An admin is the super user of this system and responsible
for the following major operations:
i.
Registering/creating new users (students
and examiners)
ii. Editing users
iii.
Managing Examiner menu
iv.
Generating attendance list for future
consumption
v.
Adding exam for a course and
associating it with one of the registered
examiners
vi.
Assigning students to their various
exams
An examiner can log in into the system and select an
exam from the ones he has been associated with by the
admin and start verifying the students. He can also be able
to generate an attendance list for that particular
examination after the verification process. On the other
hand, students interact with the system biometrically.
During the verification process, the system presents to the
examiner the details (picture, level, etc.) of each verified
student and notify him appropriately for unverified ones.

Database Design
The main purpose of using database in the tool is to
effectively organize and store information about users,
students, courses etc., and it should also allow the
application to interact with this data through the use of
Structured Query Language (SQL) queries. A relational
type of database is used in the system because it stores
information in form of tables which are made up of rows
(representing records) and columns (representing fields or
attributes).
Based on the outcome of the system requirements, the
primary entities that will make up some of the tables in
the database are users (admin and examiner), students and
Courses. Obvious attributes of these tables are: user –
username and password; students – name, registration
number, email, phone number etc.; Courses – course
code, course title, academic session etc. A primary key is
provided for each table which uniquely identifies each
record of the records. Foreign keys are used to establish
relationships between tables. These relationships can
either be one-to-many, many-to-many and one-to-one.

Activity Diagrams
In coming up with the design of the system, several
activity diagrams have been created and used.
Figure 2
and 3 below presented samples of these diagrams. Figure
2 is a figure depicting the activities involved whenever an
admin attempts to login. Admin Dashboard is a page that
provide interfaces to all the activities that can be

Figure 4 below depicted a logical data model structure of
the database independent of implementation technology.
This model is the basis for designing the physical model
that was implemented in the tool.

40

Vol. 11, No. 2, June 2018, pp. 37 - 52

ISSN 2006-1781
U.S. Haruna (2018), sVeriTool: A Verification Tool for Preventing Impersonation in Examination Halls
© 2018 Afr. J. Comp. & ICT – All Rights Reserved
https://afrjcict.net

V. IMPLEMENTATION OF THE VERIFICATION
SYSTEM

Table 1 below depicted a sample test conducted on the
tool.

As stated earlier, the system has been developed using
Visual Basic (VB), with Microsoft SQL server for
database related services and GrFinger Software
Development Kit (SDK) for finger recognition. This
section depicted some of the various pages of the tool.
Note: All the figures provided in this section were
captured at run time, refer to Appendix for snapshots of
the implementation showing the project title.

VI. CONCLUSION AND FUTURE WORK

Student Registration Page
As stated earlier, admin is the one responsible for
registering students and associating them with
examinations on need. As shown in Figure 4 below, the
admin enters student’s details (registration number, name,
date of birth etc.); snap or select student’s picture; capture
his/her fingerprints; and finally save the records for
subsequent uses.

Examination is one of the potent mechanisms of
evaluating students’ performances and ensuring that they
indeed grasped the knowledge communicated to them by
their respective educational institutions, for the overall
aim of serving the basic and standard needs of their
respective communities. Manual verification of students
into examination hall is generally considered to be
inefficient, onerous and scandalous especially for large
number of students. The tasks involved are laborious,
monotonous and favors impersonation form of
examination malpractice. This clearly justifies the need
of designing and implementing an automated system that
can be used in biometrically verifying students during
examinations. Automated systems have proven to be
more intuitive and efficient when compared to their
manual counterparts. The naturalness and uniqueness of
fingerprint makes it a reliable identification and
verification mechanism. This paper has presented a
reliable students’ verification tool based on their
fingerprints that will avert impersonation and ease the
tasks involved. The tool will also apparently makes
lecturers (staff) concentrate more on other important
aspects related to examinations.

Student Verification Page
A course is selected for which the student presented
himself/herself for its examination. The student then
places his fingertip on the fingerprint scanner for
verification. On successful verification, student’s details
are presented to the examiner as depicted in Figure 5
below, and subsequently include his record to the list of
attendees for the course.

Due to the popularity and advantages offered by webbased applications, we envisage redeveloping the tool to
go in tandem with this trending technology. Having it as a
web-based application will surely pave way for us to
incorporate attendance functionality and subsequently
allows integration of the 75% attendance requirement
before a student is allowed to take examination for each
course.

For unverified students, the system will equally notify the
examiner with an appropriate message as shown in Figure
6 below.
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Figure 1: Use-Case Diagram
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Figure 2: Admin Login Activity Diagram
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Figure 3: Fingerprint Activity Diagram
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Figure 4: Database Design Structure designed using https://www.vertabelo.com/
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Figure 5: User Login Page

Figure 6: Student Registration Page

47

Vol. 11, No. 2, June 2018, pp. 37 - 52

ISSN 2006-1781
U.S. Haruna (2018), sVeriTool: A Verification Tool for Preventing Impersonation in Examination Halls
© 2018 Afr. J. Comp. & ICT – All Rights Reserved
https://afrjcict.net

Figure 7: Student Verification (Successful)

Figure 8: Student Verification (Failed)
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02

Verifying
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exam that he
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a

message
“successfu
lly
verified”
03

Student

Student’s

Display

registration

details,

“Student

picture and has
fingerprint

been

successful
ly
registered

Table 1: Test Table
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Figure 9: Student's Course Registration Interface

Figure 10: Search Student's Record Interface
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Figure 11: Snap Picture Interface

Figure 12: New Course Registration Interface
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Figure 13: Code Snippet for Searching Student
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