Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Volume 7. No. 5. December, 2014

www.ajocict.net

All Rights Reserved
© 2014

A Journal of the Institute of Electrical & Electronics Engineers (IEEE)
Computer Chapter Nigeria Section

ISSN- 2006-1781

i

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

CONTENTS
1-8.

A Comparative Study of Attacks on Databases and Database Security Techniques.
A.W. Akanji, A.A. Elusoji & A.V. Haastrup

9-22.

Performance Analysis of Watermarking using SVD of watermark in Non-sinusoidal Column and Row
Transforms.
H.B Kekre, T. Sarode & S. Natu

23-28

An Intelligent Pattern Searching Model with Suffix Structures.
A.U. Makolo

29-36

Optimal Location Of Distributed Generation On Radial Distribution System For Loss Reduction and Voltage
Profile Improvement.
I. Kumaraswamy, S.Tarakalyani & B.Venkata Prasanth

37-44

A Server-Based Multi-threaded System for Election Results Collation in Nigeria
N.C. Woods & T.E. Idowu

45-62

A Server-Based Multi-threaded System for Election Results Collation in Nigeria.
V. kaul

63-76

Telecommunication Services Provision in Nigeria: Consumers’ Perspectives on Information Provision,
Advertising and Representation of Services.
N.O. Samuel & W. Olatokun

77-84

Application Specific Optimization and Local Resouce Availability With Mobile Agent Enabled
O.P. Akomolafe

85-94

Image Compression using Fusion of Hybrid Wavelet Transform and Vector Quantization.
H.B. Kekre, T. Sarode & P. Natu

95-102

An Exploration on Mobile Banking and Cashless Economy Imperatives in Nigeria.
C.I. Ugwu & O.G. Epiahe

103-108 Issues And Challenges of Network Security In the Africa Environment.
B.M. Onimode & K.J. Danjuma
109-118 ICT Perspectives on the Feasibility Analysis of the Cashless Economy in Nigeria.
F.M. Dahunsi & R.O. Akinyede
119-126 Towards Designing a Model for University Environment Activities.
G.C. Omede & S.C. Chiemeke
127-142 End-User Satisfaction Assessment Approach for efficient Networks Performance Monitoring in Wireless
Communication Systems.
J. Isaboba & M. Ekpenyong
143-150 Implementing A University Mobile Navigation System.
C.O. Akanbi, I.K. Ogundoyin & A.O. Lawal
151-158 Genetic Algorithm Technique in Program Path Coverage for Improving Software Testing
Saheed Y. K. & Babatunde A.O.
159-169 Imperatives for Tech-Savvy Teachers for Twenty-First Century Learners.
E.O. Ademola & A.O. Ajetunmobi

ii

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Editorial Board
Editor-in-Chief
Prof. Dele Oluwade
Senior Member (IEEE) & Chair IEEE Nigeria – Computer Chapter.

Editorial Advisory Board
Prof. Gloria Chukwudebe - Senior Member & Chairman IEEE Nigeria Section
Engr. Tunde Salihu – Senior Member & Former Chairman IEEE Nigeria Section
Prof. Adenike Osofisan - University of Ibadan, Nigeria
Prof. Amos David – Universite Nancy2, France
Prof. Clement K. Dzidonu – President Accra Institute of Technology, Ghana
Prof. Adebayo Adeyemi – Vice Chancellor, Bells University, Nigeria
Prof. S.C. Chiemeke – University of Benin, Nigeria
Prof. Akaro Ibrahim Mainoma – DVC (Admin) Nasarawa State University, Nigeria
Dr. Richard Boateng – University of Ghana, Ghana.
Prof. Lynette Kvassny – Pennsylvania State University, USA
Prof. C.K. Ayo – Covenant University, Nigeria
Dr. Williams Obiozor – Bloomsburg University of Pennsylvania, USA
Prof Enoh Tangjong – University of Beau, Cameroon
Prof. Sulayman Sowe, United Nations University Institute of Advanced Studies, Japan
Dr. John Effah, University of Ghana Business School, Ghana
Mr. Colin Thakur - Durban University of Technology, South Africa
Mr. Adegoke, M.A. – Bells University of Technology, Ota, Nigeria

Managing/Production Editor
Dr. Longe Olumide PhD
Department of Computer Science
University of Ibadan, Ibadan, Nigeria

iii

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Foreword
The African Journal of Computing & ICT remains at the nexus of providing a platform for contributions to discourses,
developments, growth and implementation of Computing and ICT initiatives by providing an avenue for scholars from the
developing countries and other nations across the world to contribute to the solution paradigm through timely dissemination of
research findings as well as new insights into how to identify and mitigate possible unintended consequences of ICTs. Published
papers presented in this volume provide distinctive perspective on practical issues, opportunities and dimensions to the
possibilities that ICTs offer the African Society and humanity at large. Of note are the increasing multi-disciplinary flavours now
being demonstrated by authors collaborating to publish papers that reflect the beauty of synergistic academic and purpose-driven
research. Obviously, these developments will drive growth and development in ICTs in Africa.
The Volume 7, No. 5, December 2014 Edition of the African Journal of Computing & ICTs contains journal articles with a
variety of perspective on theoretical and practical research conducted by well-grounded scholars within the sphere of computer
science, information systems, computer engineering, electronic and communication, information technology and allied fields
across the globe. While welcoming you to peruse this volume of the African Journal of Computing and ICTs, we encourage you
to submit your manuscript for consideration in future issues of the Journal
We welcome comments, rejoinders, replication studies and notes from readers.
Very best compliments for the season
Thank you
Longe Olumide Babatope PhD
Managing Editor
Afr J Comp & ICTs
December, 2014

iv

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

A Comparative Study of Attacks on Databases and Database Security
Techniques
A.W Akanji
Computer Science Department
Lagos State Polytechnic
Lagos, Nigeria
akanjiwasiu2005@yahoo.com
A.A. Elusoji & A.V. Haastrup PhD
Computer Technology Department
Yaba College of Technology
Yaba, Lagos, Nigeria.
elusoji872@yahoo.com, victleye@gmail.com

ABSTRACT
Security has become one of the important challenges that people are facing all over the world in every aspect of their lives
likewise security in electronic world has a great significance. Present day global business environment presents numerous
security threats and compliance challenges. To protect against data thefts and frauds, we require security solutions that are
transparent by design. Data is most important in today’s world as it helps organizations as well as individuals to extract
information and use it to make various decisions. Data are generally stored in database so that retrieving and maintaining it
becomes easy and manageable. In this paper, concise review of major threats in database security, database security technique s
along with their usage is presented and security policy also that should be enforced to reduce and eliminate the security threats.
Keywords — Database, Access Control, Encryption, Security
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I. INTRODUCTION
Data or information is the major component on which entire
organization depends. It is an important asset in any
organization.
Almost all organization like social,
governmental, educational etc, have now automated their
information systems and other operational functions. They
have maintained the databases which contain the crucial
information. So database security is a serious concern. This
dependency is so intense that success and failure of
organization’s goals relies on the quality and quantity of data.
So naturally organizations can’t afford to lose vital data
present about the organization and its business. Major chunk
of data are stored in the repository called database [6][17].
The data stored in databases will be structured and generally
stored in the form of relational tables as most of the
organizations use relational databases. As relational data
model is used, data stored in different relational tables are
related to each other. Protecting the confidential data stored
in a repository is actually the database security.

It will secure the databases from any form of illegal access or
threat at any level. Database security demands prohibiting or
permitting user actions on the database and the objects inside
it. Enterprises or organizations which are running
successfully demand the confidentiality of their database.
They do not allow the unauthorized access to their
information and they also demand the surety that their data is
protected against any malicious or accidental modification.
As data stored in databases may be critical, it is important to
secure it. Database can be attacked in many ways. There is a
possibility of attacking data stored in databases as databases
are interfaced with some applications and by hampering the
applications; it is possible to attack databases. [3][4]. The
situation becomes critical when users of database are leaking
the information to outside world. Computer Security always
addresses three important aspects of computer related system
namely Confidentiality, Integrity and Availability. Figure 1
below shows the properties of database security that are
integrity, confidentiality and availability [6][7][8].
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B. Securing Database using Steganography
Das et al. explained various techniques in steganography that
can be implemented to hide critical data and prevent them
from unauthorized and direct access. The various techniques
include still image steganography, audio steganography,
video steganography, IP Datagram steganography. Naseem et
al. presented a method that uses steganography to hide data.
In the proposed scheme the data is embedded in the LSB’s of
the pixel values.
The pixels values are categorized into different ranges and
depending on the range certain number of bits is allocated to
hide the sensitive data. Kuo et al. presented a different
approach to conceal data. In this scheme the image is divided
into fixed number of blocks. Histogram of each block is
calculated along with the maximum and minimum points to
mask the data. This mechanism increases the hiding capacity
of the data.[9]. Dey et al. employs a diverse approach to
efficiently hide the sensitive data and escalate the data hiding
capacity in still images. The technique involves using prime
numbers and natural numbers to enhance the number of bit
planes to cloak the data in the images.
Figure 1: Properties of Database Security

C. Securing Database using Access Control
Bertino et al. explains an authorization technique for video
databases. In the proposed scheme, the access to the database
and to a particular stream of the video is granted only after
verifying the credentials of that user. The credentials may not
just be the user-id but it may be the characteristics that define
the user and only after successful verification of the
credentials the user is granted the permission to access the
database.

Confidentiality ensures that computer related assets are
accessed only by authorized users. Integrity means computer
assets can be modified by authenticated users in the
authorized ways. Availability ensures that assets are
accessible to authorized users at appropriate times [1].
Database is a computer asset so confidentiality, integrity and
availability should be considered before applying any
security policy on database systems.

Kodali et al. presented a generalized authorization model for
multimedia digital libraries. The scheme involves integrating
the three most common and widely used access control
mechanisms namely: mandatory, discretionary and role-based
models into a single framework to allow a unified access to
the protected data. The technique also addresses the need of
continuous media data while supporting the QoS constraints
alongside preserving the operational semantics. An
authorization model is proposed by Rizvi et al. In the
explained technique is based on authorization views which
enable authorization transparent querying in which the user
queries are formed and represented in terms of database
relations and are acceptable only when the queries can be
verified using the information contained in the authorization
rules. The work presents the new techniques of validity and
conditional validity which is an extension of the earlier work
done in the same area.

2. RELATED WORK ON DATABASE SECURITY
TECHNIQUES.
A. Securing Database using Cryptography
Sesay et al. proposed a database encryption scheme. In this
scheme the users are divided into two levels: Level 1 (L1)
and Level 2 (L2). Level 1 users have access to their own
private encrypted data and the unclassified public data,
whereas Level 2 users have access to their own private data
and also classified data which is stored in an encrypted form.
Liu et al. proposed a novel database encryption mechanism
[10]. The proposed mechanism performs column-wise
encryption that allows the users to classify the data into
sensitive data and public data. This classification helps in
selecting to encrypt only that data which is critical and leaves
the public data untouched thereby reducing the burden of
encrypting and decrypting the whole database, as result of
which the performance is not degraded. Mixed Cryptography
Database [1] scheme is presented by Kadhem et al. The
technique involves designing a framework to encrypt the
databases over the unsecured network in a diversified form
that comprise of owning many keys by various parties. In the
proposed framework, the data is grouped depending upon the
ownership and on other conditions.[5].
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3. SECURITY THREATS IN DATABASE

4. Malware
Cybercriminals, state-sponsored hackers, and spies use
advanced attacks that blend multiple tactics – such as spear
phishing emails and malware – to penetrate organizations and
steal sensitive data. Unaware that malware has infected their
device, legitimate users become a conduit for these groups to
access your networks and sensitive data.

1. Excessive and Unused Privileges
When someone is granted database privileges that exceed the
requirements of their job function, these privileges can be
abused. For example, a bank employee whose job requires
the ability to change only accountholder contact information
may take advantage of excessive database privileges and
increase the account balance of a colleague’s savings
account. Further, when someone leaves an organization, often
his or her access rights to sensitive data do not change. And,
if these workers depart on bad terms, they can use their old
privileges to steal high value data or inflict damage. Users
end up with excessive privileges because privilege control
mechanisms for job roles have not been well defined or
maintained. As a result, users may be granted generic or
default access privileges that far exceed their specific job
requirements. This creates unnecessary risk.

5. Weak Audit Trail
Automated recording of database transactions involving
sensitive data should be part of any database deployment.
Failure to collect detailed audit records of database activity
represents a serious organizational risk on many levels.
Organizations with weak (or sometimes non-existent)
database audit mechanisms will increasingly find that they
are at odds with industry and government regulatory
requirements.[16] For example, Sarbanes-Oxley (SOX),
which protects against accounting errors and fraudulent
practices, and the Healthcare Information Portability and
Accountability Act (HIPAA) in the healthcare sector, are just
two examples of regulations with clear database audit
requirements.

2. Privilege Abuse
Users will abuse legitimate database privileges for
unauthorized purposes. Consider an internal healthcare
application used to view individual patient records via a
custom Web interface. The Web application normally limits
users to viewing an individual patient’s healthcare history –
multiple patient records cannot be viewed simultaneously and
electronic copies are not allowed. However, a rogue user
might be able to circumvent these restrictions by connecting
to the database using an alternative client such as MS-Excel.
Using Excel and their legitimate login credentials, the user
could retrieve and save all patient records to their laptop.[13]
Once patient records reach a client machine, the data then
becomes susceptible to a wide variety of possible breach
scenarios.

Many enterprises will turn to native audit tools provided by
their database vendors or rely on ad-hoc and manual
solutions. These approaches do not record details necessary
to support auditing, attack detection, and forensics.
Furthermore, native database audit mechanisms are notorious
for consuming CPU and disk resources forcing many
organizations to scale back or eliminate auditing altogether.
Finally, most native audit mechanisms are unique to a
database server platform. For example, Oracle logs are
different from MS-SQL, and MS-SQL logs are different form
DB2. For organizations with heterogeneous database
environments, this imposes a significant obstacle to
implementing uniform, scalable audit processes.

3. Input Injection (Formerly SQL Injection)
There are two major types of database injection attacks: 1)
SQL Injection that targets traditional database systems and 2)
NoSQL Injection that targets Big Data platforms. SQL
Injection attacks usually involve inserting (or “injecting”)
unauthorized or malicious statements into the input fields of
Web applications. On the other hand, NoSQL injection
attacks involve inserting malicious statements into Big Data
components (e.g., Hive, MapReduce, etc.). A successful
Input Injection attack can give an attacker unrestricted access
to an entire database.[11][12].

When users access the database via enterprise Web
applications (such as SAP, Oracle E-Business Suite, or
PeopleSoft) it can be challenging to understand what
database access activity relates to a specific user. Most audit
mechanisms have no awareness of who the end user is
because all activity is associated with the Web application
account name. Reporting, visibility, and forensic analysis are
hampered because there is no link to the responsible user.[14]
Finally, users with administrative access to the database,
either legitimately or maliciously obtained, can turn off
native database auditing to hide fraudulent activity. Audit
duties should ideally be separate from both database
administrators and the database server platform to ensure
strong separation of duties policies.

It is important to note that there are misconceptions about Big
Data being impervious to SQL Injection attacks. These
misconceptions are partly true due to the fact that Big Data
does not leverage SQL-based technologies. However, as
mentioned earlier, Big Data’s underlying components are still
susceptible to Input Injection attacks.
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6. Storage Media Exposure
Backup storage media is often completely unprotected from
attack. As a result, numerous security breaches have involved
the theft of database backup disks and tapes. Furthermore,
failure to audit and monitor the activities of administrators
who have low-level access to sensitive information can put
your data at risk. Taking the appropriate measures to protect
backup copies of sensitive data and monitor your most highly
privileged users is not only a data security best practice, but
also mandated by many regulations.

10. Limited Security Expertise and Education
Internal security controls are not keeping pace with data
growth and many organizations are ill-equipped to deal with
a security breach. Often this is due to the lack of expertise
required to implement security controls, policies, and
training. According to PWC’s 2012 Information Security
Breaches Survey, 75% of the organizations surveyed
experienced staff-related breaches when a security policy was
poorly understood and 54% of small businesses did not have
a program for educating their staff about security risks.

7. Exploitation of Vulnerable, Mis-configured Databases
It is common to find vulnerable and un-patched databases, or
discover databases that still have default accounts and
configuration parameters. Attackers know how to exploit
these vulnerabilities to launch attacks against your
organization. Unfortunately, organizations often struggle to
stay on-top of maintaining database configurations even
when patches are available. It generally takes organizations
months to patch databases once a patch is available. During
the time your databases are un-patched, they remain
vulnerable. According to the 2012 Independent Oracle User
Group (IOUG), 28 percent of Oracle users have never applied
a Critical Patch Update or don’t know whether they’ve done
so. Another 10 percent take a year or longer to apply their
patches [15].

4. DATABASE SECURITY CONSIDERATIONS
To eliminate the security threats every organization must
define a security policy also that should be strictly enforced.
A strong security policy must contain well defined security
features. Figure 2 shows some critical areas that need to be
considered are explained below [1][3][4].
a. Access Control
Access control ensures that all communication with the
databases and other system objects are according to the
policies and controls defined. This makes sure that no
interference occurs by any attacker neither internally nor
externally and thus, protects the databases from potential
errors that can make impact as big as stopping firms
operations. Access control also helps in minimizing the risks
that may directly impact the security of the database on the
main servers. For example, if any table is accidentally deleted
or access is modified the results can be roll backed or for
certain files access control can restrict their deletion.

8. Unmanaged Sensitive Data
Many companies struggle to maintain an accurate inventory
of their databases and the critical data objects contained
within them. Forgotten databases may contain sensitive
information, and new databases can emerge – e.g., in
application testing environments – without visibility to the
security team. Sensitive data in these databases will be
exposed to threats if the required controls and permissions are
not implemented.

b. Inference Policy
It is required to protect the data at a certain level. It occurs
when the interpretations from certain data in the form of
analysis or facts are required to be protected at a higher
security level. It also determines how to protect the
information from being disclosed.

9. Denial of Service
Denial of Service (DoS) is a general attack category in which
access to network applications or data is denied to intended
users. DoS conditions can be created via many techniques.
The most common technique used in database environments
is to overload server resources such as memory and CPU by
flooding the network with database queries that ultimately
cause the server to crash. The motivations behind DoS
attacks are often linked to extortion scams in which a remote
attacker will repeatedly crash servers until the victim meets
their demands. Whatever the source, DoS represents a serious
threat for many organizations.
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e. Encryption
This is the basic technique used for securing any kind of
information or data. So this technique can even be applied to
databases.

Figure 3: Basic encryption processes
Encryption is a process of translating plain text to encoded
form called cipher text or a code so that it becomes
unreadable to all other people except those who hold a key to
the information. The resulting encoded information is called
encrypted information. This is usually carried out using secret
encryption key and cryptographic cipher. Figure 3 illustrates
the basic process of encryption. Data are encrypted using
encryption keys and encryption algorithms. Encrypted data
are then stored in the database and decrypted when need to be
used for processing purpose.[16].
Fig 2: Critical areas under consideration
There are two basic types of encryption commonly used.
Symmetric Encryption is the type of encryption where a
single secret key is used for both encryption and decryption.
Asymmetric encryption is the type of encryption where a pair
of secret keys is used. One of the keys is used for encryption
and the other used for decryption. While performing database
encryption, a decision about whether to perform the
encryption inside or outside the database must be taken.
Some of the issues involved in this technique are How to
secure keys from attacker of the system? How to give
administrative rights of manipulating data using keys? And
How to provide limited access for keys?

c. User Identification Authentication
User identification and authentication is the basic necessity to
ensure security since the identification method defines a set
of people that are allowed to access data and provides a
complete mechanism of accessibility. To ensure security, the
identity is authenticated and it keeps the sensitive data safe
and form being modified by any ordinary user.
d. Accountability and Auditing
Accountability and audit checks are required to ensure
physical integrity of the data which requires defined access to
the databases and that is managed through auditing and
record keeping. It also helps in analysis of information held
on servers for authentication, accounting and access of a
user.[15].

It is also important to provide proper authentication
mechanisms because without them, it is easy to get access to
keys using social engineering techniques [7]. [6] Though
encryption improves the protection but its implementation
decisions are also very important. Following figure 4 shows
where encryption takes place. Developing the encryption
strategies arises some important questions also, like how,
when and where the encryption will be performed.
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One encryption system approach describes two phases called
initialization phase and run phase. In the initialization phase,
all the metadata like the columns to be encrypted, the type
and length of the columns, encryption algorithm and
encrypted columns on which index is required. Such
metadata is stored in the Security Dictionary. It will be
loaded into memory first time it is used.[19]. In the run phase
of this scheme, the application does the normal activities
performed on the database without thinking about encryption.
Encryption/decryption engine performs data encryption and
decryption based on metadata stored in Security Dictionary
[8]. There are various configurations available for encrypting
and decrypting databases. Some of them are listed below :File System Encryption: Here the physical disk where
database resides is encrypted. Entire database is encrypted
using single encryption key so discretionary access control
cannot be implemented.

Fig 4: Three levels where encryption is performed
The important aspects which need to be considered while
encrypting database is how to manage the encryption keys.
Some of the aspects related to this issue are Number of
encryption keys required, storage of keys, protection for the
access of keys, and frequency of change of keys.
Recommended approach for storing the keys is, separate the
keys and data residing in the database. Generally the keys are
stored in hardware like access restricted files or hardware
storage modules.[18][19] The process of encryption can be
performed either within the database or outside the database.
If encryption is performed within the database, then there is
less impact on application environment. But there are
performance and security tradeoffs which need to be
considered while implementing this policy. Understanding
the encryption algorithm supported by DBMS also plays key
role while devising strategy to implement this technique. The
drawback of this approach is encryption keys also are stored
in the same database.

DBMS Level Encryption: There are many schemes for this
kind of encryption. One scheme is based on Chinese
Remainder theorem in which every row is encrypted using
different sub keys for different cells. So encryption at row
level and decryption at cell or field level is possible by this
scheme.
There are some schemes based on Newton’s interpolation
polynomials which are used for database encryption. [21].
There is a SPDE scheme which encrypts each cell I the
database with its cell coordinates like table name, column
name and row id etc. So in this scheme static leakage attacks
and splicing attacks are prevented.
Application level Encryption: In this technique, a middleware
is suggested which translates queries fired by user into new
bunch of queries which will execute on encrypted database.
This technique was implemented in Data Protector System.
Client-side encryption: This technique is generally used in
case of ―Database as a service‖ scenario where the entire
database is outsourced by the organization to reduce the
maintenance costs. So here data privacy is the major
concern. Encryption is the basic solution in this scenario.
Indexing encrypted data: There are many indexing
mechanisms proposed. B tree index structure is prepared over
plain text values in the table and then encryption of the table
is performed at the row level. Encryption of the Btree is done
at the node level.[20].

Another way to implement encryption in database is
performing it on separate encryption servers. Encryption and
decryption computations are performed encryption server. So
here overhead of encryption is removed from DBMS and
moved on to separate encryption servers to maintain the
performance of DBMS. Encryption keys and data can also be
separated. This approach is usually followed while
encrypting database [7].The algorithms which are generally
used for database encryption and often supported by DBMS
are DES, Triple DES, RC2, RC4, DESX and AES.
The database encryption scheme can be implemented using
different approaches. There are two main things to consider
while considering database encryption. First thing is
granularity of the data to be encrypted or decrypted. [11]
Granularity can be field level, row level or page level. Row
or page level granularity may lead to encrypting large amount
of data which can be overhead on the system. So generally
column level encryption of only sensitive data is performed.
The second thing is choice of encryption algorithm which is
suitable for encrypting given data in database [8].

Another scheme involves constructing index on plain text
values and then encryption of each page of the index is done
separately. One more modification is suggested which
involves encrypting different index pages with different keys
depending on page number. There is another scheme
suggested which computes XOR of plain text values with
sequence of pseudo random bits which are generated by the
client according to plain text value and a secure encryption
keys.
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A database encryption system must adhere to some
characteristics such as it should be secure enough so that it
requires high work factor to break, encryption and decryption
should be performed fast without compromising DBMS
performance, encrypted data should be small compared to
unencrypted data, it should be possible to perform encryption
and decryption of records without taking into consideration
their physical or logical position in database, encryption
scheme must support logical sub schema concepts of
databases, encrypted record should be one value which is
function of all fields, the encryption scheme should be as
flexible as possible with respect to combinations of read and
write operations, encryption system should not force DBMS
to keep duplicate copies of data so that sub schema should be
supported [9].
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ABSTRACT
A novel watermarking technique using Singular Value Decomposition (SVD) and non-sinusoidal column/row transforms
like Haar, Walsh, Slant and Discrete Kekre Transform is proposed in the paper. Host images are subject to column/row
transform using orthogonal non-sinusoidal transforms and watermark is subjected to SVD. To prevent loss of watermark
after performing attacks on watermarked image, watermark is embedded into mid-frequency band of host image.
Singular values of watermark are inserted in the mid frequency band. Performance of proposed technique is observed
against following attacks: cropping, compression (using transforms, JPEG compression and Vector Quantization),
resizing (using transforms, grid based interpolation and bicubic interpolation) and noise addition. Robustness of proposed
technique is measured using Mean Absolute Error (MAE) between embedded watermark and the one recovered from
attack. Overall performance of proposed technique is robust against transform based resizing and binary and Gaussian
distributed run length noise addition attack.
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This may lead to awareness about existence of watermark into
data. Hence to meet the balance between the two, watermark
is usually embedded in middle frequency components which
are neither eliminated to full extent on signal processing
attacks nor will they cause highly noticeable distortion in
original data. It is also possible to insert watermark into
original data contents without transforming them into
frequency components. Such type of watermarking is called
as spatial domain watermarking. In literature many spatial
domain and frequency domain watermarking techniques have
been proposed.

1. INTRODUCTION
Conventional cryptographic systems do not provide sufficient
means of copyright protection. This is due to fact that once
the valid key holders are allowed to access the encrypted data,
there is no guarantee that this decrypted data will not be
reproduced in illegal way [1]. This challenge can be
effectively handled by watermarking. Watermark is some
identification code preferably invisible, inserted into digital
data like images, audio or video. In order to have robust
watermarking, watermark should be inserted in perceptually
significant regions [1]. This can be done by converting
original data into its frequency components. This protects the
watermark against many signal processing attacks in which
perceptually no significant region are eliminated. However
choice of perceptually significant regions for embedding may
distort the quality of data to be protected beyond acceptable
extent.

The remaining paper is organised as follows. Section 2
presents review of literature in which many spatial domain
and frequency domain methods are discussed. Section 3
explains in detail the proposed method of watermarking.
Section 4 presents results and discussion about performance
of proposed method.
Section 5 ends the paper with
conclusion.
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A DWT and SVD combined watermarking for colour images
[7] has been proposed by Islam and Jong-Myon Kim in
which the processed watermark information using the
proposed method is embedded into three color components
(R, G and B) with an optimum watermarking scaling factor
(α). In the extraction stage, the resultant watermark is
calculated by averaging the three extracted watermarks from
R, G and B components. Azizi, Mohrekesh , Samavi proposed
a hybrid watermarking scheme using contourlet transform and
DCT by analysing the complexities of image blocks in the CT
domain to adaptively change the watermarking strength factor
[8]. Fractional Fourier Transform based watermarking
technique for images is proposed by Kumar, Rewani and
Aman [9]. Watermarking using DCT and DWT along with
LSB substitution is proposed by Pradeep Kumar and Usha S.
to protect electronic patient records. [10]. R. Kaur and S.
Jindal proposed a watermarking scheme using median filter
function based DWT-SVD [11].

2. REVIEW OF LITERATURE
Many spatial domain and frequency domain watermarking
techniques have been proposed in literature.
2.1 Spatial Domain Techniques
Simplicity of embedding is the most attractive feature of
spatial domain watermarking schemes as it directly deals with
pixel values of host and watermark image. However, this
simplicity turns out to be a drawback when different attacks
are performed on watermarked image. This in turn leads to
poor robustness as well as imperceptibility which are the
desirable characteristics of good watermarking technique.
Mohammed, Yasin and Zeki proposed a watermarking
technique in which two intermediate bits are embedded into
every pixel value of image and other six bits are changed to
get the original pixel [2].
Nasir et.al proposed a spatial domain watermarking technique
for colour images [3] in which a binary watermark is
encrypted and embedded into different regions of blue
channel of host image by altering intensity values of the
selected region. Watermarks can be extracted by comparing
the intensities of the selected region of the original image with
the corresponding region of the watermarked image. The
extracted watermark bits can be determined by calculating the
probability of detecting '0' or '1'. Only one watermark will be
selected or built from extracted watermarks according to the
highest value of the normalized cross correlation (NCC).

Original image is passed through median filter function to
make it smooth, then first level wavelet transform is applied.
Embedding is done in high frequency band by modifying the
singular value of watermark and original image. A new digital
image watermarking algorithm based on texture block and
edge detection in the discrete wavelet domain is proposed by
Yingli Wang, Xue Bai, Shuang Yan in [12] to balance
between the invisibility and robustness and improve the
ability of resisting to geometric attacks of the digital image
watermark. In the algorithm, the texture blocks are extracted
after the edge detection for the original image with the canny
operator by using the masking property of human visual
system, in which the watermark is embedded adaptively both
in the low-frequency sub-band and the high-frequency subband in the discrete wavelet domain.

Qian-chuan Zhong, Qing-xin Zhu and Ping-Li Zhang
proposed a novel spatial domain colour digital watermarking
scheme based on chaotic maps [4]. Using Lorenz map and the
Arnold cat map watermark signal is encrypted. The colour
space of the colour host image is first converted from RGB to
YCbCr. In order to resist JPEG compression, all three
watermark RGB channel signals are buried to Y component
of the YCbCr colour space of host images.

In this paper a combination of Singular value Decomposition
and non-sinusoidal transforms like Haar, Walsh, Discrete
Kekre Transform (DKT) and Slant transform is used for
embedding watermarks. These transforms are applied on
columns of an image thus giving us column transform and on
rows of image giving us row transform. By using concept of
column/row transform, we reduce number of computations
required to take transform of image.

2.2 Frequency Domain Techniques
Frequency domain techniques refer to transforming image
into frequency domain using suitable transformation
technique, inserting watermark in frequency domain and
converting the altered frequency coefficients of host image
back to spatial domain using inverse transformation. This
increases computational overhead but at the same time
predicting location of inserted watermark becomes difficult
giving us more robustness and better imperceptibility. Varity
of available transformation techniques can be separately used
or can be combined together to increase the robustness. In
literature, DCT, DFT, SVD, Wavelet transforms are found to
be popular for watermarking. Sarker and Khan have proposed
a watermarking scheme using Hadamard transform [5] for
images which is robust against various attacks such as JPEG
compression,
cropping,
sharpening,
and
filtering.
Performance is measured using PSNR and NCC by authors.
Tianrui Zong, Yong Xiang, Elbadry S. and Nahavandi S.
proposed a robust watermarking scheme against cropping
attack by modifying the probability density function of pixel
value distribution of original image [6].

3. PROPOSED METHOD
Proposed watermarking technique is simulated on five
different host images and a watermark image shown in Figure
1.

(a) Lena (b)
(c)
(d) Face (e)
(f)
Peppers
Puppy
Fig. 1 FiveMandrill
Host images
and a watermark
imageNMIMS
used for
experimental work
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Watermark is embedded in each plane of the color bitmap
host image. For embedding process, column/row transform of
host image is taken. To prevent loss of watermark information
after embedding into host due to very common attack like
compression, middle frequency coefficients of transformed
host are selected to embed watermark. In column transform,
middle frequency coefficients are located in middle rows of
transformed image. Watermark is embedded into these middle
frequency coefficients by replacing them with singular values
of watermark. Transforms have the property of energy
conservation. In order to follow it, we seek for reducing the
energy difference between host and embedded watermark.
This is achieved by sorting the selected middle frequency
coefficients of host and singular values of watermark in
descending order. Further instead of embedding all singular
values only first few singular values of watermark which have
maximum energy packed into them are embedded in host.

Column/row
Transform

Host

This increases the invisibility of the watermarking technique.
Since energy of mid-frequency coefficients is less than energy
of watermark coefficients i.e. singular values of watermark,
we need to scale down these singular values by suitable
scaling factor. First coefficient in sorted mid-frequency
transform coefficients and singular value of watermark
contains maximum energy. So we select scaling factor by
using these two values which is a ratio of highest coefficient
from mid frequency region of transformed host and first
singular value of watermark. Singular values of watermark
are scaled down by this scaling factor. First coefficient from
sorted mid frequency elements is replaced by first scaled
down singular value. Second singular value is placed at the
place of closest matching mid-frequency coefficients.
Remaining singular values are consecutively placed at the
positions of next consecutive middle frequency coefficients.
Inverse column transform is taken to obtain watermarked
image. The process is summarized in Figure 2.

Sort

Unsort

MF
coefficients

Replace

Watermark

SVD

U

MF
coefficients

V
’

S

Inverse
Column/row
Transform
Watermarked
image

Scale Down

Fig. 2 Embedding Process
embedding process. By using these index values, we extract
singular values of watermark; scale them up by using the
scaling factor obtained in embedding process. These singular
values are now used with U and V matrix to get extracted
watermark.

Extraction process is started by taking column transform of
watermarked image and selecting same middle frequency
coefficients to extract singular values of watermark. To get
these singular values, we need to record the positions (index
values) of sorted middle frequency elements during

Watermarked
image

Column
Transform

Sort

Extract
Snew

M F coefficients

Scale Up

Extracted
Watermark

U

Fig. 3 Extraction Process
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Watermarked image is subjected to various attacks like
compression, noise addition, cropping, histogram equalization
and image resizing. Watermark is extracted from these
attacked images and compared with original watermark.
Robustness of proposed technique is measured by calculating
difference between them in terms of MAE. Results of
proposed technique along with discussion are given in
following section 4.

2.145
3.088
Column Haar

4. RESULTS OF PROPOSED TECHNIQUE AGAINST
VARIOUS ATTACKS
4.1 Cropping attack
In cropping attack, 0.39% of watermarked image is cropped
by cutting a 16x16 size square at the corners of an image.
Also 1.5625% and 6.25% of watermarked image is cropped.
This is done by cropping 32x32 size squares at centre and at
four corners of an image respectively. Watermark is extracted
from such cropped image. Imperceptibility and robustness of
proposed method against cropping is measured by computing
MAE between watermarked image before attack and after
attack and MAE between embedded and extracted watermark
respectively. Fig. 4 shows Lena image cropped after inserting
watermark into it and watermark extracted from such cropped
image. Results image for column Haar, column Walsh,
column
Slant
and
column
DKT
are
shown.

2.145
9.040
Column Walsh

2.149
88.890
Column Slant

2.145
18.439
Column DKT

Fig. 4: Watermarked images and extracted watermark for 16x16 crop attack using non sinusoidal column transforms
From Fig. 4, we observe that for Lena image, column Haar gives highest robustness as compared to other column
transforms. Fig. 5 shows results of cropping attack on Lena image using row transform of Haar, Walsh, Slant and DKT.

2.145

3.024
Row Haar

2.145
17.003
Row Walsh

2.145
24.98
Row Slant

2.145
35.640
Row DKT

Fig. 5: Watermarked images and extracted watermark for 16x16 crop attack using non sinusoidal row transforms
From Fig. 5, we observe that in row version also Haar transform response is far better than other row transforms.
Fig. 6 shows results for 32x32 cropping done at the centre of watermarked image obtained using column transforms.

1.782
0
Column Haar

1.782
37.701
Column Walsh

1.787
129.345
Column Slant

1.781
189.328
Column DKT

Fig. 6 Watermarked images and extracted watermark for 32x32 cropping at centre of an image using non sinusoidal
column transforms

12

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

From Fig. 6 it can be seen that column Haar transform gives
its best performance in cropping attack for 32x32 cropping at
centre. At the same time performances of column Walsh,
column slant and column DKT become poor in terms of
robustness because high MAE value between embedded and

1.781

extracted watermark. Fig. 7 shows cropped watermarked
images and watermark recovered from them using same non
sinusoidal row transforms.

1.782
28.874
Row Walsh

0
Row Haar

1.767
129.344
Row Slant

1.781
140.720
Row DKT

Fig. 7 Watermarked images and extracted watermark for 32x32 cropping at centre of an image using non sinusoidal row
transforms
Since five different images are used as host and response of
column/row transform varies from image to image, average of
MAE for five host images is taken to conclude about the
behaviour of transform.

Graphs in Fig 8(a) and Fig 8(b) show the comparison of
different transforms used in column and row version for
cropping attack.

(a)


(b)

Fig. 8: (a) Comparison of MAE between original and recovered watermark from cropping attack using various
non-sinusoidal column transforms (b) Comparison of MAE between original and recovered watermark from
cropping attack using various non-sinusoidal row transforms

From Fig 8(a) and (b), it can be seen that for cropping attack,
Haar column and Haar row transform gives minimum error
value and thus highest robustness and are closely followed by
Walsh column and row transforms respectively. Slant
transform and Discrete Kekre transform does not give
appreciable results for cropping.

for embedding and row wise when row transform is used for
embedding. Resultant watermarked images are compressed
with compression ratio 1.954 for DCT wavelet and 1.142 for
other transforms. Another category of compression attack
performed is JPEG compression with quality factor 100.
Third category of compression attack is performed using
vector quantization. Among various vector quantization
algorithms, Kekre’s Fast Codebook Generation (KFCG)
algorithm [13] is used with codebook size 256. Results of
compression attack using Haar transform are shown in Fig. 9
and 10.

4.2 Compression attack
Watermarked images are subjected to compression attack
using different orthogonal transforms like DCT, DST, Walsh,
Haar and DCT wavelet. These transforms are applied column
wise to watermarked images when column transform is used
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0.810
0
Column Haar

0.811
2.473
Column Walsh

0.810
0.657
Column Slant

0.810
0
Column DKT

Fig. 9 Compressed watermarked image and extracted watermark using Haar transform for compression when
embedding is done using different column transforms
From Fig 9, we can see that column Haar and column DKT
perform best against Haar based compression attack with
MAE between inserted and recovered watermark zero.
Column Slant and column Walsh transforms are immediate
followers.

0.733

Further, it is also observed that when the transform used for
embedding and compression are same, it results in lowest
MAE between embedded and extracted watermark possibly
zero. Fig. 10 shows results of Lena image for Haar based
compression attack. Here also Haar and DKT give best
robustness which is followed by row slant transform and then
row Walsh transform.

0.734
9.844
Row Walsh

0
Row Haar

0.735
1.48
Row Slant

0.733
0
Row DKT

Fig. 10 Compressed watermarked image and extracted watermark using Haar transform for compression when
embedding is done using different row transforms
Fig. 11 (a) and (b) show performance comparison of various column transforms and row transforms respectively for
transform based compression attack.

(a)

(b)

Fig. 11: (a) Comparison of MAE between original and recovered watermark from transform based compression attack using
various non-sinusoidal column transforms (b) Comparison of MAE between original and recovered watermark from transform
based compression attack using various non-sinusoidal row transforms
From Fig. 11 (a) and (b), it is observed that column slant
transform as well as row slant transform gives excellent
robustness against compression using DCT, DST and DCT
wavelet. For Walsh and Haar based compression column
Walsh and row Walsh transform gives highest robustness with
zero MAE and is closely followed by column and row Haar r

espectively. Fig. 12 and Fig. 13 show the watermarked Lena
images and watermark recovered from it against JPEG
compression with quality factor 100. Slant transform when
applied column wise and row wise gives higher robustness
than other column and row transforms with minute decrease
in imperceptibility.
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1.954
71.152
Column Haar

1.956
65.324
Column Walsh

2.111
38.189
Column Slant

1.955
69.757
Column DKT

Fig. 12 Compressed watermarked image and extracted watermark from JPEG compression using column transforms for
embedding

1.954

62.142
1.954
64.441
2.043
1.955
67.072
43.304
Row Haar
Row Walsh
Row Slant
Row DKT
Fig. 13 Compressed watermarked image and extracted watermark from JPEG compression using row transforms for
embedding
Fig. 14 and 15 show watermarked image Lena when subjected to VQ based compression using codebook size 256 and watermark
recovered from it using various column and row transforms. For compression using Vector quantization also slant transform in
column as well as row version proves better than other transforms.

2.415
42.556
Column Haar

2.414
47.306
Column Walsh

2.529
25.637
Column Slant

2.414
43.566
Column DKT

Fig. 14 Compressed watermarked image and extracted watermark from VQ compression (codebook size 256) using Column
transforms for embedding

2.417

33.267
2.416
40.819
2.481
2.414
39.014
32.007
Row Haar
Row Walsh
Row Slant
Row DKT
Fig. 15 Compressed watermarked image and extracted watermark from VQ compression (codebook size 256) using row
transforms for embedding
Fig. 16 (a) and (b) show the graphs of performance comparison of various column and row transforms used for JPEG and VQ
compression. From Fig. 16 it can be seen that overall column Slant and row Slant is more robust to JPEG and VQ compression
than any other column and row transform.
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(a)

(b)

Fig. 16: (a) Comparison of MAE between original and recovered watermark from JPEG and VQ based compression
attack using various non-sinusoidal column transforms (b) Comparison of MAE between original and recovered
watermark from transform JPEG and VQ based compression attack using various non-sinusoidal row transforms
4.3 Noise addition attack
Two types of noises are added to watermarked images. First is
binary distributed run length noise with different run lengths.
Magnitude of binary distributed run length noise is discrete
and is either 0 or 1. Second is Gaussian distributed run length
noise with discrete magnitude in the range [-2, 2].

1

4.594
Column Haar

Watermark is recovered from noise added watermarked
images and its quality is compared to original watermark.
Result images for binary run length noise with run length 10
to 100 are shown in Fig. 17 and Fig. 18 using column and row
transforms respectively.

1
8.385
Column Walsh

1

1.126
Column Slant

1

7.432
Column DKT

Fig. 17 Watermarked image when Binary run length noise (run length 10 to 100) added to it and extracted watermark
using column transforms for embedding
From Fig. 17 it can be seen that column slant transform shows better robustness than column versions of Haar, Walsh and DKT.
Column Haar transform follows column slant in the performance.
.

1

0.304
Row Haar

1

2.376
Row Walsh

1

5.689
Row Slant

1

6.828
Row DKT

Fig. 18 Watermarked image when Binary run length noise (run length 10 to 100) added to it and extracted watermark
using row transforms for embedding In case of row transforms used for embedding watermark, row Haar is the most
robust against binary run length noise with run length 10 to 100 and is followed by row Walsh transform as can be seen
from Fig. 18.
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Gaussian run length noise results are shown in Fig. 19 and Fig. 20 for column and row transforms.

0.746
0
Column Haar

0.746
1.575
Column Walsh

0.746
5.177
Column Slant

0.746
4.935
Column DKT

Fig. 19 Watermarked image when Gaussian distributed run length noise added to it and extracted watermark using
column transforms for embedding.
As can be seen from Fig. 19, column Haar shows highest robustness against Gaussian distributed run length noise and is closely
followed by column Walsh transform.

0.746

4.496
0.746
8.713
0.746
0.746
5.935
2.191
Row Haar
Row Walsh
Row Slant
Row DKT
Fig. 20 Watermarked image when Gaussian distributed run length noise added to it and extracted watermark using
column transforms for embedding
In case of row version of transforms, slant transform gives
better robustness against Gaussian distributed run length
noise. Haar transform shows the next better robustness.

Fig. 21 shows the performance comparison of column and
row
transforms
against
noise
addition
attack.

(a)

(b)

Fig. 21: (a) Comparison of MAE between original and recovered watermark from noise addition attack using various
non-sinusoidal column transforms (b) Comparison of MAE between original and recovered watermark from noise
addition attack using various non-sinusoidal row transforms (Note: BRLN= Binary Run Length Noise with run length
specified in brackets, GRLN= Gaussian distributed Run Length Noise)
From Fig. 21(a) it is observed that for binary run length noise
with run length 1 to 10 all column transform show equally
well performance with MAE zero. However as run length of
noise is increased, column Slant transform shows better
robustness than other column transforms. For Gaussian
distributed run length noise, column Haar transform proves
more robust than any other column transforms.

From Fig. 21(b), it can be seen that for small run length (1 to
10) of binary distributed run length noise, row slant transform
performs better. But for increased run length of binary
distributed run length noise, column Haar shows better
performance. For Gaussian distributed run length noise,
quality of extracted watermark is closest to original one for
row slant transform. Although there is a variation of error for
different row and column transforms, it is observed that all
the transforms performance is good as overall MAE is small
and is in acceptable limits.
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From such resized watermarked image, watermark is
extracted and its quality is compared to original embedded
watermark. As a representative example of transform based
resizing, DFT based resizing, and bicubic and grid based
resizing results for both column and row transforms when
used in embedding process are shown. Fig. 22 shows
watermarked images resized using bicubic interpolation and
recovered watermark from it when column transforms are
used for embedding watermark. Fig. 23 shows the result
images for the same attack using row transform for
embedding watermark.

4.4 Resizing attack:
In resizing attack, bicubic interpolation, transform based
image zooming[14] and grid based interpolation
techniques[15] are used to increase the size of an image two
times and then to reduce the watermarked image back to its
original size. In transform based resizing various transforms
like DFT, DCT, DST, Hartley and Real Fourier transforms are
used to resize the watermarked image.

1.248
30.883
Column Haar

1.251
30.613
Column Walsh

1.305
15.955
Column Slant

1.250
44.659
Column DKT

Fig. 22 Watermarked images after performing resizing attack using bicubic interpolation and watermarks recovered
from them using various column transforms for embedding

1.252

27.984
Row Haar

1.251
28.774
Row Walsh

1.281
18.446
Row Slant

1.250
44.384
Row DKT

Fig. 23 Watermarked images after performing resizing attack using bicubic interpolation and watermarks recovered
from them using various row transforms for embedding
From Fig. 22 and 23, it is observed that Column and row slant
transform are more robust than other column and row
transforms.
Fig. 24 and Fig. 25 show result images for transform based
resizing attack using DFT and using column and row
transforms for embedding.

0.140
0.903
Column Haar

For transform based resizing also, column and row slant
transforms are more robust than any other column and row
transforms. Overall performance of all column and row
transforms is excellent for transform based resizing attack
with zero MAE between embedded and recovered watermark.

0.140
1.014
Column Walsh

0.142
0.675
Column Slant

0.141
1.221
Column DKT

Fig. 24 Watermarked images after performing resizing attack using Discrete Fourier Transform and watermarks
recovered from them using various column transforms for embedding
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0.141

0.576
Row Haar

0.140
0.767
Row Walsh

0.142
0.451
Row Slant

0.141
1.140
Row DKT

Fig. 25 Watermarked images after performing resizing attack using Discrete Fourier Transform and watermarks
recovered from them using various row transforms for embedding
Fig. 26 and Fig. 27 show watermarked images and extracted
watermark for grid based resizing attack when column and

0.0004
3.063
Column Haar

row transforms are used for embedding the watermark
respectively.

0.023
36.672
Column Walsh

0.026
1.482
Column Slant

0.007
2.185
Column DKT

Fig. 26 Watermarked images after performing resizing attack using Grid based interpolation and watermarks recovered
from them using various column transforms for embedding

0.0004
2.822
Row Haar

0.015
22.690
Row Walsh

0.026
2.548
Row Slant

0.007
2.153
Row DKT

Fig. 27 Watermarked images after performing resizing attack using Grid based interpolation and watermarks recovered
from them using various row transforms for embedding
From Fig. 26, column Slant can be seen to be more robust
against grid based resizing attack closely followed by column
DKT. Whereas from Fig. 27, row DKT is observed to be more
robust and is closely followed by row Slant transform.
Overall performance comparison of column and row
transforms against various types of resizing attacks is shown
in Fig. 28.
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(a)

(b)

Fig. 28: (a) Comparison of MAE between original and recovered watermark from resizing attack using various non-sinusoidal
column transforms (b) Comparison of MAE between original and recovered watermark from resizing attack using various nonsinusoidal row transforms (Note: resize(BI)= Bicubic interpolation based resizing, resize(DFT)=DFT based resizing,
resize(Grid)=Resizing using Grid based interpolation

5. CONCLUSION

From Fig. 28, Slant transforms in both column and row
version is observed to be most robust against resizing using
Bicubic interpolation and resizing using DFT. For resizing
using grid based interpolation, DKT gives highest robustness
followed by slant transform in column and row versions.
From the detailed analysis of results of experimental work,
following observations are made with respect to column and
row transform performances against various attacks:

From the experimental work conducted on different host
images using the proposed method of SVD and column and
row versions of non-sinusoidal transforms like Haar, Walsh,
Slant and DKT, we conclude that Slant transform in its
column version is robust than other column or row transforms
against majority of attacks like transform based compression,
binary distributed run length noise, resizing using bicubic
interpolation, grid based interpolation and transform based
resizing. It is closely followed by row slant transform. For
cropping and Gaussian distributed run length noise, row Haar
and column Haar are suitable transforms to get maximum
robustness.

Table 1: Transform giving highest robustness against
various attacks when used in column and row version and
best performer among the two:
Best
Best column
Best row
among
Attack
transform
transform
(A) and
(A)
(B)
(B)
Cropping (all
Row
Column Haar
Row Haar
types)
Haar
Transform based
Column
Column Slant
Row Walsh
compression
Slant
JPEG and VQ
Row
Column Slant
Row Slant
compression
Slant
Binary
Column
distributed run
Column Slant
Row Haar
Slant
length noise
Gaussian
Column
distributed run
Column Haar
Row slant
Haar
length noise
Column
Resizing
Column Slant
Row Slant
Slant
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ABSTRACT
Discovering patterns in genomic sequences possess a lot of challenges to scientist. Pattern discovery is basically a heuristi c
problem and efficient algorithms are sought for its implementation. In this paper, we present a model for the identification and
extraction of biologically significant patterns from a set of sequences using suffix tree data structures with suffix links. Our
algorithm achieved an analytical time complexity of O(nlogn) as opposed to a quadratic running time obtained by similar
algorithms. We implemented an Intelligent Sequence Analysis Tool (ISAT) incorporating the algorithm which is capable of
analyzing sequences offline and does a self-update of its database when online. This additional feature is desirable in developing
countries where constant access to the internet is a challenge.
Keywords: Pattern Discovery, Motifs, Suffix Tree, ISAT.
African Journal of Computing & ICT Reference Format:
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1. INTRODUCTION
This work develops and implements an algorithm for
searching for repeated patterns in a set of DNA sequences.
The algorithm implemented in java on windows operating
system provides a user friendly interface for users to submit
their sequences and the repeated patterns are returned. It
also computes the position specific scoring matrix in which
the absolute frequency of occurrence of each nucleotide in
the motif is derived. The absolute frequency matrix is then
translated into a relative frequency matrix. This relative
frequency is the probability of occurrence of each motif
character at each position in the returned motif. Usually,
high scoring motifs are biologically significant and short
sequences varying between length 6 and 15 found in gene
promoter regions can be important motifs for gene
expression regulation.

Pattern discovery algorithms are necessary for automated
genome annotation needed in making sense and
interpreting the large volume of genomic sequence data
presently being generated. In its simplest form, the problem
of pattern discovery in DNA sequences can be formulated
as follows: Given a set of sequences, find an unknown
pattern that occurs frequently. If a pattern of m letters long
appears exactly in every sequence, a simple enumeration of
all m-letter patterns that appear in the sequences gives the
solution. The challenge is developing efficient algorithms
in terms of time and space requirement.
Search trees have been found to be useful for genomic data
processing. The suffix data structure is particularly useful
because of its dynamic and iterative search methodology.
Also the adaptability of suffix-tree to solving many
sequence processing problems that are otherwise
computationally extremely hard to solve makes it a good
candidate for genomic data processing. [2] In addition, the
linear time and space complexity of suffix-trees make them
attractive for use with large scale sequence processing
tasks. It also exposes the internal structure of a biological
sequence in a deeper and more meaningful way than any
other data structure by showing the relationship between
the different patterns in a way suitable to all problems
involving pattern matching. [9]. The implementation of the
suffix tree incorporating a suffix link results in an
appreciable acceleration in the construction and traversal of
a suffix tree because the links act as pointers the leaves and
sub-trees of the tree. [6].

2. RELATED WORKS
Overview of Suffix Tree
A Suffix tree is a lexicographically interconnected data
structure. It provides efficient access to all substrings of a
string over which it is built. A Suffix tree for a string S is a
tree whose edges are labeled with strings, such that each
suffix of S corresponds to exactly one path from the tree's
root to a leaf. [2]. It is particularly useful for finding a small
sequence of symbols in a large one, a common ancestor of
two different strings and common substrings of two
different strings.
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The incorporation of suffix links to suffix tree
implementation is an important feature crucial for linear
time construction of suffix trees. Suffix links are edges or
pointers that span across the suffix tree, between two
internal nodes which may not be related through a parentsibling relationship.

The suffix link is an auxiliary structure that accounts for the
most important acceleration element in the construction and
traversal of a suffix tree. The suffix tree construction
algorithm is based on the observation that constructing the
suffix tree can be performed by iteratively expanding the
leaves of a partially constructed suffix tree. Through the
use of suffix links, which provide a mechanism for quickly
traversing across sub-trees, the suffix tree can be expanded
by simply adding the j+1 character to the leaves of the
suffix tree built on the previous j characters. The algorithm
thus relies on suffix links to traverse through all of the subtrees in the main tree, expanding the outer edges for each
input character.
Scoring Matrices
In bioinformatics, scoring matrices for computing
alignment scores are often based on observed substitution
rates, derived from the substitution frequencies seen in
multiple alignments of sequences. Every possible identity
and substitution is assigned a score based on the observed
frequencies of such occurrences in alignments of related
proteins. The score is calculated from the frequency of
occurrence of a match of the two individual amino acids in
evolutionarily related sequences, and provides a measure of
a chance alignment of the two amino acids. This score also
reflects the frequency that a particular amino acid occurs in
nature, as some amino acids are more abundant than others.
[5].

Fig 1 Suffix Tree with Suffix Links for
AGACAGGAGGC$.
Different suffix tree construction algorithms over the years
have been presented with most of the algorithms either
having a space or time complexity problem. Before a
search could be carried out using the suffix tree, a suffix
tree is first constructed with the entire DNA sequence
drawn into a suffix tree. The substrings of the sequence
make up the suffixes of the tree. After the tree construction,
the tree suffixes could then be searched for repetitive
patterns. The tree is traversed by walking through each tree
node and visiting each of the suffixes of the current tree. It
starts at the longest suffix and moves down to the shortest
suffix, which is the empty string. Each suffix ends at a node
that consists of a leaf node, an explicit node and an implicit
node. [10].

Higher scores indicate that the probability that those two
amino acids aligned by chance is very small, and lower
scores indicate a high probability the two amino acids
aligned by chance, and are evolutionarily unrelated. Thus,
identities are assigned the most positive scores, frequently
observed substitutions also receive positive scores, but
matches that are unlikely to have been a result of evolution,
and are more likely indicative of unrelatedness at that
position, are given negative scores.
After the analysis of sequences, we construct a profile
matrix for the repeated patterns identified. A Profile or
Position Weight Matrix is a motif descriptor. It attempts to
capture the intrinsic variability characteristic of sequence
patterns. A Profile is usually derived from a set of aligned
sequences functionally related. For instance, if we have
these sequences:

As we walk through the suffixes, we will add a new edge to
each node that doesn't have a descendant edge starting with
the correct character. When we finally reach a node that has
the correct character as a descendant, we can simply stop
updating. Knowing how the construction algorithm works,
if we find any character as a descendant of a particular
suffix tree, we are bound to also find it as a descendant of
every smaller suffix. The point where we find the first
matching descendant is called the end point.

Sequence
Sequence
Sequence
Sequence
Sequence
Sequence

1:ACCGTACC
2:GACCGTAA
3:AAGGTTGG
4:GCAGCAGT
5:TCGGTCAT
6:CAGGTACT

A profile can be derived from above set of sequences by
tabulating the frequency with which each nucleotide is
observed at each position.

24

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

A profile matrix for the above sequence can be constructed
as below:

In the work of [8] an improvement on the use of Suffix tree
was achieved by incorporated boxlinks data structure with
the suffix tree. EXMOTIF by [11] used a variant of the
suffix tree was used, consisting of inverted index of symbol
positions. This was used to enumerate all structured motifs
by positional joins over the index. It used a hash table to
store the computed motifs thus facilitating a speedy lookup
and extracted all the repeated patterns after statistically
validating them. EXMOTIF was reported to outperform
RISO in both approximate and exact matching and superior
to RISSOTO in showing the actual occurrences of the
structured motifs instead of the relative frequency of the
occurrence as obtained using RISOTTO.

Table 1 PROFILE MATRIX
A
T
G
C

1
2
1
2
1

2
4
0
0
3

3
1
0
3
2

4
0
0
5
1

5
0
4
1
1

6
3
2
0
1

7
2
1
2
2

8
1
3
1
1

Each coefficient in this matrix indicates the number of
times that a given nucleotide has been observed at a given
position. For instance, the nucleotide "A" has been
observed in two of the aligned sequences in position 1, thus
this is indicated in the matrix.

A common choice among researchers of motif discovery
tools is a combination of pattern-driven and statistical-based
methods since this approach guarantees that the sensitivity
of the statistical based method be complemented with the
speed efficiency of pattern-driven techniques. An example
of this is the STEME (Suffix Tree and Expectation
Maximization for Motif Elicitation ) algorithm by [9]. It
combined the suffix tree, a pattern-driven approach with
Expectation Maximization, a statistical approach. The
incorporation of the Suffix Tree improved the speed
limitation of the expectation maximization based algorithms
(such as MEME). This also influenced the development of
STGEM by [6].

More often than the absolute frequencies, the relative
frequencies are tabulated in a profile. In such cases, the
coefficients of the matrix can be interpreted as probabilities
of a given nucleotide occurring at a given position in a
functional site. Then, given a sequence of length l, we need
to calculate the product of the coefficients from such a
matrix corresponding to each nucleotide in each position of
the sequence. This can be done by computing the
probability of finding such a sequence in a true functional
site. For instance, to compute the probability of finding the
sequence CAGGTACT in the functional site described by
the matrix above, we compute the probability of finding ‘C’
in the first column, ‘A’ in the second column, ‘G’ in the
third column until we get to the last motif character ‘T’.

3. THE ISAT ARCHITECTURE
The general structure of a motif discovery algorithm
includes a system that accept a DNA sequence of any
length, an algorithm that implements the suffix tree search
by constructing a tree with the sequences, searching for
frequently occurring patterns, destroying the constructed
tree to output the patterns. These patterns which have a
high biological significance depending on the value of the
position specific scoring matrix computed are called motifs.
The user specifies the various lengths of sequence
repetition interested in. Usually the regulatory motifs which
are of high interest occur in lengths between 6 and 14. They
are submitted to available online motif database such as
TRANSFAC or JASPAR where they will be available for
online sequence comparison. The unique feature of ISAT is
that it can be used to analyze a sequence offline, and it
updates itself whenever it establishes an internet connection
so that the user can have access to the latest version of the
online databases.

Suffix Tree In Motif Discovery Tools
The choice of algorithmic framework to adopt in
development of pattern discovery algorithms is a constant
challenge among computational biology researchers.
Studies have shown that the suffix tree data structures are a
defacto choice for string searching. The first simple motif
discovery algorithm to use the suffix tree was developed by
[10]. The suffix tree was used to represent the sequences,
returning all the traversal from the root node to the leaf
node as unique patterns. The use of the suffix tree for
preprocessing and organizing the input data resulted in an
accelerated search for motifs. This was followed by [2]
who developed the VERBUMCULUS algorithm and
applied it to protein sequences. [4] used a variant of the
suffix tree called a mismatch tree to develop the MITRA
algorithm which detected complex motifs with mutations
successfully. WEEDER algorithm by [7] also used the
suffix tree and identified simple motifs allowing the
flexibility of parameter specification by users.

From the biological point of view, sequence comparison is
motivated by the fact that all living organisms are related
by evolution. That implies that the genes of species that are
closer to each other should exhibit similarities at the DNA
level.
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.

ATCCGATGCTCGTCTAGTGA

ATCCGATGCTCGTCTAGTGA

Suffix Tree Search Scheme






User Specifies the
length of repeated
Pattern interested in

Construct the Tree
Search for Repeated Pattern
Destroy the Tree
Return Repeated Patterns

Computes Position Specific
Scoring Matrix for the Motif

Fig 2.0 Architecture of ISAT

Pos
A
T
G
C

Submit to Online
Motif Database

1
1.0
0.0
1.0
0.0

2
0.6
1.0
0.5
1.0

3
4
5
1.0 0.0 0.4
0.7 1.0 0.5
1.0 0.6 1. 0
0.8 1.0 0.9

FIG. 2 Architecture of ISAT
The model also provides other information about the
sequence submitted such as the total number of sequence
available, the position of the repeated patterns, the number
of times it occurred and the computation of the scoring
matrix. A standard motif discovery algorithm by [7] used
suffix tree to find sequence of unknown length and
developed WEEDER which runs at a quadratic time.
ISAT, however, uses suffix tree with suffix links and it
offers a better searching scheme since suffix links act as
pointers and accelerates the speed of searching for patterns
occurring with a high frequency.

Running Time in Seconds

Running Time Analysis for WEEDER and ISAT

100
90
80
70
60
50
40
30
20
10
0

WEEDER
ISAT

20,000 BP

40,000 BP

60,000BP

Gene Size in BP

4. RESULTS

Fig 3. A graph of Running Time of WEEDER and ISAT

The dataset used to test the algorithm was downloaded
from PlasmoDB (An online gene data bank of Plasmodium
Falciparum maintained by National Center for
Biotechnology Information (www.ncbi.org)). The running
time for ISAT and WEEDER was computed by adding a
time stamp to the algorithms. Fig 3 shows the graph of the
running time. ISAT in using suffix tree with suffix links
offers a better searching scheme since suffix links act as
pointers and accelerates the speed of searching for patterns
occurring with a high frequency.

ISAT outperforms WEEDER in saving considerable
computational time .
The user simply specifies the file name containing the
DNA string and the file that contains the length of motifs to
be searched for. The scoring matrix for the patterns
discovered are computed and the result of the output is
shown below:
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The first part of figure 4 is the absolute frequency while the
second part is the relative frequency. The system can be
used for analysing biological sequence of any organism. It
also provides other useful information such as number of
sequences present, the lenght of the sequence in addition to
outputing repeated patterns.
5. DISCUSSION OF RESULTS
The suffix tree search algorithm was improved by
introduing suffix links which accelerated the search scheme
since links acts as pointers in searching for subsequences or
patterns in the constructed tree. This improvement
contributed to an improvement in computational time and
made ISAT outperform WEEDER that used only suffix
tree without incorporating suffix links. The gradiation in
running time for the different gene sizes is directly
proportional to the size of the sequence, but for very long
sequences it remained at nlogn which is quite remarkable.

Figure 4 Motif Results

The analytical runtime of the algorithm was computed and proven to be O(nlog n) as follows:
Recurrence equation for the suffix tree is T(n) = T(2n/3) + Cn
We prove the running time as follows.
T(n) ≤ dnlogn
d(2n/3) log(2n/3) + Cn
d(2n/3) logn – d(2n/3)log(3/2) + Cn
d(2n/3) logn – d(2n/3)log(3/2) + Cn
d(2n/3)logn – d[(2n/3)log3 – (2n/3)log2] + Cn
d(2n/3)logn – d(2n/3)[log3 – log2] + Cn
The coefficient will not matter any more given an essentially large value. Therefore, 2/3 can fizzle out leaving us with n.
So, we can have
dnlogn – dn[log3 – log2] + Cn
---------------------------- equation 1
If

– dn(log3 – log2 + Cn ≤ 0 “note that – dn(log3 – log2 + Cn is from the equation 1 ”
– dn(log3 – log2 ≤ – Cn
– Cn
d ≥
-----------------{ –n cancels out }
–n(log3-log2)
d ≥

C
--------------(log3-log2)

Hence, we have nlogn

{ this is to be constant, still insignificant}

{ where C and d are constants but d > C }

Therefore, T(n) = O(nlogn)
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6. CONCLUSION AND FUTURE PERSPECTIVES
This study briefly describes the development and
implementation of a pattern searching algorithm for DNA
sequence analysis. This is an important area of research in
bioinformatics due to the various insights that analyzing
sequences can provide. We have shown how incorporating
suffix links into our suffix tree search scheme improved its
efficiency and we have also demonstrated the efficiency of our
model by comparing its performance with that of a standard
sequence analysis algorithm. A possible future work would be
to compare ISAT with more search algorithms that used Suffix
tree data structures and also use other parameters as evaluation
criteria other than speed of computation. REFERENCES
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ABSTRACT
Distributed Generation (DG) is a promising solution to many power system problems such as voltage regulation, power loss, etc.
In this paper, we develop a methodology based on ‘genetic algorithm’ for finding size & optimal placement of DG. In other
words, this paper is a discussion on a method of implementing the DG to know the amount of distribution loss that can be
reduced by the optimal placement of DG on the demand side of a power system. Here we use the IEEE 13 nodes and 37 nodes
test feeder to validate the methodology. The suggested method programmed under MATLAB software indicates that installation
of DG results in positive net benefits for loss reduction and voltage improvement.
Keywords: Distributed generation, distribution system, power flow, genetic algorithms, voltage profile and reliability..
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1. INTRODUCTION

times and lower capital costs. Decision about DG
placement is taken by their owners and investors, primarily
depending on site and fuel availability along with climatic
conditions. Although the installation and exploitation of
DGs to solve network problems has been debated in
distribution networks, the fact is that, in most cases, the
distribution system operator (DSO) has no control or
influence about DG location and size below a certain limit.

Distributed generation (DG) units (oftenly called
decentralized generation or dispersed generation or
embedded generation) are small generating plants
connected directly to the customer site of the meter or
distribution centre. During the last decade, the proliferation
of renewable and non-renewable DG resources are
encouraged by many national and international policies
globally aiming to elevate the share of renewable energy
sources and the most efficient micro-combined heat and
power units through which the emission of greenhouse
gases and alleviation of global warming is achieved.
Preceding the environmental advantages, DGs contribute in
the application of competitive +energy policies, energy
resources diversification, on-peak operating cost reduction,
network upgrades deferral, lower transmission &
distribution costs and losses and a potential increase in
service quality to the end-customer. Moreover, DGs are
available in modular units characterized by the ease of
finding sites for smaller generators, shorter construction

However, DG placement critically impacts the operation of
the distribution network as inappropriate DG placement
may result in increased system losses along with a rise in
network capital and operating costs. In contrary, optimal
DG placement (ODGP) can improve network performance
in terms of voltage profile, power flows, power quality &
reliability of supply and also reduce system losses.
Therefore, researchers are very much attracted to the DG’s
regarding their placement since the last fifteen years, as it
provides DSOs, regulators, and policy makers an useful
input for the derivation of incentives and regulatory
measures.
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This paper proposes taxonomy of ODGP models and
methods offering a unifying description of a relatively large
number of works devoted to the subject. It also introduces a
systematic qualitative assessment of ODGP models and
methods, providing the contribution of all of the reviewed
ODGP works. This review serves as a guide, to aid
researchers and power system engineers, on the available
DG placement models and methodologies.

These two principle linear approximations permit the
formulation of a miscellaneous linear integer optimization
model for the capacitor placement planning problem that
can be solved by vigorous available solvers of large scale
optimization problems. The main contribution of the
proposed approach is the possibility of solving the
capacitor placement planning problem by a complete
deterministic procedure, without the need to employ
random optimization methods, using very few load flow
simulations and avoiding calibration of complex and
arbitrary parameters.

2. DISTRIBUTION SYSTEM
Radial distribution systems are intended mainly to attend
the customers in a reliable and good quality manner
reducing investment costs and energy losses. These
objectives can be achieved in some degree by correctly
installing capacitor banks and subsequently by allowing
installed DG’s owned by either demand supplier companies
or independent producers. Firstly, an initiative that is
addressed in this paper establishes a basis of the new
procedure in considering the DG sizing and placement
planning problem [1]. The motive of capacitor placement
planning is to define capacitor types, sizes, locations and
control schemes for a period that can vary from one to ten
years looking for a minimal investment and cut shorts in
costs due to energy loss. Regrettably, the solution for this
problem is hard to find because of the combinatorial and
multimodal characteristics arising from the classic
formulation of the problem.

Other advantages are: The ease of use because it is based
on load flow simulation cases, the possibility of taking
advantage of historical postoperative data, the possibility of
considering rigid upper and lower limits to the voltage
variables, instead of using penalty functions to prevent the
violation of limits, the possibility of considering different
topologies, load levels, capacitor types and sizes and
locations.
3. POWER FLOWS
There are several traditional load flow methods used in
transmission systems, such as the ‘Gauss-Seidel’ and
‘Newton-Raphson’ and fast decoupled techniques. These
methods fail to meet the requirements in both performance
and robustness aspects in the distribution system
application. Therefore, a novel load flow algorithm for
distribution systems is required i.e., VDLF (Vector Based
Distribution Load Flow), it is a simple mathematical
technique which calculates receiving end bus voltage by a
known sending end bus voltage that can be calculated by
using the ‘vector based load flow’ that is much more
effective than G-S and N-R due to its fourth order nature
and faster convergence in terms of the iterations and time
of convergence. ‘Backward and Forward sweep based
distribution load flow’ (BSFS) method includes two steps:
during backward sweep line currents are calculated &
during forward sweep the voltages are calculated.

This mathematical formulation characterizes a mixed
integer nonlinear program. In orthodox, this sort of
optimization problem is strenuous solving and doesn’t even
have a promising solution by conventional optimization
tools. Historically, this problem was first treated in an
approximate manner through the use of mathematical
programming tools such as ‘dynamic programming’ and
‘benders decomposition’. Some authors have worked the
problem using ‘heuristic’ or ‘meta heuristic’ approaches
like tabu search, ‘genetic algorithms’ and ‘simulated
annealing’. More lately, it has been put forward the use of
hybrid methods for obtaining sub-optimal solutions. The
difficulty in these methods is the calibration of complex
and arbitrary parameters that could depend on operation
conditions and distribution systems characteristics.

By using the ‘Backward and Forward sweep based
distribution load flow’ (BSFSDLF) which is much more
effective than vector based load flow due to its faster
convergence in terms of the iterations and time of
convergence. It is simple to understand & implement as the
iteration time is very less. Topological and primitive
impedance based ‘distribution load flow’ method for ‘radial
distribution systems’ is an effective ‘load flow’ which
calculates the voltage vectors instead of separate
calculations of voltage magnitude and phase angle. The
modern ‘load flow’ used involves scarcity vector and path
line and i-path vectors and doesn’t need any of the
trigonometrically functions that causes faster convergence.

The proposed methodology here is on the basis of the
classical formulation of the problem, but it creates a
different set of variables of the possible solutions having an
advantage of evading the needless multimodal functions
that arise in general methodology which are difficult to be
handled by optimization solvers. This is a thanksgiving to
the utilization of important results acquired from a loss
linearization theorem and also due to the establishment of
equivalent additional linear constraints to reproduce the
non-linear behavior introduced by the existence of products
of integer and continuous variables in the primitive
classical formulation.
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Few researchers have proposed a ‘load flow’ method by
writing an algebraic equation for ‘bus voltage’ magnitude.
The ‘Gauss Implicit Z-matrix’ method is one of the vividly
used methods, however this method does not effectively
exploit the radial structure of the ‘distribution system’ and
therefore needs to find the solution of a set of equations
regarding the order of number of buses. Some of the
researcher’s proposed special load flow techniques based
on topological characteristics of ‘distribution systems’. In
the paper by Jen-Hao Teng [3] direct approach for
‘distribution system load flow solutions’ for a balanced
‘radial distribution system’ has been proposed. The
proposed ‘load flow algorithm’ requires formation of BusInjection’ to Branch-Current (BIBC) matrix with 1’s & 0’s
as elements and Branch-Current to Bus-Voltage (BCBV)
matrix with ‘primitive impedances’ as elements &
‘distribution load flow’ (DLF) matrix. DLF matrix is
obtained as product of BCBV and BIBC matrices.

A) Proposed solution methodology:
The proposed method undeviatingly governs the
‘distribution load flow’ solution without the formation of
any of the matrices like ‘bus-injection’ to ‘branch current’
(BIBC) matrix, ‘branch-current’ to ‘bus-voltage’ (BCBV)
matrix and ‘distribution load flow’ (DLF) matrix, as it
simply uses the ‘primitive impedances’ of the lines. This
new algorithm determines the diagonal elements of the DLF
matrix in terms of ‘primitive impedances’ of the lines. The
‘Split multiplication’ concept not only accounts the offdiagonal elements of the DLF matrix but also directly
determines the elements of the [Δv] equation i.e.,
[Δv] = [DLF] [I], by evading the multiplication of [DLF]
and [I] matrices. The proposed approach offers a very
notable minimization of computational burden, as it avoids
the formation of BIBC, BCBV and DLF matrices without
any variance in the end results. The proposed method is
hugely effective for small size ‘distribution systems’ to large
size ‘distribution systems’.

These three matrices require large memory space when the
proposed method applied for bigger ‘distribution system’.
Further, these three matrices contain more number of zero
elements and hence memory space is not utilized
economically, especially for large size ‘distribution
networks’. Another negative aspect of it is that, to obtain a
‘load flow’ solution it needs direct multiplication of BCBV
& BIBC matrices and DLF & ‘current injection column
vector’ matrices and this requires sufficiently large CPU
time. The main intention of this algorithm is to establish a
new formulation for ‘load flow’ method, which exploits the
topological characteristics of a balanced ‘distribution
system’. A unique ‘effective data structure’ is proposed to
determine the lines that are in the traced path connecting
the ‘feeding bus’ and other ‘selected buses’ and this feature
acts as a potential support in solving the ‘distribution load
flow’ equations derived in terms of ‘primitive impedances’
of the lines. Unlike other traditional methods, the proposed
approach doesn’t require any ‘LU decomposition’ or ‘bus
admittance’ matrix.

4. METHODOLOGY FOR OPTIMAL PLACEMENT
AND SIZE OF DG:
In Distribution systems the DG units are to be placed at
potential locations with optimal size, so we need a powerful
optimization method to attain the above requirement.
Genetic Algorithm (GA) is an optimization technique of the
powerful class and it turns out particularly to suit the
problem posed here. In this paper, minimization of power
and energy loss optimization technique is proposed, based
on GA, for locating the optimal size and potential site for
DG to be situated in ‘distribution systems’. If the network
structure is fixed, all branches between the nodes are
known and evaluation of the objective function depends
entirely on the size and location of DG units. The GA is
employed to designate optimization algorithms that
perform a kind of approximate global search such that:
(i) They rely on the information acquired from the
evaluation of several points in the ‘search space’. Each
‘current point’ is called an ‘individual’ and a set of ‘current
points’ is called ‘population’. The algorithm holds the
entire set of ‘current points’, instead of keeping a single
‘current point’ as like that in most of the optimization
algorithms.

In contrast to other algorithms, the proposed method
doesn’t require any direct matrix multiplications and
evades the establishment of BIBC, BCBV and DLF
matrices; it only necessitates the computation of diagonal
elements of DLF matrix in terms of ‘primitive impedances’
of the lines. In the proposed algorithm, ‘scarcity’ technique
is used to identify the adjacent buses and adjacent lines of
any selected bus of the system. The proposed ‘distribution
load flow’ method is robust, time-efficient and requires
very less memory even for a large size ‘distribution
system’. By using the ‘topological primitive impedance
load flow’ that is much more effective than the ‘backward
and forward sweep based ‘distribution load flow’
(BSFSDLF) due to its faster convergence in terms of the
iterations and convergence time.

(ii) The population converges to a problem optimum
through sequential applications of genetic operators.
GA that yields satisfactory results in numerous practical
problems is principally composed of these three operators:
Selection: The ‘individuals’ are chosen randomly at initial
stage & are organized pair-wise utilizing the ‘Roulatte
wheel technique’ for the implementation of crossover.
Crossover: The ‘individuals’ randomly organized pairwise have their space locations combined in such a way
that each former pair of ‘individuals’ yields a new pair.
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Mutation: Some ‘individuals’ are randomly modified so as
to reach the other points of search space.

=MVA capacity of branch i-j without DG unit in the
Distribution System.

A) Implementation of GA for DG Allocation:

B) Problem Formulation:

There are various technical issues that are to be addressed
while considering the presence of distributed generator in
distribution Systems. It is necessary to compute several
indices in order to describe the impacts on the ‘distribution
system’ due to the presence of DG during maximum power
generation [7].

The ‘multi-objective performance index’ (IMO) calculation
of the distribution systems for DG size and location
planning model [2] [8] considers all formerly mentioned
indices by strategically giving a weight. This can be
performed as all impact indices are normalized values
ranging from 1 to 0.

These indices are defined as follows.

The IMO based on GA is given by:

1.

Real and Reactive Power Loss Indices (ILP and
ILQ):

IMO  ( 1.ILP   2 .ILQ   3 .IC   4 .IVD) --(4)

The real and reactive power loss indices are defined as

4

Where


p 1

------ (1)

p

 1.0  p  [0,1]

Table-4.1 Indices Weights
PLDG and QLDG are the total real and reactive power losses
of the ‘distribution system’ after inclusion of DG, P L and
QL are the total real and reactive system losses without DG
in the Distribution System.
2. Voltage Profile Index (IVD): One of the advantage of
proper location and size of the DG is the improvement in
voltage profile. This index penalizes the size-location pair
which gives higher voltage deviations from the nominal, in
this way, closer the index to zero better is the network
performance. The IVD can be defined as follows:
--------- (2)

Where

=Substation bus voltage &

Table-4.1 shows the values of weights used in the present
work, considering normal operation analysis. However, as
these values can be varied according to engineer’s study,
for this analysis, active power losses received a significant
weight of 0.40 and the current capacity index (IC) received
a second major of 0.25 since it gives vital figures regarding
the level of currents through the network regarding the
maximum capacity of conductors in ‘distribution systems’.
The response of voltage profile (IVD) receives a weight of
0.15 due its power quality impacts.

=voltage at bus i

3. MVA Capacity Index (IC): The index (IC) gives crucial
data about the level of MVA flow/currents through the
network regarding the maximum capacity of conductors.
This gives the information about the need of system line
upgrades. Values higher than unity (calculated MVA flow
values higher than the MVA capacity) of the index gives
the amount of capacity violation in terms of line flows,
whereas the lower values indicate the capacity available

The ‘multi objective function’ is a cut down subject to
various operational constraints to meet the electrical
stipulations of distribution network. These constraints are
discussed as follows:
1. Power-Conservation Limits: The algebraic sum of all
incoming and outgoing power including the line losses over
the whole distribution network and power generated from
DG unit should be equal to zero.

---------- (3)
Where

=MVA flow in branch i-j with DG unit in

Distribution System
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n

NOL

i 2

n 1







Pss (i,V )   ( PD (i,V )   Ploss (V )  PDGi ------ (5)
NOL = no. of lines, PD = power demand (MW)
2. Distribution Line Capacity Limits: Power flow through
any distribution feeder must comply with the thermal
capacity of the line.
S(i , j )  S(i , j )max -------------------- (6)

Maximum number of generations: 1000
Elitism probability: 0.1
Cross over probability: 0.7
Mutation probability: 0.005
The selection method used was roulette wheel, based
on the multi objective performance index (IMO).

5. CASE STUDY AND RESULTS:
In this project work, two case studies were conducted i.e.,
IEEE 13-bus and 37-bus distribution system based on GA
implementation and the results are shown below. It is
observed that there is a significant reduction in power loss.
Fig.5.1: 13 bus system

3. Voltage Drop Limits: The voltage drop limits depend on
the voltage regulation limits provided by the disco.
| V1  V j | Vmax ------------------- (7)
If voltage and MVA limits are satisfied in system buses for
a particular size-location pair except that pair of next
generation population and reject the size-location pair
which does not satisfy voltage and MVA limits in the next
generation and obtain the size-location pair for minimum
IMO. All possible generations are tested with the
operational constraints i.e., the size and location
corresponding to minimal IMO is the optimum-size
location pair.
Flow chart 4.1 Steps involved in Genetic Algorithm

Fig.5.2: IEEE 37 bus system

As described in the above flow chart, GA optimizes the
objective function by applying the operations repeatedly.
C) Parameters of implemented GA
The GA was programmed using MATLAB and has the
following basic features:

Chromosome length codification: 16

Population range size: 50
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Table-5.1 Results of IEEE 13 bus system without and
with DG
Load
model

Opti
mal
locati
on

Const
ant

10

Opti Ploss
mal withou
size(p t DG
.u)
(kw)

Ploss Qloss
with without
DG
DG
(kw) (kvar)

Qloss
with
DG
(kvar
)

0.629
6

21.07
60

64.65
62

36.05
92

110.2
408

Fig.5.4: Comparison of Reactive Power loss of IEEE
13-Node test system without and with DG

Table-5.2 Results of IEEE 37-Node test
Feeder without and with DG

Fig.5.3: Comparison of Real Power loss of IEEE
13-Node test system without and with DG

34

Load
model

Optimal
location

constant

30

Optimal
Ploss
size
Without
(p.u.)
DG
(kw)

0.6296

36.8932

Ploss
with
DG
(kw)

12.3762

Qloss
Without
DG
(kvar)

16.5914

Qloss
with
DG
(kvar)

6.1217
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The results of DG allocation in IEEE 13-node and 37-node
unbalanced distribution systems are presented in this
chapter, in fig.5.3 & 5.5, that depicts the comparison of real
power in which the blue & red color indicates the
comparison of real power loss with and without DG
respectively. When compared to each other real power loss
is relatively less in those systems employed with DG.
Correspondingly in fig.5.4& 5.6 the comparison of reactive
power with and without DG is outlined in which blue and
red color indicates the system’s reactive power loss with &
with out DG respectively. Reactive power loss is not so
great in systems with DG than those that are not employed
with it. These results convey that at optimal place a DG
will simultaneously improve the voltage profile and
significantly decrease the losses in Real & Reactive power.
6. CONCLUSION
The proposed primitive impedance distribution load flow
effectively work on radial distribution systems. Here we
use Z-bus which is formed by sparsity technique.
The exhaustive analysis, GA for size location planning of
distributed generation in multi objective optimization in
distribution systems is presented.
The results show improvement in voltage profiles and
decrease in power loss after including a DG at optimal
place.

Fig.5.5: Comparison of Real Power loss of IEEE
37-Node test system without and with DG

Fig.5.6: Comparison of Reactive Power loss of IEEE
37-Node test system without and with DG
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ABSTRACT
In a distributed environment, data retrieval jobs deals with the collection of data from several and generally heterogeneous
information sources. A mobile agent is an executing program that can migrate from machine to machine in a heterogeneous
network. On each machine, the agent interacts with stationary service agents and other resources to accomplish its task.
Consequently, mobile agents are mainly attractive in distributed information retrieval applications. On behalf of a user, the agent
can search the resource locally by migrating to that location, thereby eliminating the transfer of intermediate results acros s the
network and reducing the Network latency. This work is aimed at designing and implementing a server-based multi-threaded
application that is capable of migrating from one host to the other in order to merge the results of an election from differe nt
locations. The current process of transferring data (the election results) from one location to another has inherent risks such as
insecurity of data characterized by stealing or hijacking of the results, loss of data, manipulation of results, ballot stuffing, to
mention a few. This work develops a system which can control and manage the distributed information retrieval processing in
order to retrieve information from distributed database throughout a network. In this system, the mobile agents can migrate from
a host node to various destinations, perform some data processing activities and send the relevant information back to the host.
The Java-based mobile agent system, Aglets workbench, were fully deployed in order to develop the system.
Keywords: Mobile agent, Result collation, Election result, Aglets.
African Journal of Computing & ICT Reference Format:
N.C. Woods & T.E. Idowu (2014). A Server-Based Multi-threaded System for Election Results Collation in Nigeria.
Afr J. of Comp & ICTs. Vol 7, No. 5. Pp 37-44..
1. INTRODUCTION
The existing system of voting in Nigeria is the ‘traditional’
method; which is done by distributing ballot boxes to all the
polling centres in the local government (LG) areas of the
nation, where each eligible voter is expected to come and
vote for the candidate of their choice. Thereafter, ballot
papers are counted in each polling centres in the presence of
voters and party representatives, then the total votes for each
party is announced and recorded on paper. This result is then
hand-carried to the collating centre for the LG and then from
the LG to the state level and finally to the National level for
the final collation. Figure 1 depicts this process.

As digital data communication systems grow bigger, better
and more affordable, their application areas also widen. For
instance, it is possible for many people in the third world
nations to engage in electronic transactions ranging from
funds to data, with the help of their mobile phones and
computers. It should be possible to also employ the data
communication systems in governance. All nations of the
world are moving towards being self-governing and this
usually goes with elections. For some nations, the most
tasking and challenging aspect of conducting a free and fair
election is the collation of election results from various
polling centres. In Nigeria and most third world counties, the
current process of transferring data (the election results) from
one location to another has inherent risks and challenges such
as insecurity of data characterized by stealing or hijacking of
the results, loss of data, manipulation of results, ballot box
‘stuffing’, difficult terrains, and in the extreme case it could
lead to loss of lives.

Figure 1: Existing mode of election result collation in
Nigeria
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The problem of transferring results from different LGs in the
state to the state Independent National Electoral Committee
(INEC) secretariat is still a major problem/setback when
conducting election as it causes delay in collating, processing
and announcing the election result. Evidently, the most
tasking and challenging aspect of the processes involved in
any election is the collation of results from various polling
centres. There is a need to improve on the way this data
(votes) is being collated, transmitted and processed.

The three key defining concepts are situatedness, autonomy,
and flexibility. The authors explained situatedness to means
that the agent receives sensory input from its environment
and its actions affect the environment, while flexibility
indicated that an agent is responsive, pro-active, and social.
Some other authors [14] say that a mobile agent is a process
that can transport its state from one environment to another,
with its data undamaged, and still perform appropriately in
the new environment. Mobile agents can decide when and
where to move and this movement evolved from RPC
(Remote Procedure Call) methods [10].

With the availability and proper use of modern information
and communication technology/applications, it is possible to
transfer and collate the data without physically moving the
data. In traditional Client-Server mode of communication, a
good number of the information retrieval systems do not offer
enough flexibility for distributed data repositories [1, 2].
There are many specifications in the traditional way; setting
up a connection between the client and the server, sending a
request to the database server and receiving the result from
the server. If there are X servers in the network, the user has
to start X network connections and send out X database
queries. The network connection must be maintained all
through the process. When there are more and more mobile
devices, the bandwidth becomes limited and the devices
cannot be online always.

Briefly, some of the attributes that define an agent were
identified as autonomy, communication ability, reactivity,
mobility and pro-activity [12]. These will ensure that an
agent can (1) operate without direct intervention of human
users or without having to depend on human users creation
and deployment., (2) interact with other agents or human
users to collaborate, negotiate, or coordinate in order to
define and perform its tasks, (3) perceive its environment and
responds to cues automatically without delay and having to
consult its human user, (4) move across operating
environments and perform tasks remotely, (5) reason, plan
and execute tasks by taking the initiative without prompting,
respectively.
Mobile agents are active in that they can choose to migrate
between computers at any time during their execution.
Mobile agents are sometimes identified by the kind of job
they are employed to perform. In this notion, they can be
classified as: collaborative agents, interface agents, smart
agents, information agents, reactive agents and hybrid agents
[10, 15]. Other classifications also exist.

At that time, the traditional client-server approach would be
cumbersome to run. A popular current solution to resolve
these problems is a distributed and flexible mobile agentbased architecture [2, 3, 4]. Using Mobile Agents (MA), it is
possible to retrieve data from multiple information systems
that exist in a distributed environment [5, 6, 7, 8]. This work
is aimed at designing and implementing a server-based multithreaded application, with the aide of mobile agents, which is
capable of migrating from one host to the other in order to
collate the result of any elections held in Nigeria.

2.1.1
Key Characteristics of Mobile Agents
1. Migration
Mobility is the characteristic that allows agents to move from
one network node to another; however migration determines
how this transfer is achieved [16]. Although a MA is
essentially an executing process, the governing factor that
distinguishes it from a normal process is the fact that not all
of its instructions have to be executed on the same node.
With MAs, it is the agent that decides when to move and the
underlying infrastructure must support and execute this
request. Enforced migration can be imposed upon an agent in
extreme circumstances, such as, if the agent attempts to
perform a forbidden action. The two approaches to moving
agents between nodes are [16]: State-oriented: This system
allows an agent to move at any point in their execution.
When the command is initiated, the current state of the agent
is encapsulated and transferred across the network to the
receiving network node. Once received, execution of the
agent resumes from where it stopped. And Stateless: where
the agents can move at any point in the code, but restart their
execution from the beginning of their code rather than the
point of migration.

The paper outline is organised as follows: Section 2:
discusses Mobile Agents and their infrastructure; Section 3
sheds light on the proposed system; Section 4 discusses the
Implementation of the system and Section 5 concludes the
paper.
2. MOBILE AGENTS & THEIR INFRASTRUCTURE
2.1 Mobile Agents
A Mobile Agent is a type of software agent [9], with the
features of autonomy, social ability, learning, and most
importantly, mobility because mobility ensures efficiency,
persistence and peer-to-peer communication [6, 10]. Agents
could also be defined as a computational entity, which acts on
behalf of others: it is autonomous, asynchronous and
optionally intelligent with possible attributes of migration
[11]. A Mobile Agent is also defined as a computer system,
situated in some environments, that is capable of flexible
autonomous action in order to meet its design objectives [12,
13].
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After completing its task on the host, the mobile agent
migrates to another host to execute and this continues until
the mobile agent returns to its home machine after
completing execution on the last machine in its itinerary. In
summary we can say that a mobile agent experiences the
following events in its life cycle [9, 10, 19]:

Creation: a brand new agent is born and its state is
initialized.

Dispatch: an agent travels to a new host.

Cloning: a twin agent is born and the current state
of the original is duplicated in the clone.

Deactivation: an agent is put to sleep and its state
is stored on a disk of the host.

Activation: a deactivated agent is brought back to
life and its state is restored from disk.

Retraction: an agent is brought back from a
remote host along with its state to the home
machine.

Disposal: an agent is terminated and its state is lost
forever.

2. Data Acquisition
To acquire the information needed to achieve their goals,
MAs usually interrogate their local environment [16]. This
information needs to be filtered locally by the agents before it
is either stored with the agent or forwarded to some receiving
destination (such as the original network node of the agent).
3. Route Determination
Once the agent has finished with a network node, it must
make a decision of where to move to next. The acquisition of
data leading to this decision can be derived by one of three
methods Predetermination, Dynamic determination,
Hybrid determination [16].
4. Communication
It is fundamental that MAs should have the ability to
communicate. The parties that a mobile agent wishes to
converse with include Local environment, other agents as
well as Users.
There are two methods for agent
communication to take place [16, 17].
 Networked-oriented:
Agents
communicate
through some network-based mechanism, such
as message passing. This means that the
communicating parties do not have to be
residing on the same node or on the same
network.
 Node-oriented: Agents communicate through local
inter-process communication mechanism, such
as files, shared memory or anonymous pipes.
This mean that the communicating parties must
be currently executing on the same network
node.
Communication can also take place in two basic forms:
Synchronously, where, the communicating parties must
arrange for a time to communicate and must be synchronized
before data can be transferred. This is typically used for
situations where the data is important and needs to be
confirmed. While in Asynchronous form, the
communicating parties can communicate with each other at
will: the data is received as the receiving party checks for it.
This form is generally used for transferring informative data.
[16, 18].

Figure 2: The life cycle of a mobile agent
2.1.3
Benefits of Mobile Agent
The use of mobile agents has several advantages and
following are some the areas that may benefit from
appropriate use of mobile agents [20, 21, 22, 23, 24, 25].
1. Reduction of network traffic/ load: software
codes are often smaller than data that it processes.
Therefore, the transfer of mobile agents to the
sources of data creates less traffic than transferring
the data and this in turn reduces the network
bandwidth consumption.
2. Space savings: Because a mobile agent resides
only on one node at a time, while carrying its
functionality with it, the agent does not have to be
duplicated, thereby saving space.
3. Support for heterogeneous environments: If the
framework is in place, agents can target any system
because MAs are separated from their host by,
mobility framework.

2.1.2
The life cycle of a Mobile Agent
Irrespective of what kind of MA, their life cycle is similar.
An MA consists of the program code and the program
execution state, that includes the current values of variables,
next instruction to be executed among other parameters [1,
19]. The agent initially resides on the home machine, from
where it is then dispatched to execute on a remote computer
called a host machine. When an MA is dispatched its entire
code and execution state is transferred to the host machine.
The host provides a suitable execution environment and
resources (CPU, memory, etc.) for the MA to perform its
task.
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4.

5.

6.

7.

Robustness and fault tolerance: If a distributed
system starts to malfunction, then mobile agents
can be used to increase availability of certain
services in the concerned areas. E.g. the density of
fault detecting or repairing agents can be increased.
In addition, fault-tolerance prevents a partial or
complete loss of the agent.
Easy software upgrades: An MA can be
exchanged virtually at will. In contrast, swapping
functionality of servers is complicated, especially if
we want to maintain the appropriate level of quality
of service (QoS).
Asynchronous and Autonomous Execution:
Once a mobile agent is dispatched from the home
machine, the home machine can disconnect from
the network. The mobile agent then executes
autonomously without the intervention of the home
machine. The home machine can reconnect at a
later time and collect the agent and its data. This
allows it to overcome network latency.
Freeing the user to log out or migrate since the
agent's life is independent of the user's session.

3. THE PROPOSED SYSTEM
We propose a system using the above MA infrastructure that
has host computers on a network, where each host is to
capture the result of the election conducted in a polling
station (PS). The system will also have a host/server
computer located in each local government area (LGM) of a
State as well as a server at the State level (SHM) of the
Electoral Office. After voting in each polling station, the
result of that polling station is entered into the host computer
for that polling station and then stored on a database resident
on the host. We propose a three-level home machine system
whereby the LG area servers are ultimately the host
machines, with respect to the State home machine (SHM).
These SHM are also host machine, with respect to the Central
server at the INEC Abuja secretariat (CSM). Figure 4 shows
a sub-section of this structure.

2.2
The Mobile Agent Infrastucture
The development of MA infrastructure as shown in figure 3
provides a framework for code mobility. Every network
component (NC) contains a Mobile Code Daemon (MCD)
running within a Java Virtual Machine (JVM). The MCD
provides a number of services that facilitates the execution of
mobile agents, which include: a Mobile Code Manager
(MCM) that manages the life cycle of a mobile agent, a
Migration Facilitator (MF), to transport mobile agents
between NCs, a Communication Facilitator for collaboration
between local and remote mobile agents, and an interface
called the Virtual Managed Component (VMC) which
provides for mobile agents accessing the NC’s managed
objects and resources in a controlled and secure way. The
VMC is responsible for management of the mobile agents’
access rights and the allocation of resources to that agent [26,
27].

Figure 4: The structure of the proposed system
This proposed system is capable of dynamically reading
results of elections from several different known servers by
executing some of its code, save its state and return the
summary to the central server. This helps in effective
collation of all results from different local governments in the
state and ultimately the whole nation. Since the proposed
system only handles information from one node to another,
the following assumption is made: Each computer represents
a polling point with its database, in which result of the
election is keyed after the voting exercise and is connected to
the main (home) computer (that will be placed where the
results is to be announced).

4. SYSTEM IMPLEMENTATION
Each node (PS, LGM, SHM, CSM) will have a database to
which all results will be logged in and read from, ultimately
by the agent. The master computer dispatches several clones
of the same aglets to all the computers on the network to
gather the results. Figure 5 shows the diagrammatic model of
the proposed system and interaction among the different
components. The processes involved are listed below:

Figure 3. The Mobile Agent Infrastructure
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i.
ii.

Given number of nodes as m and a master node as p
At a given time T1 (on completion of voting
exercise), the master node p creates m clones of
aglets a and dispatches each clone to the various
nodes
iii. On arrival at the nodes, the aglets query the
database for the results and build a serializable
object that contains all the information needed from
the node.
iv. After a defined time T2, the master node tries

retracting the aglets from their context. It can only
retract aglets instances that are done querying and
compiling the results.
v. After all compilation is done, a rebuild process that
involves showing the results of the poll is displayed
based on the information obtained from each aglet.
vi. If an aglets finishes before time T2, the aglets is
made to sleep (deactivated)

Remote Location

Remote Location

Node A

Node
B
Database on a
remote host

Database on a
remote host

Agent Execution
environment (Tahiti
Server)

Agent Execution
environment (Tahiti
Server)

Agent

Agent

Home
Server

Database on
home machine

Home machine
(node)

Main Tahiti server
(it dispatches agents
to other Tahiti
servers)

Figure 5: The diagrammatic model of the proposed system and interaction among different components
display the results from all the visited nodes, at the click of a
button. Figure 6 shows an instance of the result from a
remote host which is displayed on the command prompt of
the remote host with its port number (6000). The data
displayed are in this order: state_id, lga_id, party_id, post_id,
unit_id, ward_id, total votes, date/time uploaded).

To this effect, the following was developed
1. The polling software has a backend database,
implemented with a MYSQL.
2. The polling software will be deployed on
computers that will be connected to the INEC
voting network.
3. The computers will be aglet enabled.
4. The Main computer / master will have the Tahiti
server running on it and will have the ability to
create, clone, dispatch and retract aglets at any
given time T2.
Dispatching an Agent: The agents are deployed /dispatched
to another node, with the use of the Aglet Transfer Protocol
(ATP) (see figure 4) connection. More than one instance of
aglet Tahiti server can be run on a machine, in which each of
the instance represents a node with its port number and can
be dispatched using local host.
Visited Nodes/ results: After time T2, a window displays a
list of all the nodes visited by the Aglet (agent), it can also

Figure 6: An instance of the result from a remote host
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The result is stored in the table “Results” on the remote
location database. This is the result that will be picked up by
the agent and then returned to the Home server database.
Result Compilation: After the agents are retracted, the
results gathered are added to the home server database table
“accum_result”. Figure 7 displays this action and the results
are pooled from the result table of each of the remote host.
While figure 8 shows the MySQL view of the accumulated
results from the various nodes visited.

Figure 7: Compilation of results to Home Server database

Figure 8: MySQL view of the results pooled
Election results: After all the agents have been retracted and their data gathered, the pool results can then be displayed as shown
in figure 9. This is the window that displays the total result of all nodes for each party. The result can only be viewed on the
main server/ home node, after the result has been summarized by the agent.

Figure 9: poll result display screen
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Strenght of the Proposed System
The proposed system has the following strength compare to
the existing system, thus
1. Ability to retrieve information remotely
2. Ability to retrieve and manage information under
limited network bandwidth and latency
3. Provides simplicity and flexibility when conducting
election compared to the existing system.
4. Ability to process results on site and returning the
summary of the result.
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ABSTRACT
Interactive Computer Technologies (ICT) have crept into education industry, thus dramatically causing a tremor of
transformation as it is continually integrated into the instructional process. The world moving rapidly into digital media and
information, the role of ICT in education is becoming more and more important and this importance will continue to grow and
develop in the 21st century. This paper highlights the various impacts of ICT in education and explores potential future
developments. Education is a very socially oriented activity and quality education has traditionally been associated with strong
teachers having high degrees of personal contact with learners. Information communication technologies (ICT) at present are
influencing every aspect of human life and a potent force to bring educational reforms. They are playing salient roles in work
places, business, education, and entertainment. Moreover, many people recognize ICTs as catalysts for change; change in
working conditions, handling and exchanging information, teaching methods, learning approaches, scientific research, and in
accessing information. Therefore, this review article discusses the roles of ICTs, the promises, limitations and key challenges of
integration to education systems. The article attempts in answering the following questions: (1) What are the benefits of ICTs in
education? (2) What are the existing promises of ICT use in education systems of some developing countries? (3) What are the
limitations and key challenges of ICTs integration to education systems? The review concludes that regardless of all the
limitations characterizing it, ICT benefits education systems to provide quality education in alignment with constructivism, which
is a contemporary paradigm of learning. The successful integration of any technology, thus ICT, into the classroom warrants
careful planning and depends largely on how well policy makers understand and appreciate the dynamics of such integration.
Given the size and pace of development of this topic area it would be impossible to claim comprehensiveness of coverage in this
resource guide. It does however provide a detailed pointer to the main resources which can be used to further develop expertise in
this area.
Keywords: Technology integration, Pre-service teacher training, Constructivism, Behaviorism Enhancing learning;
Educational improvement; Teacher Education
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1. INTRODUCTION
ICT is a generic term referring to technologies which are
being used for collecting, storing, editing and passing on
information in various forms [1]. A personal computer is the
best known example of the use of ICT in education, but the
term multimedia is also frequently used. Multimedia can be
interpreted as a combination of data carriers, for example
video, CD-ROM, floppy disc and Internet and software in
which the possibility for an interactive approach is offered
[2]. Is technology driving teaching, or teaching driving
technology? Since the beginning of this century, education
has faced a variety of social, cultural, economical, and
technical challenges.

Globalization and technological change—processes that have
accelerated in tandem over the past fifteen years—have
created a new global economy “powered by technology,
fueled by information and driven by knowledge.”(1) The
emergence of this new global economy has serious
implications for the nature and purpose of educational
institutions. As the half-life of information continues to
shrink and access to information continues to grow
exponentially, schools cannot remain mere venues for the
transmission of a prescribed set of information from teacher
to student over a fixed period of time. Rather, schools must
promote “learning to learn,”: i.e., the acquisition of
knowledge and skills that make possible continuous learning
over the lifetime.(2)
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“The illiterate of the 21st century,” according to futurist
Alvin Toffler, “will not be those who cannot read and write,
but those who cannot learn, unlearn, and relearn.”Integration
of ICT in education has been a contentious issue. There are
considerable differences of ‘e-maturity within and between
countries, and between schools within countries. In some
countries schools have embedded ICT into the curriculum,
and demonstrate high levels of effective and appropriate ICT
use to support teaching and learning across a wide range of
subject areas. In other countries however, schools are in the
early phase of ICT adoption, characterised by important
enhancements of the learning process, some developments of
e-learning (ICT enabled learning), but no profound
improvements in learning and teaching. At one extreme, there
are some who are not convinced that ICT will bring the
pedagogical benefits that have been so much touted about. At
the other extreme, technology advocates like Edison (cited in
[3] [3] claim that technology will change the educational
landscape forever and in ways that will engender a dramatic
increase in the performance of learners. In between these two
extremes, there are others who adopt a balanced approach.

Two large studies, an international study by Fuchs and
Woessmann involving [7] developed and 31 emerging
countries , and another by Wenglinsky surveying U.S.
schools [8], found a negative relationship between the
availability of computers in the home and achievement
scores. Research has also shown that success of ICT in
education depends largely on teachers and their level of skill
in integrating ICT into the teaching process and in utilizing
ICT to provide learner-centred, interactive education. The
effective integration of ICTs into the educational system is
irrefutably a complex, multifaceted process that involves not
just technology—indeed, given enough initial capital, getting
the technology is the easiest part!—but also curriculum and
pedagogy, institutional readiness, teacher competencies, and
long-term financing, among others. Unfortunately, many
teachers tend to ‘keep off’ or avoid using them either because
they find it too sophisticated or because they find it
expensive. Therefore, training teachers to be able to use ICT
and to integrate ICT into teaching is crucial for achieving
improved educational outcomes with ICT.
For developing countries ICTs have the potential for
increasing access to and improving the relevance and quality
of education. It thus represents a potentially equalizing
strategy for developing countries. Furthermore, the rapid rate
with which new technologies change and develop implies
that education programs must keep pace with advancements
in knowledge and skills and also the demands and
requirements of employees to stay relevant. The kind of skills
needed and how universities can help to foster these skills are
issues yet to be fully addressed. It is crucial that universities
equip their students with appropriate knowledge, skills and
aptitudes to be more competitive in a shrinking and
increasing global and competitive labor market. In addition,
the trend towards a knowledge-based economy has
emphasized the importance of universities being repositories
of valuable human capital to help secure shares in the global
market. The shift to high-technology and information
technologies economies requires sustained human resource
development and training. Thus, driven by globalization and
pressures to teach and train knowledgeable, skilled and
competitive professionals, universities has a huge challenge
to enhance access to higher education and also improve the
quality of higher education against the reality of decreasing
resources. Universities need to be innovative and leverage on
the rapid developments in ICTs and lead by example in using
these cutting edge technology to meet these expectations.

They are convinced that ICT, if properly integrated, has the
potential to enhance the teaching and learning process. If
properly integrated, ICT-enabled education has the potential
to promote the development of students' decision-making and
problem solving skills, data processing skills, and
communication capabilities. If designed and implemented
properly, ICT-supported education can promote the
acquisition of the knowledge and skills that will empower
students for lifelong learning [4]. The 21st Century will see
nations increasingly relying on technology to address
growing concerns about diminishing resources and ensuring
sustainable development. The economic crisis of 2008-2009
has heightened the importance of having competent human
resources to assist the recovery of losses resulting from the
crisis. Concerns over educational relevance and quality
coexist with the imperative of expanding educational
opportunities to those made most vulnerable by
globalization—developing countries in general; low-income
groups, girls and women, and low-skilled workers in
particular. Global changes also put pressure on all groups to
constantly acquire and apply new skills.
The International Labour Organization defines the
requirements for education and training in the new global
economy simply as “Basic Education for All”, “Core Work
Skills for All” and “Lifelong Learning for All”. The most
pronounced finding of empirical studies on ICT impact is that
there is no consistent relationship between the mere
availability or use of ICT and student learning. Two major
studies in the U.S. found a positive relationship between
availability of computers in schools and test scores. [5] [5]. A
study in Australia [6] found no relationship between
computer availability in schools and test scores.

ICT education is a diverse field encompassing a range of
disciplines; both those traditionally classified as IT (e.g.,
information systems, computer system engineering and
computer science) and newer disciplines which cross over a
number of educational domains (e.g., business systems, web
development and design, e-commerce).Broadly, three major
types of ICT induced studies can be identified--measure ICT
integration into education in terms of infrastructure and
access, identify and measure the use of ICT in educational
settings and last but not least the impact of investment of
ICT on learning and teaching .
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To respond to these problems, policymakers need to make
fundamental changes. They need to replace the informationbased, teacher-directed learning provided within a formal
education system governed by directives with a new type of
interactive learning that emphasizes creating, applying,
analyzing, and synthesizing knowledge and engaging in
collaborative learning throughout the lifespan. As more and
more higher education institutions are using ICT to develop
course materials, deliver and share course content, lectures
and presentations, facilitate communication among lecturers
and students, encourage pedagogical innovation, increase
cooperation and collaboration, conduct research, enhance
professional development, and provide administrative and
management services. ICTs are a potentially powerful tool
for extending educational opportunities, both formal and nonformal, to previously underserved constituencies—scattered
and rural populations, groups traditionally excluded from
education due to cultural or social reasons such as ethnic
minorities, girls and women, persons with disabilities, and
the elderly, as well as all others who for reasons of cost or
because of time constraints are unable to enroll on
campus..ICTs provide a window of opportunity for
educational institutions and other organizations to harness
and use technology to complement and support the teaching
and learning process. E-learning is an example of the use of
these ICT-supported teaching and learning methods whose
use in educational institutions is gaining momentum with the
passage of time [9].

According to [11] information and communication technology
(ICT) may be regarded as the combination of ‘Informatics
technology’ with other related technology, specifically
communication technology. Informatics refers to the science
dealing with the design, realization, evaluation, use and
maintenance of information processing systems, including
hardware, software, organizational and human aspects, and the
industrial, commercial, governmental and political implications
of these. Informatics Technology on the other hand is defined as
the technological applications (artifacts) of informatics in
society. From a less technical viewpoint the term information
and communication technology (ICT) refers to the range of
technologies that are applied in the process of collecting,
storing, editing, retrieving and transfer of information in various
forms. The foregoing definition implies that a broad range of
technological equipment such as computers, mobile telephones,
MP3/MP4/WMA storage devices, file transfer protocols,
listservs, satellites, world wide web etc are used for information
exchange among people for different purposes.
These devices are capable of both synchronous and
asynchronous communication formats, and the most advanced
of these technological applications is the concept of multimedia,
which refers to teaching and learning devices that include a
combination of data manipulators e.g. video, CD ROMs, floppy
disks etc which facilitates interactive communication between
and among individuals. Given these descriptions of the
components of ICTs, it should be clear why ICTs are
considered a more robust and all encompassing phenomenon
than the popular narrowly held conception of mere application
of computers in human activities. According to [12] information
and communication technologies are the backbone of the
knowledge economy and in recent years have been recognized
as an effective tool for promoting economic growth and
sustainable development.

Can a better world be achieved via better communication?
This is a perpetual question concerning communication
researchers and practitioners for centuries. It is our vision that
free and balanced communication between communities,
nations and civilizations is the path to a peaceful and
prosperous globe. Communication is closely related with the
development of each individual. It is also interrelated with
community and global contexts. As information
communication technology brings people around the world
closer, the need for human to understand and share meaning
between each other becomes more urgent than ever. The
existing global communication order is still far from
satisfying this requirement.
There are problems of
dominance of the elite-clubs, digital divide, intercultural
stereotyping and discrimination, the dilemma of regulation
versus liberty, etc.
According to [10] ICTs have become within a very short time,
one of the basic building blocks of modern society. Many
countries now regard understanding ICT and mastering the
basic skills and concepts of ICT as part of the core of education,
alongside reading, writing and numeracy. However, there
appears to be a misconception that ICTs generally refers to
‘computers and computing related activities’. This is fortunately
not the case, although computers and their application play a
significant role in modern information management, other
technologies and/or systems also comprise of the phenomenon
that is commonly regarded as ICTs.
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The use of ICT in education can be seen to reflect a shifting
pedagogical paradigm that has its roots in the educational
theory of John Dewey and Paulo Freire. For both Dewey and
Freire, education, and commensurate with this the role of the
teacher, is concerned not with the dissemination of
knowledge or with preparing students for a world of work,
but in imbuing them with the skills that they need to become
rounded individuals and better human beings. This is more
because we are living in a world of rapid change where
technologies play a multitude of roles. We cannot remain
indifferent to this societal metamorphosis. As researchers and
educators, we have a responsibility to embrace and shape the
processes of change that ICTs bring to teaching, life,
learning, work, and livelihoods. The role of education in
society is in flux, as a result of the progression of the forces
of globalization, the pace of technological change, the everincreasing centrality of information and knowledge, and the
importance of skills to access and use both new technologies
and information more effectively. The result is that the aim of
education has shifted and we need to better align technology
with pedagogy.
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A paradigm shift in understanding how technology can be
embedded in teaching practices is necessary to ensure that
education can move into a new era of learner-centric
education. Countries have been investing considerably in
terms of money, expertise, resources and research to integrate
technology in education as smoothly as possible so that the
classroom environment is made more conducive for enhanced
teaching and learning. Nations have recognised not only the
positive effects of technology in education, but also the
pivotal roles that it plays in securing jobs in the competitive
job market of the 21st century. Prospective job applicants
increasingly need to be computer-literate in order to qualify
for job positions. Moreover, for countries to compete with
each other in the global information-based and knowledgebased economy, they need a workforce that is skilled in the
use of technology to gain the necessary competitive edge
over one another. Hence, it is no longer a question of if
technology should be integrated in the school setting, but a
question of when and how to integrate technology so that it
benefits all the parties concerned – students, teachers,
administrators, parents and the community. Countries that
fail to recognise and act according to the trends in new
content and new methodologies in education and training
may find it very hard to compete in the global economy [13]
[13].

ICT is an umbrella term that includes all technologies for the
communication of information. Prevailing technologies of
reproducing, storing and transmitting of information in
today’s world have changed irrevocably. Information
technologies have modified the nature of civilization and
brought new ideas and ideals. Globalization and
technological change—processes that have accelerated in
tandem over the past fifteen years—have created a new
global economy “powered by technology, fueled by
information and driven by knowledge. The emergence of this
new global economy has serious implications for the nature
and purpose of educational institutions. As the half-life of
information continues to shrink and access to information
continues to grow exponentially, schools cannot remain mere
venues for the transmission of a prescribed set of information
from teacher to student over a fixed period of time. Rather,
schools must promote “learning to learn” i.e., the acquisition
of knowledge and skills that make possible continuous
learning over the lifetime. “The illiterate of the 21st century,”
according to futurist Alvin Toffler, “will not be those who
cannot read and write, but those who cannot learn, unlearn,
and relearn.” The incorporation of technology into teaching
and research is one of the most important challenges for
education today.
Technology has always impacted education; the printing
press allowed textbooks to be developed, and the replacement
of slates and chalk by pencil and paper permitted a permanent
record of one's writing to be preserved. It is time to move
beyond the walls of our classrooms to join forces with other
institutions and societies to revitalize education. Technology
development in the beginning of 21st century has changed
not only the way classrooms appear, but also necessitated a
change in how students in the classrooms learn. The
integration of educational technology into classroom
instruction to enhance student learning is of increasing
interest to stakeholders such as policymakers, administrators,
educators, students, and parents [15]. Technology allows us
to better serve the diverse learning styles of our students and
educate them for a wider range of intelligence. Everybody
has different learning styles for meaningful learning but
teachers cannot represent all the styles in a traditional
classroom environment. However, with the flexibility and
help of the technologies, we can design learning
environments in which students can manage and construct
their own representations of knowledge in their minds.

A predetermined process is important for the integration of
ICTs in the classroom, curriculum, school management,
library, and any educational setting. Integration of ICTs
enhances the quality of education by helping teachers to do
their job and by helping students to learn more effectively. In
these contexts, teachers’ shifting role in the 21st century
involves an essential mission, which is to be the frontier for
applying technological innovations to the teaching and
learning process. At this point, necessary skills and the level
of future teachers’ readiness are key factors in implementing
new ICTs. Consequently, schools of teacher education play a
crucial role in preparing future teachers to become proficient
in the integration of ICTs into the curriculum. They need to
help prospective teachers understand how ICTs can be used
to teach content in rich and meaningful ways [14] [14] [14].
We are experiencing the dawn of the new millennium, one
that is built on information and increasing technological
advancements. The millennium brings with it a world of
greater interconnectivity and an accelerated flow of data,
whilst decreasing time and international boundaries. The
force driving this rapid revolution in communication,
transforming the world from isolated islands to
interconnected superhighways is ICT. In the future these
networks, in conjunction with future and emerging ICT
technologies, will serve as a global area network that
connects Intranets of companies, the home systems of
families, possibly the personal computers of individual
people and the microprocessors of all types of equipment. To
summarise, ICT will have a consequential and ubiquitous
effect in the world — especially in the area of education —
now and particularly in the future.

It is generally believed that ICTs can empower teachers and
learners, making significant contributions to learning and
achievement. However, current research on the impacts of
ICTs on student achievement yields few conclusive
statements, pro or con, about the use of ICTs in education.
Studies have shown that even in the most advanced schools
in industrialized countries, ICTs are generally not considered
central to the teaching and learning process. Moreover, there
appears to be a mismatch between methods used to measure
effects and the type of learning promoted. Standardized
testing, for example, tends to measure the results of
traditional teaching practices, rather than new knowledge and
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skills related to the use of ICTs. It is clear that more research
needs to be conducted to understand the complex links
between ICTs, learning, and achievement. However, the
experience of introducing different ICTs in the classroom and
other educational settings all over the world over the past
several decades suggests that the full realization of the
potential educational benefits of ICTs is not automatic. The
effective integration of ICTs into the educational system is a
complex, multifaceted process that involves not just
technology—indeed, given enough initial capital, getting the
technology is the easiest part!—but also curriculum and
pedagogy, institutional readiness, teacher competencies, and
long-term financing, among others

Only in this way can educational institutions in developing
countries effectively and equitably address the key needs of
the population, to help the population as a whole respond to
new challenges and opportunities created by an increasingly
global economy. ICTs, therefore, cannot by themselves
resolve educational problems in the developing world; as
such problems are rooted in well entrenched issues of
poverty, social inequality, and uneven development. What
ICTs as educational tools can do, if they are used prudently,
is enable developing countries to expand access to and raise
the quality of education. Prudence requires careful
consideration of the interacting issues that underpin ICT use
in the school—policy and politics, infrastructure
development, human capacity, language and content, culture,
equity, cost, and not least, curriculum and pedagogy.

2. TECHNOLOGY INTEGRATION IN SCHOOLS
The findings indicate that teachers encounter many barriers
like- lack of confidence, lack of competence and lack of
access to resources. Since confidence, competence and
accessibility have been found to be the critical components of
technology integration in schools, ICT resources including
software and hardware, effective professional development,
sufficient time and technical support are required. No one
component is self-sufficient to provide good teaching.
Promoting equity through ICT is one of the most important
issues any educational government has to handle while
developing computer culture in schools. In order to realise
this objective, we need a model of the eLearner of the first
decade of the new millennium. This “digital student” is
similar and at the same time very different from those we
encounter in the classrooms of today. Over the past decade,
educators have been under pressure to reform school through
technology. Public and political support for technology use
has generated billions of dollars toward increasing its
availability to schools and colleges [16] [16]. Information and
Communication Technologies (ICT) can be an extremely
powerful enabler in efforts to bring positive and sustainable
development to countries around the globe. Today, almost a
full decade into the 21st century, we live amidst an
unprecedented revolution in the advancement of ICT.

ICT can play a vital role in increasing access to education as
well as providing better quality education. While there is
agreement that ICT can be a powerful tool for advancing
education efforts going forward, the challenge we face today
is turning the potential of Information and Communication
Technologies for Education (ICTE) into reality with results.
This is a tremendous challenge, compounded by the realistic
fears that if not used properly, ICT can increase existing
social and economic inequalities, particularly if access and
use of ICTE is not equally available to everyone.
Implementation of ICTE must be case specific and locally
driven, or the development community may risk further
isolating impoverished populations rather than promoting
inclusion and social advancement. In addition to the dangers
of further isolating already marginalized groups, evidence
from ongoing projects around the world reveal that effective
implementation of ICTE initiatives is extremely challenging.
Imagine a remote village in India and some of the potential
challenges to overcome when introducing ICTE to those
living there. Is there adequate government support and
funding for the projects? Is there infrastructure and
connectivity for computers in the schools? Have the teachers
ever used computers before and are they willing to adopt
their teaching styles to do so? These are only a few of the
many questions one would face when attempting to bring
ICTE to areas that may not be as familiar with the concept.

A vibrant education sector is fundamental for developing
human capital within countries. With an active and
transformative education policy and a supportive
infrastructure, the development of a knowledge-based
population can apply itself to sustained and equitable growth.
If there is one truism that has emerged in the relatively brief
history of ICT use in education, it is this: It is not the
technology but how you use it! Put another way: “How you
use technology is more important than if you use it at
all…[and] unless our thinking about schooling changes along
with the continuing expansion of [ICTs] in the classroom
then our technology investment will fail to live up to its
potential.”85 Technology then should not drive education;
rather, educational goals and needs, and careful economics,
must drive technology use.

Quite common today, teachers expect recipes for using
technology. Simply stated, they want to be shown how to do
something with computers without actually learning to use
them. Teachers invariably seek to be given procedures to
follow, packaged lesson plans to implement, imaginative and
representative applications of technology that they can carry
back to the classroom and put into practice in teaching. This
is a popular notion among many teacher and technology
educators and seems on the surface to make sense. This idea
as a goal for empowering teachers with technology for the
benefit of school children seems quite appropriate at first
glance and is thought to withstand any criticism as noble and
obviously beneficial for the target group.
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As an analogy, consider hiring a chef for an important
banquet. Your chef is known to have gone through schooling
designed to prepare the chef with the latest in cooking the
finest meals. Two hours before your guests arrive you look in
on your chef only to find a total dependence on recipes, stepby-step charts and other such aids. When you inquire about
the chef’s ability to intuitively manage the art of cooking
with a flare of imagination, insight and mastery, your wizard
for your evening of magic points to the recipe. The chef
explains with confidence that their experience in school was
state-of-the-art, equivalent to the finest schools around the
world, and amounted to getting a recipe book and some
classroom practice following the recipes. You of course
reluctantly and apprehensively settle for the hope that the
recipe will work out for your evening.

An overwhelming amount of information is readily available
for us to use just fingertips away. The immense amount of
information demands that one has the ability to search, locate,
analyze, and judge the usefulness of the information.
Publishing software programs make it possible that everyone
becomes a published author. New technologies have also
blurred the line between authors and readers in cyberspace.
Various modes of communication, both asynchronous and
synchronous, are possible through networked computers and
devices such as iPhones and iPads. Space and time are no
longer hurdles for communication as they were before. These
are just some examples of the changes brought by new ICTs
that are connected to literacy-related competence.
Many research reports have demonstrated clearly that for
effective use of ICT, teachers need to be confident and
familiar with technology - they have to perceive a reason to
use it and be convinced of the benefits. Computers have to be
easily accessible, case studies of good practice need to be
available, and teachers ought to facilitate the development of
increased student autonomy and offer opportunities for
authentic learning. There is considerable evidence that
students’ learning is more robust and that their knowledge
and understanding increases where ICT is used in ways that
promote learners to work together and where the teacher is
less didactic. However, for students’ learning to develop in
this way, teachers’ views of learners have to change and their
teaching has to move towards a social constructivist
perspective in which they encourage knowledge sharing. ICT
alone will not change teachers; it is a fundamental view of
learners that needs to change, but ICT can be a catalyst.

This scenario, as absurd as it is, is not unlike what today
teachers expects from their study of technology. The
intuition, problem-solving and critical thinking abilities
consistent with learning and mastery are not commonly
recognized as vital for classroom integration of technology.
Such elements of education require one to change. To risk
over dramatizing, becoming a competent user of technology
involves a transformation as one acquires an education – a
mastery. Teachers don’t want to change and prefer instead to
merely pickup copies of their recipes and thus their mindset
precludes being educated at all.
3. CHANGING MODE OF TEACHING
Information and Communication Technologies (ICT) that are
becoming increasingly pervasive in societies around the
world are also reaching schools. With numerous global
advancements in ICT it is essential that educators have a
thorough working knowledge of these media and their
influence on the performance and engagement of their
students. There is no firm agreement on the definition of ICT,
as these technologies evolve almost daily. Here we assume
that ICT includes, but is not limited to, personal computers,
laptops, printers, LCD projectors, palm devices, iPods, fax
machines, cell phones, Internet, and Intranet.

While everybody is jumping into the ICT bandwagon, it may
be more rewarding to take a step backward and adopt a
thorough plan to ensure the meaningful implementation of
ICT in schools as well as the high quality of education for the
younger generation. The teacher is there to provide support
and guidance. There is however a need to provide underlying
support to teachers to help them accept the potential of
technology for learning. The use of ICT can alter teachers’
views of learners but it takes time to match teaching to this
new view. It is likely that some teachers will need more
support than has been anticipated and provided for in the
current initiatives for teacher training in the integration of
ICT into subject teaching.

Conventional teaching has emphasised content. For many
years courses have been written around textbooks. Teachers
have taught through lectures and presentations interspersed
with tutorials and learning activities designed to consolidate
and rehearse the content. Contemporary settings are now
favouring curricula that promote competency and
performance. Curricula are starting to emphasise capabilities
and to be concerned more with how the information will be
used than with what the information is. As we move into the
21st century, many factors are bringing strong forces to bear
on the adoption of ICTs in education and contemporary
trends suggest we will soon see large scale changes in the
way education is planned and delivered as a consequence of
the opportunities and affordances of ICT. No longer do we
have to rely on print media to obtain the information we
need. Electronic and digital texts permeate our daily reading
and have become a way of life for many adults and students.

More student autonomy and encouragement for students to
take more responsibility for their own learning is considered
to be essential for students to engage in learning in a way that
makes the skills they develop transferable to a range of
situations and helps them become effective problem solvers.
Teachers ‘telling’ students is no longer a sufficient strategy
and has proved to be ineffective in knowledge processing and
retention. Teachers need to re-evaluate their position in the
classroom and ICT can be used in several ways to support
this way of working. ICT can be a resource for teaching in
the same ways as other resources such as books, videos, radio
and audiocassettes.

50

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Teaching can be through, with or about ICT and teachers’
workloads can be reduced with the use of learner
management systems that will allow them to maintain records
of students, support the preparation of reports and manage
timetables, for example. Students can learn in classrooms or
at a distance and as ICT becomes increasingly available
inside and outside of educational institutions, there are far
more choices about where, how and when to learn than ever
before. The introduction of multimedia within computerbased environments has had a beneficial effect on student
learning. The introduction of a full range of media to
complement text and static images and to combine audio,
video, and animation provides the learner with a richer
learning environment that can provide greater support and
develop deeper understanding. Additionally learners can
select the medium by which they learn best, and they can
demonstrate their understanding in more varied ways, thus
providing opportunities for a greater number of students for
whom traditional learning environments might have been
prohibitive.

It is a daunting task to separate the effects of technology from
the effects of other factors that influence teaching and
learning. Results and conclusions must be considered in the
context of the interdependent set of variables in which the use
of technology is embedded. These variables can include
access, teacher preparation and experience, student
background, curriculum content, instructional methods, and
additional educational resources. Ascertaining technology’s
context as well as its impact calls for comprehensive
evaluations that consist of both formative and summative
components. Formative evaluations (during the course of the
program) track the implementation of the technology.
Summative evaluations (at the end of the program) examine
the impact of the technology application.
ICT is emerging in a new avtaar, that may be different from
the well known form of technology solely based on a PC
connected to the Internet.Education is being partially
transformed by new technologies. At one time students could
learn a small, but fixed body of knowledge. However, today,
the enormous amount of available information, coupled with
the fact that the amount of knowledge in the world continues
to double at an increasingly quick rate, requires a
transformative approach to education. It is imperative that the
student of today learns how to be an information manager,
rather than in information regurgitator [19].

4. THE ROLE OF EMERGING TECHNOLOGIES
Technology is evolving at an astonishing rate. It is argued
that the adoption of emerging ICT should be examined from
a dynamic process perspective. Traditional adoption theories
developed by previous researchers [17] [17] [17] have
contributed to technology adoption studies in the past, but
they have limitations in capturing constant technology
advancements and the dynamic and evolutionary nature of
technology adoption Radical breakthroughs in ICT
increasingly rely on deep synergies with other disciplines and
with the arts and humanities. This requires new attitudes and
novel collaborations between a broad diversity of actors in
research.As we move into the 21st century, these factors and
many others are bringing strong forces to bear on the
adoption of ICTs in education and contemporary trends
suggest we will soon see large scale changes in the way
education is planned and delivered as a consequence of the
opportunities and affordances of ICT. In this new Golden
Age of technology there is widespread belief that thoughtful
and pervasive applications of technology can help eliminate
many educational inequities between inner city and suburban
schools, between urban and rural districts, and those affecting
minorities and people with physical and learning disabilities.
Technology should be a tool to help educators meet the
educational needs of all children.

In a technology-rich environment one must remember that
the educational focus is on learning and instructional goals
instead of the technology itself, because technology is merely
tool or vehicle for delivering instruction[20]. It is not what
equipment is used, but how the equipment is used which
makes it relevant to a constructivist classroom [21]. Studies
show that in technology rich classrooms there are many
observable changes:
1.
2.
3.

4.
5.
6.
7.

As such, technologies cannot function as solutions in
isolation, but must be thought of as key ingredients in making
it possible for schools to address core educational challenges
[18].There seems to be universal agreement that a major
criterion of technological implementation in the schools
should be whether such applications actually do improve
teaching and learning and increase student achievement.
However, there also seems to be consensus about the
complexity and challenge of reliably evaluating the
effectiveness of technology.

There is a shift from whole class to small group
instruction.
Coaching occurs rather than lecture and recitation.
Teachers work with weaker students more often rather
than focusing attention on brighter students as in
traditional settings.
Students are more actively engaged.
Students become more cooperative and less competitive.
Students learn different things instead of all students
learning the same thing.
There is an integration of both visual and verbal thinking
instead of the primacy of verbal thinking [22]

As the technological age continues to render traditional
classroom practices obsolete, many educators are still
untrained and apprehensive when it comes to technology
integration. Therefore, a paradigm shift is needed that
requires more than just a quick-fix staff development
solution. This leads to the expectation that teachers will
create learning environments which challenge and broaden
their students’ comprehensive use of technology.
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Given the technology driven nature of our global, information
based society, lack of technology integration among teachers
in classrooms is a major concern in education today. Few
would argue that the goal of technology-based professional
development is technology integration, but a common
definition of technology integration is hard to find. Until
recently technology integration was equated with computing
equipment in schools, and even today many school districts
seem to be of a similar mind. However, the rapid escalation
of technological advances, most especially the growth of the
World Wide Web, has led educators to expand conventional
notions of literacy to include "being able to use an array of
technologies to gather information and communicate with
others." and to call for technology integration across the
curriculum.

How can technology be appropriately used, and how can it be
misused? There are many software packages available which
are little more than electronic worksheets focusing on skill
and drill. [23] states, "To promote the wholesale use of
technology-based systems for [the teaching of] mechanical
skills, means that schools would settle for the lowest level of
instruction to the exclusion or extinction of higher level
skills. If the present system is failing to produce the type of
educated students that the nation needs, then automating
those same processes will not change the educational
outcomes. Having students learn superficial information
faster will not improve education" (p. 19). According to the
Education experts, Technology is helping teachers tailor
instruction toward student needs, making possible a studentcentered learning environment, aligning standards, allowing
for testing and diagnosis, allowing teachers to manage classes
and administrative duties more efficiently and letting teachers
pursue professional development opportunities more easily.

21st century is characterized with the emergence of
knowledge based society wherein ICT plays a pivotal role.
With this backdrop, major paradigm shift is imperative in
education characterised by imparting instructions,
collaborative learning, multidisciplinary problem-solving and
promoting critical thinking skills. Government of India has
announced 2010-2020 as the decade of innovation.
Reasoning and Critical thinking skills are necessary for
innovation. Foundation of these skills is laid at school level.
It is desirable that affordable ICT tools and techniques should
be integrated into classroom instructions right form primary
stage so as to enable students develop their requisite skills.
Most of the tools, techniques and tutorials are available in
Open domain and accessible on web.

Technology is helping students, including students with
special needs and those at-risk, acquire necessary skills,
participate in mainstream classes, prevail over limitations,
physical or learning, work on real-world problems,
communicate with peers around the world, improve their tests
and gain access to computers when it otherwise wasn’t
available. With technology, average students would make
substantial improvement and higher-level type students
would have no limitations. Literacy would no longer be a
concern and lower level and handicapped students would
have new prospects [24] [24]. Technology is helping
administrators show accountability for goals, use data to learn
about effective practices, manage information more
effectively, improve communications between parents,
teachers and students and provide different opportunities for
parental involvement.

Educators today need to separate themselves from the past
and accept technology as an integral part of the education of
students in the 21st century. Teachers need to recognize
technology as an instrument in their tool chest for teaching
and learning. But easy access to computers or labs does not
always guarantee integration of technology into teachers’
lesson plans. So, it should come as no surprise that while
many principals want to improve technology integration in
their schools, they just do not know how or where to begin.
They have to realize that to promote meaningful
technological changes, their teachers must be given
opportunities to acquire the skills needed to use technology
and then apply them in the context of the curriculum. It’s also
important to remember that change takes time, and a realistic
Technology Integration Plan should span three to five years.
During this time, administrators must be patient, diligent, and
attentive. Through strong vision and leadership, the number
of educators who can integrate technology effectively into
their teaching practices will increase, which will ultimately
lead to higher levels of student achievement.

What about the future of technology in education? There are
many stories of successes when computers and technology
are implemented in schools; there are also many stories of
failures, technology that isn’t fulfilling its promise of
improving our students’ education [24] [24] Most teachers
understand the potential of integrating technology into
curriculum and the changes it will make to the education
field, but many know that technology’s full potential won’t
be reached until it can be fully integrated in the classroom
and not just used as a supplement to traditional teaching.
Effective research based technology integration can enhance
students’ learning in language arts, mathematics, science,
social science, foreign language and technology literacy.
Students can synthesize and present knowledge creativity
through graphic presentation, audio and video files, online
portfolios and Web page creation. Teachers can motivate
students through project based collaborative programmes and
can take them on virtual field trips and other curriculum –
related websites. Perhaps the most useful pieces of available
technology for students are hypertext and hypermedia which
allow students to browse information in a nonlinear fashion.
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These data bases contain hyperlinks which give the decision
making power as to what to explore next. This type of
interactive learning also allows the student to create his or her
own nonlinear data bases! "Interactive learning in this context
means learning in which inquiry, feedback and ongoing
collaboration play important roles" [25]. As the 21st century
continues to roll on, educators and administrators are faced
with many issues. Budget concerns, insufficient funding, the
over regulation and micromanagement of schools, challenges
of school leadership, the politics of education, teacher
turnover, teacher quality, the No Child Left Behind Act [26]
standardized test scores, and potential referendums are issues
that all schools face. But perhaps one issue that gives school
districts the biggest headache is technology. The concerns
with technology and schools are many fold and a constant
concern of administrators, educators and school boards.
While there are numerous points to deal with when
discussing implementation of technology in schools and into
curriculum, the main roadblocks can be broken down into the
following issues:

very difficult to isolate the technology variable and determine
whether any observed gains are due to technology use or to
some other factor or combination of factors.Therefore, one of
the important concerns in using technology in teaching and
learning has been whether or not its use contributes positively
to student achievement. The need for an answer has become
more urgent in recent years due to two key factors—an
emphasis on standards- based accountability and the
substantial financial, instructional, and organizational costs—
involved in purchasing and implementing technology.
Research does not allow us to unequivocally state that
technology presents a cost-effective way to improve student
achievement. The relationship between the two is complex,
and problems with research methodology make it difficult to
show more than a correlative relationship. It is also next to
impossible to control all the variables in the imperfect
research environment of schools [30]. A number of metaanalyses, however, have been summarized by [31] in a report
to the Institute of Education Sciences (IES) and funded by the
United States Department of Education. These authors
examined meta-analysis studies from 1975 through 2002.
Overall, these analyses indicated educational technology has
positive effects on student achievement. According to the
Center for Applied Research in Educational Technology [32],
technology can improve student learning when it (a) supports
curriculum objectives being assessed; (b) provides feedback
about student performance to both the teacher and student; (c)
allows for student collaboration, discussion, and reflection;
(d) adjusts for diversity of learning styles and abilities of
students; (e) extends curriculum content beyond the
classroom; and (f) is supported by the school district and
community.

A large body of literature supports the idea that technology
training is the major factor that could help teachers develop
positive attitudes toward technology and integrating
technology into curriculum [27] [27] [27] [27] [27] . Of
course, technology training that simply focuses on teaching
basic computer skills is unlikely to ensure the successful
infusion of technology into the classroom. To effectively
infuse technology into the curriculum, teachers need to
participate in intensive curriculum-based technology training
that move them beyond the attainment of basic computer
skills to activities that teach them how to seamlessly integrate
technology into the curriculum [28] [28] [28] [28].[28]
.Research shows that while trained teachers did demonstrate
positive attitudes toward using technology and used more
technology than teachers who had no such training; they did
not show significant changes in frequent classroom
integration of technology with students and more studentcentered learning [29]. One factor which may contribute to a
lower than desirable rate of integration even after technology
integration training, may be the lack of on-going technical
and curriculum and technology integration idea support after
the initial training. Although states are recognizing the need
for technology integration training, training is usually short
term with no to minimal follow up support after training
classes.

In addition to examining the meta-analyses studies of others,
[31] conducted a systematic search of the impact of
technology on student outcomes. Their results indicated there
was a “modest, positive effect of teaching and learning with
technology on student outcomes” (p. 12). According to their
findings, teaching and technology processes can directly or
indirectly impact student outcomes. The analysis had several
limitations, however, which are indicated below:



5. TECHNOLOGY AND STUDENT ACHIEVEMENT



Effectiveness, cost, equity, and sustainability are four broad
intertwined issues which must be addressed when
considering the overall impact of the use of ICTs in
education. One of the most critical problems in trying to
assess the effectiveness of computers and the Internet as
transformational tools is that standardized tests cannot
capture the kinds of benefits that are expected to be gained in
a learner-centered environment. Moreover, since technology
use is fully integrated into the larger learning system, it is
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Having few quantitative research studies in peer
reviewed journals is a serious problem in this
research and in the field.
There were few randomized, experimental studies.
Most were descriptive or exploratory and did
not report specific findings.
The studies lack specificity resulting in difficulty in
coding and analysis
The findings are correlational and do not result in
strong causal inferences.
Some of the studies were a decade old and
technology has advanced greatly during this time
frame.
The authors of this study recommend additional,
continuous, high quality research on the impact of
technology on student achievement [31].
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After taking a methods course in which technology was
infused into the curriculum and used by participants, a group
of preservice teachers’ changed their perceptions about using
technology in the classroom from “a vehicle to deliver
information” to a “mind tool with which students could
learn” [36]. In addition to building their skill level of
technology, preservice teachers need to build their selfefficacy of teaching with technology. According to [37], selfefficacy refers to one’s beliefs about their ability to perform
an action. A person can have knowledge and skill of
technology, but without self-efficacy, they may never attempt
to use technology..[38] stated that teachers with higher levels
of self-efficacy for using technology in the classroom are
more likely to spend time and effort, and persist longer on
technology-related tasks than teachers with lower levels of
self-efficacy. Researchers [39] [39] described three areas that
can influence an individual’s self-efficacy: (a) personal
experiences and mastery of the material, (b) observation of
material modeled by others, and (c) positive social persuasion
from peers and mentors. As these areas build up for an
individual in using technology, fear and anxiety diminish and
they feel more confident in their ability to integrate
technology into the classroom. In other words, the more
positive experiences a preservice teacher has using
technology in their content area, the more value they see in it
and the more confident they become in using technology in
the classroom.

6. TEACHER ATTITUDES AND BELIEFS
Integrating technology into the curriculum in today’s schools
should not mean finding ways that computers can help us
teach the same old things in the same old ways. Instead,
school leaders have the opportunity to combine technology
with emerging models of teaching and learning to transform
education. If technology is an appropriate vehicle for
promoting meaningful learning, why is it difficult to
incorporate technology within the classroom? There seems to
be skepticism about technology use being “glitzy toys” and
“bogus stuff” in the middle of an “educational catastrophe”
where children cannot read or write. Proper training is
necessary to remove the skepticism. Educators need to learn
how to use technology as a device to support communication
and collaboration. According to Franklin [33], relatively few
teachers feel well prepared to integrate educational
technology into classroom instruction. To prepare for this
paradigm shift, teachers need to be trained and to think about
why they do what they do. Acculturation in the schools must
take place, but this is a slow process. Elementary teachers
often use a constructivist approach, but most secondary
teachers continue to teach in a didactic manner. Thus, even
though students come to us from a technology-enriched
environment where they control information flow, they are
expected to fit into an educational institution unchanged by
the technology which has swept through society [34].

Another area of concern in developing a “thinking with
technology” perspective for preservice teachers is their
student teaching placement. The role of the cooperating
teacher can either enhance or inhibit a preservice teacher’s
use of technology in the classroom. If a cooperating teacher
does not regularly integrate technology into the curriculum, a
preservice teacher’s ability to work with technology during
their student teaching experience will be limited [36]. [40]
characterizes beliefs as existential, affective, evaluative, and
loosely bounded, and maintains that they are "very important
determinants of how individuals organize the world into task
environments and define tasks and problems." (p. 322)
Teacher attitudes and beliefs strongly affect both professional
development and technology integration. Some attitudes and
beliefs that have been shown to affect technology-based
professional development include teacher self-efficacy [41]
[41] especially technology self-efficacy, [42] teacher
epistemology and pedagogical beliefs [43], and teaching
styles [44]. A great deal of the responsibility for successful
integration of technology inevitably falls upon individual
administrators and teachers. The most critical element in
technology use is the preparedness and skill level of those
who employ it. Teachers, for example, need high-quality
professional development that leads to a professional
community centered around the integration of technology
into the curriculum.

In what ways can teacher education programs help preservice
teachers become more proficient at integrating technology
into their curricula, which in turn, will promote student
learning? First, let’s define what is meant by “learning or
thinking with technology.” According to [35], thinking with
technology can be defined as “a state of mind when teachers
use discriminating thinking to identify [and generate new
examples of] activities using technology” (p. 351). It is not
when a teacher uses technology to create a presentation, to
prepare lesson plans or worksheets, or to record grades and
student information. While these are other ways to use
technology, they do not involve the students in the active
learning process. The goal is to prepare future teachers who
will use different technologies throughout the curriculum to
help students expand their thinking and enhance their
learning in the family and consumer sciences classroom.
Researchers’ found two areas that must be addressed in a
teacher education program if preservice teachers were to
develop a “thinking with technology” perspective: (a) to
emphasize the value of integrating technology in the
classroom through relevant examples and demonstrations
[36] [36] and (b) to build each candidate’s self-efficacy in
using technology as a cognitive tool [35]. [36] found that the
more content-specific the examples were in using technology,
the more likely teachers saw the value in it and used it in the
classroom. She stated “the farther the example is from the
teacher’s content area, the lower the likelihood that the
teacher would spend time developing other possibilities for
the technology” (p. 296).

54

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Many factors influence a district’s decision on integrating
technology into their schools and into their curriculum. In
order for the implementation and integration to be successful
each group affected must contribute to the success. Teachers
must become familiar with technology and overcome any
negativity previously held. They must become educated
about technology with professional development. They must
develop strategies and lessons using technology.
Administrators need to provide funding, encourage teachers
and set forth a technology plan for the future. Students must
use the technology as a tool for learning. Parents and
community members must support the implementation,
support the professional development it will require,
participate in planning, help with the fund raising and provide
business contacts to incorporate practical applications [47].
Only when all of these groups work together will the
potential of total technology integration be met.

Teachers' subject specific beliefs [43], in particular their
beliefs about educational technology and technology
integration [42], are obviously also critical. [42] for example,
in an extensive, two-year study of 263 Canadian teachers,
found that teachers' confidence in their ability to use
computers was the strongest indicator of technology use at
the classroom level. [45] studied the "thoughts, perceptions,
beliefs, experiences, knowledge, and growth" (p. 187) of
practicing teachers studying and attempting to integrate the
use of computers in their classrooms. The overarching theme
they found running throughout this research was teachers'
strong assertion that they needed to change personally and
take on new roles if technology was to be effectively
integrated into their classrooms. Most of the teachers
involved in this study saw themselves as the place where
change efforts needed to begin.
Experiences with technology planning highlight the welldocumented observation that teacher attitudes toward
technology and technology integration seriously impact the
success of professional development programs [42]. They
thus need to be seriously considered. Positive attitudes
toward technology integration enhance learning to use
technologies in teaching and learning; negative attitudes
constrain it. This does not necessarily mean that only teachers
with positive attitudes should be included in technology
training activities. It does mean that negative attitudes among
participants need to be valued and addressed, and that
positive attitudes should be encouraged and developed.

7. CHALLENGES OF ICT IN EDUCATION
English is the dominant language of the Internet. An
estimated 80% of online content is in English. A large
proportion of the educational software produced in the world
market is in English. For developing countries in the AsiaPacific where English language proficiency is not high,
especially outside metropolitan areas, this represents a
serious barrier to maximizing the educational benefits of the
World Wide Web. Even in countries where English is a
second language (such as Singapore, Malaysia, the
Philippines, and India) it is imperative that teaching and
learning materials that match national
curriculum
requirements and have locally meaningful content, preferably
in the local languages, be developed. This would ensure that
the Web is a genuinely multicultural space and that peoples
of different cultures have an equal stake and voice in the
global communities of learning and practice online.
Particularly vulnerable to exclusion of this sort are isolated,
rural populations, cultural minorities, and women in general.
Thus attention must be paid to their special needs.

The vision and planning of administration is paramount to the
successful integration of technology in schools. When district
technology plans are being constructed, school improvement
plans must be included. Besides incorporating the SIP,
administrators must understand and consider other factors. It
is vital that teachers have a reason to use the technology.
Projects and assignments that have a real world application
and that enhance the lesson and learning are critical. The
curriculum should be the inspiration for the technology, not
the other way around. Administrators and curriculum leaders
need to visit other schools and see what has worked and what
hasn’t. Districts need to get good equipment. In a time when
money is tight, getting the proper hardware and software is
important. Putting together systems with old, out dated
material will cost the district more in the long run. As stated
above, training for teachers needs to be ongoing and should
be a high priority. Another aim for administrators is that
technology planning never ends and needs to include trouble
shooting, maintenance and networking. Integrating
technology needs to involve everyone, including support
staff, parents, and the community. Above all, administrators’
support and involvement is a crucial factor in the successful
implementation of technology in schools [46]

The strongest message from the research, concerned the need
for teachers to receive appropriate training and concurrently,
for the onsite provision of support for the use of ICT in
subject teaching.The challenge confronting our educational
systems is how to transform the curriculum and teachinglearning process to provide students with the skills to
function effectively in this dynamic, information-rich, and
continuously changing environment. ICTs provide an array of
powerful tools that may help in transforming the present
isolated, teacher-centred and text-bound classrooms into rich,
student focused, interactive knowledge environments. To
meet these challenges, learning institutions must embrace the
new technologies and appropriate ICT tools for learning.
They must also move towards the goal of transforming the
traditional paradigm of learning.
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Where we are now, the nation’s electricity demand, which
cannot be met, is chiefly for industrial and domestic use; a
scant percentage is used by the schools. An ICT-compliant
educational system will need electricity — lots of megawatts;
those trying to solve the power conundrum might as well
factor in that demand right now. On the heels of that will be
the issue of broadband for the educational system. It will be
inevitable that schools should have broadband access so that
online resources that will better facilitate the teachinglearning process be available. In the global village we are in,
this has become a necessity, not a luxury.

The rapid diffusion of Information and Communication
Technologies (ICT) has been accompanied by an increasing
body of research exploring both the potential and challenges
associated with the use of these tools, particularly in
developing countries. As new technologies are continuously
developed,
different priorities
emerge, traditional
technologies merge with newer ones in development practice,
and players and agendas at the local, national and
international levels constantly transform. Today’s teachers
face a variety of challenges when it comes to technology
integration. Often, the pressure of using computers and
digital media in the classroom is more intimidating than
motivating. Countries everywhere are facing similar
challenges in implementing ICT in their education systems.
Unfortunately, many local, national and regional government
bodies are still not giving ICTE the attention and priority it
deserves despite the benefits it brings.

Further, teachers may sometimes resist using technologies
based on their feelings of discomfort, dislike and even fear of
technology [48]. [49] reported several possible explanations
for teacher resistance to using computers. These reasons
included a) doubt that computers improve learning outcomes,
b) resentment of the computer as a competitor for student's
attention, c) unsupportive administrators, d) increased time
and effort required of the teacher and e) fear of losing control
of center stage, and fear of looking stupid in front of the
class. For effective technology integration, they further stated
that there needed to be a fundamental shift in the role of
teacher in order to benefit from the interactive nature of the
technology and its capacity to enable student centered
exploration. The teacher can no longer be a dispenser of
information to relatively passive learners. They stressed that
technology-oriented teacher’s new role was described in the
literature as manager of information, coach, guide, organizer,
initiator and diagnostician. They put the role of traditional
lecturer and imparter of knowledge at one end and the role of
coach, observer, and facilitator at the other end of a
continuum, and concluded that the traditional end of the
continuum embraces behaviorist learning theory while the
other end is likely to embrace constructivism.

Providing basic access to ICT to young people living in either
impoverished communities or rural locations often neglected
by policy makers is one major challenge being faced. These
areas oftentimes lack basic infrastructure such as classrooms,
let alone Internet connectivity. The availability of quality
teachers to apply ICT to the existing education systems is
also in short supply. Bringing long-term, sustainable ICTE
reform will also be costly and will challenge policymakers
handling national budget allocations to make difficult
decisions in how to allocate national monetary resources and
foreign aid. Finally, shifting the existing focus from the
traditional educational models in place, depending on the
specific country, to one that is ICT driven, will certainly not
be easy.
Well, it’s really mind-boggling the magnitude of other
administrative problems that we have to surmount if we are
to be a competitive economy, and if Vision 20-2020 will not
remain mere rhetoric. One keeps coming back to the issue of
ICT in our educational system because we are talking about
the future, and the future is about our youths — people who,
demographically, are still in one level or the other of the
educational system. If by now, eleven years into the 21st
century, our educational system is not IT-driven, and the
blackboard is not about to give way to the keyboard, how can
we achieve Vision 20-2020?

[50] investigated pre-service and in-service teachers` beliefs
on knowledge acquisition by means of a survey touching on
knowledge acquisition views from objectivism to
constructivism. They found that experienced teachers had a
tendency to embrace objectivist view of learning whereas
pre-service teachers held a constructivist notion of learning.
Based on the interview results, they also concluded that
external sources of influence and classroom management
issues might create an environment that favors
implementation of objectivist-based computer software
programs rather than those that are grounded in the
constructivist perspective. Technology has also impacted preservice teacher education programs at many universities. As
an example, new initiatives for prospective teachers enable
them to view best practices via streaming video over the web.
When incorporated with online discussions and
teacher/facilitator annotations, the support a teacher needs in
implementing a vision or changing a practice is greatly
enhanced [51]. According to the study conducted by [52],
living-and-learning environments for the training can foster
rapid changes in teachers` epistemological beliefs.

Many of these buildings are just standing there, disasters
waiting to happen, their structures having weakened through
the ages of use. In other words, there are great infrastructural
challenges we must overcome if we are to have an IT-driven
educational system. Are our schoolrooms built to house the
technology? Will those ones be wired for computer use? In
other words, we will need to retrofit many buildings for ICT.
Right now, many classrooms are not even wired, or if they
are, just for overhead lighting. We have to see to proper
wiring for the devices, cooling and ventilation, while we have
to secure them as well. Assuming we overcome these
problems in the nation’s schools, there still is the problem of
electric power, as there’s no point installing computers and
retrofitting buildings if electricity is not available.
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Studies have shown that one’s culture influences one’s
perception and learning. Most ICT software materials
produced overseas are end product of research findings
geared to solve specific problem in their country of origin”.
Thus a major criticism leveled against these software
materials is the unrelatedness of the educational materials
sold to the other countries’ environment. The bone of
contention is that in most cases examples and illustrations
used have no relevance to the experience of the children of
these countries.

Results indicated that teacher epistemology became
significantly more constructivist on three of four measured
epistemological dimensions, and the training program was
very effective and that certain epistemological dimensions are
subject to change. Teachers learned about constructivism by
doing constructivism. Individually and collaboratively,
teachers learned how to use the technologies by incorporating
them into the design of lesson plans. In retrospect, trainers
observed that one of the most powerful influences for
epistemological change was the teacher-to-teacher encounter.
Moreover, [53] concluded that electronic collaboration that
was not constrained by time and space was an effective
means of providing additional mentoring and support to
beginning teachers in their first years of teaching.

8.

CONCLUSION

The role of and potential for ICTs in the education sector is
not an issue separate from educational reform efforts, but
rather inextricably intertwined. ICTs are important tools to
meet Millennium Development Goals of access to and quality
improvements of educational programming for all children.
Having to use ICT in an innovative manner is an important
bottleneck teachers have to cope with [56]. It can be
interpreted as a ‘design-question’ and allow us to formulate
the proposition that ‘educational designing’ skills form the
core of the future teaching profession. Recent ICT literature
focuses on the mismatch between the traditional, industrial
model of public schooling and the new socio‐informational
configurations emerging from the information revolution. For
example, [57] describes this dissonance as a systemic
malfunction, suggesting that it is irresolvable within the
current industrial framework of schooling. He feels that new
theoretical configurations are needed to transform schooling
in a manner that can realize the full potential of information
technologies. [58] labels typical technology implementation
in Australian schools in ways that support and supplement,
rather than transform, existing classroom practice. This
outlook is reinforced by [59], who laments the lack of
inspiration among British primary schools in optimizing the
nation‐wide installation of high‐speed Internet connectivity.
Reminding us of Seymour Papert's warning a quarter of a
century ago, [60] joins a chorus of colleagues in urging
educators to abandon the industrial metaphor for school
organization.

The biggest challenge is the need for constant renewal in
terms of content, which means expanding NAT-based
curricular requirements to accommodate widespread
applications that have emerged over the last 4-5 years
(networking, e-mail, and multi-media). As technology
develops and the environment becomes more user-friendly,
there is less of a need for detailed knowledge of operational
systems. In direct proportion, however, there is an even
greater demand for practical experience in the use of
software, the strengthening of network communication and
skills in preparing documentation. The role of graphics
software in the design of multimedia applications has
increased along with the significance of handling audio,
visual and music editing programs. Although the NAT
structure is “durable” i.e. it does not suggest concrete tools
and methodology, because of accelerated technical
development local curricula must be modified on a
continuous basis so that students can become familiar with
the latest applications.
Providing opportunities for a seamless integration of
technology into instruction requires teachers, school
administration, technology coordinator, and parents to play
an active role in determining the importance of technology
integration in classroom. [54] suggests that in order to affect
teacher beliefs, research needs to be conducted where
teachers have first-hand experiences with technology, where
teachers observe successful implementation, and where
change occurs through professional learning communities.
According to [55], components of professional development
for effective technological integration includes: (1)
connection to student learning; (2) hands-on technology use;
(3) variety of learning experiences; (4) curriculum specific
applications; (5) new role for teachers; (6) collegial learning;
(7) active participation of teachers; (8) on-going process, (9)
sufficient time; (10) technical assistance and support; (11)
administrative support; (12) adequate resources, (13)
continuous funding, and (14) built-in evaluations.

However,[61] discovered a positive correlation between
teacher self-image and satisfaction with the ICT curriculum
resulting from professional time regularly made available for
collaboration and communication about ICT practice,
suggesting that time committed to peer mentoring can create
a positive influence on curricular efficacy. Many researchers
have concluded that the use of technology as a learning tool
can make a measurable difference in student achievement,
attitudes, and interaction with teachers and other students.
Interactive, self-directed learning and higher order thinking
can be fostered by technology, and that technology can have
the greatest benefit when the environment is conducive to
such experiences. The evidence shows that technology
integration representing learning from technology
(behaviorist perspective) is not the most effective way to
improve learning, although it helps learners to perform the
lower level sub-skills automatically.
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On the other hand, constructivist learning environments
representing learning with technology, which encourages
learners to actively process and organize information by
making internal cognitive connections, can well provide the
theoretical framework for the effective technology
integration.

Research indicates that the benefits of technology integration
do not happen in some miraculous way simply because the
technology has been provided, and technology cannot be
effective in the classroom without teachers who are
knowledgeable about both the technology itself and how to
use it to meet educational goals. Therefore, in order to
accomplish the profound changes associated with the
integration of technology in the overall learning environment,
there is a real need for training pre-service teachers. As [63]
states, “Without appropriate leadership and training,
educators will continue to use technology as a supplement to
instruction rather than a tool to facilitate instruction” (p. 10).
Pre-service teachers may not develop the necessary skills and
application practices of technology integration unless they are
presented with appropriate experiences [64]. Proper support
and professional development activities should be
incorporated into curriculum planning of colleges of
education to enhance teaching and learning process.

Consequently, the change required is a shift of responsibility
from the teacher to the learners. The key to making this
transition is, of course, the teacher. This is how [62] explain:
Perhaps the time has come for the goal of education to
change… The computer reinvented knowledge by giving us
new ways to view the world and ourselves. Education must
move from the statistic, mechanical view of the teacher as
giver of knowledge to teacher/learner as integrator, guide,
architect and facilitator. However, for this change to occur,
educators must accept that the computer and its software are
not replacements for the content of the discipline core of the
curriculum, but are useful extensions that complement
content. http://www.thejournal.com/magazine/vault/A3638.cfm)

Teachers’ attitudes toward technology appear to be in
constant state of change, but the research indicates that in
recent years more teachers are using technology to support
learning contexts as a result of appropriate training. Teachers
tend to continue to teach and use technologies within an
objectivist model of teaching and learning, even though
current educational reform movements are based on the
constructivist paradigm of instruction [65]. Although most
teachers seek ways of improving their practice, and express
enthusiasm for constructivist and other reform-based
approaches, their underlying, and often largely unconscious
beliefs about teaching and learning tend to diffuse efforts to
establish constructivist learning environments [66].
Therefore, pre-service teachers should also be trained to learn
new skills for facilitating learning in a technology-rich
constructivist learning environment.

On the issue of technology integration in education, there are
considerable disparities between developed and developing
countries. Developed countries have more resources,
knowledge, skills and experience than developing countries.
However, developed nations suffer from many of the same
challenges and concerns as developing nations, though to
different extents. They suffer from the same concerns of
teacher apprehension and motivation, and lack of appropriate
educational software and technical support, and the same
challenges of providing adequate teacher training, of taking
care of infrastructural inadequacies, and implementing
learner-centred instruction and proper assessment procedures
in schools. Advocates frequently propose ICTs in the
classroom, but often do so with little rigorous evidence to
support their claims. Additionally, very few randomized
controlled trials (RCTs) have been conducted and as a result,
important questions remain unanswered, such as whether
differential effects across subgroups exist, whether certain
ICT interventions are more successful than others, and what
factors mitigate and enhance the success of ICT
interventions.
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ABSTRACT
This study examined mobile telecommunication users’ perception of service providers, with regard to information provision as
well as advertising and representation of services. The study was conducted in Ibadan – a Nigerian municipality. The objective
was to determine whether information provision and advertising and representation of services will significantly impact the
perception of the telecom users. Using convenience sampling technique, 626 respondents were selected among the consumers of
four telecommunications service providers - MTN, GLO, AIRTEL, and ETISALAT. Data was collected with a 5-point Likert
scaled structured questionnaire developed from the Nigerian Communications Commission’s (NCC) consumer code of practice
regulation for telecom operators in the country. Descriptive statistics was used to group the observations. Findings showed that
subscribers of MTN and GLO perceived their respective providers negatively with regard to providing required information as
well as the representation of their products in advertising. It was recommended that NCC should be more proactive in gatherin g
primary data from the users in order to be able to understand the situation and level of compliance with their various regulatory
documents. Service providers were also advised to ensure that consumers’ desires are met in order to continue to be in their good
books.
Keywords: Advertising, Code of Practice, Consumer perception, Provision of Information, Telecom Service Providers
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1. INTRODUCTION
The world’s current population is estimated at about 6.9
billion people [30]. Out of this figure, about 6.8 billion
have been verified to own a mobile phone [10][19]. This is
a staggering 98 percent of the human race. The mobile
phone has been said to be the fastest diffusing innovation of
all time, taking just a few years to reach the furthest part of
the world [7][24]. Mobile phones have out-diffused
virtually every prior technology including; bicycles, radios,
television sets, wallets, and wristwatches, and has done so
in twenty-five years [24][11]. At the moment, China, India,
United States, Indonesia, Brazil, Russia, Japan, Pakistan,
Germany and Nigeria are reported to be the top 10
countries in the world with over 100 million mobile
subscriptions [19]. Out of the global 6.8 billion subscribers’
figure, the total corresponding to the developed world is
estimated to be 1.6 billion while the remaining 5.2 billion
plus, belong to the developing economy.

Of the figure corresponding to the developing world,
subscribers on the African Continent are estimated to be
545 million. Nigeria with an estimated population of 162.5
million according to The World Bank [30], is reported to
have an active mobile subscribers base estimated at about
106.9 million out of the total subscribers of 143 million
people [21]. Nigerian active mobile subscribers hence
represent about 65.8 percent of the entire population.
Furthermore, Nigerian subscribers also constitute about 19
percent of the total mobile telecom subscribers on the
African Continent, a feat that has earned the country the
first on the African continent and the 10th place in the entire
world. Mobile telecommunications service provision in
Nigeria is currently shared among four companies that
include; MTN, GLO, AIRTEL, and ETISALAT.
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Statistics showed that among the subscribers of mobile
service in Nigeria, MTN subscribers top the list with over
47 million subscribers constituting about 43.3 percent of
the total GSM subscribers in the country. GLO is the
second with subscribers’ base of over 24 million which
represent about 22 percent of the total market share and it is
followed by AIRTEL with over 23 million constituting
about 21.1 percent of the total market share. ETISALAT
currently has the least subscribers of about 14 million plus,
representing about 13.6 percent of the total market share
[21].

i.

ii.
iii.
iv.

Despite the fact that mobile telecommunications consumers
in Nigeria have been ranked among the top ten consumers
of mobile services in the World according to mobiThinking
[19], Nigerian mobile subscribers still groan under the poor
performance in service delivery by the four
telecommunications service providers in the Country. For
example with over US$ 5.750 billion investment recently
ploughed into network expansion projects by operators in
the market, Nigerians are yet to feel the impact in terms of
improvements in network quality with drop calls,
unsolicited text messages, sudden tariff deductions and
incoherent voice transmission still prevalent in the industry
[34]. In an article by Famutimi [5], it was reported that the
Director of Public Affairs of the Nigerian Communications
Commission; the regulatory authority overseeing the
telecommunications sector, asserts that the service
providers are seriously lagging in meeting the required
performance index set by the commission and further
encourage the consumers to take service providers to court
on account of flouting required regulations. The advice
given by the Director according to the article, came as a
result of a poll it conducted on its consumer portal;
www.consumer.ncc.gov.ng, which indicated that 81.52 per
cent of consumers it surveyed in February 2014 were
dissatisfied with the services rendered by their operators. It
should be of note that primary studies of this type that
obtain the opinions of the consumers will provide effective
views and hence help in the decision making processes of
both operators and regulatory bodies.

Nigerian telecom consumers’ perception of
service providers in terms of their provision of
information to consumers
Nigerian telecom consumers’ perception of
service providers in terms of their advertisement
and representation of services.
The differences in the perception of MTN, GLO,
AIRTEL and ETISALAT consumers in terms of
provision of information
The differences in the perception of MTN, GLO,
AIRTEL and ETISALAT consumers in terms of
advertisement and representation of services

To provide answers to the stated objectives, the following
research questions guided the study:
1:
What is the perception of Nigerian telecom
service consumers about service providers in
terms of provision of information?
2:
What is the perception of Nigerian telecom
service consumers about service providers in
terms of advertisement and representation of
services?
3:
What is the difference in the perception of MTN,
GLO, AIRTEL and ETISALAT’s consumers in
terms of provision of information?
4:
What is the difference in the perception of MTN,
GLO, AIRTEL and ETISALAT’s consumers in
terms of advertisement and representation of
services?
The remainder of this paper is organized as follows: the
next section presents the review of related literature. The
methodological procedures adopted in the execution of the
study were then presented followed by the results and
discussion. The conclusions and recommendations finalized
the paper.
2. PREVIOUS STUDIES
According to Levin and Gaeth [17], provision of product
information and the way products are represented in
advertising go a long way to shape the buyers’
perspectives. This definitely is not only in the
telecommunication sector but across several other industry
sectors. Studies have explored the provision of product
information to consumers and some have made conclusions
on producers’ intentions as far as product information
provision to consumers is concerned. According to Nelson
[20], the producer in his advertising is not interested
directly in providing information for consumers but in
selling more of his product. He further stated that the
advertising message says anything the seller of a brand
wishes and this practice is only subject to a few constraints.
Exploring the cognitive effect of deceptive advertising,
Olson and Dover [23] defined deceptive advertising as one
that creates a false or incorrect belief about the product.

Hence, the kernel of our study is to assess from the
consumers’ perspectives, two variables from the regulatory
framework provided by NCC which stipulated the general
consumer code of practice that the telecommunications
service providers must adhere to, and subsequently find any
differences; based on these variables, in the assessment of
the consumers of the four mobile service providers in
Nigeria. The two variables are: provision of information to
consumers and advertising and representation of services.
Provision of information to consumers gives the minimum
requirements for the telecom operators as far as service
description, contracts information, pricing information and
so on are concerned. Advertizing and representation of
services, on the other hand, stipulates the directives for
product representation in adverts, unsolicited telemarketing
and the likes. Therefore, our objective in this study is to
examine:
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O’Donohoe [8], and Xu, (2006/2007) as cited by Phau and
Teah [25] were however reported to have said that 79% of
online consumers find receiving mobile advertising through
their phones irritating and intrusive. To curb this intrusion
of privacy, some western countries already have in place
what is referred to as a ‘national do not call list’ [29][33].

With regard to creating incorrect belief, a few studies have
also explored the way advertising messages are framed or
presented and its effects on the consumers (Dunegan, 1996;
McCuster and Carnevale, 1995; Shelley and Omer, 1996 as
cited by [18] ). In their study, Martin and Marshall [18]
while investigating the most appropriate message framing
to present to consumers, established that consumers are
often influenced by the framing of advert messages either
negative framing or positive framing.

Despite the importance of information provision and
advertising practices of service providers to the consumers
of telecommunication services, specific studies on how
telecommunication subscribers view information provision
and advertising practices of the service providers are
currently low as a number of studies in the sector have
mainly focus on issues such as consumers’ satisfaction with
mobile services, loyalty to brands, service quality, price or
call rates, customer care centre service and a number of
other factors [14][31][13][9][22][32][26].

Chandy et al [2] examined the effects of advertising cues
on consumer behaviour in new versus established markets.
The conclusion from their study is that the same advertising
cue can have different effects on consumer behaviour
depending on whether the market is old or new. Cason and
Gangadharan [1] documented the market failure that arises
from incomplete information. To buttress the influence of
product information on consumer behaviour, Kozup et al
[15] while studying the influence of health claims and
nutrition information on consumers' evaluations of
packaged food reported that when favorable nutrition
information or health claims are presented, consumers have
more favorable attitudes toward the product. A similar
study was conducted by Drichoutis et al [4] which
examined consumers’ use of nutritional labels and the
authors stated that nutritional information affects
purchasing behavior because it influences valuations and
perceptions of the product. This makes it imperative for
proper consideration of what type of product information is
made available to consumers [3]. Garella and Petrakis [6]
studied the deployment of policy supporting minimum
quality standards for some products and concluded that it is
appropriate to use minimum quality standards in industries
where consumers cannot precisely ascertain the quality of
goods giving example of the pharmaceuticals or products
with chemical components.

3. METHOD
3.1 Research Design and Selection of Respondents
Survey design was adopted. The study was carried out
among GSM consumers in Ibadan, a Nigerian municipality.
The population of interest was the consumers of the four
mobile telecommunications service providers (MTN, GLO,
AIRTEL, ETISALAT) in the city. Convenience sampling, a
non-probabilistic sampling technique was adopted in the
selection of respondents because of the possibility of
having access to a large number of mobile subscribers
within the study location. In all, 626 respondents were
sampled.
3.2 Operationalisation of Variables, Instrumentation and
Data Analyses
Two main variables were measured in this study. These
were: provision of information to consumers and
advertisement and representation of services. These
variables were measured using other sub-variables
contained in the research instrument. The sub-variables in
turn made up of items that elicited specific information
from the respondents. These items were measured on the
five-point Likert scale ranging from strongly disagree to
strongly agree. A structured questionnaire, comprising all
the constructs treated under each of the variables, was used
in the collection of the required data. The questionnaire was
divided into Parts A and B. Part A collected demographic
information about the respondents as well as the
telecommunication service providers used. Part B made up
of two sections. Section 1 collected data on the first
variable which was provision of information to consumers
while section 2 collected data on the second variable which
was advertising and representation of services. The content
of the different parts of the questionnaire are described as
follows:
a) Part A: Demographic profile of the respondents
were collected and these include; sex, age,
educational qualification, network service
provider(s) used, and the primary network service
provider used by respondents.

Advertising messages have been reported to be conveyed
through diverse media other than the traditionally known
media and there is constant increase in these channels
which has given rise to what is popularly known as mobile
marketing. Apart from the content or the framing of the
message being passed across, consumers are also reacting
to the frequency and channels with which these adverts
messages are conveyed. For example, Shannon [28]
reported that the telephone; an example of a mobile device,
has been called “a uniquely invasive technology” because it
essentially allows solicitors to invade people’s privacy with
little or no restrictions. Mobile marketing is now a veritable
way through which most products are introduced to the
consumers and studies have been carried out on this
channel [8][16]. The telecommunication revolution has
made Short Message Service (SMS) a common advertising
platform (Bamba and Barnes, 2007 cited by [25].
It has been reported that for marketers, SMS advertising
provides several advantages, such as cost effectiveness,
ubiquity, immediacy, and targeted message delivery (Rettie
and Brum, 2001 as cited by [25]. Muk, (2007), Grant and
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b)

i.














Part B: The part B of the instrument collected
data using the 5-point likert scale format. This
part is divided into two sections and each sections
elicited different responses as discussed below.
Section 1 - This section elicited data on one of
the two variables in the study which is provision
of information to consumers. The sub-categories
of variables here include;
Service contracts information: A service contract
according to the Nigerian Communications
Commission is an agreement the consumer and
the service provider enters into in the process of
transaction.
Description of services: This has to do with
instructions and guidelines provided by the
Nigerian Communications Commission with
regard to clear and unambiguous way service
providers should make information about service
provisioning available to the subscribers
Pricing information: This is the assessment of the
service providers based on the provision of clear
and plain pricing information for customers.
Product warranties and maintenance: This
measured whether service providers make
product warranty information available to
subscribers if such is available for a product or
service purchased and also the clarity of the
language used for such information.
Fault repair and service interruption: This is a
measure of how service providers make available
to consumers, avenue through which information
regarding fault repairs and service interruption
can be reported.
Access to emergency services: The Nigerian
Communications Commission stipulated that
service providers should make available avenues
through which emergency reports can be made.



Advertising of packaged services: It is expected
that if a service provider represents in advertising
materials that a service is provided as part of a
package, the provider must ensure that it supply
all components of the service package.
Unsolicited
telemarketing:
Unsolicited
telemarketing has to do with direct-to-phone
marketing used by the service providers as well
as their partners.

The instrument comprised five items for the demographic
variables, 20 items under the provision of information to
subscribers and 10 items under the advertising and
representation of services variable. In all, there were a total
of 35 items.
The instrument passed content validation by three experts
in social informatics research. After data collection, items
reliability were tested using computed Cronbach’s alpha
value (Cronbach’s alpha = 0.893). Data was collected
within a period of two months between August and
September 2013 by the researchers with the support of 4
research assistants. In all, the study earmarked a sample
size of 700 out of which 626 (89.4 %) were certified to be
valid for analysis. From the remaining 74 copies of the
questionnaire, seven were not properly filled by the
participants while the remaining 67 were not returned. The
data used in the analysis was therefore based on the
properly filled 626 copies (MTN=287; GLO=123;
ETISALAT=119; and AIRTEL=97) of the questionnaire.
Using Statistical Package for the Social Sciences (SPSS)
software, frequency distribution was ran on all variables
while the variables used to measure provision of
information to consumers and advertising and
representation of services were re-coded as (1=strongly
disagree + 2=disagree) = (1=disagree), (4= agree + 5=
strongly agree) = (2=agree), and (3= undecided) = (3=
Undecided) to provide a summarized perception of the
respondents which were then presented in tables and charts.

The items under each of the above sections were culled
from the Nigerian Communications Commission’s
consumer code of service regulation; a document on which
this study is based. Each of the items in the different
sections were directly taken from this document and
phrased in ways that subscribers were able to relate with.
ii.
Section 2 - This section elicited data on the
second variable in the study which is
advertisement and representation of services. The
items under each of the sections were also culled
from
the
Nigerian
Communications
Commission’s regulatory document on which the
study is based. Below is a brief discussion of the
sub-categories of variables under this section:

Availability of services:
The Nigerian
Communications Commission stipulated that in
advertising a product or service offered, service
providers must state if there is any technical or
geographical limitations that may hinder the
availability of such service.

4. RESULTS
4.1 Demographic Characteristics of the Respondents
a) Participants’ Sex: Figure 1 presents the
distribution of the respondents based on their sex.

Figure 1 – Sex Distribution of the Respondents
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The sex distribution is represented in Figure 1 which shows
a clear distinction between the two categories of the study’s
participants.
b)

4.3 Service Providers Used and Preferred
The respondents were asked to specify the service
provider(s) used and the one preferred. Under the service
provider used, respondents were able to select up to four
service providers and then specify which one was being
used as the primary line under the item for primary network
used.
a) Subscribers with Multiple Lines: Figure 3
shows the distribution of the number of network
subscribed to by individuals who participated in
the study.

Participants’ age group: Participants in the
study were grouped into four age groups and
these are: 15 – 24; 25 – 34; 35 – 44 and 45 –
above. Table 1 shows the distribution of these
age groups.

Figure 3 – Numbers of Mobile Service
Operators Used by Respondents
From Figure 3, the respondents participants who were
customers of two service providers topped the list with a
total of 362 (57.8%). A breakdown of this statistics is
shown in Table 2.

From Table 1, respondents within the age range 15 – 24
have the largest representation with a total number of 257(
41.1 valid percent), while the age group 45 – above has the
least participants with 30 (4.8 valid percent) .
4.2 Participants’ academic qualifications: The academic
level of the respondents is presented in Figure 2.

From Table 2, MTN subscribers topped the list across those
who subscribe to multiple networks. One hundred and
seventy four (27.8%) of the 362 respondents who
subscribed to two networks reported that their primary line
is MTN. Of the 287 respondents who reported MTN to be
their primary line, only 66(10.5%) of them make use of
only MTN without subscribing to other service providers.

Figure 2 – Respondents’ Educational Qualification
Figure 2 shows that majority of the participants were
educated to the tertiary level with eighty-eight percent of
them belonging to the tertiary category while just 7% of
them stopped the education cadre at the primary school
level.
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b)

Primary Network Used by Respondents:
Figure 4 shows the distribution of the participants
based on the primary network used.

Figure 4 – Primary Network Used by Subscribers
MTN subscribers were ahead of others as shown in Figure
4 and Table 3. Subscribers who reported that MTN is their
primary line were 287(45.8%), those who said it is GLO
were 123(19.6%), subscribers who subscribed to Etisalat as
their primary lines were 119(19.0%) whle those whose
primary line is Airtel were 97(15.5%).
4.4 Research Questions
This section presents the results based on the four research
questions this study sought to find answers to. The
questions and the responses from the study’s participants
are presented in the following sub-sections:
a) Consumers’ Perception of Service Providers in
Terms of Provision of Information: The first
question this study sought to find answer to was
the perception of Nigerian telecom service
consumers about service providers in terms of
provision of information. Table 4 provides the
frequency distribution of the responses.
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Table 4: AGGREGATED RESPONSES FOR PROVISION OF INFORMATION TO SUBSCRIBERS
AGREE
SERVICE CONTRACT INFORMATION
Item 1

My service provider usually make available to me a copy of the agreement for
the provision of services whenever I make a request for it
Item 2
The language used in such agreement, including the technical details, is
usually plain and clear.
DESCRIPTION OF SERVICES
Item 1
Before subscribing for any service, my service provider usually provide me
with a complete description of such service in clear and plain language,
without unnecessary technical terms
Item 2
My service provider usually supplies information on the service quality levels
offered
Item 3
My service provider usually supplies information on the waiting time for
initial connection.
Item 4
My service provider supplies information on any area(s) covered by any
service offered.
Item 5
My service provider supplies specific information regarding any
compensation, refund or other arrangements, which may apply if contracted
quality service levels are not met
Item 6
Where services are packaged with one or more other services or products, my
service provider supplies me with a description of each service or product
Item 7
Where services are subject to upgrade or migration options, I am usually
provided with clear and complete information regarding the upgrade or
migration terms, including any changes in service performance
PRICING INFORMATION
Item 1
Before a contract for service is entered into, service provider usually inform
me of the applicable rates or charges
Item 2
Before a contract for service is entered into, my service provider usually
inform me of what the charges include
Item 3
Before a contract for service is entered into, my service provider usually
inform me of each part or element of an applicable charge, and the method of
its calculation.
Item 4
Before a contract for service is entered into, my service provider usually
inform me of the frequency of the charge or other circumstances that give rise
to the charge.
PRODUCT WARRANTIES AND MAINTENANCE
Item 1
Before entering into a contract to provide services, my service provider
usually inform me of any warranty relating to products supplied for use in
connection with the service.
Item 2
My service provider usually provides specific information regarding any
maintenance services offered.
FAULT REPAIR AND SERVICE INTERRUPTION
Item 1
My service provider makes available avenue through wish I can report faults
24 hours a day.
Item 2
My service provider usually give an advance warning of anticipated service
interruptions or planned outages, including details of the interruption or outage
Item 3
Fault repair is usually carried out at reasonable time by my service provider
ACCESS TO EMERGENCY SERVICES
Item 1
My service provider provides avenue for reaching emergency services
Item 2
My service provider makes it possible to call emergency services free of
charge.
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39.1
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37.7
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43.8
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29.6
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44.9
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32.3
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49.0

233

37.2
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241

38.5

265

42.3
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30.5
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55.1
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Table 4 provides a clear overview of the overall
perceptions of the consumers with regard to the provision
of information by the mobile telecommunications service
providers. From the table, those who adjudged service
providers to have failed in their provision of Service
Contract Information, Description of Services, Pricing
Information, Product Warranties and Maintenance, and
Access to Emergency Services were distinctly more than
those who perceived the service providers to have done
well. The result however showed that the majority of the

respondents perceived the service providers to be up to the
task in terms of Fault Repair and Service Interruption.
b)

Consumers’ Perception of Service Providers in
Terms of Advertisement and Representation
of Services: Table 5 shows the aggregated
responses of the respondents in relation to their
perception of service providers’ advertisement
and representation of services.

Table 5: AGGREGATED RESPONSES FOR ADVERTISING AND REPRESENTATION OF SERVICES
AGREE
AVAILABILITY OF SERVICES
Item 1
Advertising materials that promote the availability of a service usually
indicate any geographical limitation.
Item 2
Advertising materials that promote the availability of a service usually
indicate technical limitations that mainly affect the performance of the
service.
Item 3
My service provider usually makes it clear in any advertising materials which
promote a service offer any limitations in the offer which restrict it to a
particular group of people.
Item 4
My service provider usually makes it clear in any advertising materials which
promote a service offer, any limitations in the offer which restrict it to a
particular period of time.
ADVERTISING OF PACKAGED SERVICES
Item 1
Whenever my service provider represents in advertising materials that a
service is provided as part of a package, it usually supply all components of
the service package.
Item 2
My service provider usually include in advertising package if unable to
supply any part of the package
UNSOLICITED TELEMARKETING
Item 1
My service provider regularly sends me unwanted messages/calls
Item 2
I am provided with an option to opt-out or continue receiving the unwanted
messages/calls
Item 3
Unwanted messages/calls relating to products or services offered usually give
the full details of such services/products
Item 4
I do not mind receiving unwanted messages/calls from my service provider
As shown in Table 5, the service providers were perceived
to be lagging in meeting the basic requirements set up by
the NCC. The consumers disagreed with the notion that the
service providers have done well in explaining the
intricacies behind the products offered in any advertising
materials presented. Of strong import here is the view of
the respondents with regard to unsolicited telemarketing.
About seventy-six percent of the respondents agreed that
they have often been inundated with unsolicited
telemarketing and further declared that they would prefer to
have an option which can enable them to opt out of such
unsolicited telemarketing. However, those who adjudged
the service providers to be meeting their needs in terms of
providing all the required services when a bundled product
is offered were more than those who perceived otherwise.

c)
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55.6

172

27.5
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309
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37.2

189

30.2
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188

76.4
30.0

104
319

16.6
51.0

190

30.4

317

50.6

115

18.4

414

66.1

Differences in the Perception of MTN, GLO,
AIRTEL and ETISALAT’s Consumers in
Terms of Provision of Information: The first
research question presented the aggregated
perception of the four mobile service providers
under study as shown in Table 4. In this section,
we provide the perception of the consumers of
the four service providers in relation to the
provision of information by their service
providers.
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Table 6: DISAGGREGATED DISTRIBUTION OF RESPONSES ON THE PROVISION OF
INFORMATION BASED ON MOBILE SERVICES PROVIDERS
MTN
GLO
ETISALAT
AIRTEL
Agree
Disagree
Agree
Disagree
Agree
Disagree
Agree
Disagree

(Count /
(Count /
(Count /
(Count /
% of
% of
% of
% of
total)
total)
total)
total)
SERVICE CONTRACTS INFORMATION
Item 1
72
164
36
56
(11.5%)
(26.2%)
(5.8%)
(8.9%)
Item 2
67
153
30
64
(10.7%)
(24.4%)
(4.8%)
(10.2%)
DESCRIPTION OF SERVICES
Item 1
83
165
30
77
(13.3%)
(26.4%)
(4.8%)
(12.3%)
Item 2
98
139
39
61
(15.7%)
(22.2%)
(6.2%)
(9.7%)
Item 3
90
141
51
45
(14.4%)
(22.5%)
(8.1%)
(7.2%)
Item 4
94
143
20
73
(15.0%)
(22.8%)
(3.2%)
(11.7%)
Item 5
66
176
27
81
(10.5%)
(28.1%)
(4.3%)
(12.9%)
Item 6
91
147
38
65
(14.5%)
(23.5%)
(6.1%)
(10.4%)
Item 7
112
143
38
67
(17.9%)
(22.8%)
(6.1%)
(10.7%)
PRICING INFORMATION
Item 1
60
207
18
88
(9.6%)
(33.1%)
(2.9%)
(14.1%)
Item 2
97
134
41
64
(15.5%)
(21.4%)
(6.5%)
(10.2%)
Item 3
71
139
34
65
(11.3%)
(22.2%)
(5.4%)
(10.4%)
Item 4
83
149
38
71
(13.3%)
(23.8%)
(6.1%)
(11.3%)
PRODUCT WARRANTIES AND MAINTENANCE
Item 1
86
149
61
44
(13.7%)
(23.8%)
(9.7%)
(7.0%)
Item 2
89
137
54
51
(14.2%)
(21.9%)
(8.6%)
(8.1%)
FAULT REPAIR AND SERVICE INTERRUPTION
Item 1
140
113
70
36
(22.4%)
(18.1%)
(11.2%)
(5.8%)
Item 2
131
111
74
33
(20.9%)
(17.7%)
(11.8%)
(5.3%)
Item 3
136
106
81
24
(21.7%)
(16.9%)
(12.9%)
(3.8%)
ACCESS TO EMERGENCY SERVICES
Item 1
105
108
42
55
(16.8%)
(17.3%)
(6.7%)
(8.8%)
Item 2
88
124
39
59
(14.1%)
(19.8%)
(6.2%)
(9.4%)
Note: Refer to Table 5 for items definition
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(Count /
% of
total)

(Count /
% of
total)

(Count /
% of
total)

46
(7.3%)
56
(8.9%)

41
(6.5%)
30
(4.8%)

38
(6.1%)
40
(6.4%)

39
(6.2%)
33
(5.3%)

88
(14.1%)
59
(9.4%)
73
(11.7%)
57
(9.1%)
30
(4.8%)
55
(8.8%)
58
(9.3%)

21
(3.4%)
31
(5.0%)
17
(2.7%)
38
(6.1%)
56
(8.9%)
35
(5.6%)
41
(6.5%)

62
(9.9%)
44
(7.0%)
36
(5.8%)
32
(5.1%)
24
(3.8%)
40
(6.4%)
37
(5.9%)

24
(3.8%)
28
(4.5%)
41
(6.5%)
47
(7.5%)
50
(8.0%))
42
(6.7%)
47
(7.5%)

91
(14.5%)
71
(11.3%)
51
(8.1%)
40
(6.4%)

21
(3.4%)
29
(4.6%)
38
(6.1%)
50
(8.0%)

75
(12.0%)
27
(4.3%)
29
(4.6%))
41
(6.5%)

14
(2.2%)
47
(7.5%)
39
(6.2%)
37
(5.9%)

40
(6.4%)
54
(8.6%)

59
(9.4%)
47
(7.5%)

46
(7.3%)
44
(7.0%)

34
(5.4%)
30
(4.8%)

93
(14.9%)
81
(12.9%)
89
(14.2%)

20
(3.2%)
26
(4.2%)
20
(3.2%)

58
(9.3%)
59
(9.4%)
70
(11.2%)

22
(3.5%)
23
(3.7%)
16
(2.6%)

20
(3.2%)
11
(1.8%)

84
(13.4%)
90
(14.4%)

17
(2.7%)
18
(2.9%)

52
(8.3%)
56
(8.9%)
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Table 6 provides the differences in the perceptions of the
consumers of the four service providers. With regard to
Service Contract Information, a huge number of
participants who were MTN consumers perceived it as not
meeting their demands. Closely followed are GLO
consumers who were also of the view that the service
provider has not been up to the task as far as Service
Contract Information was concerned. However,
ETISALAT consumers perceived the company to be doing
well in this regard just as the case with AIRTEL consumers
who also adjudged the service provider to be up and doing
in terms of Service Contracts Information. Apart from Fault
Repair and Service Interruption where consumers adjudged
MTN and GLO as doing moderately well, the two service
providers were generally perceived as not meeting the set

requirements as shown in the responses by their consumers.
Generally, based on the responses to each items under the
six variables in the table, consumers of ETISALAT and
AIRTEL have positive perception of their service providers
in relation to the provision of information unlike those of
MTN and GLO.
d)

Differences in the Perception of MTN, GLO,
AIRTEL and ETISALAT’s Consumers in
Terms of Advertisement and Representation
of Services: The responses of the customers of
the four network service providers based on
providers’ advertisement and representation of
services is shown in Table 7.

Table 7: DISAGGREGATED DISTRIBUTION OF RESPONSES ON ADVERTISING AND
REPRESENTATION OF SERVICES BASED ON MOBILE SERVICES PROVIDERS
MTN
GLO
ETISALAT
AIRTEL
Agree
Disagree
Agree
Disagree
Agree
Disagree
Agree
Disagree

(Count /
(Count /
(Count / % (Count / %
% of
% of
of total)
of total)
total)
total)
AVAILABILITY OF SERVICES
Item 1
83
155
34
72
(13.3%)
(24.8%)
(5.4%)
(11.5%)
Item 2
71
165
25
70
(11.3%)
(26.4%)
(4.0%)
(11.2%)
Item 3
87
143
29
67
(13.9%)
(22.8%)
(4.6%)
(10.7%)
Item 4
95
136
32
66
(15.2%)
(21.7%)
(5.1%)
(10.5%)
ADVERTISING OF PACKAGED SERVICES
Item 1
148
70
65
26
(23.6%)
(11.2%)
(10.4%)
(4.2%)
Item 2
98
93
43
40
(15.7%)
(14.9%)
(6.9%)
(6.4%)
UNSOLICITED TELEMARKETING
Item 1
214
55
97
17
(34.2%)
(8.8%)
(15.5%)
(2.7%)
Item 2
95
141
35
63
(15.2%)
(22.5%)
(5.6%)
(10.1%)
Item 3
94
146
32
66
(15.0%)
(23.3%)
(5.1%)
(10.5%)
Item 4
54
197
20
80
(8.6%)
(31.5%)
(3.2%)
(12.8%)
Note: Refer to Table 5 for items definition
As shown in Table 7, all the four service providers were
largely perceived negatively by the customers with regard
to availability of services and unsolicited telemarketing.
The respondents were of the view that all the four service
providers lagged in relation to providing detailed

(Count / %
of total)

(Count /
% of
total)

(Count /
% of
total)

(Count / %
of total)

44
(7.0%)
30
(4.8%)
27
(4.3%)
33
(5.3%)

56
(8.9%)
65
(10.4%)
68
(10.9%)
63
(10.1%)

21
(3.4%)
22
(3.5%)
29
(4.6%)
27
(4.3%)

54
(8.6%)
48
(7.7%)
38
(6.1%)
44
(7.0%)

87
(13.9%)
50
(8.0%)

11
(1.8%)
31
(5.0%)

56
(8.9%)
42
(6.7%)

13
(2.1%)
25
(4.0%)

92
(14.7%)
32
(5.1%)
36
(5.8%)
20
(3.2%)

20
(3.2%)
70
(11.2%)
59
(9.4%)
80
(12.8%)

75
(12.0%)
26
(4.2%)
28
(4.5%)
21
(3.4%)

12
(1.9%)
45
(7.2%)
46
(7.3%)
57
(9.1%)

information on service availability and inundating with
unsolicited telemarketing. However, the service providers
were perceived to have performed moderately well with
regard to fulfilling their promises with packaged services.
5. DISCUSSION OF FINDINGS
This
study
has
revealed
Nigerian
mobile
telecommunication’s consumers view of service providers
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with regard to provision of information as well as
advertisement and representation of services. The overall
result showed that consumers of MTN and GLO had more
negative perception about their service providers compared
with those of ETISALAT and AIRTEL. In this section, we
discuss the findings in relation to the two broad variables
studied. In relation to the provision of information to
subscribers, findings revealed that the consumers adjudged
the service providers to have done little with regard to
service contract information as a large number of the
respondents disagreed with the notion that service
providers make available to them adequate information as
at when required and that such information was devoid of
any technical jargons. Also, findings revealed that the
service providers had not met their obligations with regard
to description of services as many disagreed with the notion
that the service providers had done well in giving proper
description of the various services they provide. This is
especially true for participants who were subscribers of
MTN and GLO. The need to provide proper information to
consumers cannot be jettisoned just like deGeyter [3] puts
it that accurate information demystifies, creates less
resistance, puts more responsibility on customers, allows
for greater input and feedback, leads to less confusion and
ultimately leads to less worry.

pricing information provision is concerned. Since price is a
significant factor in the choice processes of the consumers
according to Olatokun and Nwonne [22], service providers
must strive as much as possible to provide adequate pricing
information. Being aware of what the charges for a
particular service subscribed to includes and the method of
calculating such charges will allow consumers to make
adequate plan and know whether to put in for a service or
not. Another performance index is provision of product
warranties and maintenance information to subscribers. The
service providers were also rated low by the consumers in
this regard as many respondents reported that service
providers had not been meeting up with their expectations
with regard to provision of adequate information about
product warranties and maintenance services offered.
However, with regard to fault repair and service
interruption, it can be inferred that service providers have
done relatively well. From the results, majority of the
respondents perceived the service providers to have done
well in this regard. This view however negates that of Uzor
and Chiejina [34] who were of the view that the rate of
drop calls which is an example of service interruption, is
rampant in the provision of telecommunications services in
the Nigerian telecommunication sector. The perception of
the respondents in regard to having access to emergency
services was negative. Emergency service is a critical
service that must be available at any point in time and
service providers need not to be seen as lagging in this
regard. Having an emergency service available is a good
one for the consumers of mobile services and a good
customer service indeed. The importance of a good
customer care service was emphasized by Islam [9] when
he reported that customer satisfaction of cell phones was
significantly dependent upon customer care centre services.

Additionally, appropriate description of service being
offered can engender trust in the heart of the consumers.
According to Turel and Serenko [31], the degrees of
perceived quality and perceived value are key factors
affecting a person’s satisfaction with mobile services.
Satisfaction in turn, is reported to influence the extent of
loyalty. A consumer can equate providing adequate
information to enjoying quality service and can also view
service provider as placing proper value on him/her by
providing such adequate information. Therefore, if service
providers continue with their current performance, the
loyalty of their customers will surely dwindle and this can
lead to changing from one service provider to the other.
According to the conclusion of Khan [12], improving
customer satisfaction will definitely lead to customer
loyalty and it is certain that by the referring of loyal
customers, a firm can also attract more customers. With the
result of the study showing fewer customers who
subscribed to only one service provider and more
customers subscribing to two or more service providers, it
can be inferred that this action is due to want of reliable and
quality service. Service providers hence need to work hard
to address this issue.

Concerning advertising and representation of services,
results also showed that the service providers are adjudged
to still lag in providing accurate information about service
availability. Although this was largely among the
subscribers of MTN and GLO, ETISALAT and AIRTEL
subscribers also shared similar views of their service
providers not meeting the benchmark on providing service
availability information. Saul [27] stressed the importance
of providing accurate product information by concluding
that accurate exchange of information makes things easier
and saves resources both from the organization’s and the
customer’s point of view.
Also, Levin and Gaeth, [17] ascertained that the labeling of
a product attribute in positive or negative terms did affect
consumers' evaluations. In this study, majority of the
participants were of the view that the service providers had
not been providing detailed information with regard to
limitations to particular services which could be in form of
geographical, technical, or any other. Accuracy of service
availability information is something service providers
must make a priority. There is no need purchasing a service
or product that will be useless to the consumers under

Furthermore, the perception of the respondents with regard
to service providers’ performance in relation to pricing
information was also negative. According to the outcome, it
was revealed that service providers were yet to meet up
with the subscribers’ information need as far as pricing
information is concerned. A larger percentage of the
participants who were mainly subscribers of MTN and
GLO reported in the negative, indicating that these service
providers are yet to meet the set benchmark as far as
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certain circumstances not expressly stated in the
promotional materials for such product or service. The
providers of telecommunications services in Nigeria
therefore need to up their game and make sure that
adequate information about location, technical or any other
limitations go alongside any form of promotional
material(s) for a product or service being offered as this
will help the subscribers in their decision making.

of ensuring that consumers get value for their money. NCC
should also carryout routine consumer studies on various
regulations created in order to have primary data from
consumers. This will help in evaluating existing policies
and formulation of new ones. Second, adequate customer
service is one way an organization can engender good
feedback and thereby creating more customers while
retaining the existing ones. As the competition becomes
stiffen due to the fact that customers can now change their
service providers without changing their mobile lines;
thanks to mobile number portability, service providers will
have to work on issues of concern to subscribers to retain
existing customers as well as win new ones.

In regard to advertising of packaged services, the
participants adjudged the service providers to have done
well as those who indicated that they provided all the
components of an advertised packaged service were more
than those who indicated otherwise. Living up to
expectation in terms of what was promised is a way an
organization can endear itself to its consumers. In relation
to unsolicited telemarketing, many respondents agreed that
they regularly receive unsolicited messages from their
service providers. Rettie and Brum (2001) as cited by Phau
and Teah [25] reported that SMS advertising provides
several advantages, such as cost effectiveness, ubiquity,
immediacy, and targeted message delivery. Muk (2007),
Grant and O’Donohoe [8], and Xu (2006/2007) as cited by
Phau and Teah [25] were however reported to have
concluded that 79% of online consumers find receiving
mobile advertising through their mobile phones irritating
and intrusive. This study confirmed this as the respondents’
indicated that if majority of them were given the chance,
they would have opted-out of being sent such messages.

Based on our findings therefore, providers will have to do
more in terms of the quality and the authenticity of the
information provided for their customers as this aspect of
their business is quite important to the teaming mobile
telecom subscribers in the country. Specifically, since
subscribers of MTN and GLO in this study were of the
view that the two service providers have not been effective
in meeting their needs as far as provision of information as
well as advertising and representation of service is
concerned, we will suggest that the companies should take
critical look at this issue and proffer adequate solution.
Being aware of the fact that business is kept going by the
continue commitment of the consumers, it is important that
any concern from the point of view of the consumers be
resolved appropriately and on time too. While the
subscribers of ETISALAT and AIRTEL seem to have fairly
good perception about the service providers as far as
provision of information as well as advertising and
representation of service is concerned, it is suggested that
the companies should improve on their current practices in
order to sustain customer loyalty for a long time.

Unsolicited telemarketing has become a global
phenomenon which regulatory agencies around the world
have been looking for a way to curb. A number of countries
have created what is called a ‘do not call’ list which
excempt any number entered into such a list from any act
of unsolicited telemarketing. Legal actions can be taken
against organizations that violate this rule. The telecom
regulatory authority of India has been championing this
course for a while as reported by The Economic Times
[29]. Findings from this study implies that the Nigerian
Communications Commission may have to create a
national ‘do not call’ list for the Nigerian environment to
forestall the activities of the telecommunication service
providers in line with bulging into people’s privacy through
sending of unrequested messages.
6. RECOMMENDATIONS
Our recommendations are addressed to the mobile
telecommunications providers and the Nigerian
Communications Commission that represents the
government in the protection of telecom consumers’
interest. First, the consumer code of practice regulation is a
document that is provided by NCC; and this is just one of
the agency’s several regulatory documents. This study
having pointed out the subscribers’ perception of service
providers in terms of provision of information as well as
advertisement and representation of services, NCC will
have to take more proactive actions in terms of monitoring
and enforcing the content of the consumer code as a means
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ABSTRACT
Middleware solutions for mobile computing should give application designers full location visibility to perform applicationspecific optimizations and to adapt to local resource availability. This will enable application developers in patient monitoring
domain to be able concentrate their resources and time on the service logic of the problem they are solving which will invariably
reduce the total time, Also , efforts expended by software development firms and IT departments on patient monitoring
application development will be minimal if such middleware exist. This paper produced a context- aware mobile agent
middleware on top of which healthcare service programmers and developers can run other plug-in applications that allow mobile
devices and biomedical sensors to be used for monitoring patients remotely using agent technology.
Keywords: Mobile agents, Middleware, Remote patient monitoring
African Journal of Computing & ICT Reference Format:
O.P. Akomolafe (2014). Application Specific Optimization and Local Resouce Availability With Mobile Agent Enabled
Middleware. Afr J. of Comp & ICTs. Vol 7, No. 5. Pp 77-84.

1. INTRODUCTION
Remote patient care and telemedicine platforms have been
proved during the last years to be significant tools for the
optimization of patient treatment in isolated areas [10][6].
Transport, accommodation and medical personnel related
costs are reduced, and a full time 24 hours per day, 7 days per
week patient status monitoring is provided [13]. Health
monitoring may be delivered not only in a hospital
environment but at home as well, through the establishment
of modern patient telemonitoring systems. The recent
improvement in medical devices, wireless communication
and software technology offers the opportunity for more
sophisticated and user-friendly digital services which can be
harnessed for better remote monitoring. Mobile software
agents represent one of the recently emerged paradigms
related to pervasive computing that carry a tremendous
prospect in solving some of the real world problems and
enabling “anytime, anywhere and with any device within any
context” access to digital information services.

In addition, mobile computing can greatly benefit from the
possibility of a synchronicity between user/terminal requests
of operations and their execution. For instance, wireless
connections impose strict constraints on available bandwidth
and on communication reliability and minimize the
connection time of the wireless client device. The mobile
agent (MA) paradigm does not need continuous network
connectivity, because connections are required only for the
time needed to inject MAs from mobile terminals to the fixed
network infrastructure, for instance through the current
wireless point of attachment[26].
MAs are autonomous and can carry on services even when
launching users/terminals are disconnected, by delivering
service results back at their reconnection. Mobile agents are
software abstraction that can move from host to host on a
network to perform specialized services. Apart from
providing mobility, agents possess the unique characteristics
of adapting to changes in their execution environment and
hence have a higher chance of survival and achieving
application objectives over a large, distributed and
heterogeneous network when compared against traditional
techniques which make its adoption for the present research a
viable option in this local context [5]. Mobile agents have
also proved very effective in supporting asynchronous
execution of client’s request and weak connectivity [11]
especially in developing countries.

Context-awareness and context management are in the focus
of intensive on-going research efforts by the pervasive
computing research community. Pervasive computing is a
computing paradigm incorporated in a variety of devices
(computers, cars, entertainment units, appliances, etc.), which
can carry out computing in a relatively non-intrusive manner
and can impact and support many aspects of work and
everyday activities [1][7][15].
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Despite these laudable advantages mobile agents paradigms,
its adoption however comes at the cost of an increase
development effort on the side of application developer
compared to the other technology like client server despite its
advantages. There are several issues ranging from
unpredictable modification in accessible resources, wide
heterogeneity of access terminal to security and trust.
Therefore there is a need for technologies that will bridge the
gap thereby making the development of a remote patient
monitoring application easier while still harnessing the
intrinsic advantages of mobile agent system.
The outline of this paper is as follows: Related works are
discussed in Section 2. Section 3 discussed the requirement
for the middleware framework design while Section 4 gave a
layered view of the middleware while Section 5 discussed a
model for the middleware. Section 6 discussed the
application of the mobile agent middleware with a scenario.
Concluding remarks was given in section 7.









2. RELATED WORKS


[14] proposed and consequently implemented a policy based
architecture that allows autonomous and continuous
monitoring of patient thereby providing continuous necessary
medical information to hospital personnel by utilizing
software agents and wireless sensor technologies. [8]
presented a telephone care system using mobile telephony for
remote patient monitoring. Their system takes advantage of
the serial port available in new mobile phones to implement a
generic interface for patient monitors. Vital signals are
acquired from electro medic devices using RS232 interface
and transmitted through the internet. This work also does not
adopt the mobile agent technology.






A mobile agent framework for telecardiology was proposed
by [4], they combined both mobile agent and object request
broker mechanism in their framework so that it can support
interoperability and optimize monitoring process. [12] also
produced a patient vital signal measuring devices called
Tyndal mole, a non-intrusive patient monitoring equipment
that does localized processing. Other similar were done by
[3] where several multi-agents projects and initial for e-health
were listed. Of much interest is the work of [9], called
Ubimedic.
3. MOBILE AGENT MIDDLEWARE FRAMEWORK
At an abstract level the most basic functional requirement of
the middleware is to serve as an effective conduit for
transferring physiological and contextual data from any
application sitting on it to specified server location, therefore
template of contextual data must be defined completely from
the abstract definition provided. The middleware promises to
help simplify Remote Patient Monitoring (RPM) application
development. Based on analysis of many different RPM
applications, the following requirements were identified.

78

Authorisation and Authentication: It is vital that
the middleware accurately authenticate a patient or
a care giver
Context Requirement: The middleware should
provide a high degree of context awareness by
automatically inferring patients' locations and time
without the user intervention.
Data capturing and delivering: In remote patient
monitoring, physiological and contextual data
collected through a body sensor must be transferred
to medical personnel for proper diagnosis and
record purpose. Different data type must be
captured, both discrete and continuous data
Data Transmission: Data must be transferred to a
remote central server in real time and also to
subscribed care givers, strict measures must be in
place to protect unauthorised access to patient data.
Reliability issues: Failure of a node should be
properly managed so that data integrity can be
maintained.
Messaging: Notifications should be generated
appropriately in case of occurrences that are of
interest to caregivers.
Portability: Although the monitoring is targeted
towards mobile devices developers can also target
computers systems.
Integration: The middleware should easily
integrate with an application developer's code, it
should use well known coding styles and
conventions.
Performance: The middleware should perform its
operation in standard time with minimal memory
footprint.
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2. Base Agent :This is an agent that is started when a
session starts and runs continuously until the session stops.
They perform tasks that are to be repeated and processed
continuously. Most typical of such task is the patient
sensor data processing (forwarding/receiving). On the
SPDA, the base agent exhibit the SubmitContextValue
behaviour to continuously send patient context values to
the server as soon as it is passed to CAMAM. On the
server, the base agent exhibits all the behaviours that
respond to initiators.

4. MODEL OF THE CONTEXT AWARE MOBILE
AGENT MIDDLEWARE(CAMAM)
The Model of the developed middleware is shown in
Figure 1. It shows the internal modules of CAMAM and
how they interact to form a unified whole. The different
components in the model are explained below.
1. Behaviour Stack/Behaviours: Behaviour represents a
task that an agent can carry out. It extends predefined
behaviour in JADE and implements an atomic task or
functionality. The CAMAM engine on initiator sides of the
system (SPDA/Reader) selects the behaviour that
implements a requested task and schedules it for onward
processing by a task agent, these task agents communicate
with the server base agent by sending various messages
and getting responses as described by the running
behaviour. On the responder side (Server) all behaviours
are added to the base agent and each of them respond to
incoming requests as appropriate.

3. Task Agent: These agents are started, to perform a
specific one-off tasks. On starting, they pick up the
behaviour that defines the required task, execute it and are
destroyed when the task completes. Task agents exist only
on the initiator side of CAMAM, they send requests to the
base agent on the server as specified by the behaviour
assigned to them and are destroyed when a response is
received, the response is handed over to the CAMAM
engine for onward delivery to the third party application.

1)

Agent Content Manager:Handles the wrapping
and unwrapping of agent communication
concepts (Communicative acts, performatives,
actions, expressions etc.) into or from a string. It
converts between internal objects and FIPA
compliant agent message content string. It serves
as an interface between the CAMAM Engine and
its associated entities and the underlying agentbased framework.

Figure 1 Model of the Context Aware Mobile Agent Middleware
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4)

5)

6)

7)

8)

9)

Agent Content Manager:Handles the wrapping
and unwrapping of agent communication
concepts (Communicative acts, performatives,
actions, expressions etc.) into or from a string. It
converts between internal objects and FIPA
compliant agent message content string. It serves
as an interface between the CAMAM Engine and
its associated entities and the underlying agentbased framework.
CAMAM Codec :This is the class that defines
the language used by messages sent by CAMAM.
It understands and translate internal objects
into/from string tokens as requested by the Agent
Content Manager.
CAMAM Ontology: This class defines the
ontology used by CAMAM. It understands the
different terms and concepts in the framework
and converts them to a standard format
understood by the CAMAM Codec. Uses defined
schemas to interpret the symbols and expressions
in agent messages sent in the framework.
Schema: Schemas provide definition of how
internal objects will be converted to or
reconstructed from the generic representation.
Schemas are defined for concepts, predicates and
agent actions to define how they will render
themselves to the internal agent message
representation. Typical schemas defined in
CAMAM include Concept Schemas e.g
PatientSchema,
AuthorizationTokenSchema,
ontextValueSchema,
RelativeSchema
etc.
Predicate Schemas e.g :HasStringIdOfSchema,
ContextValueIsSchema,
OwnerStringIdIs,
ContextIsSchema etc. Agent Action Schemas e.g
PatientLoginAgentActionSchema,
RegisterContextAgentActionSchema
Concepts: These model the entity classes, they
provide a wrapper around them to make them
conform to the JADE concept system. Some
entities in CAMAM are: Patient, Context,
Address, ContextValue etc.
Predicates: These are used to indicate that a
specific condition is true. They often wrap
concepts. An example is indicating that a Patient
Concept that has an Id of “id” is something.
Some examples include: ContactWithIdOf,
ContextIs, ContextValueIs, HasStringIdOf

10) Agent Actions:These model requests that
perform specific actions. Example is Login to
server, object creation on server, e.t.c typical
agent
actions
in
CAMAM
are:
PatientLoginAgentAction,
RegisterContextAgentAction
11) CAMAM Vocabulary:It is an interface that
servers as a central dictionary for Concept,
schema and agent action names. Names used in
the CAMAM Ontology are declared as constants
in the interface and reference all over CAMAM.

5. LAYERED VIEW OF THE MIDDLEWARE IN A
REMOTE MONITORING SYSTEM
Figure 2 shows the layered diagram for the middleware on
the source personal digital assistance (SPDA) and the
server which communicate back to back from the SPDA
using the Context aware Middleware Framework Engine
CAMAM Engine (SPDA) /JADELEAP to the central
server using the CAMAMEngine(Server)/JADE. Some of
the components in the diagram are described below.
JADE-LEAP is the java API used to develop the agent
platform. JADE-LEAP is a modified version of the JADE
platform that can run not only on PCs and servers, but also
on resource constrained devices such as mobile phones
provided that they are Java enabled (MIDP 1.0 is the
minimal requirement). It is important to note that JADELEAP provides the same APIs with respect to JADE so that
an agent developed to run on JADE can run on JADELEAP with NO modifications at all. The JADE-LEAP api
runs on the java virtual machin instatlled on the mobile
phone.
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Fig. 2: Layered Diagram for the Middleware
As shown in Figures 2 both Jade- Leap and Jade runs on
the JVM Layer which in converts Java byte code into
machine language which is understood by the mobile
device and executes it which in turn runs on the host
Operating system.

Two basic agents that are doing all the plumbing work
inside CAMAM are Task agent and Base agent .A
complete process of sending data is put into a session
initiated by Task Agent , using a transport service that is
built on top of Jade Message Transfer Service (MTS),Base
agent to consistently transport contextual values from the
source PDA to the server after a session has been
successfully initialized by a task agent.

Entity Classes are classes that model the entities in the
problem space, they model the actors, actions and data that
move around the system. Entity class model actors such as
patient, medical personnel, relative etc. actions such as
policy actions, and data such as place, address, context,
context value etc. The classes have a consistent definition
across all modules of the framework. The application
developer uses it to define scenarios, requested actions and
processes for a Remote Patient Monitoring (RPM)
application using the middleware, that is Context aware
Patient Monitoring Framework ( ) Engine . It makes API
calls and it is called back with responses as appropriate.

As we much data across PC and mobile devices data are
persisted using JPA Data Persistence on server and RMS
Data Persistence on J2ME devices. Persistence of some
information is needed on the Reader devices(mobiles
devices) so that continuous reading wont required
continuous login procedure. Notification services facilitates
easier exposure
automatic SMS or email sending
capabilities to subscribers that wish receive patient sensor
data while replicator agents on alternate server does
automatic synchronization of data
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Fig 3: Provided Functionalities and Required Interface (Server)
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Some of the features or functions provided by CAMAM as
shown in Figures 3 and 4 (Register Patient, Authenticate
Patient Register Context, De-Register Context, Get
Auhorization, PersistObject etc ) are for submitting
requests and obtaining parameters required by the
framework. Figure 3 shows the functionalities provided by
CAMAM_Server and Figure 4 shows the functionalities
provided by CAMAM_SPDA to a third party developer
implement a remote patient monitoring application using
the framework (CAMAM).

6. FEATURES AND INTERFACES PROVIDED FOR
AN APPLICATION DEVELOPER BY THE
MIDDLEWARE (CAMAM)
The functionalities provided by CAMAM are grouped into
two are grouped into: CAMAM_Server for the server side
programming and CAMAM_SPDA for the Personal Digital
Assistant or any hand held mobile device. These
functionalities are for submitting requests and obtaining
parameters required by the programmers. CAMAM works
by providing an abstraction layer over the JADE mobile
agent platform. Requests and corresponding results are
implemented as agent messages

Fig 4: Provided Functionalities and Required Interfaces (SPDA)
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7. CONCLUSION
We developed a middleware platform for remote
healthcare monitoring by abstracting the functionalities
involved in remote patient monitoring using mobile agent
framework, it allows application developers to develop
remote monitoring applications while harnessing embellish
advantages of mobile agent. An application developer picks
an appropriate CAMAM library (Depending on the target
environment) and references it and hence have access to
exposed functionalities provided by the middleware for use
in application development.
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ABSTRACT
This paper proposes novel lossy image compression technique using hybrid wavelet transform and vector quantization. First
hybrid wavelet transform consisting of two different component transforms is generated and applied on color images. Discrete
Kekre transform (DKT) and Discrete Cosine transform (DCT) play role of base and local transform respectively in hybrid
wavelet transform. In transform domain 3.125% data is retained by making low energy coefficients zero and image is
reconstructed. Vector quantization (VQ) algorithm is applied on these reconstructed images. In vector quantization only indices
of code vectors are sent which gives more compression of hybrid wavelet transformed image. Three different vector quantization
algorithms like Linde-Buzo-Gray (LBG), Kekre’s Proportionate Error (KPE) and Kekre’s Error Vector Rotation (KEVR) are
applied on reconstructed images and their performance is compared. Error between original image and reconstructed image
obtained after vector quantization is calculated and reconstructed image quality is observed for each VQ algorithm. In propos ed
method KPE algorithm shows better image quality than traditional LBG algorithm. Results of KPE are followed by KEVR
algorithm. Combination of hybrid wavelet transform and VQ helps to achieve higher compression ratio up to 64 giving better
quality of reconstructed image than obtained in DKT-DCT hybrid wavelet transform.
Keywords- Image Compression;, Kekre Transform; KPE; KEVR; Vector Quantization.
African Journal of Computing & ICT Reference Format:
H.B. Kekre, T. Sarode & P. Natu (2014). Image Compression using Fusion of Hybrid Wavelet Transform and
Vector Quantization. Afr J. of Comp & ICTs. Vol 7, No. 5. Pp 85-94.

1. INTRODUCTION
Image compression is a technique that reduces redundancy in
images and allows representing an image using less number
of bits without degrading image quality to undesirable level.
Objective of image compression is to reduce memory space
required for storage so that more data can be stored in given
amount of storage space [1]. It also reduces bandwidth
required for transmission thus giving efficient transmission of
data. Compression is broadly classified as lossless
compression and lossy compression. In lossless image
compression reconstructed image is exactly same as original
image. Hence such type of compression is particularly used
where image data is critical like in medical imaging.

In lossy image compression there is difference in recovered
image and original image. Though this difference is there,
acceptable image quality can be obtained in lossy
compression [2]. In literature many lossy image compression
methods have been proposed. Transform based coding [3],
wavelet transforms [4], hybrid wavelet transforms [5],
artificial neural networks [6] and vector quantization [7] are
widely used among them. Pixels in an image show certain
level of correlation with neighboring pixels. Transforms map
this correlated data into frequency domain as uncorrelated
coefficients.
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As low frequency coefficients in transform domain represent
most of the information contents in the image, only those
coefficients can be retained and high frequency coefficients
can be discarded which results in compression. This paper
proposes lossy image compression using hybrid wavelet
transform and vector quantization [8]. Image is first
transformed using hybrid wavelet transform [9,10]. Use of
hybrid wavelet transform gives better compression ratio than
wavelet transforms as it combines features of two different
orthogonal transforms. Transformed image is reconstructed
and VQ is then applied on this reconstructed image. Different
VQ algorithms like KPE [11] and KEVR [12] are compared
against traditional LBG [13] algorithm. Error measurement
parameters like root mean square error (RMSE), mean
absolute error (MAE) and average fractional change in pixel
value (AFCPV) are used to compare performance of VQ
algorithms.

In their proposed technique each image is transformed into
difference value’s matrix and VQ is applied on it. Clustering
based hybrid DCT-VQ compression algorithm is proposed in
[18] by Mahapatra and Jena. VQ is applied using K-means
clustering method on DCT transformed image to speed up
quantization process. It gives better compression than
conventional VQ algorithms. Mahmood and Shyesteh [19]
have proposed LBG VQ algorithm on DCT transformed
image. Here image is divided into blocks and for each block
DCT is applied. LBG algorithm is used to quantize
transformed coefficients in each block. This method gives
better results than conventional VQ algorithms. In [20] Kalra
and Ghosh have proposed combination of wavelet based
compression sensing and vector quantization. Wavelet
transform is used to sparsify the input image while
measurement vectors generated from the sparse vectors are
transmitted using vector quantization.

Rest of the paper is organized as follows. Section II presents
current state of art. Hybrid wavelet transforms and VQ
algorithms are discussed in brief in section III. Proposed
method is discussed in section IV. Performance of different
VQ algorithms is evaluated in section V and section VI
concludes the paper.

3. HYBRID WAVELET TRANSFORM
As name suggests it is obtained by hybridization of two
transforms. Two transforms used are called component
transforms and they should be orthogonal. In this paper
Discrete Kekre Transform (DKT) [21] and Discrete Cosine
Transform (DCT) are used as component transforms to obtain
DKT-DCT hybrid wavelet transform. Kekre transform matrix
is generated using following equation

2. REVIEW OF LITERATURE
In literature many lossy image compression algorithms are
proposed using different techniques like block truncation
coding, transforms, wavelet transforms, vector quantization
and their combinations. Kartik Sau et al. [14] have proposed
lossy image compression of grayscale images using absolute
moment block truncation coding and Clifford algebra. It gives
good image quality with high PSNR values. Transformed
vector quantization approach has been proposed by Robert Li
et al. [15].

x≤y

1
Kxy=

- N+(x-1)
(1)
0

x = y+1

x > y+1

DKT transform matrix is given as

Image is transformed using DCT. Low energy coefficients are
discarded and fast kohenon algorithm is used for vector
quantization of transformed coefficients. Approximated image
is obtained by applying inverse DCT at receiving end. S.
Sathappan has proposed vector quantization based image
compression [2] in which codebook is generated using LBG
algorithm. Indices of vector quantization are compressed and
residual codebook is generated by using Modified Fuzzy
Possibilistic C-Means with Repulsion and Weighted
Mahalanobis Distance. This residual codebook removes
distortion in reconstructed image and improves the quality of
reconstructed image. Debnath et al. have proposed image
compression using combination of wavelet transform and VQ.
It uses three level discrete wavelet transform resulting in ten
different sub bands. Eeach sub band is then vector quantized
and VQ indices are further Huffman encoded to increase
compression ratio [16]. Compression using difference vector
quantization has been proposed by jau Ji shen and Ya Hsin Lo
[17].
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Hybrid wavelet transform extracts traits of both component
transforms used and gives better compression than individual
component or its wavelet transform. Transform matrix is
generated using Kekre’s wavelet generation method whose
equation is given below
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4.1 Linde-Buzo-Gray Algorithm (LBG)[13]
It is like K-means clustering algorithm. It takes N trainee
vectors as input and divides them into k clusters such that
k<N. Vectors are grouped in a cluster using some similarity
measure. Initially centroid of trainee vector is computed. This
is initial code vector. Constant error is added to it and
subtracted from it. It generates two vectors v1 and v2.
Euclidean distance of all training vectors with v1 and v2 is
computed. If the distance of training vector with v1 is
minimum then it is put in cluster 1 else it is placed in cluster
2. Again centroids of two newly formed clusters are computed
and process of clustering is repeated. Every time centroid is
computed, it gives new codebook. Thus codebook size is
doubled after every iteration. Figure 1 shows formation of 2
clusters using LBG in two dimensional case.

(3)

It is simple and faster to generate because it involves
Kronecker product in generation method. Ap is base
component of size pxp. Bq is local component of size qxq. In
DKT-DCT hybrid wavelet DKT acts as a base transform and
DCT is used as local transform. Ap
Bq(1) gives ‘p’
number of rows showing global features of image. Identity
matrix of size pxp is used for shifting rows of transform
matrix. Kronecker product of Ip is taken with each row of
matrix B except first row. It gives local properties of hybrid
wavelet transform.
4. VECTOR QUANTIZATION
It is lossy data compression technique and has been used in
variety of applications like biometrics [22,23], CBIR [24],
image segmentation [25], pattern recognition etc. It maps kdimensional vector space to finite set of code vectors called as
codebook CB. This codebook contains N code vectors, i.e.
CB= {C1, C2, C3,…, CN} each of dimension k. Hence Ci=
{ci1, ci2,…, cik}. If only indices of these code vectors are
transmitted it gives good compression. Hence good codebook
design is essential to achieve compression with minimum
distortion. Clustering algorithms are used to generate the
codebook. Lesser size of codebook means more compression
and hence distortion is also more. Large codebook gives less
compression ratio with minimum distortion.

Figure 1: LBG for Two Dimensional Case
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4.2 Kekre’s Proportionate Error Algorithm (KPE)[11]
Here to generate two vectors v1 & v2 proportionate error is
added to the code vector. Magnitude of elements of the code
vector decides the error ratio. Hereafter the procedure is same
as that of LBG.

5. PROPOSED METHOD
In this paper combined approach of hybrid wavelet transform
[26] and VQ is proposed. Initially color image of size
256x256x3 is selected. Using DKT 16x16 and DCT 16x16,
hybrid wavelet transform of size 256x256 is generated.
Selected color image is transformed using this hybrid wavelet
transform. Transform domain coefficients are then sorted in
descending order of energy. In transform domain 2048 lowest
energy coefficients are discarded and image is reconstructed.
Iteratively 96.875% low energy coefficients are discarded and
reconstructed images are obtained by applying inverse
transform. Now vector quantization algorithm is applied on
reconstructed images. Trainee vector is formed by considering
R, G and B values of each pixel which gives vector size three.
Codebook of size 16 and 32 are generated using three
different VQ algorithms namely LBG [], KPE and KEVR.
While transmission, only indices of these codebooks are sent
which leads to further compression. Using these codebook
indices, image can be reconstructed at the receiving end.

4.3 Kekre’s Error Vector Rotation Algorithm (KEVR)[12]
In this algorithm two vectors v1 & v2 are generated by adding
error vector to the code vector. Euclidean distances of all the
training vectors are computed with vectors v1 & v2 and two
clusters are formed based on closest of v1 or v2. The code
vectors of the two clusters are computed and then both
clusters are split by adding and subtracting error vector
rotated in k-dimensional space at different angle to both the
code vector. This modus operandi is repeated for every cluster
and every time to split the clusters error e i is added and
subtracted from the code vector and two vectors v1 and v2 is
generated. Error vector ei is the ith row of the error matrix of
dimension k. The error vectors matrix E is given as:

6. EXPERIMENTAL RESULTS
Experiments are done on color images of different classes.
Selected color images are shown in Figure 2. All images are
of size 256x256x3. Three different VQ algorithms LBG, KPE
and KEVR are applied on hybrid wavelet transformed image.
Codebooks of size 16 and 32 are generated for each image
using each of these algorithms. For comparative analysis
different error parameters like RMSE, MAE and AFCPV are
used.
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Figure 2: Set of Color Images of Different Classes used for Experimental Analysis
Figure 3 plots graph of RMSE versus compression ratio for three different VQ algorithms. Codebook of size 16 is generated
using each of these VQ algorithms. Graph shows error values are plotted up to compression ratio 192. KPE algorithm gives
RMSE 19.76 giving acceptable quality of reconstructed image at such a high compression ratio. Up to compression ratio 24, error
values in LBG are slightly higher than error values in KPE algorithm. This difference further increases gradually and becomes
noticeable at compression ratio 64 onwards. KPE and KEVR show almost similar performance up to compression ratio 32.
Further error in KEVR increases gradually and becomes distinctly greater than error in KPE at compression ratio 192. Still it is
slightly less than error in LBG at all compression ratios.
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Figure 3: Comparison of RMSE at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 16
MAE against compression ratio is plotted in Figure 4. Like RMSE, KPE and KEVR show almost similar MAE up to compression
ratio 32. Difference in error further increases up to compression ratio 192. This error difference becomes noticeable between
LBG and KPE also.

Figure 4: Comparison of MAE at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 16
Figure 5 shows AFCPV at various compression ratios obtained using LBG, KPE and KEVR.

Figure 5: Comparison of AFCPV at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 16
AFCPV shows clear distinction in values obtained in three different VQ algorithms from compression ratio 12. Difference
between error in LBG and KPE as well as between KEVR and KPE is considerable and goes on increasing as compression ratio
increases. In hybrid wavelet transform compression ratio is varied from 2 to 32. Images obtained at each of these compression
ratios are vector quantized using VQ algorithms and codebook of size 32 is generated. It further increases compression r atio and
it ranges from 9.6 to 153.6. Compression ratio increases after VQ is applied. RMSE is plotted against this increased compression
ratio and shown in Figure 6. Up to compression ratio 21.94, almost similar error is given by all VQ algorithms. Onwards, KPE
gives less error than LBG and KEVR. Difference between their errors is maximum at compression ratio 153.6.
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Figure 6: Comparison of RMSE at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 32
Figure 7 shows MAE against compression ratio with codebook size 32 in each VQ algorithm. Error pattern observed in MAE is
similar to RMSE.

Figure 7: Comparison of MAE at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 32
Figure 8 plots a graph of AFCPV versus compression ratio with codebook size 32 generated by VQ algorithms.

Figure 8: Comparison of AFCPV at various compression ratios using LBG, KPE and KEVR VQ algorithm, each
generating Codebook of size 32
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Difference in AFCPV values obtained in LBG and KPE is considerably high at lower compression ratios. Slowly this difference r educes up to
compression ratio 21.94 and then again it increases at higher compression ratios. KPE and KEVR show almost equal AFCPV up to compression
ratio 17.07. Gradually this difference increases with increase in compression ratio. Lowest AFCPV is given by KPE. Difference in AFCPV
indicates the difference in reconstructed image quality. Figure 9 represents reconstructed ‘Lena’ image at compression ratio 64 using DKT -DCT
hybrid wavelet transform as well as proposed combined approach with respective RMSE values. ‘CB’ indicates codebook size generated after
applying VQ algorithm. Using each VQ algorithm codebooks of size 16 and 32 are generated. It has been observed that, image qu ality obtained
by proposed framework is much better than image quality in hybrid wavelet transform. Blocky effect is prominent in hybrid wavelet transform
but after application of VQ it is eliminated. Error decreases as codebook size is increased. KPE gives less error than LBG and KEVR.
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Figure 9: Reconstructed images obtained at compression ratio 64 using DKT-DCT hybrid wavelet transform and
different VQ algorithms in combination with DKT-DCT Hybrid wavelet transform
Reconstructed ‘Lena’ image using VQ+ Hybrid Wavelet at
Compression Ratio 192, Codebook Size in VQ= 16
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Figure 10: Reconstructed ‘Lena’ image at compression ratio 192 when codebook size = 16 in VQ algorithm and at
compression ratio 153 when codebook size = 32 in VQ algorithm
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[6]

5. CONCLUSION
Combination of hybrid wavelet transform and VQ is proposed
in this paper. Reconstructed image in hybrid wavelet transform
is further vector quantized by LBG, KPE and KEVR
algorithms. Codebook of size 16 and 32 are generated using
each VQ algorithm. It compresses the images further N times
where this N depends on size of code book and dimension of
trainee vector. Increase in codebook size decreases an error
and hence gives better quality reconstructed image. Image
quality obtained at compression ratio 32 by combination of
hybrid wavelet and VQ is much better than image
reconstructed in hybrid wavelet transform at same
compression ratio. KPE vector quantization algorithm gives
less error than LBG and KEVR when combined with DKTDCT hybrid wavelet transform. Using proposed combined
approach, compression ratio 64 can be obtained with good
image quality. Image reconstructed at compression ratio 64 in
hybrid wavelet transform is distorted and shows blocky effect
which is not observed in proposed framework. Compression
ratio up to 192 with acceptable image quality is obtained with
codebook size 16 and compression ratio up to 153 can be
obtained by codebook size 32. Image quality is still acceptable
at such higher compression ratios with slight distortion.

K. Siva Nagi Reddy, B.R.Vikram, L.Koteswara Rao,
B.Sudheer
Reddy,
“Image
Compression
and
Reconstruction using a New Approach by Artificial
Neural Network”, International Journal of Image
Processing (IJIP), Volume (6) : Issue (2), 2012, pp. 68-85.

Mukesh Mittal, Ruchika Lamba, “Image Compression
using Vector Quantization Algorithms: A Review”,
International Journal of Advanced Research in Computer
Science and Software Engineering, Vol. 3, Issue 6, June
2013, pp. 354-358.
[8] R. M. Gray, “Vector quantization”, IEEE ASSP Mag.,
pp. 4-29, Apr. 1984.
[9] H.B. Kekre, Tanuja Sarode, Prachi Natu, “Performance
Comparison of Hybrid Haar Wavelet Transform with
Various Local Transforms in Image Compression using
Different Error Metrics”, International Journal of Image
Processing (IJIP), July 2014, Vol.8, Issue 4, pp. 186-203.
[10] H. B. Kekre, Tanuja Sarode, Prachi Natu, “Color Image
Compression using Hybrid Haar-DCT Wavelet in
Different Color Spaces”, Advances in Image and Video
Processing Vol. 2, Issue 4, August 2014, pp. 1-11.
[11] H. B. Kekre, Tanuja Sarode, Kavita Raut, Rohan
Tahilani, “Performance Comparison of LBG, KPE KFCG
and KMCG for Global Codebook Technique”,
International Journal of Computer Applications, Vol. 30,
No. 10, September 2011, pp. 42-50.
[12] H. B. Kekre, Tanuja Sarode, “New Clustering Algorithm
for Vector Quantization using Rotation of Error Vector”,
International Journal of Computer Science and
Information Security, Vol. 7, No.3, 2010, pp. 159-165.
[13] Y. Linde, A. Buzo, and R. M. Gray, “An Algorithm for
Vector Quantizer Design, ” IEEE Trans. on
Communication, Vol.-28, no. 1, pp. 84-95, 1980.
[14] Kartik Saua, Ratan Kumar Basaka, Amitabha Chanda,
“Image Compression based on Block Truncation Coding
using Clifford Algebra” In proceedings of International
Conference on Computational Intelligence: Modeling
Techniques and Applications (CIMTA), 2013, pp.699706.
[15] Robert Y. Li, Jung Kim, N. Al-Shamakhi, “Image
Compression using Transformed Vector Quantization”
Image and Vision Computing, Volume 20, 2002, pp.3745.
[16] Jayanta Kumar Debnath, Newaz Muhammad Syfur
Rahim, and Wai-keung Fung, “A Modified Vector
Quantization Based Image Compression Technique using
Wavelet Transform”, International Joint Conference on
Neural Networks, 2008, pp.171-176
[17] Jau-Ji Shen, Ya-Hsin Lo, “A New Approach of Image
Compression Based on Difference Vector Quantization”,
International Conference on Intelligent Information
Hiding and Multimedia Signal Processing (IIH-MSP),
2011, pp. 137-140.
[18] Mahapatra, D.K., Jena, U.R., “Partitional K-Means
Clustering Based Hybrid DCT Vector Quantization for
Image Compression”, IEEE Conference on Information &
[7]

REFERENCES
[1] G. Boopathy, S. Arokiasamy, “An Image Compression
Approach using Wavelet Transform and Modified Self
Organizing Map”, International Journal of Computer
Science Issues, Vol. 8, Issue 5 Number 2, September
2011, pp. 323-330.
[2] S. Sathappan, “A vector Quantization Technique for Image
Compression using Modified Fuzzy Posibilistic C-Means
with Weighted Mahalanobis Distance”, International
Journal of Innovative Research in Computer and
Communication Engineering, Vol.1, Issue 1, March 2013,
pp. 12-20.
[3] H.B.Kekre, Tanuja Sarode, Prachi Natu, “Efficient Image
Compression TechniqueUsing Full, Column and Row
Transforms on Colour Image ”, International Journal of
Advances in Engineering and Technology, Vol.6, Issue 1,
March 2013, pp. 88-100.
[4] H.B. Kekre, Tanuja Sarode, Prachi Natu, “ Image
Compression Using Column, Row and Full Wavelet
Transforms Of Walsh, Cosine, Haar, Kekre, Slant and
Sine and Their Comparison with Corresponding
Orthogonal Transforms”. International Journal of
Engineering Research and Development, Vol. 6, Issue 4,
pp. 102-113, Mar.2013.
[5] H.B. Kekre, Tanuja Sarode, Prachi Natu, “Image
Compression using Real Fourier Transform, It’s Wavelet
Transform and Hybrid Wavelet with DCT”. International
Journal of Advanced Computer Science and Applications
(IJACSA). Vol. 4, Issue 5, pp. 41-47, May 2013

93

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Communication Technologies (ICT), 2013, pp. 11751179.
[19] Shabanifard, Mahmood, Shayesteh, M.G., “A New Image
Compression Method based on LBG Algorithm in DCT
Domain”, In Proceedings of IEEE Conference on
Machine Vision and Image Processing (MVIP), 2011, pp.
1-5.
[20] Kalra, M., Ghosh, D., “Image Compression using Wavelet
Based Compressed Sensing and Vector Quantization”, In
Proceedings of IEEE 11th International Conference on
Signal Processing (ICSP), 2012, pp. 640-645.
[21] H.B. Kekre, Sudeep D. Thepade, “Image Retrieval using
Non-Involutional Orthogonal Kekre’s Transform”,
International Journal of Multidisciplinary Research and
Advances in Engineering (IJMRAE), Ascent Publication
House, 2009, Volume 1, No.I, 2009. Abstract available
online at www.ascent-journals.com
[22] H. B. Kekre, Kamal Shah, Tanuja K. Sarode, Sudeep D.
Thepade, “Performance Comparison of Vector
Quantization Technique –KFCG with LBG, Existing
Transforms and PCA for Face Recognition”, International
Journal of Information Retrieval (IJIR), Vol. 02, Issue 1,
pp.: 64-71, 2009.
[23] H. B. Kekre, T.K.Sarode, V. A. Bharadi, A A Agrawal, R
J Arora, M C Nair “Iris Recognition Using Vector
Quantization”, International
Conference on Signal Acquisition and Processing (ICSAP
2010), Organized by International Association of
Computer Science & Information Technology (IACSIT)
Singapore, held at Banglore, 9-10th February 2010.
Available on IEEE Explorer.
[24] H. B. Kekre, Ms. Tanuja K. Sarode, Sudeep D. Thepade,
“Image Retrieval using Color-Texture Features from DCT
on VQ Code vectors obtained by Kekre’s Fast Codebook
Generation”, ICGST-International Journal on Graphics,
Vision and Image Processing (GVIP), Volume 9, Issue 5,
pp.: 1-8, September 2009.
[25] H. B. Kekre, Tanuja K. Sarode, Bhakti Raul, “Color
Image Segmentation using Kekre’s Algorithm for Vector
Quantization”,
International Journal of Computer
Science (IJCS), Vol. 3, No. 4, pp.287-292, Fall 2008.
Available: http://www.waset.org/ijcs.
[26] H.B. Kekre, Tanuja Sarode, Sudeep Thepade, “Inception
of Hybrid Wavelet Transform using Two Orthogonal
Transforms and its Use for Image Compression”,
International Journal of Computer Science and
Information Security (IJCSIS). Vol. 9 Issue (6), Jun 2011,
pp. 80-87.

from IIT Bombay in 1970. He has worked Over 35 years as
Faculty of Electrical Engineering and then HOD Computer
Science and Engg. at IIT Bombay. After serving IIT for 35
years, he retired in 1995. After retirement from IIT, for 13
years he was working as a professor and head in the
department of computer engineering and Vice principal at
Thadomal Shahani Engg. College, Mumbai. Now he is senior
professor at MPSTME, SVKM’s NMIMS University. He has
guided 17 Ph.Ds., more than 100 M.E./M.Tech and several
B.E. / B.Tech projects, while in IIT and TSEC. His areas of
interest are Digital Signal processing, Image Processing and
Computer Networking. He has more than 450 papers in
National / International Journals and Conferences to his
credit. He was Senior Member of IEEE. Presently He is
Fellow of IETE, Life Member of ISTE and Senior Member
of International Association of Computer Science and
Information Technology (IACSIT). Recently fifteen students
working under his guidance have received best paper awards.
Currently eight research scholars working under his guidance
have been awarded Ph. D. by NMIMS (Deemed to be
University). At present seven research scholars are pursuing
Ph.D. program under his guidance.

Dr. Tanuja K. Sarode has
received
M.E.
(Computer
Engineering) degree from Mumbai
University in 2004, Ph.D. from
Mukesh
Patel
School
of
Technology, Management and
Engg.
SVKM’s
NMIMS
University,
Vile-Parle
(W),
Mumbai, INDIA. She has more
than 14 years of experience in teaching. Currently working
as Associate Professor in Dept. of Computer Engineering at
Thadomal Shahani Engineering College, Mumbai. She is
member of International Association of Engineers (IAENG)
and International Association of Computer Science and
Information Technology (IACSIT). Her areas of interest are
Image Processing, Signal Processing and Computer
Graphics. She has more than 150 papers in National
/International Conferences/journal to her credit.

Prachi Natu has received B.E.
(Electronics and Telecommunication)
degree from Mumbai University in
2004. Currently pursuing Ph.D. from
NMIMS University . She has 10 years
of experience in teaching. Currently
working as Assistant Professor in
Department of Computer Engineering at
NMIMS university, Mumbai. Her areas of interest are Image
Processing, Database Management Systems and Operating
Systems. She has 27 papers in National /International
Conferences/journal to her credit.

Authors’ Short Biographies

Dr. H. B. Kekre has received B.E.
(Hons.) in Telecomm. Engg. from
Jabalpur University in 1958, M.Tech
(Industrial Electronics) from IIT
Bombay in 1960, M.S.Engg. (Electrical
Engg.) from University of Ottawa in
1965 and Ph.D. (System Identification)

94

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

An Exploration on Mobile Banking and Cashless Economy Imperatives
in Nigeria
C.I. Ugwu
Department of Computer Science
University of Nigeria
Nsukka, Nigeria
celestiyke@yahoo.com
+2348030899997
O.G Epiahe
Department of Computer Science
Akanu Ibiam Federal Polytechnic
Afikpo, Ebonyi state.
okomgee@yahoo.co.uk
+2348036601427

ABSTRACT
Mobile banking is fast becoming the world’s preferred form of trade transactions as a result of its compatibility to support a cashless economy and comparative ease of transaction at the fingertip, short-circuiting the time, stress and long queues of waiting at
the bank. Kenya’s M-PESA is an SMS based money transfer system leading the global mobile money sector. That mobile
banking is a veritable vehicle for the attainment and sustenance of cashless economy is an indispensable fact. Banking in most
developing countries has transcended from a traditional brick and mortar model of customers queuing for services in the banks to
modern day banking where financial transactions can be made at any point, any time via mobile devices. This can be attributed to
the exponential increase in the penetration of mobile telephony in many countries across the globe including Nigeria. In this
paper, we demonstrate that mobile banking can serve as a vital tool for the realization and achievement of cashless economy by
reducing the circulation of cash in the society. It is an assessment of the present state of mobile banking in Nigeria and it s
implications for the realization and sustenance of cashless economy in the country.
Keywords: Mobile banking, Mobile banking technology and Cashless economy
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1. INTRODUCTION
In many countries, including Nigeria, mobile phones are used
to provide mobile banking services, which may include the
ability to transfer cash payments by secure SMS text message.
Kenya’s M-PESA mobile banking services, for example, allow
customers to the mobile phone operator safaricom to hold cash
balances which are recorded on their SIM cards. Cash may be
deposited or withdrawn from M-PESA accounts at Safaricom
retail outlets located throughout the country, and may be
transferred electronically from person to person as well as used
to pay bills to companies [1]. In the early years of banking,
customers of a bank are required to travel to a conventional
bank in order to perform transactions such as balance enquiry,
withdrawal, deposit and other financial and account related
services. Today, with growth and development of information
technology, banking is being revolutionized with the aim of
bringing bank closer to the people and making access to
financial services more convenient.

This revolution can be witnessed with the introduction of
Automated Teller Machine (ATM), online Internet Banking
and now Mobile Banking. Mobile banking has the potential of
fighting against financial exclusion. According to the free
encyclopedia, mobile banking also known as m-banking or
mbanking is a term used for performing balance checks,
account transactions, payments, credit applications and other
banking transactions through a mobile device such as a mobile
phone or personal Digital Assistant (PDA) [2]. Mobile banking
as used here refers to the delivery of financial services outside
conventional bank branches using mobile phones and nonbank
retail agents [3]. M-banking could allow the bank to serve
existing customers better and reach new customers.
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The cashlite programme going on by the Central Bank of
Nigeria (CBN) is designed to reduce the circulation of money
in the country by enabling people pay for goods and services
without need for cash. The use of mobile phone for the
payment of goods and services has become a major innovation
and means through which the economy of most developing
countries including Nigeria is being transformed.
The Chief Executive Officer (CEO) of Pagatech Company of
Nigeria, Tayo Oviosu said that mobile technology devices are
revolutionizing banking and other services in developing
countries the way computer revolutionized industrialized
countries [4]. In Nigeria, the internet has only a penetration rate
of six percent in a population of 140 million but mobile
technology is close to fifty percent penetration with prospect
for growth [5]. The central bank’s initiative to make the
country a cashless society and the high penetration of mobile
phones in the country has form the motive for this paper.
This paper will explore the status of mobile banking in Nigeria,
mobile banking services, mobile banking technologies and the
impact of mobile banking on cashless economy.
2. THE STATUS OF MOBILE BANKING IN NIGEIRA
The penetration of Nigeria society by mobile phones has
created an opportunity for economic growth and transformation
in the country. The provision of financial services via mobile
phone offers a cost effective means of including the large
number of population that do not have formal bank account
into banking services, which will in turn boost domestic
savings and the country’s revenue. The president of the World
Bank, Robert Zoellick said that providing financial services to
the 2.5 billion people who are unbanked could boost economic
growth and opportunity for the world’s poor [6]. The revenue
potential in Nigeria is huge, according to a 2010 poll by Gallup
and NOI-polls, a Nigerian opinion research firm, only 38
percent of the country’s 160 million people use a formal bank
account [7]. Meanwhile, there are more than 93 million mobile
phone subscriptions in Nigeria, the most in Africa, according to
a 2011 report by phone operators [7]. According to industry
tracker mobile Monday, the number of mobile subscribers in
Africa is more than doubled from 246 million in 2008 to 500
million in 2011, with Nigeria alone having more than 75
million mobile phone subscribers today [4]. The source also
reported that about 80% of Nigeria’s residents do not have
formal bank accounts. The major reason for this high
population of the unbanked include high cost of traditional
banking products, the distance that must be traveled to get to
banks and paper work involved in opening accounts. However,
reports show that these problems are increasingly being tackled
with mobile phones and that mobile banking is being used
more and more to solve these problems.
Mobile banking using cell phones was identified at an
unbanked Africa summit held July, 2011 in Lagos Nigeria as a
feasible tool to provide basic financial services to millions of
the unbanked in urban and rural communities in Africa as well

as Nigeria. In Nigeria, the use of mobile phones in banking
started from the transaction based activities whereby debit alert
message or credit alert message is delivered on bank
customer’s mobile phone when withdrawal or payment is
conducted in the customer’s account respectively. That was the
early days of mobile banking in Nigeria. Nigerian banks are
now deploying full fledged banking via mobile phones with
arrays of services which were only possible in the banking halls
before. Zenith Bank UBA, GTBank Diamond and
Intercontinental banks are the font runners of this innovation.
[5]
The Central Bank of Nigeria, in line with its cashless policy,
granted licenses to 15 mobile money operators to provide
financial services and assist in bridging the divide between the
banked and unbanked segment of the population [8]. These
licensed mobile money operators comprises of financial
institutions and independent providers, among them are
GTBank, United Bank for Africa (UBA), Stambic IBTC,
Pagatech, E-transact PLC, M-Kudi, monetize, Paycom,
Eartholeum, moneybox, Parkway projects, Chams, FETS [8].
Mobile network operators were not licensed to participate but
were forced to partner with banks, even when the framework of
the central bank of Nigeria empowered scheme provider
partners to sign customers for mobile financial services. Hence,
a scheme provider’s partner can be a mobile network operator
[9]. Telecos like South Africa’s MTN, the continental giant,
said they could be able to run their own services, given there
proven successes in the markets, but in Nigeria they were
positioned as junior partners [10]. Even though license had
been issued to these mobile money operators mentioned above,
more than half of them are yet to roll out financial services due
to issues revolving around access to financing, technology,
poor agency and distribution networks.
In January, 2012, the CBN disclosed that activities has since
increased within the mobile money ecosystem and operators
have recorded 35, 971 transactions [8]. Chidi Umeano, head,
shared services, CBN said the value of the 35, 971 transactions
recorded in January, 2012 was N227.92 million which is
equivalent to $ 1.4m [8]. Sola Bickersteth, director one
Network, a mobile money industry development. Platform,
strongly believes that the figure is an insignificant fraction of
the huge sum of money that can be generated by mobile money
operators if all the teething issues in the industry are overcome
[8]. It is evident from the transactions recorded just within
January, 2012 that some of these licensed mobile money
operators are currently doing well and have the potential of
turning around the economy of our country in a short space of
time. A new report from Jupiter Research has said that the
continued increase of Nigeria’s mobile money license issuance
and e-commerce web payments will constitute 54 percent of the
total value of global mobile payments by 2017 [11]. According
to a report from business Day, the study predicts that the total
number of payments transacted world-wide over mobile phone
would multiply as much as five times to over $1.3trillion,
therefore putting its 54 percent estimated contribution from
Nigeria at $702 billion [11].

96

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

2.1 Activities of Mobile Money Operators in Nigeria:
Pagetech Money Transfer Services - known as Paga was
launched in Lagos in 2009 by a Nigerian-born Tayo Oviosu
and his Cofounder Jay Alabraba [4]. Paga, Nigerian’s leading
money transfer service officially opened in early 2011 after
receiving approval from the central Bank of Nigeria. Paga as at
January 29, 2012 employs 68 workers and has more than 42,
000 Nigerian customers who can transfer money, purchase
airtime credit, pay bills with their cell phones using their
system [4]. On June 4, 2012, Paga achieved a major milestone
and crossed 100, 000 unique users. Today Paga has over 125,
000 users and the company has the goal of bringing financial
access to 40 million Nigerian by 2015 [12]. Paga recorded
more than 50% increase in the number of agents, within 5
months from 550 agents by the end of January 2012 to over
850 agents located in 19 cities as at early July, 2012 [4, 12].
Paga enables any person with a mobile phone and internet
access to send cash to anyone in Nigeria, buy and send airtime
credit, pay bills, pay both online and physical stores (without
cash notes or a debit card), and perform a variety of other
transactions. Individuals can also perform these transactions in
their various communities by visiting any agent in Pags’s
growing network. Paga has average transaction size of about 3,
000 Nigeria naira, which is equivalent of about $20us. In 2011,
Paga completed $3million in transaction volume, with $1
million of that business occurring in December alone [4].
Most were bill payments for DSTV, the country’s multichannel
digital satellite TV service, as well as mobile phone airtime
purchase. As at July 2012, Paga has processed over 276,000
transactions worth more the N2.6 billion [12]. Investors in Paga
include Adlevo capital, Omidyar Network, Acumen Fund,
Capricorn Investment Group and Goodwell West Africa
Microfinance Development Company. The company uses a
multi-stakeholder approach. Paga is available on all mobile
networks and is delivered to customers in collaboration with
strong local banks (including microfinance institutions),
retailers and various other private and public sector
organizations [12].
To send money using Paga system, the sender dials the phone
number of a subscriber in Nigeria who is now the receiver,
punch in the amount to be transferred from the account,
followed by the senders PIN number. Within a short time, a
recorded voice will confirm the transaction and the receiver
will get a text message alert of the amount sent.
eTranzact Pocketmoni - eTranzact officially received licence
in December, 2011 to run a mobile money service in Nigeria
and this had given birth to Pocketmoni, a service that allows
users to send and receive money, pay their bills anywhere,
anytime, via their mobile phones. etranzact Pocketmoni is a
mobile money service designated to provide secure, cost
effective and convenient mobile money for the banked, underbanked and unbanked. Pocketmoni is built to be network
independent and bank independent i.e. you don’t need to
subscribe to a specific mobile network neither do you need to
have an account at a specific bank. This mobile money
platform provides services such as person-to-person payments,

bill payments (for cable TVs, PHCN, school fees, health
insurance schemes etc), buying of airtime, funding of accounts
or withdrawals from accounts or mobile wallets. eTranzact
Pocketmoni agents are able to open new account for customers.
eTranzact already claim over 50, 000 agents across Nigeria
where users can go to register and transact. [13]. In spite of
challenges such as low awareness and poor technological
infrastructures, Omoniyi, the eTranzat CTO, said that
eTranzact had managed to build a user base of 500, 000 in
three months, covering March to May, 2012 and targets 10
million mobile money users in 2013 [14]. eTranzact, has said
that its obtaining of the payment Card Industry Data Security
Standard Certification (PCIDSS) would boost security of its
payment platforms including ATM, Point of Sale (POS)
terminals, Pocketmoni Services and WebAccess [14].
Verve M-PIN - Telecom network, Globacom in strategic
partnership with six top deposit money banks has ushered into
Nigeria, a robust mobile banking platform geared towards
providing basic financial services to the under-banked and
unbanked population [15]. The product, called Verve M-PIN
which was launched in Lagos on May 31, 2012 will offer over
20 million Glo subscribers seamless financial services such as
account balance enquires in the participating banks, bill
payment for DSTV, PHCN prepaid, Startimes, airline ticket
payments, hotel bills settlement, bank transfer and Glo airtime
top-up for both prepaid and post paid customers. These
transactions are not provided to the current bank customers
only, but are also taken to the unbanked. The firms involved in
the business included Fidelity Bank, FCMB, Mainstreet Bank,
Stanbic IBTC, sterling Bank, Wema Bank and interswitch.
With the formal launch of Verve M-PIN powered by GLO
TxtCash, Nigerians are confidently assured that they will enjoy
seamless financial transactions provided by the partnering
banks on GLO platform.
Verve M-PIN would also enable customers to use mobile
channels to perform tasks on the web, Automated Teller
Machine (ATM) or Point of Sale (POS) which would be
powered by the super-fast submarine Glo 1 cable that offers
robust internet broadband services. Stanbic IBTC, one of the
partnering banks of Verve M-PIN solution has opened its
mobile money platform to over 750, 000 StarTimes subscribers
in the country [16]. This is part of the efforts aimed at
increasing payment options available to the subscribers spread
across eight cities in Nigeria.
Some other mobile banking services currently in use in the
country include First Mobile from First Bank, U-Mobile from
United Bank for Africa, Accessmobile from Access Bank,
GTMobile from Guaranty Trust Bank etc. With these
customers can do basic banking transactions such as fund
transfer, bill payment, phone airtime top-up, balance enquiry
and mini statements from the convenience of the mobile phone
anywhere and anytime.
3. MOBILE BANKING SERVICES
The most common services offered to customers via mobile
banking today can be grouped as follows [2]:
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Account information:

Balance checking in the account

mini-statement and checking of account history

Access to loan statements

ordering of cheque books

access to card statements

Alerts on account activity

mutual funds/equity statement

insurance policy management

pension plan management
 status on cheque, stop payment on cheque

monitoring of term deposit
Payments and transfer

Peer to peer payments

Bill payment processing

mobile recharging

Micro-payment handling

Commercial payment processing
Investment and support:

Portfolio management services

Real-time stock quotes

Personalized alerts and notifications on security prices

ATM Location

Exchange of data message and email, including
complaint submission and tracking

cheque book and card request

status of requests for credit, including mortgage
approach, and insurance coverage
Content services:

location-based services

General information such as weather updates, news

loyalty-related offer

4. MOBILE BANKING

Mobile banking is seen to be an extension of the existing
payment infrastructure of a bank to mobile phone as a channel
for the leveraging of the mobile network and its reach, to
deliver banking services to customers [9]. The mobile banking
infrastructure thus sit in a similar technical environment to the
bank’s ATMs, POS, branch and internet banking service
offerings. A bank’s core banking system, the system that
houses the customer’s account and related transaction
management and history, would require a means to translate
banking instructions, received from customers, through one of
the bank channels such as ATMs or the internet, into a format
that the core banking system can process. Such translation can
be performed by ETF channel switch which switches
transactions from the channel to the appropriate area within the
core banking system [9].

Core Banking System
EFT Channel Switch

ATM

POS

WEB

Mobile

Client Side

S@T

J2ME

WEB

Server Side

USSD2

TECHNOLOGIES

SSMS

IVR

WAP

Mobile banking in the overall bank architecture [17]
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The mobile banking channel can be made available to the
customer through client-side applications (applications that
reside on the consumer’s SIM or on the actual mobile phone
device) and server-side applications (applications developed on
a server away from the consumer mobile phone or SIM card).
Client-side technologies include J2ME and S@T while serverside technologies include USSD2, IVR, SSMS and WAP.
4.1 JAVA/J2ME
Java 2 Micro Edition (J2ME), offered by sun Microsystems,
incorporation, enables Java programmers and developers to
develop mobile application/solution for mobile devices. Mobile
client applications have evolved to give a user access to
services that require faster, richer and not necessarily connected
user experience [18]. J2ME requires a phone that can support
the GPRS download of the initial application, assuming the
phone is not pre-provisioned with the application. The phone
would also have sufficient memory to support or contain the
application and graphic ability to display the application. If the
J2ME is installed on the phone, the application will use GPRS,
USSD or SMS to transfer the customer’s data or instructions
from the device to the service provider in an encrypted format.
The J2ME applications can be pushed to the mobile phone by a
service provider or downloaded by a customer by accessing the
service provider’s mobile internet site. During transaction, the
customer’s data is encrypted prior to leaving the mobile phone
and being sent to the service provider or bank. On receipt, the
services provider will decrypt the message and process the
customer’s instructions.
4.2 SIM Application Toolkit
The SIM Application Toolkit (SAT/S@T) allow the service
provider or bank to house the consumer’s mobile banking menu
within the SIM card. The SIM Application Toolkit (commonly
referred to as STK) is a standard of the GSM system which
enables the SIM to initiate actions which can be used for
various value added services [17]. The SIM Application
Toolkit consist of a set of commands programmed into the SIM
card which define how the SIM interact directly with the
outside world and initiates commands independently of handset
and the network. The major difficulties in SIM based
application is getting the application onto a SIM card and
upgrading or making changes to the application on the SIM.
The service provider has the option of sending the application
over the Air (OTA), which entails the delivery of several
encrypted SMS messages that self-configure the application on
the SIM, or provisioning a new SIM card with the application
already embedded within the SIM. Once the application is on
the SIM, instructions from the consumer can be entered,
encrypted, and delivered by SMS to the service provider.

4.3 Short Message Services
This technology provides financial institutions with a way to
serve the widest possible market. A simple application or a set
of Application Programming Interfaces (APIs) can be
employed by banks to generate and send short messages to
customer’s mobile phone or respond to a customer’s request.
Each message can be up to 160 characters long and sent to and
from users of different operator networks. This SMS requires a
tag word identifier to instruct the SMS gateway to submit the
message to the correct SMS application. E.g. “bank-balancePIN” for a SMS based bank balance inquiry; where bankbalance is the tag word.
SMS works in either a push mode or a pull mode. In a push
mode, the bank sends a one-way text message to alert a mobile
subscriber of a certain account situation or to promote a new
bank service. In pull mode, the mobile subscriber sends a text
message with a predefined request code to specific number like
the example above. The bank then responds with a reply SMS
containing the specific information.
4.4 Interactive Voice Response (IVR)
The Interactive Voice Response (IVR) is a phone technology
that allows a customer to select options from a voice menu and
interact with the phone system. If you have ever called your
credit card issuer and meandered through a maze of prompts“for English Press 1; for account information, press 2”, then
you are familiar with interactive voice response. In mobile
banking, IVR works in this way:
 Banks advertise a set of numbers to their customers
 customers dial an IVR number on their mobile phones
 They are greeted by a stored electronic message followed
by a menu option.
 Customers select an option by pressing the corresponding
number on their keypads
 A text-to-speech program reads out the desired
information.
IVR is the least sophisticated and the least “mobile”. It is user
friendly but proves expensive to maintain and also expensive
when relatively lengthy call is required. This allows for
inquiry-based transactions, so customers cannot use it for more
advanced services.
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4.5 Wireless Application Protocol (WAP)
WAP technology includes the concept of browsers, servers,
universal resource locator and getways and it makes access to
internet pages possible from a mobile phone. A WAP browser
provides all of the basic services of a computer based web
browser but is simplified to operate within the restrictions of a
mobile phone [17]. The consumer would browse to a mobile
internet site by accessing the WAP browser on their mobile
phone and entering the website address (URL). In WAP mobile
banking, the actual banking application resides at the bank and
is secured and monitored in the same way as an internet
banking website. The consumer mobile device which is WAP
enabled and the bearer (GPRS) is used to display or transmit
the data between the consumer and the bank. In WAP mobile
banking, two-way communication is not possible, it is only the
consumers that can initiate a dialog; banks cannot.

4.6 Unstructured Supplementary Services Data (USSD)
USSD is menu driven form of SMS where a customer would
receive a text menu on their phone as opposed to a string of
words [17]. USSD is a data bearer channel in the GSM network
and transports small messages up to 160 characters between the
mobile phone and the network. USSD is session based and can
provide an interactive dialog between the user and a certain set
of applications. We have USSDI which allows one way
communication to the network and USSD2 which allow two
way communications between the user and the network. USSD
is already built into most GSM networks and it is being
commercialized by the Mobile Network Operators (MNO).
There is no pre-configuration on the consumers SIM or
handset, a registered consumer would only dial a number that
includes *S and #S [17]. This number could be saved in the
consumer’s phone book as the bank’s name to avoid confusion
in dialing or having to remember the USSD string. Once a
consumer makes request by dialing a USSD string, it would be
passed through the network to the USSD gateway at the MNO,
which in turn would recognize who the service provider/bank
was and forward the request to that service provider [17]. The
service provider would respond by forwarding to the consumer,
through the MNO, a text based menu. The consumer would
receive this menu on their screen, press the reply button on
their phone and enter the number of the option that they
require.
5. THE IMPACT OF MOBILE BANKING ON
CASHLESS ECONOMY

However, these amounts were later reviewed upward to five
hundred thousand naira (N500, 000) and three million (N3,
000, 000) for individuals and corporate organisations
respectively [19]. Any cash transaction above the amounts
mentioned above attracts a charge for the holder of the account.
The essence of the policy is to shift the economy from a cashbased economy to a cashless one which is an enabler of
economic growth and development.
According to the nation’s apex bank, CBN, the cashless policy
is introduced into the Nigerian economy for the following
reasons: [20]
(i) To drive development and modernistation of Nigeria’s
payment system in line with vision 2020 goal of being
amongst the top 20 economies by 2020.
(ii) To reduce the cost of banking services (including cost
of credit) and drive the financial inclusion by providing
more efficient transaction option.
(iii) To improve the effectiveness of monetary policy in
managing inflation and driving economic growth.
(iv) In addition, the policy aims to curb some of the
negative consequences of high usage of cash, including
high cost of handling (estimated to be about N192
billion per annum), high risk of usage and high subsidy.
For the full implementation and realization of the objectives of
cashless policy in the country, modern and technology-based
payment systems such as mobile payment system among others
are required. Mobile money payment systems allow users to
make payment with their GSM phones. Considering the
number of GSM phone in use in the country, mobile payment
system is a very rich ground for cashless economy to thrive.
Mobile payment system is a savings and transfer system that
turns GSM phones into savings account platform, allowing the
owner save money in it and from which withdrawals or transfer
could be made. With this payment system, consumers could do
their normal basic financial transactions on daily basis by
making payment for goods and services via their mobile
phones. For example, the payment system allows payment to
be made instantly and electronically after purchases have been
made at a supermarket or shopping mall without physical cash.
Through the system, consumers can also pay utility bills,
school fees, flight and hotel bookings and house rents, among
other transactions, via a mobile phone device. An important
fact about mobile money is that, it thrives on agency network,
thereby taking traditional banking to the unbanked in the rural
areas where accredited mobile money agents operate.

The central bank of Nigeria with the responsibilities of
ensuring monetary and price stability, management and
promotion of sound financial system among others has in 2011
introduced the cashless policy. The cashless policy which took
effect from April 1, 2012 in Lagos as a pilot project and will
extend to other parts of the country the following year pegs
daily cash transactions over the counter for individuals and
corporate bodies at one hundred and fifty thousand naria
(N150, 0000 and one million naira (N1000,000) respectively.
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6. CONCLUSION
The use of mobile device for transfer of money, payment for
goods and services among others will not only make
transactions easy for consumers but will also go a long way in
reducing the amount money in circulation. With all these
functionalities provided through mobile banking and payment
system, its role to the realization of cashless economy cannot
be over-emphasized. Therefore, mobile banking is an
indispensable tool to the actualization of the objectives of
cashless economy. It will also ensure proper growth and
development of the country’s economy; hence mobile banking
should be encouraged by all the stakeholders.
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ABSTRACT
Security is a combination of people, processes, and technology. Secure Network has now become a must of any industry,
institution and business. The security fear are escalating day by day and making high speed wired/wireless network and intern et
services, insecure and defective. Nowadays security measures works more importantly towards satisfying the cutting edge
demands of today’s growing industries. The need is also induced in to the areas like defense, where secure and authenticated
access of resources are the key issues related to information security. In this paper we have described the important measures and
parameters regarding large industry/organizational requirements for establishing a secure network in Africa. Wi -Fi networks are
very common in providing wireless network access to different resources and connecting various devices wirelessly. There are
need of different requirements to handle Wi-Fi threats and network hacking attempts. This paper explores important security
measures related to different network scenarios within the Africa Environment, so that a fully secured network environment
could be established.
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1.

is plain text attacks, where both the plain text and the code
text are already known to the attacker. This attack have
some attributes, these includes:
• Traffic Analysis: This attacks privacy, or
obscurity. It can include trace back on a network,
CRT radiation, etc.
• Interception: This attacks privacy such as
eavesdropping; “man-in-the-middle” attacks.

INTRODUCTION

Network security is the protection of networks and their
services from unauthorized alteration, destruction, or
disclosure, and provision of assurance that the network
performs in critical situations and has no harmful effects for
either user or for employee [6]. It also includes provisions
made in an underlying computer network infrastructure,
policies adopted by the network administrator to protect the
network and the network-accessible resources from
unauthorized access. The Issues and Challenges of Network
Security in Africa Environment can be summarized under
the following.

Active Attacks: This type of attack needs the attacker to
direct data to one or both of the parties, or block the data
stream in one or both directions. [9, 12] The traits of these
attacks are as follows:
• Fabrication: attacks validity.
• Modification: attacks reliability.
• Interruption: attacks accessibility such as
denial-of-service attacks, etc.

A. Security Attacks
Security attacks can be classified under the following
categories:
Passive Attacks: is the type of attacks that involves
attempts to disruption the system by using experimental
statistics. One of the examples of this type of attack [9, 12]
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Wu Kehe et’al [14] in “Security Model Based on Network
Business Security”, has defined information security in
three parts - data security, network system security and
network business security, and the network business
security model. A Public Key Infrastructure (PKI)-based
security outline for wireless network has been defined by
Wuzheng et’al [14] in “A security framework for wireless
network based on public key infrastructure”.

B. Network Security Measures:
In the Africa environment, some of the following actions
are to be taken to secure the network [6]:
• Security barriers to check the organization's
border.
• Staffs should be alert about physical confidence.
• When using a wireless link, the use of a vigorous
password is recommended.
• A strong Antivirus and Internet Security Software
package should be installed.
• A very strong proxy and firewall is to be used to
keep unwanted people out of the network.
• For authentication, the use of strong passwords is
endorsed and it change is recommended on a
weekly/bi-weekly basis.
• The preparation and use of a network analyzer or
network monitor when is needed.
• The application of physical security measures
like a CCTV for entry areas and controlled areas.
• Fire asphyxiators can be used for fire-sensitive
areas like server rooms and security rooms.

In this [1, 3, 4, 10-13] various tools and action related to
cryptography and network security has been defined. The
latest issues related to network security skill and their
practical uses like Advance Encryption Standard (AES),
CMAC mode for authentication and the CCM mode for
authenticated encryption standards are also discussed. In
addition, various hacking attempts and their detection,
remedial are also discussed in a very efficient way.
Nowadays, in Africa and the world over, the removal of
information in a safer and secure way over a network has
developed into a key challenge for the IT industry. The
attacks and the network security actions define how using
the network security tools, in a better, healthy and safe
network can be designed and maintained for an institution,
organization/industry. This work focuses on the issues
through which network security can be managed and
maintained more efficiently in an industry/organization,
institution and business. Furthermore the Security methods
will help alot in the understanding the better management
of the network-security-controlling in an organization.

C. Network Security Tools:
The following computer network tools can be used to
secure a network [4]:
• The Nessus which is the best free available network
vulnerability scanner should be employed.
• The Ethereal or Wire shark is also an open source
network protocol analyzer for Windows and UNIX
OS just as Kismet is also a powerful wireless
sniffer.
• Snort is a light-weight network attack exposure and
avoidance system excels at traffic analysis and
packet sorting on IP networks and is used for
networks.
• The N-map Security Scanner is a free and open
source utility program that is used for network
assessment or security checking.
• Also, the Net Cat is another simple utility package
that reads and writes data across TCP or UDP
network connections.

3.

SECURITY METHODS:

a. Cryptography is the most commonly used tool for
securing information and services [12]. It relies on ciphers,
which is nothing but mathematical functions that are used
for the encryption and decryption of a message in a
network.
b. Firewalls: is simply a group of components that
collectively form a obstacle between two networks [9,12].
There are three basic types of firewalls:
I) Application Gateways

2.

BACKGROUND:
This is also known as proxy gateways. It is the first firewall
in a network. These are made up of defender hosts so they
do act as a proxy server. This application runs at the
Application Layer of the OSI Reference Model. Clients
behind the firewall must be categorized and prioritized in
order to gain the Internet services. This has proven to be the
most secure, because it does not permit anything to pass
through it by default, but it also need to have the programs
written and turned on in order to start the traffic passing as
shown below.

Marin [8] in “Network security basics” defined the basic
practical networking aspects of security including computer
invasion finding, traffic analysis, and network checking
aspects of network security. Flauzac et’al [5] in “Grid of
Security: A New Approach of the Network Security”, has
offered a new style for the execution of distributed security
elucidation in a controlled shared manner, called grid of
security, in which community of methods ensures that a
device is trustworthy and the communications between
devices can be performed under the control of the system
rules.
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Figure 1: A sample application gateway [8]

conversation are being passed. Uses of packet filtering and
application layer proxies are the other possible ways. The
benefits here include providing a measure of protection
against your machines that provide services to the Internet
(such as a public web server), as well as provide the security
of an application layer gateway to the internal network.
Additionally, using this method, an attacker, in order to get to
services on the internal network, will have to break through
the access router, the bastion host, and the choke router.

II) Packet Filtering
Packet filtering is a technique whereby routers that are used
in a network have Access Control Lists (ACLs) turned on. By
default, a router will pass all the traffic sent through it,
without any restrictions. ACL’s is a method that is used to
define what sorts of access is permissible for the outsiders to
have access to internal network, and vice versa. This is less
complex than a proxy gateway, because the feature of access
control is done at a lower OSI layer. Due to low density and
the fact that packet filtering is done with switches and
routers, which are specialized computers, optimized for tasks
related to networking, a packet filtering gateway is often
much faster than its application layer cousins. Working at a
lower OSI level, supporting new applications either comes
routinely, or is a simple matter of permitting a specific packet
type to pass through the gateway. There are some problems
with this method; thought TCP/IP has absolutely no means to
guarantee that the source address is really what it claims to
be. As a result, it use layers of packet filters are must in order
to localize the traffic.

4.

SECURITY MANAGEMENT ISSUES:
•

•
•

III) Hybrid Systems
In some of these network systems, new connections must be
validated and approved at the application layer. In an attempt
to combine the security features of the proxy gateways with
the flexibility and speed of packet filtering, some developers
have created systems that use the principles of both. Once
this has been done, the remainder of the connection is passed
down to the session layer of the OSI , where packet filters
watch the connection to ensure that only packets that are part
of an ongoing (already authenticated and approved)

•
•
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Adopt technologies that are simple and cost effective
to install and manage the daily network security
operations and then troubleshoots the network in the
long run.
Build and affirm high-quality resources for use and
efficient
management
of network security
infrastructure.
Knowing that the security strength of organizations is
a big challenge nowadays, businesses have some predefined security policies and procedures but they are
not using it accordingly. Through the use of
technology, we should impose these policies on
people and process.
Ensuring a fully secure networking environment
without degradation in the act of business
applications.
On a daily basis, business face the challenge of
having to level up their infrastructure to a rapidly
rising user group, both from within and outside of the
organizations. At the same time, they also have to
ensure that the performance is not compromised.
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•

•

•

•

Organizations sometimes have to deal with a number
of point products in the network. Securing all of them
totally while ensuring flawless functionality is one of
the major challenges they face while planning and
implementing a network security blueprint.
The conceptualization and execution of security
blueprint is a challenge, as security is a combination
of people, processes, and technology; while IT
managers are traditionally tuned to address only the
technology controls.
Power limitations: As Wireless Network consist of
tiny joints, which have limited or definite battery
power. The sensor joints save the energy by going to
sleep-mode when there is no data to spread. The
energy consume when sensor nodes transmit the data,
hence their radios are on for this reason. Generally
static joints have no power limitations; however the
mobile mesh nodes have power constraints. The
attackers can seriously degrade the performance of
Network, if strategically important joints are under
sleep-deprivation attack [7]. In this attack, the
attacker’s usually forward un-necessary packets
towards the target joint so that it keeps its radios on,
hence consumes its battery power to completely
deplete and makes it unable to take part in the process
as public power supply are in most time a problem.

6.

TECHNOLOGY OPTIONS

Some leading security vendors offer end-to-end solutions that
take care of some aspects of network security. End-to-end
solutions usually offer a combination of hardware and
software platforms including a security management solution
that performs multiple functions and takes care of the entire
gamut of security on a network. An integrated solution is one
that uses not only a point-security problem (like worms,
intrusion) but one that also handles a array of network and
application layer security issues. Available products can be
categorized in the following streams:
SSL-VPN: Greater consciousness of encryption on the wire
in the form of SSL and IP-VPNs. People are ever more aware
of the security risks in transmitting data over the wire in clear
text, to address this, SSL-VPN has hastened acceptance of
VPNs for end users and IT departments alike and thus they
are encrypted.

Network Security cuts across all functions and hence setting
up and understanding at the top level is essential. Security is
also crucial at the proletariat level and to ensure this, worker
awareness is a big concern. Being update about the various
options and the fragmented market is a challenge for all IT
managers. In the security gap, the operational phase assumes
a bigger value. Compliance also plays an active role in
security; hence the finance, business development team, and
even the CEO's office have to mold with IT to deliver a
blueprint.
5.

About 80% of new attacks target Web-enabled
programs and their number is growing by the day,
thus businesses should, therefore, deploy web security
solutions that provide secure web access as well as
protect web servers and applications, most of which
are web-based. The security solutions must be easy to
set up, and they should also provide an integrated
access control.

ASIC based appliances: The move is from software-based
security products that run on unlock platforms to purposebuilt, ASIC-based appliances, just like the path the routers
have followed in the last decade.
Intrusion Detection Prevention Systems (IPS): this
combines the best features of firewalls and intrusion
detection system to provide a tool that changes the
configurations of network access control points according to
the quickly varying threat profile of a network. This
introduces the element of intellect in network security by
adapting to new attacks and intrusion attempts. Intrusion
avoidance has recently received a lot of interest in the user
community.

WHAT AN ORGANIZATION MUST DO?

Businesses and organization should be prepared to cope with
the growth of the organization, which in turn would entail
new enhancements in the network both in terms of
applications and size. They should plan security according to
the changing requirements, which may grow to include
various factors like distant and third-party access.
• The ideal answer for internal security issues and
challenges is not only a conformist security product
but it must contain the threats (like worms); divide the
network; protect the desktop, server; and the data
center.
• Threats are no longer focused on network layer;
application layer is the new playground for hackers.
Attack protection solutions must protect network,
services and applications; provide secure office
connection, secure remote staff access, resilient
network ease of use, and controllable Internet usage.

Most organization in Africa evolves in their use of intrusion
prevention technology. Some will adopt blocking in weeks
and rapidly expand their blocking as they see the benefits of
exact attack blocking. Others will start slowly and expand
eventually. The key issue here is to constantly detect and stop
both known and unknown attacks in real time.
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7.

CONCLUSION & FUTURE WORK
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Malicious code and other attacks are increasing in intensity
and the damage that they cause. With little time to react,
businesses have to become more proactive in their security
posture. Reactive security will no longer work. Therefore,
organizations need to better understand what the future
trends, risks, and threats are so that they can be better
prepared to make their businesses as secure as possible.
Generally the network security system tools in the past were
command line interface (CLI) based. It’s only in this last few
years that more and more computer and network
administration task is done remotely through a web-based
tool. Network system tools are very important no matter
whether they are GUI or CUI, in today’s heavily interconnected era.
Security has become important issue for large computing
businesses in Africa and the world over [6]. There are
different definitions and ideas for the security and risk trial
from the perspective of different users and persons. The
network security measures should be designed and provided,
first an enterprise should know its need of security on the
various levels of the organization and then it should be
implemented for different levels. Security policies should be
designed first before its implementation in such a way, so that
future alteration and adoption can be acceptable and easily
manageable. The network security system must be stiff but
must be stretchy for the end-user to make him contented; he
should not feel that network security system is stirring around
him. Users who find network security policies and systems
too limiting will find ways around them. We have shown the
minimum set of requirements and parameters to establish a
secure network in the Africa environment for any business
and organization. Network security policies should not be set
rather than it should be flexible enough to accomplish the
need of businesses as well as it should be capable enough to
tackle future security threats while at the same time easily
convenient and adoptable.
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ABSTRACT
Nigeria has continued to evolve in different areas and the economy is being reformed and transformed in amazing ways.
Recently, the cash-less policy was introduced as a means of fast-tracking the Nigerian economy to be among the first 20 world
economies by the year 2020. This paper presents a feasibility analysis carried out to investigate the country’s preparedness and
adequacy in adopting the cash-less policy from the Information and Communication Technology (ICT) perspective; ICT
infrastructure and ICT knowledge needed by the Nigerian populace. Review of related works, structured questionnaire and
interviews were used to collect relevant data. From the analysis carried out, results indicate that majority of Nigerians are already
aware of the policy and majority agree that the policy will help fight against corruption/money laundering and reduce the ris k of
carrying cash. Major problems envisaged to hamper the implementation of the policy from the findings includes: lack of adequate
ICT infrastructure, cyber fraud and illiteracy. Based on the findings some recommendations made are: the government should
adopt strategies to educate the non-literate Nigerians about the cash-less economy; ICT campaign and teaching should be
encouraged and a framework should be worked out to provide cyber security in Nigeria. Infrastructure development should also
be a major investment priority for financial institutions and the government to ensure the optimal gains of the cash-less economy.
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1.

INTRODUCTION

Nigeria is a cash-based economy with most retail and
commercial activities transacted primarily in cash and a
huge amount of this is a share of income per capita of the
country. An estimated 215 million customer transactions in
Nigerian banks; an estimated 99% of their transactions
were carried out over the counter and using the ATM (all
cash related). Cash distribution also amounts for over 60%
of cost overheads in the banking industry [5].

There are three phases in modern forms of economy, cashbased, cash-less and the cashless phases. Countries
(particularly developing countries) would normally transit
from a ‘cash-based’ economic model to ‘cash-less’
economic model before achieving the pure state of a
‘cashless’ economic model [1] as shown in Figure 1. A
cash-based economy is the one in which day-to-day
payments and business activities are predominantly
transacted in physical notes and coins. Cash-less economy,
on the other hand, is an economy where the physical cash
circulating in the economy is minimized while other forms
of payment, especially electronic based payments, are used.
A cash-less economy is a combination of the cash-based
payment system and electronic payment systems [2, 1].
Usually at the commencement of cash-less economy, the
cash-based payment exceeds the e-payment system, with
time; the former then exceeds the latter which evolves to a
cashless economy. The Central Bank of Nigeria (CBN)
released a circular on the introduction of ‘cash-less’ policy
which sets cash deposit and withdrawal limits. The cashless‘ policy was introduced in April 2011 by the Central
Bank of Nigeria to join the committee of nations that
embrace the electronic means of payment and limit the use
of cash to the very barest.

Cash-based
Economy

Cash-Less Economy

State of things in Nigeria’s
Economy

Cashless Economy

Figure 1. Three-phased economic model of payment
systems
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Nigeria [1, 6]. Cash-less delivery channels in the present
day Nigerian bank includes; Automatic Teller Machine
(ATM), Point of Sales (POS), Telephone Banking, Smart
Cards, Internet Banking etc. Virtually all Banks in Nigeria
have a web presence to enhance internet banking.

Physical paper cash is easy to hide and lose, easy to steal
and destroy without traces, also easy to counterfeit and
non-traceable when spent. These are some of the reasons
why an introduction and acceptance of lesser cash (cashless) transactions and more electronic transactions is
important in Nigeria. Increase in electronic transaction can
be used to reduce the amount of physical paper cash and
violent crimes related to physical cash such as bank
robberies, kidnap for ransom etc will be greatly reduced. A
cashless economy will also reduce diseases and
contaminations transferred through this medium [6, 7].

2.2 Methodology
This research work is presented in two forms; the first is
using a reference framework to analyse the basic
components required for the effective implementation of
the cash-less policy in Nigeria. The model was further
narrowed down to ICT required for the cash-less economy
which is the focus of this research. Figure 2 presents the
cash-less policy frameworks while Figure 5 presents the
ICT infrastructural framework. Secondly, a survey was
carried out in the form of questionnaires and interviews, to
ascertain the readiness of bank customers and also to
analyze the responses of customers to services already
provided in cash-less transactions. Interviews were also
carried out with stakeholders of banks to ensure the smooth
and effective take-off of the cash-less policy in Nigeria.
Lastly, a comparison was made between the survey result
and statistics accessed from the Central Bank of Nigeria for
validity of survey.

Despite the usefulness of the cash-less economy , there
are still some disadvantages, this includes unstable
electronic value of money which will become even more
volatile especially, given that people will be conducting
business with imaginary money. The government would be
able to monitor purchases, spending habits and businesses
patronized, thereby putting them totally in control thus
exposing the privacy of individuals. The ability of children
to understand the value of money and appreciate it will be
more challenging and commencing e-transactions by
children will be a more daunting task [6].

3.
2.

BACKGROUND AND METHODOLOGY

REFERENCE FRAMEWORK

For the purpose of this research, a reference framework was
designed to analyze the major requirements of the cash-less
economy. The reference framework consist of 7 basic
components as presented in this research, these includes
infrastructure, user awareness, bank readiness, religious
believes, government policies, user literacy level and ICT
status and the internet which is the backbone of a cash-less
economy. These are interrelated and a seamless
interoperation between all is essential for the adoption and
success of a cashless economy. Emphasis given to ICT
infrastructure since it is the major focus of this work.

2.1 Background
The Nigerian Banking industry of the 21st century operates
in a complex and competitive environment characterized by
highly unpredictable economic climate and conditions.
Information and Communication Technology (ICT) is at
the centre of this global evolutionary change taking place in
Electronic Banking System in Nigeria today. The
application of ICT concepts, techniques, policies and
implementation strategies is of fundamental importance to
all Banks and a needed prerequisite for local and global
competitiveness.

3.1 Government Policies
Trust is lacking in Nigerian business environment.
Businesses are carried out on cash basis as cheques are not
reliable and there is presently low penetration of point of
sale (POS) terminals, hence people place less trust on the
use of cheque but prefer cash instead [8]. High level of
fraudulent activities through e-banking is a challenge,
which the entire banking industry must resolve before cashless policy can be effective. Central Bank of Nigeria must
collaborate with National Assembly to enact proper
legislation that would make the policy effective.
Enforcement of the proposed legislation should be carried
out by CBN and all other executive arms so empowered by
the government such as Economic and Financial Crime
Commission (EFCC), Independent Corrupt Practices
Commission (ICPC), Nigeria Police etc. They must commit
to training of personnel and the judiciary must be prudent
and up to the task.

The advancement in Technology is a major player in
improved service provision in the banking industry.
Automated Teller Machines (ATMs) is the simplest form of
providing basic banking services. With online banking,
individuals can check their account balances and make
payments without having to go to the bank hall. This has
created the much anticipated cash-less society where
consumers no longer have to pay for all their purchases
with hard cash. As most people now own smart phones,
banks have also introduced mobile banking to cater for
customers who are always on the move.
Mobile banking allows individuals to check their account
balances and make fund transfers using their mobile
phones. This was popularized by First Atlantic Bank,
Nigeria (now First Inland Bank) through its “Flash me
cash” product Customers can also recharge their mobile
phones via SMS. E-Banking has made banking transactions
easier around the World and it is fast gaining acceptance in
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With the introduction of cash-less policy with an intended
gradual evolution to the cashless economy, the government
has to consider investing more into ICT manufacturing,
ICT services, ICT research institutions and increase in ICT
literacy level. The government should enact legislations
and policies which will make ICT related equipment and
component manufacturing feasible and practicable in the
country for private investors. Millions of Automated Teller
Machines (ATM), Point of Sale machines (POS),
Automated Cash Registers (ACR), computers, mobile
phones; servers will be acquired to run the cashless policy.
Backbone network will have to be improved to increase
penetration of broadband access and last mile connections
ensured. This is a tall order for a country where most
existing industries in most sectors are moribund therefore
most goods and commodities are imported into the country.

English Language stood at 57.9% and for other languages
stood at 71.6%. The South Eastern part of Nigeria had the
highest literacy rate in English while the North West had
the least. South West had the highest literacy rate in any
language, whereas the North Central had the least literacy
rate in any language [11].
The Minister of State for Education, Chief Nyesom Wike
also emphasized the high level of illiteracy in the country
stating that the number of illiterate adults has increased by
10 million over the past two decade and presently about 35
million Nigerian adults are illiterates [12]. Nigeria’s
Telecom Teledensity and Internet penetration is also a very
important factor when ICT literacy is brought into question.
A graphical representation of this is shown in Figure 2.
This penetration rate indeed rose very rapidly but when
compared to the population of the country, it is relatively
low (Internet penetration is quoted at 33% and broadband
penetration is at 6%). The telecom teledensity is relatively
higher; more than 80% of Nigerians have mobile phones,
the major means of modern communication available to
majority of Nigerians.

Internet
Infrastructure

User Awareness

User Literacy level
and ICT Status
Bank Readiness
Government Policy
Religious Belief

Figure 2. Cash-less policy reference framework
Electricity in Nigeria is plagued by multiple and
unpredictable power cuts which often results to equipment
malfunctioning in all sector of the economy, making it
challenging to operate companies and industries, hence
inability to produce basic goods and services efficiently and
effectively [9]. Human capital development (HCD) in
relation to ICT is very essential for the economic growth of
the sector and country, HCD is recognized globally as
being the wealth of any nation [10]. There is therefore a
need to have well funded ICT research institutions that
ensures the much needed human development for the
industry and these institutes will also act as the drivers and
enactors of ICT in the country. ICT services and products
also have to be encouraged in form of software
development, development of innovative, indigenous and
affordable products and services.

Figure 3. Nigeria’s Telecom Teledensity and Internet
penetration (data from [13])
Presently Small and Medium Scale Enterprises (SME) are
plagued with various factors for non-adoption of e-banking
services such as cost, trust, availability of ICT
infrastructure, government encouragement amongst others
[14]. With SME being the major driving force required for
job and wealth creation [15], every one of these factors
must be adequately addressed. Another challenge the cashless policy have is that business men in SME in Nigeria
prefer to keep their money in their private vault rather than
patronizing banks.

3.2 Literacy level and ICT Status of Users
National Commission for Mass Literacy in their
investigations in 2010 discovered that close to 3 million
children aged 6 – 14 years had never attended any school
and about a million children aged 6 – 14 years dropped out
of school. National youth literacy rate in English Language
stood at 76.3% while the national adult literacy rate in

3.3 Religious beliefs
Nigeria is presently grappling with a lot of in-house
conflict and most of these are religious oriented [16]
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therefore religious belief is an important consideration in
any policy in the nation. There is presently a psychological
war going on in Nigeria over the proposed Islamic banking
by CBN, as Muslims’ believe that conventional banks often
makes them commit sin against God by their interest
charges. This and other religious intonations will greatly
affect the achievement of the cash-less Nigerian society.

power supply sector. This has plunged the country into
expensive and unreliable power supply provision
destroying equipments in tits wave of multiple and
unpredictable power cuts [9]. For an optimal penetration
and sustainable cash-less economy, the power supply
provision has to be adequately addressed.
The Cash-less Nigeria Project require both physical and
equipment infrastructural facilities before it can be
effectively implemented, it is a well-known fact that
infrastructural facilities in Nigeria, have forever been in a
permanent state of disrepair, inadequate and the limited
ones existing are not maintained; the banking system, a
crucial part of the economy also suffer infrastructural
inadequacies both structurally and in needed equipment
to function effectively [18]. If the Automated Teller
Machines (ATMs) could not deliver, a rated performance
level of 30% effectiveness after about a decade of being
launched out, an effective cash-less project in a country
cannot be guaranteed [17]. Figure 4 presents the
relationship between the three model layer of ICT and
digital economy.

3.4 Bank Readiness
Availability of data for proper and accurate identification
of account holders must be maintained and shared
when necessary by all financial institutions; also CBN
must collaborate with other government and private
agencies responsible for collection of identification of
individuals in Nigeria for reconciliation of any
identification [17].
CBN and other banks must be ready to invest heavily
in e-banking infrastructure to make an optimal cash-less
economy possible. Technology is not cheap and is ever
changing at a very fast pace. Investment in billions of
dollars, made in infrastructure, training, marketing, security
and maintenance will be on routine bases and should be a
collaboration of efforts by all parties concerned, if the
policy is to be effective.
3.5 Start out
The risk involved in rushing the programme without
having all the infrastructures in place could be
devastating as any failure recorded would make people
to lose confidence in the systems. This was why the cashless policy was implemented in phases the first phase
started in Lagos State from January 2012. It was
implemented in 6 other states: Rivers, Anambra, Abia,
Ogun, and the Federal Capital Territory (FCT) on the 1st of
July, 2013. The implementation of the cash-less policy
became nationwide July 1st, 2014 [3].

Virtual Economy

Exchanges of virtual goods,
currency, digital labor

Digital Economy

Online services
Online e-commerce

ICT Infrastructure

Wireless network
Broadband connectivity

Figure 4. Three-layer model of the ICT and digital
economy (adapted from [19])
3.7 ICT infrastructure
Figure 5 illustrates the basic infrastructural facilities
required for the cash-less economy with emphasize on ICT
infrastructure. The financial ICT infrastructure in Nigeria
is insufficient to adequately carry the load of a cashless society [18, 8]. Erratic power supply has been a
major challenge facing every industry in Nigeria [9].
Power supply must be improved drastically to stimulate
smooth operations of financial activities. Low broadband
penetration affects optimal utilization of the available ICT
infrastructure and internet usage in Nigeria [20]. This no
doubt, affects the cash-less policy and users are plagued
with the inability of carrying out their transactions at their
convenient time. Some ICT infrastructure facilitating and
driving the force of electronic society are internet
dependent; automated cash registers (ACR), Automatic
Teller Machines, Point of Sale (POS) terminals, servers,
datacenters, computers, smart phones, broadband internet
connectivity.

3.6 Infrastructure
Infrastructural decay has been a major factor in
economic
and development setbacks
in Nigeria.
Industries, business enterprises, commercial ventures,
artisans other small and medium scale industries have
collapsed and folded up as a result of infrastructural
failures or lack of it specially telecommunication
infrastructure [15]. Infrastructural facilities such as
electricity and other sources of power; portable water, for
human and industrial use; good road network information
and communication technology, computerization, internet
network facility, effective transportation and most
importantly security are required to the smooth operation of
the cash-less economy. Figure 5 presents major
infrastructural facilities required for the cash-less economy
with emphasize on ICT infrastructure.
Demand for electricity in Nigeria continue to increase
despite the slow growth in economic activities,
unfortunately there is no commensurate growth in the

A POS terminal or machine manages the selling process by
a salesperson accessible interface. The same system allows
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the creation and printing of the receipt. Point of Sale
(POS) Terminals are the preferred way of processing
credit cards, debit cards, cheques, smart chip cards,
electronic benefits transfer (EBT), and other electronically
submitted transactions in a traditional retail environment.
The terminals are used in "face-to-face" transactions. The
merchant will swipe the customer‘s card through the
terminal or key-in payment information and the
terminal does the rest [21]. An Automated Teller
Machine (ATM) is a computerised device that provides
the customers of a financial institution with access to
financial transactions in a public place without a need for
assistance from bank teller or any official. It is commonest
form of electronic banking which has gain popularity
among the people including unlettered customers [7, 23]

the field through questionnaires were analysed using
descriptive statistics.
Demographics of respondents
Figure 6 shows that 58% were male and the highest
respondents were between the ages of 25-45 which makes
up 54% of the respondents. 36% of the respondents were
students while 38% were civil servants. Artisans and
farmers makes up 3% of the respondents. The data
collected indicated that 68% of respondents are graduates,
21% are graduate students while less than 10% have lesser
or other qualifications. Therefore, it could be inferred that
Majority of the customers are graduate.
Computer and internet usage
The result presented in Figure 7 shows a self-evaluation of
respondent’s level of computer use, understanding / usage
of the computer, how often respondents visit internet with
their mode of connectivity.

Computers, datacenters,
smart phones

Infrastructure

Backbone network, last
mile connections
Internet
Power Supply

ICT
Infrastructure

Automatic Teller
Machine (ATM)

Point of Sale (POS)
Terminals

Automated Cash
Register (ACR)

Figure 5. Basic infrastructural facilities required with
emphasize on ICT infrastructure.
4.

SURVEY ANALYSIS

A survey was carried out on the cash-less economy and the
readiness of the ICT infrastructure and penetration to
adequately ensure the smooth and effective take-off of the
cash-less policy in Nigeria. The population study covers
300 banking customers and 20 credit officers in Nigeria.
The population selected was designed to obtain adequate
and diverse views pertaining to the level, impact and
efficiency of electronic banking transactions on bank
customers in Nigeria; e-banking being the backbone of
cash-less economy. It also investigates the awareness of
users to the cashless economy. Sampling Techniques used
ensured that all the segment of the population were
included in the sample. The sample is drawn from banking
customers and credit officers in Nigeria. The sampling size
to be used by the researcher in this study constitute (300)
banking customers and 20 credit officers in Nigerian banks.
Primary and secondary data were collected and used in the
study.

Figure 6. Demographics of respondents
Responses represented in the figure shows that a greater
number of the respondents (43%) were expert users of the
internet, 38% were casual users, and 13% were beginners
while 6% constitutes others. This implies that majority of
the respondents are computer literate. Also responses
represented in the table shows that a greater number of the
respondents (67%) were excellent users of the internet,
23% were good users, 7.5% were average while 2.5
constitutes fair which implies that majority of the
respondents have a good understanding of the internet.
Majority of them (43%) always visit internet, 34% visit
internet often, 21% rarely visit internet while 2% never
visit internet at all. This implies that majority of the
respondents do visit internet always. Also, it was noted in
this study that 63% of the respondents connect to the
internet via mobile phone, 17% connect to the internet via
modem and 20% connect via cybercafé. This shows that
majority of the respondents connects to the internet using
mobile phone.

4.1 Primary Data (Questionnaire Analysis)
The primary data are collected by the researcher through
the use of questionnaire while the secondary data are data
collected from interviews, CBN electronic banking
guideline and other relevant literature. Data collected from
113

Vol 7. No. 5 – December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

such as buying airtime, paying utility bills and transfer to
other accounts. Mobile and internet banking methods are
majorly utilized for transfers.
General electronic banking information of customers
Distribution of Respondents relating to period of banking,
type of account and type of bank is presented in Figure 8.
The respondent with less than 1 year period of banking
make up 7.4% while above 8 years are 27.8% of the survey.
Most of the respondents, about 64.8% belong have saving
account while owners of current bank accounts are about
33%. Fixed deposit and others are about 1.7% and 0.6%
respectively. Most respondents bank with new generation
banks (70.8%) while Old generation bank have 29.2%.

General user’s complains
Major complains of respondents includes non availability
of internet, internet fraud and long queues associated with
services carried out using the ATM. This can be attributed
to the number of ATMs available compared to the
population of people who utilize the services it offers. The
analysis of major complains by respondents is shown in
Figure 12. Cybercrime is a major challenge in the cash-less
Nigeria which requires urgent attention [25] .

Figure 8. Period of Banking, Type of Account and
Type of Bank used by Respondents
Figure 7. A self-evaluation of respondents on some
factors
Bank transactions carried out by customers
Responses represented in Figure 9 also shows that a greater
number of the respondents use ATM (49%), while 24% of
them use cheque and tellers, 8% make use of internet
banking, 6% use money transfer and another 6% use point
of sales (POS), also 4% fall into credit card category and
3% use mobile banking. This agrees with the analysis
presented in [24] where ATM is the most used and mobile
banking the least. This implies that majority of the
respondents use ATM as their mode of payment system.
Considering Figure 10, most of the respondents also rate
ATM amongst the excellent and good method of banking
transaction while cheque and tellers come in as the next.
Usage pattern of some e-banking transactions
Most of the respondents of the questionnaires use the ATM
for withdrawing money which is a cash-based transaction;
their responses are shown in Figure 11. This is mainly
because most ATMs in Nigeria have no capability of cash
deposit. It also indicates that most users of ATM do not
take advantage of the e-transaction available with the ATM

Figure 9. Usage pattern of some banking transactions
4.2 Secondary Data (Interview Analysis)
Major points emanating from the interview carried out with
6 respondents who are stakeholders in major financial
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institutions in the country are presented below. The
introduction of electronic banking in Nigeria has a strong
influence on the development of the payment system.
However, the introduction of the system involves
commitment of huge amount of financial resources on
computer technology, telecommunication facilities and
electricity.

impossible to operate in rural communities and
microfinance banks that still interact in cash. Some
banking operations even with banks in urban areas are
still operated manually.
Cashless economy will turn out positive eventually if the
government put in more effort into building the required
ICT infrastructure to support the cash-less policy. Also
the government must be willing to increase the aware and
ICT literacy. The cash-less policy mainly states the
withdrawal and deposit limits and method of cash transfer
between points of interest. There is no legislations or
policies regarding ICT awareness and ICT infrastructure.
Infrastructural deficiencies such as erratic power supply,
inadequate communication links, non -provision of fraud
prevention
scheme,
corruptions, illiteracy level,
cybercrime and inadequate skilled managers are some
of the major problems facing the development of
cashless banking in Nigeria.

Figure 10. Effectiveness of Some banking transactions

Figure 12. Major complains of users on some e banking methods
In spite of the fact that banks have invested heavily in
computer technology to drive their operations only few
small and medium scale businesses in Nigeria carry out
their financial transactions through automated means,
which creates gaps between supply and demand for bank
products.

Figure 11. Major banking transactions carried out by
users

This, no doubt affects the development of cash-less
banking in Nigeria; In examining the relationship
between Nigerian economy and cash-less banking, it
was established that there is indeed a connection
between cash-less banking and the economy and this
shows that the introduction of the policy would improve
Nigerian economy as well as the profit level of Nigerian
business men and women. Nevertheless, the policy will
affect employment negatively as introduction of automation

Cash-less economy increases the level of economic
activities in the country by making it easy in terms of
time, convenience and distance for monetary transactions.
Unfortunately, some banks are still grappling with
traditional banking habits with staff with low ICT literacy
and customers with low ICT literacy and lack of adequate
ICT banking encouragements and initiative by the banks.
Cash-less economy is feasible in urban cities but almost
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would automatically reduce number of personnel’s needed
to carry out different financial transactions in the bank.

end of the year 2014, more transactions would have been
recorded.

5. PAYMENT SYSTEM STATISTICS
The payment statistics confirms the survey data with
regards to user preference of using ATM transactions
followed by Cheque transactions [26]. The payment
statistics for 2009 January to 2014 June as provided by
CBN, 2014 is presented in Figure 13 and Table 1. In Figure
13, Number is the percentage of transactions and Value is
the percentage of the value of transactions in Billions of
Naira.
There had been a steady increase in the use of ATM
compared to cheque transactions from the year 2009 till
June 2014. From the advent of cash-less banking in most
States of the Federation in 2013 and latter in all States,
there has been an increase in POS and mobile transactions,
while web transactions have not recorded significant
increase, instead, there had been a decrease. This might
attest to the one of the major challenges expressed by users
which is cybercrime. Though it should be noted that the
data presented for 2014 is just half of the year, before the

Figure 13. Payment system statistics between years
January 2009- June 2014 (Data from [24])

Table 1: Payment system statistics (Data from CBN, 2014)
Year
2009

2010

2011

2012

2013

2014

Descriptor

Cheque

ATM

POS

Web

Mobile

Number of Transactions

29166780

109161646

918256

2703516

1809251

Value of Transactions

29436.03

548.6

11.03

84.15

1.27

Number of Transactions

33973919

60133611

1072426

1601086

1156533

Value of Transactions

19675.51

399.71

12.72

25.05

6.65

Number of Transactions

37718585

347569999

2100673

1932355

3649374

Value of Transactions

22302.63

1561.74

31.02

59.61

18.98

Number of Transactions

12045833

375487756

2555045

2276464

2297688

Value of Transactions

7461.63

1984.65

48.01

31.56

31.51

Number of Transactions

14145839

295292940

9402255

2900473

15812435

Value of Transactions

7674.86

2828.93

161.01

47.3

142.8

Number of Transactions

7144340

175506932

8971501

2230353

12575523

Value of Transactions

3710.69

1636.41

137.71

30.74

139.69

(Naira Billion)
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ABSTRACT
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1. INTRODUCTION
This study introduces a new function known as AUSfunction
for resolution of issues associated with integrating the
complex activities, and solve the problem incumbent in using
Object Relational Database Management System (ORDBMS)
to solve complex system program needs. The rest of the
paper is structured thus, Section 2 Review of Related Work,
Section 3.

Automating the University environment activities involves
organizing all university processes in an integral
computerized system for adequate management of university
resources. Automating both academic and administrative
activities include among others introduction of online
application, course registration, fees payment, admission and
result checking, intra office transactions; through the
University’s e-portal with intention of making the whole
processes easier, faster and fascinating to both staff and
students. Study has shown that many pretty good efforts to
automate university environment activities have in most cases
fail to yield expected result due to incomplete automation of
the university processes, most of the processes are partly
manual and partly automated. For instance, in admission
process, after the screening exercise, it takes quite some time
for individual departments to collate their admitted students
before the list is sent to ICT department for uploading.

AUS Model and Section 4 AUSFunction Algorithm.
2. REVIEW OF RELATED WORK
The Nigeria University Management System (NUMIS) was a
child of collaborative development of some local
Universities, Nigeria University Commission (NUC)
functionaries and external consultants. (Uwadia et al., 2002,
Daoleng et al., 2010). In literature, it was recorded that Initial
attempts made by individual Universities to automate library
activities in the mid-1970s and 1980s experienced great
failure. The failure was greatly attributed to lack of technical
knowhow relating to software development and maintenance
of hardware, and inadequate funding (Alabi, 1987; Ifebuzor,
1977). However, the TINLIB (developed by Information
Management Engineering Limited) and CDS/ISIS (freely
distributed by UNESCO) also did not last. (Adeyemi, 2002).

There is an intense need for communication and co-operation
between administrative staff and departments because most
of the departmental resources like students’ course
registration, result processing, staff and students management
have to be partly managed by one or the other group (Idogho
et al., 2011). This can only be achieved by integrating all
university’s activities in an automated system. To achieve
this, this work addresses problems which to the best of our
knowledge have become central to the university system
since the past decade: ‘How to automate and integrate the
university activities better, as the global economy goes
online’.

Abdulraheem and Muta, (2005) revealed that the Federal
Universities’ Bursary departments were at various stages of
automation. It was only the University of Nigeria Nsukka
(UNN) that had completely implemented the finance modules
covering final accounts and payroll, and was moving to
computerize the finance records of the university’s fixed
assets out of the federal Universities using the NUC119
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recommended computerized accounting system (CAS).
Iyabo and Adewuyi, (2012) revealed that several factors
including the number of functions, size and locations of the
end-user population and the number of systems to be
integrated into the portal determine the size and complexity
of a portal project.

Nigerian University portals are averagely designed.
According to Abdulhamid and Ismaila, (2010), they fail to
avail themselves the functions of a well-designed portal.
Ramakrishnam et al., (2003) reported that object database
system have developed along two distinct paths namely;
Object Oriented Database System (OODBS) and Object
Relational Database System (ORDBS).

3. AUS MODEL
 AUS operational structure

Staff Only

VMIS

VFMS

VHRMS

VOS

UnivDb

VCS

VMS

VLS

VSIS

Staff & Students

Figure 1: Modular Operational Structure
 Model And Problem Specifications
Overview:
The goal of this research is to model university activities
consisting of several related tasks.
Assumptions:
1) Each activity requires some resources to commence.
2) An activity completes when all its sub-activities
completes.
3) Values of a given activity are discrete and number of
values bounded, e.g. scores. 0 ≤ s ≤ 100.
4) Each activity considered have the following basic
properties:
a) For each activity, there is a number of resource
choices (e.g. many applicants to be selected
from).
b) The activities are related to each other in some
important dimensions (e.g. a student offers
several courses, and a course is registered for by
a number of students).
c) Resources must be chosen for each activity.

University activities are set of related processes (or tasks),
for instance, recruiting (engaging the service of a new
person into the university system) is a university activity
that involves tasks or processes such as advertising for job
positions, collection/screening of applicants applications,
shortlisting/interview, issuing of appointment and
deployment of employee to office of primary assignment.
The resource need for the activities can be people,
stationaries, media (external organisations) and information
access rights. The relationships connecting the activities
into a process are usually timely. For example, if an
applicant is communicated to come for interview, the letter
conveying this message must reach the target in time to
enable him/her prepare and meet up with the interview
time.
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d)

The total usefulness of the university activities
integration to the staff/students is a function of:
i) The fitness of the chosen resources with
respect to a specification.
ii) The degree to which activities relationships
are satisfied in holistic view.


Relationships
Due to the complex nature of the university activities, some
resources are meant to service multiple activities, some
activity must start and end before the take-off of another
activity, while some must go on concurrently, e.g.
admission must be completed before clearance/registration
for a given set of new intakes. In this research, different
types of relationships are employed for different set of
activities, ranging from binary to multiple relationships.
Binary relationships can be modeled using the function, i


Resource Constraints
Each resource used in a university activity often needs to
satisfy some constraint. E.g. student’s admission exercise is
required to start and end on a specific day. This may be
adjusted due to constraints that can change management
decision. It may be possible and desirable to define a
function that compares resources as options for a given
activity, e.g. posting of non-academic staff to various units
of the university can be defined by head of unit’s choice for
a staff against the others.


:

, where y1 is admission and y2 stands for

clearance/registration. Here semantics of a problem are
mapped to algebraic specification.

University System Organogram

C-----Campuses within the university
F------Faculties within the campus
D-----Departments within the faculty
U------Units/Sections
within
department

Figure 2 University’s Structural Organogram
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Figure 3: University’s staff echelon
•
Modelling University Activities
Let X be a universal set of a University system that it is made up of components such as campuses, faculties, departments and
sections/units in which campuses are direct subset of X (University). This can be represented as:
(1)
Where

represents campus1, campus2, …, campusn respectively are elements of X.

The function g(X) is a set of a University system containing campuses as its elements, that is

campus in turn contains faculties as its subsets. Representing faculty with f,

and
On the other hand, faculty F is a super set of departments here represented as di where i is values 1 to n.
So set
And
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u represents units/sections within a department which are sometimes regarded as course of study in academic departments.
The university set and its components shown in the mathematical set theory in Equation (1 to 5) are pictorially depicted in
University Structural Organogram in Figure (3).
Staff and Students Echelon shows all who are involve in carrying out university activities. The echelon defines authorities and
responsibilities assignment to individual group.
•

The University Activities Components:
1)
2)
3)
4)
5)
6)
7)
8)
9)
10)

Visual Management Information System (VMIS)
Visual Finance Management System (VFMS)
Visual Human Resources Management System (VHRMS)
Visual Office System (VOS)
Visual Student Information System (VSIS)
Visual Library System (VLS)
Visual Law System (VLAWS)
Visual Medical System (VMS)
Intra Mail and Intra Messenger (INTRAM/M)
News and Events

The integration of all these activities forms an integral system of University. These set of activities (referred to as A) are modeled
into AUS 3-tier structure as shown in Figure 4.

AUSFunction

Figure 4 AUS 3-Tier Architecture Model
The AUS 3-tier Architectural Model consists of:
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•
•

•

AUS Data Model: Data connectivity, request validation and categorization is carried out in this model and reply returns
back to user via the response line. Synchronization of data between AUS database and AUS entities (object) is done
anytime there is connection between the database server and the webserver hosting the AUS applications.
AUS Application Model: This model represents the activities automation solution for universities systems which
consist of the user’s interface through which requests are made and responses are received. The Middle-tier
communicates with both the User-tier and Data-tier to ensure that requests made by users are responded to promptly by
targeted resource.
The User-tier (AUS Application model) showing the logical /relational operations of the AUS modules (which form the
set of activities that make up the whole system’s activities).

Considering A as set of university’s activities carried out in i campuses/colleges; grouped into j subsets of activities known
as modules (VMIS, VFMS,VHRMS, …,VMS), are allocated to number of users’ group according to staff/students Echelon
k, where i, j and k have values 1 to m, 1 to l and 1 to s respectively.

Figure 5: Use Case Class diagram of the AUS Operational Structure
AUS security is modeled from the overall activities of the institution alongside with the staff/students ranking echelon and office
responsibility. Since activities are assigned mainly to and not the individual, deployment of staff to an office is a function of
his/her capabilities in line with his/her rank. For example, the vice chancellor cannot be appointed to a non-academic staff, no
matter what; a non-medical personnel even as a professor as the director of health.
Another consideration is the external contracts/transactions with the university. For instance, there must be direct link to the
banks that are doing business with it for efficient accounting, like fees payments and salary payment reconciliation.
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AUS security is modeled in modular classes, in roles (grouped into users with equal access rights) and user profile for resou rces
access permission from the three tiers, using users ID, password, role, rights and biometry depending on how critical the activity
may be.

AUSFunction
This function solves the problem of access interruption at the database server breakdown by mirroring the database; it provides
virtual database and connectivity for users’ data need, for continuity and synchronizes when connection is re-established.
Mapping Sequential Language (MSL) (which consists of Conceptual Schema Description Language (CSDL) and Stored Schema
Description Language (SSDL)), was used by AUSFunction to map the Entities and Entity associations of AUS Entity Data
Model(EDM) to Relations and their relationships in the AUS Database (DB). These relations’ tuples are appended, updated and
deleted by synchronizing it with stored data of entities in AUS EDM.
The function process

where

maps all parameters of entities (

) to parameters of relation

Creating, appending and updating by relating two similar items of same properties and values with their date.
, all relations in R will be replicated and
converted to entities and association of same properties in E.
, (all entities and Association in E will be
replicated and converted to relations and relationships of the same properties in R)

(Append, and Update)
(Appends new records, and update
existing ones from

)

.
4. CONCLUSION
AUS Model was a three tiers system architectural model that implements the AUSfuncton as a connector as well as users data
provider. This model was designed to surmount the challenges of implementing complex systems with Object Relational
Database Management System (ORDBMS), and meet the set objectives, which is to proffer solution to the problems of
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integrating University’s complex activities to achieve timely and accurate construction and sharing of information and
knowledge in the Nigerian Universities.
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ABSTRACT
GSM network performance and service quality evaluation are the most important considerations of mobile network operators, as
the revenue and customers satisfaction directly depends on network performance and quality. Network service satisfaction
assessment especially from the end-users perspective is therefore necessary to judge the network performance and maintain
service quality standards. In this paper, the service quality rendered by operational network carriers in Nigeria from the end-user
satisfaction perspective, using four core GSM-based networks as case studies is presented. Two key performance measures
namely, the Quality of Service (QoS) and Grade of Service (GoS), and their impact on the end-user satisfaction in the networks
under study, were investigated. Results of the investigation revealed that even when seasonal variations were unstable, a fair
network performance and end-user satisfaction rate were observed in the four network carriers studied.
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African Journal of Computing & ICT Reference Format:
J. Isabona & M. Ekpenyong (2014). End-User Satisfaction Assessment Approach for efficient Networks Performance
Monitoring in Wireless Communication Systems. Afr J. of Comp & ICTs. Vol 7, No. 5. Pp 127-142.

1.

INTRODUCTION

The Global System for Mobile communications (GSM)
technology is the legacy network of the evolution to the third
generation
(3G)
technologies
Universal
Mobile
Telecommunication System (UMTS), also known as
WCDMA, and High Speed Packet Access (HSPA).
Commonly referred to as the GSM family of technologies has
grown tremendously and is the most demanding
telecommunication application. Today, the GSM technologies
represent a continuous increasing percentage of all new
telephone subscription around the world. In Nigeria, it has
assumed a dominant position in the telecommunications
market and has become the main driving force of growth in
the country.
To maintain this growth, retain existing
customers and attract new ones, the wireless service providers
need to deliver its’ services, consistently, reliably and
economically. More importantly, mobile telephony service
providers must be consistent at sustaining the highest quality
of service (QoS) to both residential and industrial subscribers.

In fact, web services for mobile phones, such as email, web
browsing, audio and video streaming demand a lot from the
underlying network. If the mobile operators do not deliver
what these services demand, then issues bothering on
performance and users’ satisfaction are most likely to arise.
Therefore, once a radio telephone network is deployed and
operational, its performance has to be monitored for QoS
assessment, to ensure the early detection and correction of
faults. Furthermore, network operators require on-the-spot or
real-time information on the network performance, especially
from the end-user perspective. The end-user’s network
performance report is useful to establish corrective actions or
to assess the utilization of resources. Once the utilization of
the network resources is known, the overall performance of
the network system and the performance of individual network
elements can be contained. This in turn enables the mobile
telephone operators in traffic optimization and the
investigation of critical areas where the network performance
require adequate modification.
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1.1. Research Motivation and Focus
In recent times, it has been observed that not all the telecomm
operators are giving due attention to quality of service (QoS)
provisioning in Nigeria. This has impacted negatively on the
network, and has greatly deteriorated the expected
performance. With increase in the subscriber base, customers
complain have also increased. Frequent call drop, poor
network coverage and unsatisfactory customer care support,
are the common issues faced by the subscribers. As a result,
the rate of customer’s dissatisfaction has been on the increase
complains against the network have continued unabated. In
some cases, operators introduce additional network features
without performing proper pre-trial – a necessary condition for
good QoS.





In this paper, we employ a data mining process for effective
acquisition of QoS KPIs using knowledge delivery in
database (KDD). A systematic analysis of data on GSM
network performance and end-user satisfaction was carried
out. Data mining is the science and technology of exploring
data in order to discover previously unknown patterns [2]. It is
also a nontrivial technique used for extracting implicit and
potentially useful information from existing data sets. The
goal of data mining is to identify valid novel, potentially
useful, and understandable correlations and patterns in existing
data [3].

In this paper, our primary focus is to appraise the service
quality being rendered by mobile telephone operators in
Nigeria from the end-user satisfaction perspective, using four
core GSM-based network operators as case studies. The
intention is to investigate how Quality of Service (QoS) and
Grade of Service (GoS) provided by the GSM network
operators’ impact the end-user satisfaction. Particularly, we
quantitatively assess the end-users’ satisfaction rate from the
general network performances of the GSM telephone
operators under study. As a result of the primary purpose
presented, we pose the following research questions:

Do seasonal variations have affect on end-user
satisfaction and performance of wireless mobile
networks?

Is there a link between users’ satisfaction and the
general network performance?

The data set we explored in this research was obtained from
the Nigeria Communication Commission (NCC) QoS KPI
database (http://www.nnc.gov.ng), and gathered over a period
of eight months, showing a reasonably detailed research
operation. The NCC database contains performance statistics
of service quality KPI data of various mobile network
operators (i.e. GSM and CDMA operators) in Nigeria. We
preferred using the NCC data base to give a fair comparison of
the QoS provided by the mobile network operators. It also
provided us with the opportunity to use raw and more
authentic data. For confidential and legal purposes, the names
of the four network operators will be designated as operator A,
B, C and D respectively.

In the following section, the research methodology is
presented to provide the basis for answering the highlighted
research questions.
2.

data are collected using appropriate tools and
procedures in a controlled environment.
Operators: Network operators monitor and optimize
their networks in order to meet the required
specifications. They satisfy their subscribers and
maximize returns on their investments.
End-users: Are third parties exploring various ways
to objectively evaluate the quality of service (QoS)
provided by the network operators [1].

2.1. QoS and GoS Network Performance Measures
In telecommunication engineering, and in particular teletraffic
engineering, the quality of voice service is specified by two
measures [4] namely, the Grade of Service (GoS) and
the Quality of Service (QoS). Once the network is operational,
continuous monitoring of the QoS and GoS is required.

METHODOLOGY

It is clear from the introduction that network monitoring offers
the ability to quantitatively assess, predict and ensure the endto-end performance of a wireless communication network, but
this is can only be achieved if stringent QoS measure is
applied. Three components are involved when monitoring
network performance for users’ satisfaction assessment. These
components include:

Regulators: A key role of the telecommunication
regulators is to assess and control the QoS delivered
by network licensees. That is, it ensures compliance
by network operators through the specifications of
their license conditions including the service quality.
Regulators evaluate the QoS of the networks
through a set of parameters (also called Key
Performance Indicators – KPIs), the objective of
which is to reflect the quality of experience
perceived by a user of the network service. This
evaluation requires the testing of the QoS KPIs
through analysis of the network capabilities. Test

Quality of Service (QoS): In the design of any system, QoS is
one of the important concerns from both customers and
providers point of view. This implies that customers expect
the best service quality from the system providers and
providers desire to offer guaranteed quality of service to their
customers. Depending on the needs, all the parameters related
to QoS are useful to both customers and applications.
Therefore, QoS constitutes one of the most important aspects
that should be monitored in a GSM network. It is a measurable
set of parameters that defines the level of service a network
carrier can be accountable. The QoS goals have to be shared
throughout the service provider business to make sure that
everyone has a clear understanding of the objectives and
strategy in order to achieve the desired QoS level. In the ITUT Recommendation E.800, QoS is defined as the collective
effect of service performance, which determines the degree of
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satisfaction of a user of the service. In this paper, we define
QoS as the capability of the cellular network providers to
provide a satisfactory service to end-users. These include
services such as good transmission quality, signal strength,
low call blocking and dropping probability, high data rates for
multimedia and data applications. Thus, QoS is the quality
provided to the customers which describes the ability of a
network with an assured service level. By quality here, we
mean the totality of characteristics of an entity that bear on its
ability to satisfy stated and implied end-users’ needs.
Fundamental performance areas of QoS include:






or carried by some defined parts of a network, such as a group
of circuits or switches with account being taken of both the
number of calls and their duration, is referred to as traffic [910]. The concept of traffic offered, traffic carried, and traffic
lost is illustrated in Figure 2. In traffic engineering, any
occupancy of a circuit or device caused directly or indirectly
by a subscriber (i.e., end-user) making or attempting to use the
system is regarded as a call. Farr [11] described GoS as the
proportion of calls that are lost due to congestion at peak
periods. It represents the percentage of incoming calls denied
or turned away during busy hours owing to insufficient
resources. It is typically given as the likelihood that a call is
blocked or the likelihood of a call experiencing a delay greater
than a certain queuing time. GoS is determined by channels
availability and used to estimate the total number of users a
network can support. It is also a measure of call blocking in
voice traffic or the throughput in data traffic, where resources
allocation is deterministic (allocation and switching of
channels). The smaller the value of GoS, the better is the
service. A GoS of 2%, for instance, means that two calls in
one thousand calls or one call in every five hundred calls may
be lost. A higher grade of service guarantee to the customer
means ensuring low blocking probability during the busy
hours. The task of teletraffic theory is to specify methods to
ensure that the actual GOS is fulfilling the requirements. Thus,
GoS can be summarized as the mechanism for controlling the
performance, reliability and usability of a telecommunications
service.

Availability: Is the service available in an area?
Accessibility: Within a geographical spread, is the
service available to all who request it?
Retainability: Is the service retained throughout the
requested period?
Reliability: Does the service work at a consistent
level?
Performance: How well do services perform?

Accordingly, for QoS to be truly useful and practical, it must
meaningfully follow four viewpoints as highlighted in Figure
1.

Figure 1: Four meaningful viewpoints of QoS as defined by
ITU
Grade of Service (GoS): In well-established wireless
communication systems, GoS is measured as an instance of
unacceptable quality of service and/ or resources
unavailability to service a call. The GOS may be defined in
several ways. In [6], [7], [8], GoS is defined as the number of
unsuccessful calls relative to the total number of attempted
calls. In ITU-T Recommendation E.800 [5], GoS is defined by
the number of traffic engineering variables required to provide
a measure of adequacy of a group of resources under specified
conditions. The aggregate calls including call attempts offered

Figure 2: Traffic offered, Traffic carried and Traffic lost
[9]
2.2. Key Performance Indicators
The most robust approach used to measure QoS and GoS in
any operational network is to define a certain set of Key
Performance Indicators (KPIs) and monitor them over a time
period (Isabona and Peter, 2014). KPIs are a minimum set of
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metrics necessary for tracking system progress towards a
performance target. KPIs provide a quantitative and objective
solution to compare the obtained quality performance with the
desired ones and are used for both traffic classification and
network analysis. Quality can be evaluated from the point of
view of the end-user, as perceived quality, or from the point of
view of the operators, as offered quality which refers to the
policies of service provisioning, the sustained costs and the
capacity to maintain service availability. It can be also
intrinsic if it refers to technical network performance
parameters, such as delay, jitter, packet loss, and throughput;
or expressed quantitatively or qualitatively. Once a KPI
exceeds the predefined threshold, then, a certain action should
be performed in the network in order to bring this KPI back to
normal. KPIs are divided into two important service categories
[5]:

call during a pre-established period of time. CSSR consists of
few call success factors as shown in figure 3.
The higher the value of CSSR, the easier it is to set up a call.
Thus, CSSR is one of the key performance indicators (KPI)
used by the network operators to assess the performance of
networks and have direct influence on the customer
satisfaction with the service provided by the network and its
operator.

▪ End-to-end metrics (or end-user metrics): They provide an
evaluation of the network performance as perceived by the
network end-user, i.e., the metrics permit both the network
operators and regulators as well as the end-users themselves to
monitor the performance of delivered service to individual
users as well as determining the overall service delivery
quality averaged over all users
▪ Network metrics: These concern the network administrator
and are used to monitor the behavior of the system during the
service.
The former provides a direct means to evaluate the grade of
satisfaction of the network user.
The latter do not strictly provide an indication of the QoS
provided by the network, but can indirectly influence the enduser metrics. On the other hand, they allow the operator to
keep under control, the network resources allocation and, thus,
to fully exploit them. A wide range of KPIs are available in
literature for GSM radio network benchmarking to achieve
remarkable QoS. The most essential KPIs include [21],

Call Setup Success Ratio (CSSR)

Call Drop Ratio (CDR)

Traffic Channel (TCH) Congestion Ratio

Standalone Dedicated Control Channel (SDCCH)

Handover Success Rate (HOSR).

Figure 3: Call Setup Success Rate processes [13]
For instance, a CSSR of 70% means that out of every 100 call
attempts, only 70 are successful, while the remaining 30 are
unsuccessful. CSSR is defined as the ratio of established
(successfully completed) calls to attempts, thus:
(1)
Established calls means the following events had happened
during call setup:

call attempt

allocation of the traffic channel (TCH), and

call routing to the outwards path of the concerned
MSC.

These KPIs can be derived in different ways depending on the
network vendor and the operator. For concision of purpose in
this paper, we are focusing on CSSR and CDR to evaluate
end-user satisfaction rate in the GSM networks.
2.2.1. Call Set-up Success Rate
Network accessibility is verified by the mobile stations’ (end
users’) ability to establish and maintain calls. The measure of
the accessibility to services provided by GSM network is the
call set-up success rate (CSSR).This indicator measures the
ease in which calls are established or set up. It analyses the
ability to successfully establish voice communications
between two ends, a mobile network terminal and a fixed
network terminal, and the ability of networks to maintain this

CSSR is related to blocking probability by [14]:
(2)
Rearranging equation (2) yields:
(3)
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any of the calling parties voluntarily terminate or hung up. The
CDR indicator is calculated using the expression:

GSM networks handle both voice and data traffic requirements
of the mobile communication by providing two modes of
operation:

Circuit switched (high-speed circuit switched data)

Packet switched (GPRS)

(6)
Circuit switching provides the customer with a dedicated
channel all the way to the destination.
For circuit switch services in GSM, blocking probability can
be successively used as a performance measure for the
evaluation of GoS. Thus, the expression in equation (3) can be
rewritten as

3.

RESULTS AND DISCUSSION

The figures of merit we considered in this paper covered the
different phases of QoS aspects during service used from the
customer’s point of view, and are defined as follows:

(4)

Network Performance (NP): The ability of a network portion
to provide the functions related to communication between
users. Technically, NP is related to GoS as [12], [16]:
(7)

The customer has exclusive use of the circuit for the duration
of the call, and is charged for this duration. The GoS for
circuit switch services is very well represented by the blocking
probability as indicated in equation (4) in GSM. However, for
the packet switch services, blocking is not the performance
measure: indicators such as throughput and delay are preferred
for representing users’ satisfaction. The GoS for packet switch
services is mostly expressed in terms of throughput which
represents the long-run throughput per service. The throughput
is derived by considering the long-run rate at which the user
enters the air interface and the data rate per user by employing
the following formula [15]:

Therefore, from the user’s point of view, in order to improve
the performance of a network, the value of GoS should be
minimized, while from the network service provider’s point of
view, the objective is to decrease the cost of the network
through increased utilization of the total available channels.
Satisfaction Rate (SatR): This rate summarizes the degree of
voice user satisfaction, by considering altogether, Service
Access, Service Retainability and Service Integrity. A call is
considered satisfied if it isn’t blocked, nor dropped, nor it
didn’t experience outage [17]:

(5)

(8)

where is the arrival request rate of service, and R is the data
rate of service blocking probability.

where OutR describes the ratio between the number of calls
which, although normally released, perceived by an
unacceptable outage time lasting more than 5% of the duration
of the call, and the overall number of call releases (i.e., normal
and abnormal releases). Considering outage calls being
equivalently taken as drop calls, the drop call rate equates to
the outage rate [18]. Therefore, the expression in equation (8)
can be rewritten as:

With packet switching, the operator assigns one or more
dedicated channels specifically for shared use. These channels
are always available for data transfers and associated services.
The standard data rate of a GSM channel is 22.8 kbps.
2.2.2. Call Drop Rate (CDR)
The term “dropped call” is commonly used to describe a
wireless mobile phone call that is terminated by the network
unexpectedly as a result of technical reasons, including entry
into a dead zone. Some of the reasons advocated for dropped
calls occurring include: (i) moving out of range of a wireless
network: a active call cannot usually be maintained across a
different company’s network, resulting in the termination of
the call once a signal strength cannot be maintained between
the phone and the original network, (ii) Handoff: this occurs
when calls are dropped between cells within the same
provider’s network. If the new cell site is at capacity, it cannot
accept an attempt by the network to “hand in” any additional
call. It may also be due to wrong network configuration.

(9)
Here, we start by examining the Call Setup Success Rate
(CSSR) quality of the studied GSM-based networks over the
assessment period as shown in table 1 and figure 4. According
to the Nigeria Communication Commission (NCC), as
contained in Federal Republic of Nigeria Official Gazette [19],
a well-performing network should have a CSSR of or above
98% benchmark. That is, the target is to achieve at more than
98% of connection on the first attempt. Using this standard
value with reference to Figure 4, it can be seen that none of the
operators, excepting operator D (in the months of March to
September) met the 98% CSSR threshold within the
evaluation period.

The ability of a network to retain call conversation when it has
been established or set up is measured by the Call Drop Rate
(CDR) indicator. A value of 5% for CDR means that, out of
every 100 calls established or set up, 5 calls will drop before
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Table 1: Observed CSSR quality for the various cellular networks under study
CSSR

Feb

Mar

Apr.

May

June

July

Aug

Sept

A

96.39

96.45

96.58

96.43

97.12

96.86

96.67

97.74

B

95.99

97.73

97.57

97.34

96.66

97.68

96.76

96.46

C

96.46

97.73

94.60

96.57

96.83

96.65

96.67

96.49

D

95.21

98.72

98.79

99.01

98.5

99.14

98.84

98.75

Figure 4: Observed Call Setup Success Rate (CSSR) quality
A fall in the CSSR below the 98% benchmark could be as a
result of an increased demand for resources establishment
when resources are fixed and limited. Hence, blocking will
increase proportionally to demand. In high congestion and
traffic situations, services are gradually prohibited, thus
decreasing TCH blocking and handover failure rates. This
results in an increased TCH success rate because the network
has ran out of call establishment resources (SDCCH mostly).
The real call traffic is reduced (as users’ calls are terminated)
and TCHs become available. It is worth noting that in cellular
networks, TCHs out number SDCCHs in every single
Transceiver (TRX) [20].

channel are usually due to poor signal quality, i.e., the
transmitted data includes too many bit errors. Also, the radio
signal quality is mostly affected by two components. Firstly,
the propagation environment causes attenuation to the
transmitted radio signal due to path loss, shadow fading and
multipath fading. Secondly, the radio signal may be attenuated
by other radio signals originating from other BTSs having a
TRX on the same physical frequency (interference).
Shown in figure 5 is a bar chart displaying CDR quality within
assessment period. It can be observed from the chart that all
the operators met the 2% CDR QoS standard target as
contained in Federal Republic of Nigeria Official Gazette of
2012.

A significant observation made from the analysis was the
possibility of degraded performance recordings for CSSR
attributed to other reasons for which measurements were not
available. The most common reasons for such failures are the
inadequate radio signal propagation conditions (problems of
radio channel in the air interface). The failures in radio

As earlier mentioned, GoS is the traffic related part of network
performance (NP), characterizing the ability of a network or
network portion to provide the functions related to
communications between users, and the smaller the value of
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GoS, the better the service. In any well established network, a
GoS of 2% is the acceptable performance benchmark (i.e.,
GoSacceptable = 0.02 or 2%). In figure 6, a bar chart displaying
the Grade of Service (GOS) level attained during the period of
assessment for the various cellular networks, is presented. It is
observed from the chart that only operator C met the 2%
target. This means that congestion noticed by the users of this
network was low. Other operators failed to meet this target

and this could imply that congestion noticed by the users in
these networks was high. Therefore, there a high number of
subscribers experienced block calls in carriers A, B and C.
The scenario just described may also imply that users found it
difficult to obtain a traffic channel to set up a call after a
seizure in signal.

Figure 5: Observed Call drop Rate (CDR) quality

Figure 6: Observed GoS quality for the various network operators
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An important aspect of a statistical procedure that clarifies the
empirical data is to fit a regression model in order to predict
future trends. Thus, we investigated each of the cellular
network’s performance (within the assessment period) by

fitting a regression line into the GoS-based network
performance data. The results as shown in Figures 7 to 10
show an improved trend for only operators A and D within the
evaluation period.

Figure 7: Network performance level for operator A

Figure 8: Network performance level for operator B
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Figure 9: Network performance level for operator C

Figure 10: Network performance level for operator D
The service quality levels exhibited by the studied cellular
networks show that inadequate provisioning or poor
management of radio frequency spectrum resources can have
adverse effect on the performance of any operational mobile
network. Typically, the greater density of cell sites a network
has, the greater its capacity to manage the varying loads
experienced by the network. During peak demand, having an
adequate density of cell sites gives the network greater
flexibility to either accommodate the traffic or distribute the

load with an available adjoining cell. In addition to the density
of cell sites, providing each cell with the appropriate spectrum
capacity is an important aspect of network management. It’s
important to note that while carriers can gain access to
spectrum to deploy their mobile networks, the amount of
spectrum available is finite and must be shared among the
carrier’s end-users.
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To further investigate how satisfied the subscribers are with
regards to QoS being provided in each of the studied
networks, graphs of end-user satisfaction rate were plotted
against the assessment period (for networks A, B, C and D).
Again, from the graphs (Figures 11-14), only operator A and

D shows a better end-user satisfaction rate, compared to
operators B and C (see table 2). Also trend lines were fitted in
the graphs to enable us predict new empirical results (see
Figures 11-14).

Figure 11: End user satisfaction rate for operator A

Figure 12: End user satisfaction rate for operator B
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Figure 13: End user satisfaction rate for operator C

Figure 14: End user satisfaction rate for operator D
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Table 2: End-user Satisfaction rate (%)
SatR

Feb.

Mar.

Apr.

May

June

July

Aug.

Sept.

A

93.76

93.47

93.74

93.34

94.51

93.99

94.11

95.25

B

94.33

96.22

95.95

95.72

95.03

95.82

95.32

94.99

C

93.97

94.23

91.25

93.19

93.59

93.44

94.02

93.63

D

93.76

96.25

96.65

97.34

97.35

97.25

97.79

97.26

Figures 15 to 18 are plotted to examine the correlation
between the end-user satisfaction rate and the GSM network
performance (the empirical data for these figures are found in
Tables 2 and 3, respectively). From the figures, we observed
that the end user satisfaction rate increased as the network
performance improved. This implies that the QoSs provided

by the network operators are directly proportional to the enduser satisfaction. Therefore, we can conclude here that a
network can be rated as performing when end-users
satisfaction rate is high, i.e., a network is said to be performing
when the end-users are able to access its applications and carry
out tasks without undue perceived irritation.

Figure 15: A comparative investigation of NP and SATR correlation for Operator A
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Figure 16: A comparative investigation of NP and SATR correlation for Operator B

Figure 17: A comparative investigation of NP and SATR correlation for Operator C
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Figure 18: A comparative investigation of NP and SATR correlation for Operator D
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4. CONCLUSION
In any deployed mobile telephone networks, the end-users’
satisfaction is always a major concern for the operators and
regulators. Hence, there is need for the network subscribers to
continuously monitor their services because it enables the
operators to optimize traffic and investigate critical areas
where the network performance could require adequate
changes. With end-user analysis report, telecomm service
providers can refine their systems to run at the maximum
efficiency to handle customer demands. Also, a continuous
monitoring of network utilization, performance, and ceaseless
curiosity about what useful information the network can yield
and dynamic performance analysis infrastructures are a must
for operators to improve on network quality.
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ABSTRACT
Mobile phones are nowadays, far more than merely communication devices. In particular, Smartphones and Tablets are
products that help to make our works and everyday life easier. Along with the advance in technology and popu larity
of these devices, the use of mobile applications increased enormously in the last few years. Based on new techniques
like Global Positioning System (GPS) and sensors, like compass and accelerometer, that can determine the orientation of the
device, location-based applications coupled with augmented reality views are possible. In the context of this research work, a
mobile navigation application for Osun state university is developed. The system architecture and design were presented. The
technologies used for the implementation of the application include Google Map, Quick response scanner, Android development
kit and Java. The resulting application which is downloadable from university website enables the user to find paths to specific
locations and provide location-based information on buildings, road and other facilities in the campus. This application developed
offers visitors the ability to explore university campus facilities via mobile devices
Keywords- Navigation System, Augmented Reality, Quick Response Code
African Journal of Computing & ICT Reference Format:
C.O. Akanbi, I.K. Ogundoyin & A.O. Lawal (2014) Implementing A University Mobile Navigation System. Afr J. of Comp & ICTs. Vol
7, No. 5. Pp 143-.150.

1. INTRODUCTION
Maps have been used for centuries to transit users from one
place to another. In the last decade, navigation devices have
used digital maps to locate the position of the user and assist
in providing navigational directions. Recently, maps have
become more than just visualization tool in navigation
systems; they are now an aiding tool for enhancing the
reliability of the obtained navigation solutions[1].
Navigation is a field of study that focuses on the process of
monitoring and controlling the movement of a craft or vehicle
from one place to another[2]. The field of navigation includes
four general categories: land navigation, marine navigation,
aeronautic navigation, and space navigation. The basic
concepts in navigation are the longitude, latitude and altitude
[3] .

According to [5], one of the objectives of augmented reality
is to enhance perception or the visibility of the physical
world. The smartphone’s screen acts as a window onto the
real world whose video flow can be augmented this is made
possible through mobile applications. Mobile applications
consist of software or a set of program that runs on a mobile
device and performs certain tasks for the user. Mobile
application is a new and fast developing segment of the
global ICT. Mobile application is easy, user friendly,
inexpensive, downloadable and can run in most of the mobile
phone including inexpensive and entry level phone[6].
Mobile application has wide uses for its vast functioning area
like calling, messaging, browsing, chatting, social network
communication, audio, video, game etc. The usefulness of
mobile devices has increased greatly in recent years allowing
users to perform navigation tasks in a mobile context[7].

A navigation system is an electronic map combined with
route instructions, usually displayed on a dashboard video
screen. Global Positioning System is one of the commonest
navigation systems in the world. A geographic information
system (GIS) is a system which is used to store, retrieve, map
and analyze geographical data. These systems store any kind
of information which is related to a geographical location.
These spatial features are stored in a coordinate system which
references a certain place on the surface of the earth [4]. An
outdoor augmented reality system which can be connected to
a GIS allow the human operator to move freely without
restraint in its environment, to view and interact in real time
with geo-referenced data via mobile wireless devices.

The use of devices such as smartphones and tablets which
come along with the excessive use of mobile applications is
becoming more and more common, especially in the
university domain. majority of these mobile devices have
built-in techniques to determine geographical position. These
devices combined with the right software can provide new
users with location-based information on buildings and
facilities etc in the university campus. In this paper a
mobile navigation system architecture is presented , a
Google map for the university was specified various
buildings and roads within the main campus.
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QR Code data is stored into the data area. The data area is
encoded into the binary numbers of ‘0’ and ‘1’ based on the
encoding rule. The binary numbers of ‘0’ and ‘1’ are
converted into black and white cells and then arranged. The
data area has Reed-Solomon codes incorporated for the
stored data and the error correction functionality. Decoding a
QR code requires using a QR code scanner. Besides
commercial scanners including hi-resolution, dedicated
devices and handheld scanners, smart phones that have a
camera and include a code reader software application can
function as a scanner. Code reader software applications are
freely available online for most devices. When the
application is downloaded, the phone's becomes a QR code
scanner. User points the phone camera toward the code and
scans it. The reader application software decodes the code,
converts it into readable text and displays [11]. Information
decoded from the QR code is run through the background
database for checking. If the information matches, then the
desired output is displayed [12]

The University map specified and approved by Google was
connected to Google play service software development kit
using Eclipse Android Development Kit and the Navigation
Augmented Reality was implemented using the quick
response code scanner installed on the mobile devices with
androids and blackberry platforms.
2. RELATED LITERATURE
The GPS is Global is a space-based global navigation
satellite system (GNSS) that provides location and time
information in all weather, anywhere on or near the Earth,
where there is an unobstructed line of sight to four or more
GPS satellites. It is maintained by the United State
government and is freely accessible by anyone with GPS
receiver with some technical limitations which are only
removed for military users. GPS is used on incidents in a
variety of ways, such as [8]:
(i)

To determine position locations; for example, you
need to radio a helicopter pilot the coordinates of
your position location so the pilot can pick you up.
(ii) To navigate from one location to another; for
example, you need to travel from a lookout to the
fire perimeter.
(iii) To create digitized maps; for example, you are
assigned to plot the fire perimeter and hot spots.
(iv) To determine distance between two points or how
far you are from another location.

3. RELATED WORK
[13] presents techniques based on imagery and Augmented
Reality (AR) which can prove to be of great help when
discovering a new urban environment and observing the
evolution of the natural environment. This paper itemized the
various concept of pervasive augmented reality illustrated by
indoor and outdoor applications. It also shows the use of
augmented reality for helping visitors discover new
environments. The use the geo-referenced data of objects can
be used to inform users about their location. The use of the
“Vision See through (VST) technique, which is widely, used
in augmented reality applications. Just like the documented
reality functionality relating to augmented reality, our video
flow can be enriched with information identifying what can
be seen with the camera. The layout of annotations informs
users about the spatial location of POIs with regard to their
geographical position.

Augmented reality (AR) is a live, copy, view of a physical,
real-world environment whose elements are supplemented by
computer-generated sensory input such as sound, video,
graphics or GPS data [9] As stated by [10], The goal of an
outdoor augmented reality system is to allow the human
operator to move freely without restraint in its environment,
to view and interact in real time with geo-referenced data via
mobile wireless devices. This requires proposing new
techniques for 3D localization, visualization and 3D
interaction, adapted to working conditions in outdoor
environment (brightness variation, features of displays used,
etc.). AR systems are being introduced in industrial,
commercial, medical and scientific markets for a variety of
tasks such as computer‐aided surgery and assisting in
complex repair tasks (in airplanes, for instance).

The paper concludes that as mobile devices become
progressively more powerful, we envisage transform
recognition system from client server architecture to selfcontained server architecture. Also, [14] developed a mobile
AR application as a means of demonstrating how mobile AR
technologies can be used in combination with other
applications to produce a useful and practical tool. Thus, this
study involves conceptual development that is demonstrated
by a fully functioning campus event mobile app. The
application developed is based on the Android soft-ware
development kit (SDK) and the Metaio SDK. The
architecture of the application is a client-server structure. A
database is built for the application, and the Google
Geocoding application programming interface (API) is used
to address some difficult problems in the development of the
application. [15] concludes that this is an excellent example
of technological convergence, that is, the combination of
previously separate technologies in such a way that they

QR Code is acronym for Quick Response Code. QR codes
are 2D bar codes that were invented by the company Denso
Wave, a subsidiary of Toyota, in 1994. Because Denso Wave
chose not to exercise its patent rights, QR code is open to
public. This means that, developers are free to create. QR
Code is a matrix type symbol that has a cell structure
arranged in a square. It consists of the functionality patterns
for making reading easy and the data area where the data is
stored. QR Code contains the following elements: finder
patterns, alignment patterns, timing patterns, and a quiet zone
[11].
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interact with each other synergistically to enhance human
capabilities and serve human needs.

(i)

Navigation Module This module was developed
using java program. and Android development kit
(ii) Google Maps Module is a desktop and mobile web
mapping service application and technology
provided by Google, Uniosun google Map
depicted in figure 2 shows all the physical
buildings available in the main campus of the
university. In addition the latitude and longitude of
a location can be determined through this module.
(iii) QR code Database: The user scan the QR code
displayed on a certain building with a code reader
at the entrance to verify information. The reader
has the function coding QR code. Information
decoded from the QR code is run through the
background
database for checking. If the
information matches, then the user can get
desired output i.e. description of the buildings

4. METHODOLOGY
A. System Architecture
In this design, The user can have a satellite view of the
campus, search for various buildings and have an augmented
view of the campus. There are various gestures the user can
perform which include a pinch, swipe etc. The system
architecture is shown in Figure 1. It gives a quick overview
of all components of the system environment and shows how
they interact with each other. The main components are
navigation module, Google Map data base(server) and QR
Data server

Google Map
Database (server)
Send and request
Addresses of event
Internet
Retrieve Longitude and
Latitude

Retrieve
Building Data

Navigation Module

Scan and output info

QR
Database

Android User

Download
UNIOSUN
server

Figure 1: System Architecture of the UNIOSUN Navigation System
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Figure 2: Google Map view of UNIOSUN Main Campus

View buildings
Indicate location of user

Navigate through the app

Search for buildings

User
Get Directions to building

Augmented reality view

Figure 3: Use Case Diagram of the Mobile Navigation System
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User launches the
application

Campus Map
Explore (Augmented reality)
Search
Direction to your route

View the Map

Explore the
Map

Direction to
your route

Search for
a building

Yes

Query
Google
map
No
Location not found
in Map Database

Exit the application
Figure 4: Flowchart of UNIOSUN Mobile Navigation System

To create a new Activity for the map screen, a class has to
be implemented which extends Activity . Code snippet is
shown in appendix 1. In order to add Views to an Activity a
layout XML file is created. For each View a specific XML
tag is added to the XML structure. XML attributes define
the behavior (e.g. position, color, visibility) of those
components. XML tags can be arranged in view containers
such as Linear Layouts for single row or single column
presentation or Table Layouts for a table structure.

4. IMPLEMENTATION
System Interface
The application was developed using Java, eclipse and
android development kit(ADK). The basic element of a
user interface on Android is the Activity class. It takes up
the entire area of the display. Typically each Activity
represents one screen. Internally Activities are stored on a
stack. Whenever a new Activity is created it gets pushed on
top of the stack. The back button on Android devices pops
the top Activity off the stack and resumes the previous one.
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The basic XML layout of the MapActivity used in the
application is shown in appendix 2.The different pages and
functionalities developed are explained below:-

Map view
It displays the satellite view of Osun state university. The
user can zoom and scroll this map with multi touch
gestures. The building map is the basic layer of this screen.
If zoomed in, it shows the label on various buildings as
well. It also provides the coordinates of users location. This
is shown in figure 7

Home view
This is the first page that the intended user sees. The logo
of Osun state university is displayed, then a voice
welcomes user to uniosun navigation system. When the
user clicks on it, it takes he/she to the menu page. This is
shown in Figure 5.

Search view
The search view can be accessed by a click on the search
button. It section contains a form where the intended user
can input interested location and click on the search button
search for location and get similar possible locations as
output. The user can also search through the voice search
mechanism.
Menu view
This is the second page that the intended user
contains major links to other pages showing
information about the system. These links
navigation, place search and augmented reality.
shown in Figure 6

Figure 6: Menu Page of the mobile application

Figure 7: Menu
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The application has reached a steady state where all bugs
have been eliminated. Further works are ongoing to expand
this to other university campus buildings .

Augmented reality view
This section works with an already installed QR code
scanner, the rear camera comes on and the user focuses on
the QR code so the scanner can read the code then output
the building details the intended wants to know. Code
Snippet for Android XML Layout of CampusMapView in
Figure 7. The following screenshots show the interactions
of the user with application and how the application
responds to different request.
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5. CONCLUSION
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android application developed with eclipse and Android
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ABSTRACT
Software testing is the process of exercising a software component using a selected set of test cases, with the intent of ( i)
revealing defects, and (ii) evaluating quality. This paper proposes Genetic Algorithm Technique in program path coverage for
optimizing software testing. Test data generation is a key problem in software testing and its automation will improve the
efficiency and effectiveness of software testing. We used Genetic Algorithm technique for improving the efficiency of software
testing by identifying the error prone path in a program. We do this by using Genetic Algorithms approach that optimize and
select the program path which are weighted in accordance with the error prone path. Genetic Algorithm can present a robust nonlinear search technique and also better quality of solution and therefore reduction in cost in software testing industry. Exhaustive
software testing is not feasible. Only the selective parts of the software are tested. Therefore design of a set of test cases is
required in such a manner that it can find out as many faults as possible.
Keywords: Software Testing, Genetic Algorithm, Path coverage, Test Data, Software Under Test.
African Journal of Computing & ICT Reference Format:
Y.K. Saheed & A.O. Babatunde (2014) Genetic Algorithm Technique In Program Path Coverage For Improving Software Testing. Afr J. of
Comp & ICTs. Vol 7, No. 5. Pp 151-.158.

1. INTRODUCTION
Software testing is as old as the hills in the history of digital
computers. The testing of software is an important means
of assessing the software to determine its quality. Since
testing typically consumes 40~50% of development efforts,
and consumes more effort for systems that require higher
levels of reliability, it is a significant part of the software
engineering. With the development of Fourth generation
languages (4GL), which speeds up the implementation
process, the proportion of time devoted to testing increased.
As the amount of maintenance and upgrade of existing
systems grow, significant amount of testing will also be
needed to verify systems after changes are made [6].
Despite advances in formal methods and verification
techniques, a system still needs to be tested before it is
used. Testing remains the truly effective means to assure
the quality of a software system of non-trivial complexity
[1], as well as one of the most intricate and least understood
areas in software engineering [5]. Testing, an important
research area within computer science is likely to become
even more important in the future.

Now more and more critical applications are implemented
globally. This increased expectation for error-free
functioning of software has increased the demand for
quality output from software vendors. Software Testing is
the process used to help and identify the correctness,
completeness, security, reliability & quality of developed
software. It is one of the major phases in all the phases of
Software Development Life Cycle. The potential cost
savings from handling software errors within a
development cycle, rather than the subsequent cycles, has
been estimated at nearly 40 billion dollars by the National
Institute of Standards and Technology. This figure
emphasizes that current testing methods are often
inadequate, and hence reduction of software bugs and
errors is an important area of research with a substantial
payoff [2].

151

Vol 7. No. 5 - December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Therefore reducing the efforts, time and ultimately the cost
of software development had always been a challenge for
both the software industry and academia. The automatic
generation of test data using Genetic Algorithms (GA) has
been studied by [11]. Here the use of GA is explored to
automatically generate test data that covers the most errorprone path. GA are commonly applied to search problems
within AI. They maintain a population of structures that
evolve according to rules of selection, mutation and
reproduction. Translating these concepts to the problem of
test data generation, the population is set of test data. Each
element in the set (e.g. a group of data items used in one
run of the program) is an individual [8]. The fitness of an
individual corresponds to the coverage of an error-prone
path of the program under test.

1.1 Genetic Algorithms
The most popular technique in evolutionary computation
research has been the genetic algorithm. In the traditional
genetic algorithm, the representation used is a fixed-length
bit string. Each position in the string is assumed to
represent a particular feature of an individual, and the value
stored in that position represents how that feature is
expressed in the solution. Usually, the string is “evaluated
as a collection of structural features of a solution that have
little or no interactions”. The analogy may be drawn
directly to genes in biological organisms. Each gene
represents an entity that is structurally independent of other
genes. The main reproduction operator used is bit-string
crossover, in which two strings are used as parents and new
individuals are formed by swapping a sub-sequence
between the two strings. Another popular operator is bitflipping mutation, in which a single bit in the string is
flipped to form a new offspring string

Figure 1: Bit-string crossover of parents a & b to form offspring c & d

A variety of other operators have also been developed, but
are used less frequently (e.g., inversion, in which a
subsequence in the bit string is reversed). A primary
distinction that may be made between the various operators
is whether or not they introduce any new information into
the population. Crossover, for example, does not while
mutation does. All operators are also constrained to
manipulate the string in a manner consistent with the
structural interpretation of genes. For example, two genes
at the same location on two strings may be swapped
between parents, but not combined based on their values.
Traditionally, individuals are selected to be parents
probabilistically based upon their fitness values, and the
offspring that are created replace the parents. For example,
if N parents are selected, then N offspring are generated
which replace the parents in the next generation. In nature,
an individual in population competes with each other for
virtual resources like food, shelter and so on. Also in the
same species, individuals compete to attract mates for
reproduction.

Due to this selection, poorly performing individuals have
less chance to survive, and the most adapted or “fit”
individuals produce a relatively large number of
offspring’s. It can also be noted that during reproduction, a
recombination of the good characteristics of each ancestor
can produce “best fit” offspring whose fitness is greater
than that of a parent. After a few generations, species
evolve spontaneously to become more and more adapted to
their environment. In 1975, Holland developed this idea in
his book “Adaptation in natural and artificial systems”. He
described how to apply the principles of natural evolution
to optimization problems and built the first Genetic
Algorithms. Holland’s theory has been further developed
and now Genetic Algorithms (GAs) stand up as a powerful
tool for solving search and optimization problems. Genetic
algorithms are based on the principle of genetics and
evolution.
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If the reproduction operators are just producing new
random solutions without any concrete links to the ones
selected from the last generation, the genetic algorithm is
just doing nothing else that a random search.
Random search does have a few interesting qualities.
However good the obtained solution may be, if it’s not
optimal one, it can be always improved by continuing the
run of the random search algorithm for long enough. A
random search never gets stuck in any point such as a local
optimum. Furthermore, theoretically, if the search space is
finite, random search is guaranteed to reach the optimal
solution. Unfortunately, this result is completely useless.
For most of problems we are interested in, exploring the
whole search space takes far too long an amount of time.

Comparison of natural evolution and genetic algorithm
terminology
Natural evolution
Genetic algorithm
Chromosome
String
Gene
Feature or character
Allele
Feature value
Locus
String position
Genotype
Structure or coded string
Phenotype
Parameter set, a decoded structure

2.

CONVENTIONAL
OPTIMIZATION
SEARCH TECHNIQUES

AND

The basic principle of optimization is the efficient
allocation of scarce resources. Optimization can be applied
to any scientific or engineering discipline. The aim of
optimization is to find an algorithm, which solves a given
class of problems. There exist no specific method, which
solves all optimization problems. Consider a function,
X1,Xu]

2.3 Stochastic Hill Climbing
Efficient methods exist for problems with well-behaved
continuous fitness functions. These methods use a kind of
gradient to guide the direction of search. Stochastic Hill
Climbing is the simplest method of these kinds. Each
iteration consists in choosing randomly a solution in the
neighborhood of the current solution and retains this new
solution only if it improves the fitness function. Stochastic
Hill Climbing converges towards the optimal solution if the
fitness function of the problem is continuous and has only
one peak (unimodal function).

[0,1]: …………………(1)

where,

For the above function, F can be maintained by decreasing
€ or by making the interval of [X1,Xu] large. Thus a
difficult task can be made easier. Therefore, one can solve
optimization problems by combining human creativity and
the raw processing power of the computers.
The various conventional optimization and search
techniques available are discussed as follows:

On functions with many peaks (multimodal functions), the
algorithm is likely to top on the first peak it finds even if it
is not the highest one. Once a peak is reached, hill climbing
cannot progress anymore, and that is problematic when this
point is a local optimum. Stochastic hill climbing usually
starts from a random select point. A simple idea to avoid
getting stuck on the first local optimal consists in repeating
several hill climbs each time starting from a different
randomly chosen points. This method is sometimes known
as iterated hill climbing. By discovering different local
optimal points, it gives more chance to reach the global
optimum. It works well if there is not too many local
optima in the search space. But if the fitness function is
very “noisy” with many small peaks, stochastic hill
climbing is definitely not a good method to use.
Nevertheless such methods have the great advantage to be
really easy to implement and to give fairly good solutions
very quickly.

2.1 Gradient-Based Local Optimization Method
When the objective function is smooth and one need
efficient local optimization, it is better to use gradient based
or Hessian based optimization methods. The performance
and reliability of the different gradient methods varies
considerably.
2.2 Random Search
Random search is an extremely basic method. It only
explores the search space by randomly selecting solutions
and evaluates their fitness. This is quite an unintelligent
strategy, and is rarely used by itself. Nevertheless, this
method sometimes worth being tested. It doesn’t take much
effort to implement it, and an important number of
evaluations can be done fairly quickly. For new unresolved
problems, it can be useful to compare the results of a more
advanced algorithm to those obtained just with a random
search for the same number of evaluations. Nasty surprises
might well appear when comparing for example, genetic
algorithms to random search. It’s good to remember that
the efficiency of GA is extremely dependant on consistent
coding and relevant reproduction operators. Building a
genetic algorithm, which performs no more than a random
search happens more often than we can expect.

2.4 Simulated Annealing
Simulated Annealing was originally inspired by formation
of crystal in solids during cooling i.e., the physical cooling
phenomenon. As discovered a long time ago by iron age
blacksmiths, the slower the cooling, the more perfect is the
crystal formed. By cooling, complex physical systems
naturally converge towards a state of minimal energy. The
system moves randomly, but the probability to stay in a
particular configuration depends directly on the energy of
the system and on its temperature.
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The optimal solution is the one, which maximizes the
fitness function. Genetic Algorithms deal with the problems
that maximize the fitness function. But, if the problem
consists in minimizing a cost function, the adaptation is
quite easy. Either the cost function can be transformed into
a fitness function, for example by inverting it; or the
selection can be adapted in such way that they consider
individuals with low evaluation functions as better. Once
the reproduction and the fitness function have been
properly defined, a Genetic Algorithm is evolved according
to the same basic structure. It starts by generating an initial
population of chromosomes. This first population must
offer a wide diversity of genetic materials. The gene pool
should be as large as possible so that any solution of the
search space can be engendered. Generally, the initial
population is generated randomly.

2.5 Symbolic Artificial Intelligence (AI)
Most symbolic AI systems are very static. Most of them
can usually only solve one given specific problem, since
their architecture was designed for whatever that specific
problem was in the first place. Thus, if the given problem
were somehow to be changed, these systems could have a
hard time adapting to them, since the algorithm that would
originally arrive to the solution may be either incorrect or
less efficient. Genetic algorithms (or GA) were created to
combat these problems. They are basically algorithms
based on natural biological evolution. The architecture of
systems that implement genetic algorithms (or GA) is more
able to adapt to a wide range of problems.
3. A SIMPLE GENETIC ALGORITHM
An algorithm is a series of steps for solving a problem. A
genetic algorithm is a problem solving method that uses
genetics as its model of problem solving. It’s a search
technique to find approximate solutions to optimization and
search problems. Basically, an optimization problem looks
really simple. One knows the form of all possible solutions
corresponding to a specific question. The set of all the
solutions that meet this form constitute the search space.
The problem consists in finding out the solution that fits the
best, i.e. the one with the most payoffs, from all the
possible solutions. If it’s possible to quickly enumerate all
the solutions, the problem does not raise much difficulty.
But, when the search space becomes large, enumeration is
soon no longer feasible simply because it would take far
too much time. In this it’s needed to use a specific
technique to find the optimal solution.

Then, the genetic algorithm loops over an iteration process
to make the population evolve. Each iteration consists of
the following steps:
i.
SELECTION: The first step consists in selecting
individuals for reproduction. This selection is
done randomly with a probability depending on
the relative fitness of the individuals so that best
ones are often chosen for reproduction than poor
ones.
ii.
REPRODUCTION: In the second step, offspring
are bred by the selected individuals. For
generating new chromosomes, the algorithm can
use both recombination and mutation.
iii.
EVALUATION: Then the fitness of the new
chromosomes is evaluated.
iv.
REPLACEMENT: During the last step,
individuals from the old population are killed and
replaced by the new ones.

Genetic Algorithms provides one of these methods.
Practically they all work in a similar way, adapting the
simple genetics to algorithmic mechanisms. GA handles a
population of possible solutions. Each solution is
represented through a chromosome, which is just an
abstract representation. Coding all the possible solutions
into a chromosome is the first part, but certainly not the
most straightforward one of a Genetic Algorithm. A set of
reproduction operators has to be determined, too.
Reproduction operators are applied directly on the
chromosomes, and are used to perform mutations and
recombinations over solutions of the problem. Appropriate
representation and reproduction operators are really
something determinant, as the behavior of the GA is
extremely dependant on it.

4. STEPS FOR AUTOMATIC TEST DATA
GENERATION
Test-data selection, and consequently generation, is all
about locating test-data for a particular test criterion. Test
data generation for path testing consists of four (4) basic
steps:
1. In this step, the source program is transferred to a
graph that represents the control flow of the program.
2. Target path selection: In path testing, paths are
extracted from the control flow graph, and some paths
might be very meaningful and need to be selected as
target path for testing.
3. Test case generation and execution: In this step, the
algorithm automatically creates new test cases to
execute new path and leads the control flow to the
target path. Finally, a suitable test case that executes
the target paths could be generated.
4. Test result evaluation: This step is to execute the
selected path and to determine the test criteria is
satisfied.

Frequently, it can be extremely difficult to find a
representation, which respects the structure of the search
space and reproduction operators, which are coherent and
relevant according to the properties of the problems.
Selection is supposed to be able to compare each individual
in the population. Selection is done by using a fitness
function. Each chromosome has an associated value
corresponding to the fitness of the solution it represents.
The fitness should correspond to an evaluation of how good
the candidate solution is.
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5. METHODOLOGY

0testFunc(int k, int j){
1
int r;
2if(k==0)
3
return0
4 if(k>j){
5
r = j;
6
j = k;
7
k = r;
}
8
r=j%k;
9
while(r!=0){
10
j = k;
11
k =r;
12
r=j%k;
}
13 return k
}

This section describes generation of test data using GA that
achieve a certain level of coverage of the program. Our
approach uses a weighted Control Flow Graph (CFG)
technique. Path testing searches the program domain for
suitable test cases that covers every possible path in the
software under test. However, it is generally impossible to
achieve this goal due to following reasons [10].




A program may contain an infinite number of
paths when the program has loops.
The number of paths in a program is exponential
to the number of branches in it and many of them
may be unfeasible.
The number of test cases is too large, since each
path can be covered by several test cases.

Since it is impossible to cover all paths in software, the
problem of path testing selects a subset of paths to execute
and find test data to cover it. Here a program is viewed as
control flow graph. It is a simple notation for the
representation of control flow. The control flow of a
program can be represented by a directed graph with a set
of nodes and a set of edges [10], [11]. Each node represents
a statement. The edges of the graph are then possible
transfers of control flow between the nodes. A path is a
finite sequence of nodes connected by edges. An
independent path is any path through the program that
introduces at least one new set of processing statements or
a new condition. When stated in terms of a flow graph an
independent path must move along at least edge that has
not been traversed before the path is defined.

Figure 2 Control Flow Graph for Test function.

6.1 Initialization
An initial test set is generated randomly in the space of
possible input values.
6.2 Selection
The selection of parents for reproduction is done according
to a probability distribution based on the individual’s
fitness values. First the fitness value is calculated using the
Fitness function proposed in the algorithm. Weights are
used to determine the relative contribution of a path to the
fitness calculation. Thus, more weight is assigned to a path
which is more “critical”. Criticality of the path to test data
generation is based on the fact that predicate, loop and
branch nodes are given preference over sequential nodes
during software testing. The fitness function we are using
here is

6. CONTROL FLOW GRAPH
Input - CFG of code Assign weights to edges of CFG –
More weights are assigned to edges that are more error
prone. Firstly weight is assigned to initial node of CFG. If
the CFG contains large number of edges then large weight
is assigned to first node, otherwise small weight such as 10
is assigned. Then on the basis of this initial node weights
are assigned to other nodes. Incoming weight is divided and
distributed to all the outgoing edges of the node. More
weight is given to branches and loops and less weight is
given to edges of sequential path. The CFG for test
function is shown in figure 2.

F=

.....................................(2)

Where, wi = weight assigned to i-th edge on the path under
consideration.
Higher weights are assigned to the edges of path
corresponding to the critical section of the code for
example loops, branch statements, control statements etc.
for which testing is essential. After all the fitness function
values are calculated, the probability of selection pj for
each path j, so that
pj = Fj/

...................................(3)

Where, j=1 to n
n= initial population size
Then cumulative probability ck is calculated for each path
k with equation:
ck=
...................................(4)

155

Vol 7. No. 5 - December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

Table 1. Comparative results of test data generation using
GA and random testing

6.3 Crossover
Crossover probability (Cp) is decided. It is an adjustable
parameter. For each parent selected, a random real number
r is generated in the range [0, 1]; if r < Cp then select the
parent for crossover. After that, the selected data is
formatted randomly. Each pair of parents generates two
new paths, called offspring. For the problem in hand, one
point crossover is suitable.

The comparative results on small math programs with the
goal of achieving condition decision coverage are shown in
Table 1. Genetic search outperformed random test data
generation by a considerable margin in most of programs
and always performed at least as well.
Sample 1

6.4 Mutation
Mutation probability (Mp) is decided. It is an adjustable
parameter. To perform mutation, for each chromosome in
the offspring and for each bit within the chromosome,
generate a random real number r in the range [0, 1]; if r <
Mp then mutate the bit. These major components including
the fitness function will evolve test data to better ones,
trying to find a candidate that covers the target path. The
crossover process tries to create better test data from fitter
ones, while mutation introduces diversity into population,
avoiding being stuck at local optima solutions.

Initial population: (k, j) [(15, 4), (5, 6), (6, 2), (4, 12)]
Fitness function used:
Summation of weights of path traversed by a given input
data in CFG
For example (15, 4) will travel the path 0-1-2-4-5-6-7-8-96-7-8-9-6-10-11-12-13and therefore its fitness value is 50
Since the mating pool consists of only (15, 4) therefore this
is the test data that should be used for the testing of the
code during execution.

According to [11], GA improves the search from one
generation to the next, and performs better than random
testing, where the search was absolute random and does not
show improvement through the generations. Double
crossover is more successful in path coverage. Also
selecting parent for reproduction according to their fitness
is more efficient than random selection and mutation rate is
better adjusted with program at hand. [12] says GA requires
up to two orders of magnitude fewer tests than random
testing and achieves 100% branch coverage. The advantage
of GAs is that through the search and optimization process,
test sets are improved such that they are at or close to the
input sub domain boundaries. According to [13], test data
generation using GA performs better compared to random
test data generation.
Program
Random
Binary search
53.3
Bubble sort 1
100
Bubble sort 2
44.4
Insertion sort
100
Triangle Classification 48.6
Warshall’s Algorithm 91.7

Figure 3 Test Result Generation 1

Genetic Algorithms
66.7
100
44.4
100
84.3
100
Figure 4 Crossover and Mutation
Sample 2
Initial population: (k, j)
(12, 8), (2, 3), (6, 2), (15, 4)
Fitness function values of input population is calculated in
coloumn 3, then probability. Coloumn 5 show the
cumulative probability. Random number are generated to
simulate the GA process.
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Figure 5 Test Result

7. CONCLUSION
In software testing, the generation of testing data is one of
the key steps which have a great effect on the automation
of software testing. The greatest merit of genetic algorithm
in program testing is its simplicity. Genetic algorithms are
often used for optimization problems in which the
evolution of a population is a search for a satisfactory
solution given a set of constraints. In this study it was
shown that it is possible to apply Genetic Algorithm
techniques for finding the most error prone paths for
improving software testing efficiency. The study conducted
so far are based on relatively small sample and more
research needs to be conducted with larger commercial
samples. Further research in this area will ultimately
reduce the costs associated with software testing.
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1.

The gaps will be even greater, unless concerted efforts are
made by the teachers to develop ICT-based skills in order to
prepare students for success in a globally competitive job
market. Many teachers feel uncomfortable in moving to elearning methods such as interactive teaching and learning,
video tutoring, online course development, assessment, and
blended learning between one tool (e.g. pencil) and another
(e.g. Microsoft Word), not least because they might see these
methods as a threat to their control and authority and also
because many students know more about ICT-based
resources than their teachers.4

INTRODUCTION
Teachers may be forgiven if they cling to old
models of teaching that have served them well in
the past. All of their formal instruction and role
models were driven by traditional teaching
practices. Breaking away from traditional
approaches to instruction means taking risks and
venturing into the unknown. But this is precisely
what is needed at the present time.1

The above statement provides the foreground of the issues
and challenges facing teaching and learning in higher
education in the face of educational technology. In many
higher institutions in the developing world, Nigeria in
particular, there are increasing gaps in ICT literacy between
the teachers or academic staff2 and learners.3

3
Akuegwum B.A., Ntukidem P.J., Ntukjidem, E.P., &
Jaga, G.
(2011). Information and Communication
Technology (ICT) Facilities Utilization for Quality
Instructional Service delivery Among University Lecturers in
Nigeria. Education, Teacher Education and Use of
Technology, 3(1): pp. 33-53.
4
O'Hanlon, Charlene (2009). Resistance is Futile.
Technological Horizons in Education Journal 36 (3): 32–36.
Of course, the teachers who might have received professional
development, however, would know how to more effectively
manage their classroom and use the technology to create a
more stimulating learning environment.

1

Technology and the New Professional Teacher: Preparing
for the 21st Century Classroom (1997), the National Council
for Accreditation of Teacher Education (NCATE), p. 5.
2
Teachers are considered by this paper as the synonyms of
academic staff, and so will be used interchangeably both in
the singular and plural form.
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This seems the case. A typical university student today is a
digital ‘native’ because s/he has been immersed in
technology probably from birth. The student uses high-tech
devices such as consoles and smartphones; good at
multitasking, such as web browsing while on a call, and
usually well-informed on the use of modern technologies.
S/he has a personal laptop with large memory, bundled
software, and functions, to take notes in the class as opposed
to a pen and paper, contact peers, friends and even strangers a
continent away, get the latest news about her/his favourite
team, and hear from friend about the best applications to
download to the laptop. In addition, the student also has an
iPhone and a personal digital assistant (PDA), both of which
can function as computer, telephone/fax, sender, and Internet
and networking access at the same time. Faced with such
tech-savvy student who is used to high-tech gadgets, the
teacher still locked in a time warp may be filled with fear for
lack of digital competences.

2.

DEFINING THE INFORMATION AND
COMMUNICATIONS TECHNOLOGY

Bain observes that the term ‘technology,’ as a keyword to
Information and Communications Technology, includes “all
tools, machines, utensils, weapons, instruments, housing,
clothing, communicating and transporting devices and the
skills by which we produce and use them.”5 According to
Khosrowpour “technology” is “[a]ny electronic tool (digital
camera, computer, scanner, laboratory probe, etc.) and/or
software (database, spreadsheet, word processing, etc.).”6 The
Chambers Science and Technology Dictionary, however,
defines “technology” as the “practice, description and
terminology of any or all of the applied sciences which have
practical value and/or industrial use.”7 Such definition
implies that Information and Communications Technology
should be concerned with acquiring, storing, processing, and
distributing information by using technical means, including
radio, TV, telephone and computers. In short, the ICT, as a
subject and object, a topic and resource, involves finding,
sharing and restructuring information in its diverse forms,
while drawing upon such subjects as industrial arts, social
science, engineering, applied science, and pure science.

Yet, in spite of the technological expertise of a student often
far ahead of his/her teacher, successful technological projects
in the classrooms depend largely on the quality of the
leadership, implementation and training. So a teacher needs
to nearly always exhibit 21st knowledge, skills, and effective
work processes in the classroom. In other words, the tasks of
a teacher are multi-dimensional. The assumption of multidimensionality may be appreciated if it is recognised that a
teacher is not only the person who teaches a particular subject
or subjects, but he or she has responsibility for the curriculum
development and construction. It goes without saying that
ICT touches every aspect of education. Today, it is hard to
understand educational changes in the world where ICT does
not have a key role to play. If it is acknowledged, therefore,
that ICT has become a powerful tool for enhancing the
quality of teaching and learning, a teacher’s tasks in higher
education will invariably be always underpinned by
technology-enhanced instruction and learning in the higher
institutions.

There is remarkable consensus transcending national
boundaries that the term, “Information and Communications
Technology” had been used in academia since the 1980s to
mean the combination of the television, the telephone, the
computer and the video, and their interrelation with life,
society, and the environment.8 Nevertheless, the term only
gained prominence after it featured in a report to the UK
government by Sir Dennis Stevenson in 1997 who explained
that: “On a point of definition we talk in this report of ICT,
adding ‘communications’ to the more familiar ‘information
technology.’… to reflect the increasing role of both
information and communication technologies in all aspects of
society.”9

In this respect, this paper looks at the role that ICTs play in
raising educational standards, focusing on four teaching and
learning strategies, namely, (1) planning (2) classroom
organisation, (3) behaviour management and (4) assessment.
The paper starts by defining the concept of Information and
Communications Technology, comparing it with a similar
concept, Information Technology (IT), and thereafter closely
examines the four learning situations in the context of the
ICT. It submits that introducing ICT-support tools across the
curriculum can raise educational standards in terms of
building new networks of teachers, driving in new paradigms
of teaching and learning, and putting teachers and students in
contact with each other on a truly global scale. The purpose
of this paper is to broaden and deepen our understanding of
the future course of the information and communication
technology revolution in higher education in developing
countries and elsewhere in the world. While the paper centres
on teachers in higher education, it is valuable also to teachers
in all educational settings, including primary, secondary
schools.

5
Bain, Read (1937) Technology and State Government. American
Sociological Review, 2(6): p. 860.
6
Khosrowpour, Mehdi (2007) Dictionary of Information Science
and Technology. London: Idea Group Inc., p. 676.
7
Lackie, John (2007) Chambers Science and Technology
Dictionary, Edinburgh, UK: Chambers Harrap Publishers Ltd., p.
1191.
8
See generally, Csikszentmihalyi, Mihaly and Rochberg-Halron,
Eugene (1981). The Meaning of Things: Domestic Symbols and the
Self. Cambridge: Cambridge University Press; Silverstone, Roger,
Morley, David, Dahlberg, Andrea and Livingstone, Sonia (1989).
Families, Technologies and Consumption: The Household and
Information and Communication Technologies. CRICT Discussion
Paper, Brunel University; Silverstone, Roger et al., (1991). Listening
To a Long Conversation: An Ethnographic Approach to the Study of
Information and Communication Technologies in the Home. Cultural
Studies, 5(2), pp. 204-227. Silverstone, Roger, Hirsch, Eric and
Morley, David (1990) Communication and Information Technology
and the Moral Economy of the Household. Paper presented to ICA
Conference, Dublin.
9
Stevenson, Dennis (1997). Information and Communications
Technology in UK Schools: An Independent Inquiry. London:
HMSO, p.12
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The addition of ‘communications’ to the hitherto term
‘information technology’ (IT) suggests that ICT is rather an
expansion of IT, and that either can be used interchangeably
(see section 3 below for details). The use of the ICT in
teaching and learning is immense and diverse. As will be
seen in sharper form in the chapters that follow, ICT can be
used from a range of devices (e.g. interactive whiteboards,
light pens and speech-sensitive devices to enable students
with a variety of learning difficulties to participate in
learning) and associated interactive materials (e.g. TVs and
VCRs, and Data projectors for students’ access to
hypermedia databases involving the integration of audio,
video, plain text and hyperlinks into a whole network of
interactivity). Teachers and students are able to write and
publish with word-processing and desktop publishing
packages; conduct research and access databases through web
services and information systems; access e-learning resources
through virtual libraries; use electronic communication and
intimations for the free exchange of academic and other
information; contribute to online discussion forums on the
distant learning courses; and, use a range of online options
such as blogs, Facebook for teaching and learning to create
additional vehicle for students’ participation, alongside active
engagement in class-based activities.
3.

storing, processing, and distributing information by a variety
of media, including broadcasting, telecommunications, and
computing technologies13. If that is agreed, it means,
therefore, that both two terms can be used interchangeably.
Moreover, it is widely understood that different terms are
sometimes used for the same entity from different aspects. It
is also widely accepted that while the term “ICT” is used
mostly in the general academia, the use of the term IT is
much more common in industrial sectors.14That being so, it is
important to remember that with a rise in convergence of ICT
(i.e., merging of broadcasting, telecommunications, and
computing technologies to carry similar range of services),
there is possibility that the two terms will soon converge to
one term for ease of description and definition.
In what appears to be an attempt at ICT convergence, the UK
National Curriculum is due to replace ICT by the term
"computing” from September 2014 in order to “emphasis on
computational thinking and practical programming skills,
[and] to help England retain a competitive edge in the global
digital economy.” 15 With this clarification in place, the
following sections will look closely at four learning
situations, planning, classroom organisation, behaviour
management, and assessment in their turn to elucidate the
role that ICTs play in raising educational standards.

COMPARING IT WITH ICT

There has been a great deal of commentary within academia
and industry on the difference between IT and ICT. On the
one hand, while IT is said to be purely concerned with the
hardware, software and skills relating to computer
technology, ICT, on the other involves sharing and
distribution of information using computers as a tool, a
medium, or a resource in the process.10 The word “IT” was
coined by Leavitt and Whisler in 1958 to describe (1) the
means of processing large amounts of information rapidly by
computer, (2) the application of statistical and mathematical
models to decision-making problems during research
operations, and (3) the simulation of higher-order thinking
through computer programmes.11 The Dictionary of ICT
defines “IT” as “the technology involved in acquiring,
storing, processing, and distributing information by electronic
means, including radio, TV, telephone and computers.” 12
Such definition implies that the IT, as a means of accessing,
storing, sharing, processing, editing, selecting, presenting and
communicating information through a variety of media, is
coterminous with the ICT, since either relates to acquiring,

4.

PLANNING TEACHING AND LEARNING

In studies of curriculum planning, Cohen et al identify four
stages in addressing the several focuses of planning teaching
and learning, namely, Stage 1: a situational analysis; Stage 2:
the construction of schemes of work; Stage 3: weekly and
daily plans; and Stage 4: individual lesson plans.16 In the first
stage (situation analysis) a teacher is required to first identify
both the physical features of the institution, the classroom
and the information to record in the planning of teaching and
learning, as well as curricula. The second stage (the
construction of schemes of work) has to do with class
syllabus that the teacher will be required to teach during
her/his teaching activities.

13
Collin, S. M. H., Collin, P. H. & Collin, M.H. (2002)
Dictionary of Information Technology, 3rd Ed. London: Peter Collin
Publishing, p. 279
14
For further discussion of this sort, see, Sallai, Gyula (2012).
Defining Infocommunications and Related Terms. Acta Polytechnica
Hungarica, 9(6): pp. 5-15.
15
Consultation on the Order for Replacing the Subject of ICT
with Computing: Government Response, London, UK, p. 2,
Available
online
at:
https://www.gov.uk/government/uploads/system/uploads/attachment
_data/file/205921/ICT_to_computing_consultation_report.pdf.
Accessed 07/04/2014.
16
Cohen, L., Manion, L., & Morrison, K. (2004). A Guide to
Teaching Practice, 5th Ed. London: Routledge.

10
La Velle, Linda; Nichol, John. Intelligent Information and
Communications Technology for Education and Training in the 21st
Century. British Journal of Educational Technology, 31(2): pp. 99107.
11
Leavitt, Harold & Whisler, Thomas (1958). Management in the
1980’s. Harvard Business Review, November-December, 1958, p.41.
12
Collin, S.M.H. (2004). Dictionary of ICT, 4th Ed. London:
Peter Collin Publishing, p. 125. See also Collin, S.M.H. (2004).
Dictionary of Computing, 5th Ed. London: Peter Collin Publishing, p.
171) IT is defined as “the technology involved in acquiring, storing,
processing, and distributing information by electronic means,
including radio, TV, telephone and computers”).
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Stages three (weekly and daily plans) and four (individual
lesson plans) concern a relatively short period of time
planning, i.e., “the tactical level of planning rather than the
strategic levels of medium-term planning, clarifying specific
learning objectives and intended outcomes.”17 Underpinning
the four-stage model is a recognition of the planning as a
fundamental aspect of the role of a teacher in higher
education. The importance of teacher planning is further
emphasised by Yinger who notes that: “Of the many different
things that teachers do …, planning is probably the most
important. The wealth and variety of instructional materials
available, the emphasis on meeting school … objectives, and
the wide range of student aptitudes in most classrooms are
but a few of the factors that virtually necessitate thinking and
planning for the term, coming weeks, or even the next day.” 18

This is a negative verdict on education system that does not
keep pace with a rapidly changing world. Another point to
make is that there are no digital borders; laptops, tablet
computers, smartphones and other personal technologies
grant users greater control over what they investigate, how
they acquire knowledge and what they do with it.
With students feeling a greater degree of independence and
responsibility for their teaching, the business of acquiring
knowledge and accessing information will be done with ease
by any students with access to the Internet. In iPad Scotland
Evaluation, a study that assessed the impact of tablet
computer schemes across a number of schools in central
Scotland, it was found that 70 percent of parents reported
their child’s persistence in learning was significantly affected
and that 84 per cent of children were more likely to work at
home when using these devices.20 And given that many
students are increasingly more adept at using technology than
their teacher, a good strategy against the teacher becoming a
victim of the shock of futureness predicted by Toffler is for
the teachers to develop new passion for learning, and
relearning, and the key component in this process is the
technology-enhanced learning of which the ICT is in the
forefront of this.

While there are acknowledged peculiar culture and ethos
associated with different institutions in different jurisdictions,
the task of planning teaching and learning is supposed to be
carried out with primary aim of advancing education and
development. In a familiar context, this means recognising
the global trends in a higher institution towards a networked
society, with digital communication as its hallmarks. As
noted in section 2, ICT literacy implicates a variety of
educational uses, e.g., for lesson planning, preparation and
recording, communication, timetabling, recording (e.g.
student progress, attendance, personal details, electronic mark
books), in teaching techniques (e.g. lecture, Microsoft
PowerPoint slides, handouts, demonstrations, discussions,
and in-class activities), in learning styles (e.g. using
checklists, modified rubrics, and e-mail), as well as
administrative work.

5.

CLASSROOM ORGANISATION

In this paper, classroom organisation can be taken to refer to
systematic arrangement of the classroom by the participants,
including teachers and students, to promote deep
understanding and interest about learning, as well social and
intellectual growth of the students. This conception of
classroom organisation suggests that classroom participants
engage in interactional work, setting up the organised
structure of classroom events and activities such as lessons,
furniture, materials, and displays. It also shows that, in the
words of Kohn, “students play an active role in decisions,
teachers work with students rather doing things to them”21 to
achieve the orderly progression in teaching and learning.

Given that these ICT applications/resources are all important
to education, not least, in creating positive learning
environment and improving educational standards, a teacher
needs to get much better at researching and understanding the
rudiments of information and communication technology
because they will inevitably influence the curriculum
planning and preparing courses and lessons. This in turn will,
of course, influence how the teacher plans the learning
experiences s/he eventually makes available to the students,
such as preparing lesson plans, marking papers, setting up
equipment, making and running dittos, thinking about how to
address students’ behavioural or learning problems.

Classroom organisation provides the foundation for effective
teaching and learning. As Marzano et al explain, “If students
are disorderly and disrespectful, and no apparent rules and
procedures guide behavior, chaos becomes the norm. In these
situations, both teachers and students suffer. Teachers
struggle to teach, and students most likely learn much less
than they should.”22

Toffler examines the effects of technological changes upon
the individual, the family, and society, and warns that the
world is undergoing a notable revolution in cognition which
comes on the back of advances in technology. Hence the 21st
century illiterate “will not be the man who can't read; he will
be the man who has not learned how to learn.”19

20
Burden, Kevin; Hopkins, Paul; Male, Trevor; Martin, Stewart;
and Trala, Christine (2012). iPad Scotland Evaluation. Faculty of
Education, The University of Hull. Available online at:
http://www.janhylen.se/wp-content/uploads/2013/01/Skottland.pdf.
Accessed 17/05/14.
21
Kohn, Alfie (1996). What to Look for in a Classroom.
Educational Leadership, 54(1): p. 54.
22
Marzano, Robert J., Marzano, Jana S., & Pickering, Debra J.
(2003) Classroom Management That Works: Research-Based
Strategies for Every Teacher. Alexandria, VA: Association for
Supervision and Curriculum Development, p. 1.

17

Ibid, p. 141.
Yinger, Robert (1979) Routines in Teacher Planning. Theory
into Practice, 18(3): p. 163.
19
Toffler, Alvin (1971) Future Shock. New York: Bantam Books,
p. 355.
18
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This means that a well organised classroom provides an
enabling environment through which teaching and learning
can flourish, otherwise this cannot take place in a poorly
organised classroom. Another characteristic of classroom
organisation is that it provides means to enhance teachers’
situational awareness of the potential problems in the
classroom.

Such varied learning expectations are mostly encouraged by
technology-rich learning environments or classrooms rather
than in a traditional, directive approach system of education.
In the world of microchips, a class is, for instance, taught
with computers and multimedia displays to provide students
with a more interactive learning experience. Such classroom
usually have a wide range of A/V (audio/visual) equipment in
it, ranging from TVs and VCRs (Video Cassette Recorders)
to Data projectors for PowerPoint presentations and
networked computer units for students’ access to hypermedia
databases (i.e., databases which integrate audio, video, plain
text and hyperlinks into a whole network of interactivity),
telecommunications, and simulations. Tamim, Bernard,
Borokhovski, Abrami, and Schmid (2011) reviewed 25 metaanalyses of the uses of computer technologies to determine
their impact on student achievement in formal face-to-face
classrooms as compared to classrooms that did not use
technology.

This in turn helps the teachers to improve their own overall
instructional and behavioural management skills in terms of
planning, implementing, and maintaining effective classroom
practices.23 Thus, classroom organisation is germane to
effective interaction between teachers and students, which in
turn promotes excitement, socialisation and group work
amongst the students.
Unfortunately, this necessary solid foundation of
relationships between teachers and students working in
concert to create collaborative and supportive classroom
organisation is more readily imagined than realised in
traditional model of classroom organisation. The traditional
conception of classroom organisation is, for example,
unvarying in structure and technique, and is usually teacherdirected, not socially organised as to allow for interactional
work between teacher and the students. The result of such a
model is that academic lessons are usually conducted by a
teacher who stands in front of the students who are seated in
fixed rows, facing a fixed and immovable chalkboard. Toffler
gives a succinct insight into the framework of such traditional
model thus:

Types and uses of computer technology examined for these
studies included computer assisted instruction, computerbased instruction, digital media, information and
communication technology, hypermedia, simulations, and
word processors. They found that students in technologyenhanced face-to-face classrooms have higher achievement
levels than students in classrooms without technology. 25This
suggests that ICT-support teaching and learning tools can
help maintain the interest of students in learning, promote
their critical and deliberative skills, and get them more
involved in E-Learning activities. In addition, the tools could
also contribute to the organisation of classroom events in
terms of promoting face-to-face encounters between teacher
and students as interactive teaching.

One adult and a certain number of subordinate
young people, usually seated in fixed rows facing
front, is the standardized basic unit of the
industrial-era school. As they move, grade by
grade, to the higher levels, they remain in this same
fixed organizational frame: They gain no
experience with other forms of organization, or
with the problems of shifting from one
organizational form to another. They get no
training for role versatility. 24

Nothing is more clearly adaptive. A key feature of ICTSupported classroom is that it allows for inclusion of students
with special learning needs, including social, emotional and
behavioural difficulties, to achieve their potential in teaching
and learning26. As part of the “ENABLE Network of ICT
Supported Learning for Disabled People 2011–2014,” a
project established by 16 European Partners and four third
country partners to explore how ICTs are being used to
support lifelong learning by disabled adults in order to
overcome barriers and increase opportunities, Starcic and
Bagon gave considerable coverage to the use of ICT-based
resources to help many special needs individuals, including
students to overcome the barriers they would otherwise have
faced but for these resources.27

It is, of course, arguable that the model of traditional
organisational structure described by Toffler seems too
incredible to be taken seriously at the present moment, given
that his book was written more than 40 years ago. But it is
important to realise that even today it takes a good deal of
effort to create classroom organisation that allows teachers
and student not only to interact, but also promote both
desirable academic and behavioural performance, as well as
critical and deliberative skills.

25
Tamim, R. M. Bernard, R. M., Borokhovski, E., Abrami, P. C.,
& Schmid, R. F. (2011) What Forty Years of Research Says About
the Impact of Technology on Learning: A Second-Order

Meta-Analysis and Validation Study. Review of Educational
Research, 81(1): 4-28,
26
Hopkins, J. 2006. All Students Being Equal: Help Your
Special Needs Students Using These Resources. Technology
and Learning 26 (10): pp. 26–28.
27
Starcic A. I. & Bagon, S. (2014) ICT-Supported Learning
for Inclusion of People with Special Needs: Review of Seven

23

Evertson, C. M. (1995). Classroom Organization and
Management Program: Revalidation submission to the Program
Effectiveness Panel, U.S. Department of Education. (Tech. Report).
Nashville, TN: Peabody College, Vanderbilt University. (ERIC
Document Reproduction Service No. ED403247).
24
Toffler, Alvin (1971) Future Shock. New York: Bantam Books,
pp. 349 350.
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With the world-wider evolution in the classroom
organisation, built upon an ICT-based, student-centred and
constructivist model28 of learning, the ultimate goal of all the
teachers in higher education is to harnessing the full potential
of ICT for their educational needs in order to deliver goodquality learning experiences to their students.
6.

Thus, different teacher, different tool. By way of illustration,
Derrington and Goddard describe the responses of three
hypothetical teachers:
The first teacher tends to use the tool of ‘tactical
ignoring’ on a frequent basis, and this is
grounded in her perception that when students
misbehave in class there is a conscious intention
on their part to divert and steal her attention away
from other, more deserving students. ... The
second teacher regularly yells at students when
their behaviour irritates her. ... The third teacher
often threatens his lively class with the
intervention of a senior colleague because he
believes deep down that he himself lacks the
authority and credibility to manage the students’
behaviour as effectively as his colleague.

BEHAVIOUR MANAGEMENT

Behaviour management is a key concern which a teacher in
any levels of educational activities has to contend with on
daily basis, and in every lesson.29 Too often students
misbehave and become unruly in the class, keeping
themselves and their peers from learning. Such misbehaviour,
of course, takes up a teacher’s time, limits teacher’s
effectiveness in the class and, at times, may force the teacher
to abandon teaching for another profession.30 Traditionally,
different behavioural models, developed by behavioural
scientists—psychologists, sociologists, economists, political
scientists—and ranging from ignoring, direct intervention, to
third party intervention to deal with the situation, have been
adopted to address indiscipline, disruption of the teachinglearning process and several other negative behavioural
issues.31

This absence of a uniform approach in addressing student’s
misbehaviour thus suggests that idiosyncrasy common among
teachers, like any other professionals, plays a significant role
in creating conducive and effective classroom environments
But looking at the realities of contemporary educational
technology, more still need to be done to create effective
classroom environments, in the case, through the use of
technology-based resources.
In this context, Rogers makes the point that the central goals
of all behaviour management have to do with three objects,
namely, ownership of behaviour, respecting of mutual rights,
and building confidence in personal locus of control.33 Over
the years, ICT has been delivering on these objects. For
example, ICT provides cognitive tools such as LOGO
programming language, word processing application, design
and technology (D&T) lesson packages and Expert Systems
which can used by students to extract, sort, structure and
model knowledge on their own. Again, there are also
available ICT-specific and institution-focused tools such as
Serco e-Portal and Vivo Miles which are used to manage
behaviour and reward students respectively. Whether to
investigate, record and process disturbing and disordered
behaviour in the classroom, all these ICT-based tools are
geared towards helping the students to focus on what they
should be doing, what the fair rule is, and/or where they
should be and, as a result, expecting and inviting ownership,
respect for mutual rights and self-discipline.

However, the relative impact of these models on a student’s
behaviour and concerns depends upon the context in which
student misbehaves and the teacher’s response. As
Derrington and Goddard observes, the context of any kind of
response adopted by a teacher to manage student behavioural
problem is usually driven by the teacher’s particular belief or
perception about the problem itself.32
Educational Technology Journals, 1970–2011. British
Journal of Educational Technology, 45(2): pp. 202–230
28

Constructivist model of learning is a form of learning in which the
learners construct and internalise any new knowledge they gain from
the perspective of their own present and past experiences. For a full
discussion on the concept of constructivism, see generally, Crowther,
D. T. (ed.) (1997) The Constructivist Zone. Electronic Journal of
Science Education, 2(2): pp. 1–9; Brooks, G. J. & Brooks, M. G.
(1999) In Search of Understanding: The Case for Constructivist
Classrooms. Alexandria, VA; USA: Association for Supervision and
Curriculum Development; Beck, Clive & Kosnik, Clare (2006)
Innovations in Teacher Education: A Social Constructivist Approach.
Albany, NY State University of New York Press.
29
Westling, D. L. (2010). Teachers and Challenging Behavior:
Knowledge, Views, and Practices. Remedial and Special Education,
31(1): pp. 48–63.
30
McKinney, Sueanne E., Campbell-Whately, Gloria D., & Kea,
Cathy D (2005) Managing Student Behavior in Urban Classrooms:
The Role of Teacher ABC Assessments, Journal of Educational
Strategies, Issues and Ideas, 79(1): pp. 16-20
31
For the analysis of strengths and weaknesses of different
models developed to address classroom behaviour problems, see
generally, Dunlap, G., Iovannone, R., Wilson, K. J., Kincaid, D. K.,
& Strain, P. (2010). Prevent-teach-reinforce: A standardized model
of school-based behavioral intervention. Journal of Positive Behavior
Interventions, 12(1): pp. 9–22.
32
Derrington, Chris & Goddard, Hilary (2008) 'Whole-Brain'
Behaviour Management in the Classroom; Every Piece of the Puzzle.
Abingdon, UK: Routledge, p. 3.

Learning is always preceded by engagement and given the
several claims for the potential benefits of ICT’s tools
providing positive behaviour support to enable students to be
more successful in behaviour and learning outcomes,
education and the way that teachers teach will have to be
technologically managed to meet the changed demands and
expectations of the students.

33
Rogers, Bill (2004) Behaviour Recovery 2nd Ed. London: Paul
Chapman Publishing, p. 153

164

Vol 7. No. 5 - December, 2014
African Journal of Computing & ICT
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781
www.ajocict.net

7.

By so doing, more learning occurs and improvement is made
before the final submission of the work for assessment. 38
Collis et al emphasise that such student-generated online
feedback has a lot of benefits, for example, for another
student or a group of students who have carried out the same
work, especially when the teacher wishes these students to
learn from each other’s answers or integrate each other’s
concepts or expression into a new assignment.39 Thus ICT
has opened up a dialogue between students and teachers,
creating a role for the former in the institution’s assessment
practice.

ASSESSMENT

According to the Office for Standards in Education,
assessment is a major contributor to raising standards in
terms of contributing to learning process, measuring
understanding of subject discipline and students’
achievement.34 In other words, assessment provides
information to all educational stakeholders—parents,
teachers,
learners—on learning,
performance
and
improvement in higher education sector. Assessment is “the
process of gathering, interpreting, recording and using
information about pupils’ responses to educational tasks.” 35
Accordingly, a teacher has the responsibility to respond to the
students’ submitted work against the standard expectation,
and make judgements about this work for the purpose of
instructional planning, progress evaluation, selection,
decision making, and other matters. In short, the purposes of
assessment are:


Recent evaluation studies suggest that instructional
technology is thriving and can also make teaching more
effective (Kulik, 2003 Kulik, J.A. (2003). Effects of using
instructional technology in elementary and secondary
schools: What controlled evaluation studies say. (SRI Project
No.P10446.001). Retrieved from Stanford Research Institute
(SRI)
International
website:
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.20
7.3105&rep=rep1&type=pdf) Various other research studies
have examined the impact of technology on student learning
and found its use is associated with skill development,
content mastery, and increased exam scores (Strayhorn, 2006
Strayhorn, T.L. (2006). College in the information age: Gains
associated with students’ use of technology. Journal of
Interactive Online Learning, 5(2), 143-155.); Hofman, 2002;
Kulik & Kulik, 1991).

To provide feedback to teachers and students about
performance so that action can be planned to support
future learning—Formative role;
To provide information about the level of students’
achievements and of overall knowledge acquisition and
practice at the end of a programme of study—
Summative role;
To provide the means for selecting students by
qualification by awarding them passes, fails, grades and
marks—Certification role;
To contribute to the information by which to assess the
effectiveness or quality of individuals and institutions in
the system as a whole—Evaluative role.36






There is another sense in which assessment no longer stands
for what may be called a teacher-centred practice. This is has
to do with the burgeoning use of E-assessment for
educational improvement. At that point, E-assessment is
defined “as the use of information and communication
technology to mediate any part of the assessment process,
including both computer-based assessment (CBA) and
computer-assisted assessment (CAA). Examples of CBA are
electronic tests (e.g., multiple choice electronic tests). CAA
refers to a variety of tools and encompasses very diverse
applications from electronic submissions of coursework to
the use of wikis or e-portfolios.”40 On this definition, it
means that E-assessment has the potential to increase school
effectiveness and curriculum reform, as well as bring both
administrative and pedagogic benefits to educational
institutions. True enough, the demands of e-assessment are
implicated in many areas, for example to provide “enhanced
access (readability, easier access), efficiency (time and
administration savings), transformation of assessment with

Assessment has traditio been the work of the teacher who sets
the examinations, marks them privately and writes a report
about the success or failure of a student’s performance and,
thereafter, deliver this privately to the student’s parents or
guardian. The truth, though, is that students are usually not
involved, whether in the assessment usually in the form of
summative – end-of-course – testing or in the construction of
the report.37
However, with the arrival of ICT, students have been
involved in the assessment process connected with their
educational career. For example students, wired to the
Internet, can submit, say, a draft piece of work (e.g. project)
online for assessment by their peer who will then provide
feedback comments on the work and allocate grades to allow
the submitters to reflect.

38

For an appraisal of discussion of this sort, see Grabe, M. and
Grabe, C. (2001) Integrating Technology for Meaningful Learning.
Boston, MA: Houghton Mifflin Co.
39
Collis, B., de Boer, W. and van der Veen, J. (2001). Building on
Learner Contributions: A Web-Supported Pedagogic Strategy.
Educational Media International, 38(4): p. 235.
40
Tomas, Carmen; Borg, Michaela & McNeil, Jane (2014) Eassessment: Institutional Development Strategies and the Assessment
life Cycle. British Journal of Educational Technology,
doi:10.1111/bjet.12153, p. 2.

34

Office for Standards in Education (2003) Good Assessment in
Secondary Schools. London: OFSTED, p. 2.
35
Lambert, David & Lines, David (2000) Understanding
Assessment: Purposes, Perceptions, Practice. London: Routledge
Falmer, p. 4
36
For a full discussion on the purposes and types of assessment
see e.g., Cohen, L., Manion, L., & Morrison, K. (2004). A Guide to
Teaching Practice, 5th Ed. London: Routledge, pp. 323-365.
37
Cohen (2004) op. cit., p. 391.
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alternative modes (e.g., use of wikis), improved traceability
of assessments and feedback as well as progression data.”41
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