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research findings as well as new insights into how to identify and mitigate possible unintended consequences of ICTs. Published 

papers presented in this volume provide distinctive perspective on practical issues, opportunities and dimensions to the 
possibilities that ICTs offer the African Society and humanity at large. Of note are the increasing multi-disciplinary flavours now 
being demonstrated by authors collaborating to publish papers that reflect the beauty of synergistic academic and purpose-driven 
research. Obviously, these developments will drive growth and development in ICTs in Africa. 
  
The Volume 7, No. 4, October 2014 Edition of the African Journal of Computing & ICTs contains journal articles with a variety 
of perspective on theoretical and practical research conducted by well-grounded scholars within the sphere of computer science, 
information systems, computer engineering, electronic and communication, information technology and allied fields across the 

globe. While welcoming you to peruse this volume of the African Journal of Computing and ICTs, we encourage you to submit 
your manuscript for consideration in future issues of the Journal  
 
We welcome comments, rejoinders, replication studies and notes from readers.  
 
Wishing you a productive reading  
 
Thank you  

 
Longe Olumide Babatope PhD 
Managing Editor 
Afr J Comp & ICTs  
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ABSTRACT 

 
Raw materials play an important role in feeding the industries of many nations with agro-based or mineral-based inputs. As a 
result, the importance of having the right information at the right time about what materials available, where and what cost is 
vital to many stakeholders including researchers. The need for a web-based raw materials information system that incorporates 
Web 2.0 features such as user participation in content creation was identified as a gap to be filled. This paper outlines the design, 
development and implementation of such a system which was christened as the interactive web-based raw materials information 
system (iWRMIS). User participation in content creation was achieved through providing Edit and Save buttons for modification 
or addition of textual content. Furthermore, file Browse and Upload buttons were provided to enable a user upload user created 

documents in various formats to the database. For future work it was recommended that an intermediate channel for a moderator 
be provided to allow for vetting of content before saving to the database. 
   
Keywords: Content Management, Databases, Information Systems, Raw Materials, Web 2.0. 
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1. INTRODUCTION 

 
Information is now widely regarded as an important 
organizational resource, and like all other resources, it has to 
be managed effectively in order to achieve organizational 
goals and objectives. It is very important to design an 
information system, which is cost effective and flexible to 
allow fast changes at low cost [1]. Since the 1960s, 
information technology (IT) has been utilized successfully in 

the creation, processing, storage, dissemination and use of 
information. 
 
In a very broad sense, the term information system is 
frequently used to refer to the interaction between people, 
algorithmic processes, data and technology. In this sense, the 
term is used to refer not only to the information and 
communication technology (ICT) an organization uses, but 
also to the way in which people interact with the technology 

in support of business processes [2]. According to Turban et 
al. [3], the basic components of computer-based information 
systems (CBIS) are hardware, software, database, network, 
procedures and people. 

With widespread availability of access to the Internet and 

advances in web programming, web-based information 
systems are now the rule rather than the exception. A web-
based information system or web information system usually 
consists of one or more web applications (which are 
functionality-oriented components that utilize web 
technologies to deliver information and services to users or 
other applications/information systems), together with 
information components and other non-web components [4]. 

 
Traditional websites offer users the ability to check and 
retrieve information. However, the rise of the social 
networking phenomenon has provided avenues for increased 
user participation in the World-Wide-Web. Web 2.0 is 
associated with web applications that facilitate participatory 
information sharing, interoperability, user-centred design, 
and collaboration on the World Wide Web [5]. A Web 2.0 
site allows users to interact and collaborate with each other as 

creators of user-generated content in a virtual community, in 
contrast to websites where users are limited to the passive 
viewing of content that was created for them [6].  
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It is generally stated that while Web 1.0 was all about 
connecting people, most of the early specified web 

technology standards were not implemented until lately, and 
that Web 2.0 is the consequence of a more fully implemented 
web [1]. Interactivity happens when there is a widespread 
willingness to share information and participation in an 
ongoing project. 
 
The following terms are commonly associated with web-
based applications development: 

 HTTP: Hypertext Transfer Protocol which is a 

program used by computers in a computer network 
to communicate with each other. It also specifies 

how a web browser should display a page on a 
computer screen. 

 MySQL: Structured Query Language database 

software which is used to create database files for 
storage and retrieval of records. 

 PHP: Preprocessor Hypertext Language, a widely-

used general-purpose scripting language that is 
especially suited for web development and can be 
embedded into HTML. 

 SSADM: Structured System and Design 

methodology. 

 WAMP: Apache MySQL PHP - an application 

used for design and implementation of interactive 
websites / web portals. 

 XAMPP. Apache MySQL PHP an application used 

for design and implementation of interactive 
websites. 

 

2. THE PROBLEM 
 
Raw materials, which are broadly classified as agro-based or 

mineral-based, are essential for the sustainable functioning of 
modern societies [7]. For developing countries to maximally 
benefit from globalisation and trade liberalisation, the 
domestic industries have to develop and utilize the natural 
resources available in such countries.  One of the ways of 
achieving this is to provide an avenue where information on 
research and development activities on the available raw 
material resources can be disseminated to end-users [7]. The 

prospective entrepreneur requires information on a wide range 
of issues including local availability of processed inputs, size of 
domestic and regional markets, competition, and local 
regulation guiding corporate affairs in order to invest in a 
particular economy [8]. 
 
Nigeria is rich in both agricultural and mineral resources, 
boasting a wide variety of materials, which constitute suitable 
raw material for almost all mineral-based industries [8]. 

Despite the existence of remarkably favourable climatic 
conditions for agricultural production, immense land mass 
and large reserves of mineral deposits, there continues to 
remain in Nigeria, a large gap between local supply of 
industrial raw materials and demand [9]. 
 
 

The Raw Materials Information System (RMIS) hosted by 
the Raw Materials Research and Development Council 

(RMRDC), Abuja, Nigeria, was conceived as an institution-
building avenue for creating a sustainable national capacity to 
provide relevant information on raw material development. It 
was designed to generate technical information on local 
sourcing of raw materials, processing technology, equipment 
selection, new product formation and development, efficient 
enhancement of indigenous research and development 
activities, standardization / certification, testing and quality 
control, productivity improvement, consultancy and advisory 

services, and so on [10].  
 
The RMIS was designed and implemented using Oracle 
relational database and has been domiciled in the 
headquarters server of the RMRDC. Clients with the 
organization who are granted access to the application 
connect to the database server to carry out their transactions. 
This means that for information to be accessed, a prospective 

user resident at sites other than the headquarters building 
have to cover some distance, sometimes extensive, to reach 
the RMRDC headquarters. Alternatively, the Council 
launched a website recently – www.rmrdc.gov.ng - as a way 
of making information on raw materials available to users. 
However, the site contents are static and prone to displaying 
stale and incomplete information. 
 

The RMIS at the RMRDC consists of six modules and each 
module is meant to disseminate a specific type of 
information/data. The modules are Raw Materials Profile, 
Investment Profile, Research and Development (R&D) 
Activities, Equipment Fabrication/Machinery, Profiles of 
Research Experts, and Company Profiles. The software uses 
a top down approach and is menu-driven. The RMIS of the 
RMRDC addresses the availability as well as location of 

primary raw materials in the Nigeria. The structure is 
represented in the flow chart shown in Figure 1. 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 

 

http://www.rmrdc.gov.ng/
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Figure 1. Structure of the RMRDC RMIS 
Source: Raw Materials and Development Council Program 

documentation of RMIS,  pg. 75. 

 

Weaknesses identified in the existing system included the 
following: 
i. Interactivity with the system is limited. Only users 

who have access to the information system can 
react to the contents therein by informing the 
system administrator of their observation. 

ii. Due to dependency on the system administrator for 
updates, information that is not up-to-date is the 

norm with the system. 
iii. The system is operating system dependent and is 

not portable. For instance, there are different 
versions of Oracle such as Oracle for Linux, Sun 
Solaris, UNIX, and so on. 
 

The objective, therefore, in developing a web-based raw 
materials information system with Web 2.0 features was to 

provide an application that eliminates the weaknesses 
identified in the existing information system. This paper 
outlines the design and development of the interactive 
information system in which the Web 2.0 feature of user 
participation in content creation is incorporated in order to 
empower users of the system with the responsibility for up-
to-date content in the information system. 

The interactive web-based raw materials information system 
(iWRMIS) developed covers the distribution of raw materials 

in Nigeria by States and Local governments. Raw materials 
are grouped as either agro-based or mineral-based. It also 
migrates details on the profile of raw materials, its uses, 
materials from the research and development activities so far 
carried out on individual raw materials, which are part of the 
RMIS of the RMRDC. The iWRMIS developed offers users 
the ability to interact freely with the database because it is 
web-based. Furthermore, users can add and modify content in 
the database of the information system with ease. 

 

 

3. DESIGN OF THE INTERACTIVE SYSTEM 

The conceptual framework for the interactive web-based raw 
materials information system (iWRMIS) was designed to 
consist of three basic elements. These were the: 

(a) Database for storing information, 
(b) Application systems and  

(c) Technology platform used to deliver the services. 
 
The following files commonly referred to as site assets were 
proposed for building the new system: 

 HTML files: HTML is a tag-based markup language 
that describes all or part of a web page. Static HTML 
files have a file extension of .html or .htm. HTML 
(HyperText Markup Language) can also be generated 
dynamically by an application server such as PHP; in 

that case, the file extension is determined by the 
application server. PHP uses pages with the file 
extension .php. 

 CSS files: A CSS (cascading style sheet) file contains 
rules that determine the appearance of web page 
elements. CSS files use the file extension .css. 

 JavaScript files: These files contain programming code 
that controls the behaviour of a page in the web 
browser. This code can be embedded in an HTML page 
or stored in a separate, external file with the file 

extension .js. 

 Images: These are binary files that are rendered 
visually by the browser. Modern web browsers 
typically use three image formats: JPG files (for 
photographs or other photorealistic images with many 
colours), GIF files (for computer-generated graphics 
that use continuous tones) and PNG files (which can 
display both photorealistic and continuous tone 
images). Both GIF and PNG files support transparent 
backgrounds, while JPG files do not.  

 Flash files: These are binary files that are loaded and 
played by Adobe Flash Player. Flash files can be used 
to present animations, sound and video, 3D objects and 
other rich content that is beyond the capabilities of the 
web browser. 
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The site was proposed to be built using PHP as the 
application server and thus all web pages were to be built as 

PHP files. Also, a common look and feel was achieved with 
the use of PHP-based header and footer files. The Blog page, 
which allows the business to share news with website 
visitors, was also proposed. The design expectation was for 
the site to be hosted initially on a server running the 
Microsoft Windows XP operating system using Mozilla 
Firefox web browser while being portable to Linux and other 
operating systems that are compatible with Apache and PHP. 

A simplified overview of the physical design which 

shows the flow of how data is input into the system, how it is 
verified, how it is processed, and how it is displayed as 
output, is shown in Figure 2. 

 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 

 

Figure 2. Overall System flowchart for iWRMIS 
 

 

 

 

Database tables to capture records on raw materials (as Agro-
based or Mineral-based) and information on the States in 

Nigeria were designed to capture the item listing for the drop 
down menus, details of each item, and information on users.  
The physical structure of the output design which is basically 
the website design flow consists of three main areas: The 
homepage, the main sections and the subsections. The 
structure is as represented in Figure 3. 

 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 3. Website design flow 
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Figure 3 shows that the website has three tiers of content 
which can be accessed in two clicks. From the homepage to 

the main sections (click 1) and then to the subsections (click 
2), which is a simple and intuitive path. If required, a third 
tier of data may be added but more than that may not only 
begin to confuse users but also impede the deep access of 
search engine spiders. Interactivity as was discussed earlier 
offers users the ability to supply content as a co-creator by 
adding, modifying, or manipulating information, and the 
potential for controlling content personalization. Interactivity 
was incorporated into the design by allowing for editing of 

content and uploading of files. Figure 4 shows how users can 
select a raw material, modify its contents and/or upload 
documents of relevance to the raw material, including 
research output. 
 

 
 
 

 
 
 
 

 

 
 
 

 
 
 
 
 
 

Figure 4. Interactive Structure 
 

 

4.  IMPLEMENTATION 
 
The design was implemented using the following   tools and 
techniques: 

 WAMP (Windows Apache MySQL PHP) server was 
used for the design and implementation. 

 Windows forms the operating system on which the 
application depends for interface. 

 PhpMyAdmin is a tool written in PHP intended to 
handle the administration of MySQL over the Web. 
Currently it can create and drop databases, 

create/drop/alter tables, delete/edit/add fields, 
execute any SQL statement, and manage keys on 
fields.  

 All the web pages were created using Adobe 
Dreamweaver as the front end and saved in a PHP 
format. Adobe Fireworks and Adobe Flash were 
also employed for the formatting of pictures and 
text or photo animations. 

The database tables created using phpMyAdmin are as shown 

in Figures 5a and 5b. 

 

Figure 5a. Main Database / Tables Created 

 

 

Figure 5b. Database/Tables Created for Raw Material 

Details 

 

The database was populated with the known raw materials 
monitored by the RMRDC. This was done using the 
following code: 

INSERT INTO `agro_items` (`id ,̀ `name`, `image`) 
VALUES 

(1, 'Cassava', 'cassava.jpg'), 

(2, 'Sorghum', 'sorghum.jpg'), 
(3, 'Maize', 'Maize.jpg'), 
(4, 'Groundnut', 'Groundnut.jpg'), 
(5, 'Yam', 'Yam.jpg'), 
(6, 'Rice', 'Rice.jpg'), 
(7, 'Moringa', 'Moringa.jpg'), 
(8, 'Wheat', 'Wheat.jpg'), 
(9, 'Beniseed', 'Beniseed.jpg'), 

(10, 'Pawpaw', 'Pawpaw.jpg'); 

 

For example, rice is a cereal crop farmed 

in swampy … 

 
Browse to upload file 

Click to edit text 

Select raw Material to Modify 
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5. SYSTEM TESTING 
 

The developed system was set up and tested on a local server. 
By typing the website address pointing to the desired 
index.html file, the page shown in Figure 6 is launched. This 
is the home page from where users can navigate to other 
pages by clicking on the links. 

  

 
 

Figure 6. Home Page of iWRMIS 
 
 
Clicking on the “About Raw Materials” link takes the 

user to the page shown in Figure 7. This page contains 
information about raw materials, their groupings, etc. 

Information on this page depends on the administrator for 
remaining current. The contents of the page are static and 
non-interactive. 

 

 
 

Figure 7.  About Raw Materials Page 

On the Home page, a user may click on the “Raw Materials 
Information System” link to obtain a page that is interactive. 

The default page, shown in Figure 8, allows the user to 
choose a raw material from the drop down list of raw 
materials in order to access information specific to that raw 
material. This brings up the desired page as shown in Figure 
9. The “Raw Materials Information System” page (Figure 8), 
also provides information on the distribution of raw materials 
by the States in Nigeria including information on the local 
government areas where such materials are located. This is 
done by clicking on a State of interest from the list or by 

clicking on the State from the map of Nigeria displayed.  
 

 
 

Figure 8. Raw Materials Information System Page 

 
 

 
 

Figure 9. Raw Materials detail Page  
 

The page shown in Figure 9 also displays an “Edit” button 
which users can click, in order to edit or modify the displayed 
content and save the changes. The save action updates the 
new information to the database and subsequently is visible 
to other users. The editable window is shown in Figure 10. 
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Figure 10. User editable contents page   

 
 

A more detailed view of the interactive page is shown in 
Figure 11. The page allows users to modify content under 
three categories – Introduction, Uses and Research and 
Development (R&D). Under each category, content can be 
edited as shown in Figure 11. In addition, users of the system 
with R&D publications or other materials on raw materials 
can upload such documents using the Upload, Browse and 
Submit buttons. Such documents are viewable by clicking on 

the named file link under the “Files Uploaded” label as seen 
in Figure 12. 

 
 

 
 
 

Figure 11. User editable contents page showing full 

features 
 
 

 
 

Figure 12. Editable contents page showing the link to an 

uploaded file 
 
 

In Figure 12, a pdf file named AJAX_tool_MVC2asset.pdf 
has been uploaded under the raw material Tantalite. The 
“Correspondence” link on the Home page provides the user 
with information on where to direct enquiries or 
correspondence arising from use of the iWRMIS. 
 

6. CONCLUSION AND RECOMMENDATIONS 
 

Traditional websites offer users the ability to check and 
retrieve information as the case may be, but with the 
dynamism of information systems there are needs for users to 
be able to communicate their opinions on a subject matter. 
Particularly, raw materials information is the bedrock of the 
growth and development of industries worldwide; hence there 
is the need for users of this information to be able to 
communicate their ideas on raw materials to other remote 

users to achieve purposeful and useful results. This paper has 
outlined the design and development of an interactive web-
based raw materials information system in which Web 2.0 
features have been incorporated. This was done by including 
in the interactive section of the system, features that give 
users the capability to modify content and upload documents 
pertaining to raw materials of interest.The developed 
application is, therefore, recommended for adoption by 
organizations dealing with raw materials information 

dissemination in general and the Raw Materials Research and 
Development Council, Nigeria, in particular.  
 

7. DIRECTION FOR FUTURE WORKS  
 
For future work, it is recommended that the application could 
be enhanced with the option of moderated content 
modification in order to ensure that user provided content is 

relevant and credible before it is saved to the application 
database for display to other users. 
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ABSTRACT 

 
Paper based examination systems seem to be the dominant method of student’s assessment in institutions of higher education in  
Nigeria. However this method of examination has been pointed to be challenging. These challenges include high cost of printing 
papers, shortage of manpower, examination malpractice, and human errors during marking, omission of students result, 
inadequate examination venues and invigilators. To address these issues, there has been a shift from paper based to computer 
based examination systems as a result of ICT inclusion in education policy across the globe. Nigeria has not been left behind and 
has adopted the use of computer based examination systems. However, these systems are limited to only admission and screening 
examinations. As such, this study proposes the use of computer based examination system as a method not only for admission 

process but also during regular term examinations. A prototype scalable software system was developed using Java and MySQL, 
as a database. The paper concludes with implication for practice. 
 
Keywords: ICT, Examination, Nigeria, Universities, Developing Countries 
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1. INTRODUCTION 
 
It is generally recognized that examinations determine the 
extent to which educational objectives have been achieved 
as well as the extent to which educational institutions have 
served the needs of community and society at large [1]. [2] 
argues that examinations play a significant link in 

evaluating what goes on in the classroom in terms of what, 
and how teachers teach and students learn and can have 
impact on both teaching and learning. Thus, institutions of 
higher education have adopted various examination 
methods to evaluate the impact of academic programs. The 
most dominant examination methods include the paper 
based examinations.  
 
However [3] noted that the current paper based 

examination process is cumbersome, tedious and inefficient 
because it requires more time and resources in preparing 
the examination papers, printing the papers, organizing the 
examination, and carrying out the checking and grading [4]. 
However, the advancement of ICTs has called for the shift 
from a paper based to a computer based system of 
examination [5]. According to [6], computer based 
examination is a method of assessing students using a 

computer as an alternative to paper delivery, storing of 
response, marking of response and providing a report of the 
results of the examination. 
 

 

 
 
 
According to [7] computers and related technologies 
provide powerful tools to meet the new challenges of 
designing and implementing assessments methods that go 
beyond the conventional practices and facilitate to record a 
broader repertoire of cognitive skills and knowledge. 

Today, countries of developing countries having been 
adopting ICT policies in the education sector in order to 
achieve human capacity development. The inclusion of 
ICTs in the education sector has called for the 
reconsideration, rethink and re-modification of traditional 
exam methods [7]. Nigeria, is one of those countries that 
are reforming their education policies using ICT and 
adopting the computer based examination system in its 
institutions of higher education.  

 
However, the computer based examination system in 
Nigeria tends to focus more on assessment to admit or 
screen students for entrance into Nigerian institutions [8]. 
Also the country is still yet to fully implement the computer 
based examination system in all aspect of the examination 
process by moving beyond admissions exams. In this study, 
we propose the use of computer based system as a method 

for assessing course examinations. A prototype scalable 
software system was developed using Java and MySQL, as 
a database.  The paper concludes with implication for 
practice.  
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The following section discusses examination process in 
developing countries. This is followed by a section 

providing discussion on methodology. The system design 
and implementation is discussed in the subsequent section. 
The final section concludes the paper and demonstrates 
implications for research and practice. 

 

2.  EXAMINATION PROCESS IN INSTITUTIONS  

     OF  HIGHER EDUCATION IN NIGERIA 
 
Based on the Nigeria education policy, institutions of 

higher education are required to conduct examinations for 
students in order to assess academic quality of the students 
and the institutions. The predominant method of 
examination in Nigeria as discussed earlier on is the paper 
based exam format. While it has been argued that the paper 
based examination system is resource and time consuming 
authors have argued that the paper based examination 
process in Nigeria is marred with problems. [9] referred to 

the process of examinations in institutions of higher 
education as a “contemporary shame”. This is due to 
phenomenon of examination malpractice that has become 
endemic in the educational system [10]. This include 
massive examination leakages, demand for gratification by 
teachers, bribe-taking by supervisors and invigilators of 
examinations have become a global phenomenon [11].  
 

This menace has resulted to general fallen standards of 
education and Nigeria is no exception, particularly among 
developing nations [11]. As a result of this, institutions of 
higher education in Nigeria have resulted to conducting 
computer aided post-entrance “Post-JAMB” examination 
because of lack of confidence in the conduct of the entrance 
examinations. However, this system only solves the 
problems of exam malpractice during admission process. In 

Nigeria, the last two decades have witnessed an alarming 
rate of increase in incidents of examination misconduct 
during term examinations by staff and students [10].  Even 
though the institutions of higher education have made 
efforts to address examination malpractice during 
admission process, this study suggest the need for a system 
that will address malpractices also during regular term 
examinations. 
 

3. METHODOLOGY 
 
Qualitative data collection was done at Baze University 
Abuja; a private university established in 2011 offering 
British styled education. Data collection was done using 
interview methods with students and staff of the university 
between February and March, 2014. The selection of Baze 
as a case study was as a result of convenience in which the 

authors are members of the university. The authors 
examined the current examination process of Baze 
University and found that the existing system of conducting 
examination is paper based.  
 
 

The working process of the existing system are given 
below: 

 Lecturer setting examination and dean 

approval is the first process.  
After ten weeks of teaching a lecturer is required 

to come up with examination questions and 
submit the questions to the dean of the faculty, 
the dean reviews the question and makes 
modification when the need arises. The dean 
sends the questions back to the lecturer or 
approves the questions and forwards it to the 
exam officer. 
 

 Student attendance (75% to sit for an 

examination).  
After eleven weeks of teaching, student’s 

attendance is calculated for each course, students 
with less than 75% attendance will not be 
registered to sit for the course exam and they will 
be notified on the notice board. 
 

 Students sitting for examination.  

All students that are eligible to sit for an 
examination will go to the exam hall and sit 
waiting for the start time, question papers and 
answer sheets have been provided to students. 

Students start exam at specified time. After the 
examination, papers are collected and given to 
lecturers for assessment and grading. After about 
three weeks students get feedback as regard to the 
examination. In the case that a student feels 
he/she has not been graded fairly, he/she is 
required to pay a particular sum for a re-
assessment. 

 

Interview findings after analysis shows that majority of 
staff find the examination process as time consuming and 
prone to exam misconduct. Hence, the authors proposed a 
new system to automate all the existing manual 
examination processes and address the aforementioned 
setbacks. The waterfall model was adopted in the design 
methodology of this study. The software development of 
the system started in June and was completed in July 2014.  

In the requirement phases, the system end-users which 
comprises of students and lecturers were approached for 
interview in order to ascertain their objectives, goals, 
requirements and expectations from the new system. 
 
In the design phases, the system design and architecture 
was developed in order to capture the end user 
requirements. This include the use of activity diagrams, use 

case diagrams, entity relationship diagrams, context 
diagram and sequence diagram. In the implementation 
phase, the authors concentrated on the actual development 
of the system by producing the graphical user interface 
using Java programming language on the Netbeans 8.0 
integrated development environment and MySQL server. In 
the testing phase, we applied unit testing in order to test the 
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individual units of the components source codes. Finally, 
the maintenance on carrying out activities to check on the 

sustainability of the software after future deployment was 
conducted.  
 

3. CONCEPTUAL DESIGN OF THE WEB BASED   

    EXAM SYSTEM 
 
Conceptual design of the system gives a high level 
overview of the design and this was carried out using the 
use cases, activity diagram and entity-relationship diagram. 

 
 

(i) Use Case Diagrams for the System 
Use case diagram for the users of the system are presented 
in this section. The use cases diagram were provide for four 
actors of the system namely: Administrator, Dean, Lecturer 
and Student. 
Figure 1 presents the administrator use case diagram; it 

shows the activities that the administrator is able to achieve 
using the system. It includes: creating new user, modifying 
existing user, viewing exam question, creating new course, 
modifying existing course, setting timetable, viewing 
result, changing password, reading about the system. 

 
Figure 1. Administrator use case diagram 

 
The Dean use case diagram is shown in figure 2; it presents 
the activities that the dean is able to achieve using the 
system. This includes: receiving exam questions, sending 
questions to admin, modifying exam questions, sending 
updates and changing password. 

 
Figure 2. Dean use case diagram 

 
The lecturer use case diagram is shown in figure 3; it 

presents the activities that the lecturer can achieve using the 
system it includes: setting exam questions, modifying exam 
questions, sending updates to dean, changing password. 

 
Figure 3. Lecturer use case diagram 

 
The student use case diagram is shown in figure 4; it 
presents the activities that the student can achieve using the 

system, it includes: taking exam and viewing result. 

 
Figure 4. Student use case diagram 
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(ii) Activity Diagram for the System 
Several activity diagrams have been created for the system 

but for the purpose of this paper a sample activity diagram 
is presented. Figure 10 presents the login activity diagram 
for the system which illustrates the activities that occur 
during process of logging into the system. 
 

 
 

Figure 10. Login Activity Diagram 

 

(iii) Entity-relationship diagram for the system 
The entity-relationship diagram is a model that represents 
the data and information in a high level of abstraction. 
Figure 5 shows the entity-relationship diagram. 
 

 
Figure 5. Entity-relationship diagram 

 

4. FUNCTIONAL PAGES OF THE SYSTEM 

 

The section below provides the various functional pages of 
the system. 
 

The Login Page 
The login page is the default page of the system. This is 
where all the users are validated and redirected to their 
respective user interfaces, an id number and password field 
are provided as well as check boxes for every user. The 
academic staff is a combination of both the lecturer and 

dean, the system will automatically detect the role of the 
user using their id number. This page is depicted in figure 
6.  
 

 
 

Figure 6. Login Page 

 

The Administrator Home Page 
The Administrator homepage is where the administrator 
has a list of options displayed for selection. The options 
range from creating a new user, deleting existing users, 
viewing and editing existing users, viewing examination 
questions, creating/deleting new courses, viewing and 
editing courses, setting examination timetable, viewing 

results, changing password and viewing information about 
the application. Figure 7 depicts the administrator home 
page. 
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Figure 7. Administrator Home Page 

 

The Question Page 
This page is used by the student to take examination. The 
page in figure 8 is the page that allows student to take 

examination, examination questions are randomly gotten 
from the question table in the database and displayed to the 
student. The student selects a radio button that corresponds 
to the appropriate answer. At the end of the exam, result is 
displayed to the student and stored in the database. 
 
 

 
 

Figure 8. Question Page 

 

 

The Result Page 
The result page is presented in figure 9. This page enables 
the student to view exam result after they have taken the 
exam, it displays the students ID number, the course code 
of the exam taken, the date of the exam, and the marks 
obtained by the student. 

 

 
 

Figure 9. Result Page 

 

 

5. TESTING 

 
The authors carried out unit testing to ensure the various 
modules of the system performed their specific task. By 
doing this, we were able to find errors in code and logic 
that are contained within the module. Below is a sample 
test table from our study. 
 

 
 

Figure 9. Test Table Page 
 
 

6. CONCLUSION 
 
In this paper, the authors have evaluated the existing 
examination process in Nigeria and proposed a web-based 

examination system for adoption in Nigeria universities. 
The current challenges facing the existing examination 
process in this study include high cost of printing papers, 
manpower examination malpractice, and human errors 
during marking, omission of students result, inadequate 
examination venues and invigilators. A web based 
examination system was designed and developed using 
Java and MySQL to address all these challenges. 
 

However it should be also noted that the implementation of 
this system requires other social factors such as 
infrastructural support, electricity supply, and skilled ICT 
workers and so on for a successful implementation. Our 
system is limited to multiple choice based question and was 
developed under a severe resource constraint. Thus, there is 
scope for undergoing more studies that would take into 
account theory based questions. 
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ABSTRACT 

 
In this paper the design and implementation of a mobile remote health monitoring system (MRHMS) based on wireless 
technologies is presented. MRHMS was able to integrate three level networks namely Body Area Network (BAN), the Personal 
Area Network (PAN) and the Wide Area Network (WAN). The sensors for monitoring patient’s bio-signals like blood pressure, 
body temperature, pulse and breathing were in the BAN. The PAN consists of the BAN as it connects the supervisor’s agent and 

the mobile base unit (MBU) through Bluetooth technology while the WAN was able to combine the PAN, mobile response unit 
(MRU) and hospital site (HS) through GPRS and Internet technology. The system is largely mobile agent based hence it is fast 
and responsive in real time making it ideal for proper remote health monitoring. HTTPS, SSL and TLS protocol were all 
employed to secure data transmission during user authentication, ensure confidentiality and data integrity. Using a GPRS based 
Mobile phone or PDA and the system’s mobile base unit (MBU), patients are able to send Short Message (SMS) to the 
paramedics or other medical staff. Real time medical attention could be given and where necessary physical consultation is done. 
The Doctors can view patient’s medical records remotely, recommend or prescribe drug, request for ambulance or visit patient 
based on data being sent from the monitoring system. After testing it was observed that MRHMS is indeed an easy, practical, 
inexpensive, effective and yet very secure way for communication between the healthcare providers and patients. 

 
Keywords- Data, Mobile, Monitoring, Health, Wireless. 
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1. INTRODUCTION 

Wireless network infrastructures, notably cellular networks, 
are becoming a vital element for exchanging electronic data in 
low income countries. Several key sectors are already 
leveraging and the health care sector is also aiming to tackle 
outstanding challenges like providing basic health care 
services to remote communities by using cheap mobile 
devices [1]. In many health care facilities, however, there 
exists a severe need for improvement in quality of service and 
patient waiting times. Normally when patients want to make 

an appointment with the hospital staff, it becomes really 
tedious and time consuming. These needs must be met with 
an efficient and practical solution.  
 

 
 
 

This solution must make use of the hospitals’ valuable 
resources, such as mobile health monitoring device, in the 
most efficient manner. Over the past, agent based systems 
have also been developed for the hospital service, for 
searching and fixing appointment over mobile phones which 
gives a direct reply when the appointment is made or 
cancelled [2].  
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Mobile Health or simply mHealth is a recent term for medical and 
healthcare practice supported by mobile devices, such as mobile 

phones, patient monitoring devices, Personal Digital Assistants 
(PDAs) and other wireless devices [3]. It involves the use of 
mobile devices to collect community and clinical health data, 
delivery of healthcare information to practitioners, researchers, 
patients, real-time monitoring of patient vital signs and the direct 
provision of healthcare [4]. 
 
Mobile health-monitoring devices offer great potential help for 
such patients who may be able to afford good healthcare without 

having to regularly visit their doctor. These technologies bring 
potential benefits to both patient and doctor; doctors can focus 
more on priority tasks while saving time normally spent with 
consulting with patients [5] and patients can move about in their 
environment without having to make expensive trips to the doctor 
– especially if they reside in remote locations [6]. The ubiquity of 
mobile devices in both developed and developing countries 
presents an opportunity to improve health outcomes through the 

innovative delivery of health services and information. 
 
In the present era of information technology, the wireless body 
area network has emerged as a new technology for e-healthcare 
that allows the data of a patient’s vital body parameters and 
movements to be collected by small wearable or implantable 
sensors and communicated using short-range wired or wireless 
communication techniques. This has shown great potential in 

improving healthcare quality, and thus has found a wide range of 
applications from ubiquitous health monitoring and computer 
assisted rehabilitation to emergency medical response systems. 
Through the health monitoring system real-time and continuous 
triage information can be distributed to health care providers.  
Light weight and no-intrusive biomedical sensors like pulse 
oximeter and electrocardiogram are easily deployed for 
continuously monitoring of the vital signs of a patient and deliver 

the data to the first responders [7] [8]. 
 
Mobile healthcare (m-healthcare) systems are regarded as a 
solution to healthcare costs without reducing the quality of patient 
care [9]. Common architectures for health monitoring system 
involve; Wireless sensor networks (WSNs) and smart phone 
technology has opened up new opportunities in health monitoring 
system. The integration of the existing specialized medical 
technologies with cell phone and wireless sensor networks is a 

very promising application in home monitoring, medical care, 
emergency care and disaster response. However, the accessibility 
and privacy protection of the data collected from a body area 
network (BAN), personal area network (PAN) and wide area 
network (WAN); to and from the client and healthcare provider 
while stored inside BAN Data Repository within a required time is 
a major challenge. These data transmitted to and fro require high 
demand for immediate access with security and practicality. The 

security and privacy protection of data collected through the 
Bluetooth enabled mobile health monitoring system connected to 
the patient that is being transmitted by the mobile base unit to the 
server is another major challenge. 
 
 
 

2. REVIEW OF RELATED WORKS 
 

[10] Developed an episode-based patient care cycle with eight 
stages. The eight stages of doctor–patient interaction in the context 
of the current episode-based care where the interaction between the 
patient and doctor happens only during patient visits. This 
approach gives doctor- patient complete interaction and it warrants 
a sporadic contact for easy treatment. However, it is time 
consuming for the doctor to attend to the patient and the patient 
would have to be hospitalized. In case of seriously ill patients, all 
beds in hospital will be occupied and therefore many emergency 

cases may be deprived the required attention. The patient could die 
of complications between these sporadic contacts and the doctor 
would not even know. Finally the security of patient’s data is a 
major challenge due to physical assessment. 
 
[11] Proposed an agent-based mobile e-health monitoring 
approach. A multi-agent architecture for mobile health monitoring 
was presented involving a team of intelligent agents that collate 

patient data, reason collectively and recommend actions to patients 
and medical staff in a mobile. The study also presented a generic 
agent-based e-Health monitoring framework that is used to assist 
in the doctor-to-patient interaction spanning multiple remote 
locations and hospitals. The approach delivered better healthcare to 
patients, especially in the case of home-based care of chronic 
illnesses, the cost of which is increasing because of the ageing 
population in the world. The security of mobile agents is a major 

challenge to the design. Another drawback is possibility for 
Internet dysfunction altogether since it relies on the Internet as its 
data and information carrier.  
 
[12] Proposed a multi-agent system for pervasive healthcare. It 
aimed at the development of an effective and efficient solution for 
pervasive healthcare by adopting the concept of pervasive 
informatics and using the methods of organizational semiotics. The 

framework improved the healthcare quality by timely and reliable 
detection of anomalies and enhances the efficiency of the 
healthcare professionals by providing appropriate medical 
attentions when needed. The security of patient’s data was not 
adequately dealt with and the mode of data storage has little 
constraint in terms of hospital activities. 
 
[13] Developed MediNet for staying connected in a mobile 
healthcare system. The main aim of the design was provide 

continuous high level service to patient in the face of 
communication problems leading to improved acceptability and 
trust of the system. The security of patient’s data is also a major 
challenge as there many connections within the system therefore 
creating loops for security breaches. 

 
[9] Developed mobile healthcare system using near field 
communication technology. The authors developed a system to 

facilitate the provision of healthcare to people anywhere, anytime 
using mobile devices that are connected through wireless 
communication technologies. This system makes the entire process 
of patient record keeping easier, more accurate and comprehensive 
and more efficient. Data security for the patience is a major 
challenge and the system is prone to interference. 
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3. DESIGN AND METHODOLOGY 

 

This section discusses the design consideration of the Mobile 
Remote Health Monitoring System (MRHMS). The architecture of 
S-RHMS is presented in Figure 1. 

3.1 Design Considerations 
In this design, the following are incorporated into mobile health 

monitoring system. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Architecture of the Mobile Application for Remote Health Monitoring System.
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Security of data – prevention of threats or unauthorized disclosure, 
modification and withholding of information. 

 
Improved efficiency – effective and improved mobile health 
monitoring system by intelligently handling patient readings and 
surveys the patent’s environment, allowing experts to visualize the 
current condition of the patient and informing response personnel 
such as paramedics to respond to a situation.  

 

3.2 Architecture of MRHMS 
See Figure 1 for the architecture of S-RHMS. The SS-MHMS 

comprises of three levels network namely: the Body Area Network 
(BAN), the Personal Area Network (PAN) and the Wide Area 
Network (WAN). 
 
Body Area Network (BAN) – In the BAN system, sensors are 
attached to patient’s body area in order to capture bio-signals, 
including blood pressure, body temperature, pulse and breathing. It 
is mainly divided into three parts i.e. the Patient, the digital device 

and front end. 

 

 

 
 

Figure2: Body Area Network 

 
Figure 2 above describes the main components of the Body Area 

Network system and the interactions between its components. 
The following are the different components defined in the body 
area network: 

 Patient: 

 Sensor: A device, such as a photoelectric cell, that receives and 
responds to a signal or stimulus. The sensors collect necessary 

readings from patient’s body and sends to the front-end node in 
form of low frequency electromagnetic 

 Actuator: A device responsible for actuating a mechanical 

device, like one connected to a computer by a sensor link. 

 Front-End: Hub for all the sensors and actuators in the BAN. It 

records all the data from all the sensors and actuators, and can 
send them to the MBU. 

The BAN is a set of different sensors and actuator connected to 
body of the patient that receive all the patient data and then records 
them in the front end. These data are further forwarded via the 
Bluetooth to the mobile base unit (MBU) in the Personal Area 
Network-PAN 
 

Personal Area Network – The personal area network includes the 
BAN and the Supervisor Agent with the Mobile Base Unit. The 

BAN and its components functionality have been explained. When 
the BAN communicates the supervisor agent and mobile base unit 
through Bluetooth; the whole network becomes a Personal Area 
Network (PAN).  

 

 
 

Figure 3: Personal Area Network 
 

The PAN component is GPRS based connects the BAN to users 
who communicate through the internet. If the agent is to forward 
the patient’s data to the hospital servers, the supervisor agent will 
commence the transfer via GPRS or 3G technology. To transfer 
data, the supervisor agent begins to encode data into a format 

which the manager agent of the server understands. The PAN 
consists of the following components: 
 Body Area Network (BAN): The sensors collect necessary 

readings from patient’s body and sends to the central node in 
form of low frequency electromagnetic waves. 

 Supervisor Agent: The Supervisor Agent operates between the 
mobile device and the hospital system, controlling the entire 
Back-end. Firstly, it receives real-time medical data from a 

patient including the blood pressure (systolic/diastolic), body 
temperature, breathing and pulse. It saves the data into a 
repository, and then uses a specific pattern recognition module 
to analyze the data and compare it with normal conditions. If the 
value of data exceeds normal range (threshold), the agent sends 
an emergency alert message to a doctor or any other person with 
authority in the hospital via the manager agent, to take 
appropriate emergency measures. And if the value falls within 

normal range (threshold), services will be discontinued when 
data is saved in the repository. 

 Mobile Base Unit (MBU): This is a mobile device or smartphone 
that is GPRS based e.g PDA or Mobile Phone. It enables the 
transfer of data to the back end via the internet as at when 
required.  

 
Wide Area Network (WAN) – This is made up of the PAN, 

Hospital Site and the Response Team. The WAN provides 
connectivity between the patient and remote health care personnel 
who might be geographically far apart. Though, the operation of 
web application servers running at hospital sites, the server 
(manager agent) is program to collaborate with the supervisor 
agent. Figure 4 shows the components of the WAN. 
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Figure 4: Wide Area Network (WAN) 
 

Hospital Site (HS) – The second part of WAN is the HS which 
receives information from the PAN. This is made up of the Back–
End and End-user application. 

 
Back-End System (BESys): The back-end system composed of a 
wireless service broker (WSB), a Surrogate Host (SH) and a 
BANData Repository. The BESys are installed in some of the 
GPRS service providers, as well as in some of the hospital or 

health care centers. 

 Wireless Service Broker (WSB): authenticates and authorizes the 
MBUs. The WSB has a gate agent. The gate agent verifies a 

patient’s authentication of his request for services. Patients have 
different access rights to the system, in accordance with various 
privileges given by their roles. 

 Surrogate Host (SH): this is the main server where wireless 

sensor and actuator objects are surrogated inside the wired 
internet and where medical data is received. The SH has a 
manager agent. 

 Manager agent: This agent determines whether a patient is in a 

critical condition based on medical date transferred from the 
BAN system. If it is determined there is an emergency, the data 
is transferred to the hospital system for enacting emergency 
measures immediately after being stored in the BAN Data 
repository. The agent also searches for the doctor in charge and 

related hospital support staff. This agent sends a message 
including the patient’s historical data and diagnosis to the doctor 
in charge. 

 
In case it is not an emergency, the data is merely stored in the 
BANData repository. For data stored in BANData repository, 
necessary data is regularly saved to the central database (EUA) of 
the hospital. These real time data will be deleted after certain 

period unless there is an emergency. 

 BANData Repository (BDR): This acts as a client to surrogate 
host and also writes the medical data (i.e. measurement to 

persistent storage). 
 
 
 

End-User Application (EUA) – The end-user application is a 
computer system in the hospital which is used to access the 

information from the sensors and actuators and to send new 
configuration parameters to the BAN through the access to the 
Back-end system This is either a server in the hospital that access 
the data from the surrogate host or BANData Repository and stores 
it in the existing patient’s hospital data base or user computer of 
the authorized employees that access the information from the 
BANData Repository from inside and outside the hospital.  
 
Mobile Response Team – This is a team of medical professionals 

e.g. nurse, paramedic, doctors, e.tc. 
 

 

Figure 5: Mobile Response Team 
 
The response team (i.e. nurse, paramedic, doctor etc.) on duty logs 
in to the system to view the patient’s monitored progress in real 

time, whenever they received a message or alert from the manager 
agent. The doctor’s diagnosis of a patient is aided by message from 
the manager agent. As well as this diagnosis, if the patient needs 
attention, the Response Agent (RA) sends an opinion of the doctor 
to the patient through the Back-end system. 
 

3.3 Security 
In general, security means preserving and protecting property or 

interests from intrusions. The main principle used to achieve this is 
to restrict access to the specified resources, and allow access only 
to trusted parties that are able to prove their identity. Given this 
definition, security is based on these main issues. 

 Authentication: This is to ensure that the provided credentials 

from the user are in order, 

 Confidentiality: This is the prevention of any unauthorized 

disclosure of information, 

 Integrity: This is the prevention of unauthorized modification of 

information, 

 Availability: This has to with the prevention of unauthorized and 

unwanted withholding of information or resources. 

HOSPIT

AL SITE 

MOBILE 

RESPONSE 

TEAM 

PERSONAL 

AREA 

NETWORK 

In
te

r
n

e
t 

  

RESPONSE 

M
B

U
 

M
B

U
 

M
B

U
 

R
 A

 
R

 A
 

R
 A

 

RESPONSE 

RESPONSE 

Paramedic 

Paramedic 

Paramedic 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

 

 

20 

 

 

Authentication – As a prerequisite for enabling access to any 
system that contains private information it is required that the user 

is identified and authenticated. Through identification the user 
announces who he/she is, and through authentication the user 
proves who he/she claims to be. In order to perform user 
identification, some type of unique user identifier, such as a 
username or user ID number, is required. When it comes to 
performing a user authentication process some of the traditional 
approaches used are: 

 
Something a user knows (the user has to know some “secret”, e.g. 

password or PIN number), something a user holds (the user has to 
have a physical token, e.g. One-Time Password (OTP) generator or 
identification card)  
 
Key and Password Management – As long as HTTPS is used to 
protect data transmission, only a valid certificate recognized by the 
mobile device is needed. Rest of the key management is taken care 
of by the SSL/TLS protocol on which HTTPS is based. When 

passwords are used for user authentication, some distribution and 
recovery mechanism should be in place to guarantee availability of 
the service and the data, in case passwords are lost or forgotten. As 
long as the credentials are the same on both the client and on the 
server, and they are not stored on the client, it is quite easy to 
change centrally only on the server, although it might be 
challenging to distribute them securely to the collectors in the 
field.  

 
Confidentiality – The first thing we checked was whether data was 
properly protected from unauthorized disclosure both when stored 
on the mobile device and when transferred to the server (SH). In 
particular we verified that proper encryption was in place.  

 
Communication – All MDCS we investigated use or support 
HTTPS to protect the transmission of data between the client and 

the server. In general this solution is more than adequate to ensure 
that data in transit between client and server is protected, under the 
right conditions. That is, as long HTTPS is used with certificates 
signed by a trusted Certificate Authority (pre-installed on the 
mobile device by the developer), and the protocol on which it is 
based, is correct.  
 

4. IMPLEMENTATION 

 

In this section the MRHMS design is implemented based on the 
following software and the hardware requirements. 
 

4.1 Choice of Software Tools  
Java was chosen as the application programming language for the 
development of the GUI and the front-end applications. Similarly, 
MySQL/PHP was chosen as the choice language for our back-end 
applications based on the following reasons: 

- Java is an open source language 
- MySQL and PHP are also open source languages. 
- the Flash Builder 
- Notepad ++ 
- Macromedia Dreamweaver 
 

- the languages offer a rapid design development and 
 deployment support for creating and consuming web 

 services. 
-  the provide important features of form designers and visual 
controls for creating rich-Windows-based  applications in form of 
GUIs. 

 

4.2 Choice of Hardware Tools  
This project works fully with the following hardware component: 

 A PDA- Personal Digital Assistant to transfer readings to the 

Mobile Base Unit through Smartphone 

 A Smartphone of running Android 4.2 or higher 

 A server (Surrogate Host) which bought online. 

 

4.3 Interfaces of the Patient Application 
Whenever the patient fills the form and submits, the data is sent 
and stored automatically in the BAN DATA repository. This 
makes the patient a registered and legitimate patient in the hospital. 

The registration PIN- Personal Identification Number will be 
supplied by the Hospital Management to the applicant as part of 
the security to login when next it is required. The password is a 
particular code from the applicant which must be taken care of and 
strictly noted by the user. Any necessary information to be added 
to this form can be determined by the hospital management. 

 

 

 
 

Figure 6: Patient’s Registration Interface 

 
Input Interface for the Patient’s Data – It takes the body 
temperature, the blood pressure, the heartbeat rate and the 
respiratory readings to be sent to the Mobile Base Unit within the 
front end. These readings are to be routed to Ban Data Repository 
at the Back end. Figure 7 shows the patients login page. 
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Figure 7: Patient’s Login Form 
 
The output data sent is displayed by Figure 8 and must have been 

recorded in the Server. In case any of these readings goes beyond 
the threshold, the manager agent in the back end works on them 
and determine what next to do. 
 

 
 

Figure 8: Patient’s Registration Form 

 

1.4 Interfaces of The Doctor Application 
The doctor’s registration form is displayed in the Figure 9. It 
allows any interested but qualified physician to submit the required 
information. This information goes to the repository. An 

acknowledgement is returned to the applicant authenticating the 
user.  

The registration PIN- Personal Identification Number is supplied 
by the Hospital Management to the user as part of the security to 

login when next it is required. Any other information to be 
supplied will depend on the hospital’s request to scrutinize the 
applicant. 
The doctor’s activities form is shown on Figure 10 while the 
database output is displayed on Figure 11.  

 

 
 

Figure 9: Doctor’s Registration Form 

 

 

 
 

Figure 10: Doctor’s Activities Form 
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   Figure 11: Database Output of the Repository 

 

 

5. CONCLUSION 
 
This study has presented architecture for monitoring of human 
health conditions based on emerging wireless mobile technologies. 
It also provides the basis for the use of intelligent agents to deliver 
better healthcare to patients, especially in the case of remote or 
home-based treatment. It also takes care of every interested 

individual whose monitoring of his or her health is paramount. The 
application of this project work can be applied to many e-Health 
services with the home doctor-to-patient monitoring from a remote 
location and in any part of the world for illnesses and responding 
to emergency situations as at when necessary. The Bluetooth 
enabled bodily attached device that will take readings from the 
patient is highly scarce and very costly. As the telecommunication 
infrastructure is fast growing, we should see enhanced 

communication quality and faster transmission of data such that 
quality video and voice content can be captured by agents to allow 
healthcare professionals to provide better patient services with the 
data online and made available for any qualified registered 
physician.  
 
 
 
 

 
 
 
 
 
 
 
 

 
 

REFERENCES  

 

[1] Gejibo S., Mancini F., Mughal K. A., Valvik R. and 
Klungsoyr J. (2012). “Challenges in implementing an end-to-
end secure protocol”, G. Barthe, Livshits B. and Scandariato 
R. (Eds): ESSoS 2012, LNCS 7159, Springer-Verlag, Berlin, 
pp. 38-45. 

[2] Hylton A. and Sankaranarayanan S. (2012). “Application of 
intelligent agents in hospital appointment scheduling 
system”, International Journal of Computer Theory and 
Engineering, Vol. 4, No.4, pp 625-630. 

[3] Germanakos P., Mourlas C. and Samaras G. (2005). “A 
mobile Agent approach for ubiquitous and personalized 
eHealth”, Proc. Workshop ‘Personalization for e-Health’, 
10th International Conference on User modeling (UM’05), 
Edinburgh, 2005, pp 67-70.    

[4] COCIR (2011). “COCIR Glossary of terms”, COCIR 
Telemedicine toolkit , pp 13-18 [Online ] 
http://www.cocir.org/site/fileadmin/4.4_eHealth/Telemedicin

e_Toolkit_chap2.pdf 
[5] Schwaibold M., Gmelin M., Von-Wagner G., et al.  (2002). 

“Key factors for personal health monitoring and diagnosis 
devices’, Proceedings in the 2nd international Conference on 
Mobile Computing, Heidelberg, 2002. 

[6] Chan, V., Ray, P., and Parameswaran, N (2007). “A multi-
agent collaborative framework for mobile e-health”, IEEE 
Proceedings of 40th Annual Hawaii International Conference 

System Sciences (HICSS2007), Waikoloa, pp 134-143. 
[7] Malan D, Fulford-Jones TRF, Welsh M, Moulton S. (2004). 

“CodeBlue: an hoc sensor network infrastructure for 
emergency medical care”, In: proceedings of the MobiSys 
2004 workshop applications mobile embedded systems 
(WAMES 2004), Boston, MA, pp 12-14. 

[8] Shnayder V., Chen B-R, Lorincz K.(), Sensor networks for 
Medical Care, Technical Report TR-80-05, Division of 

engineering and Applied Sciences, Harvard Univeristy, 
2005.pp1-14 

[9] A Devendran, Dr T Bhuvaneswari and Arun Kumar 
Krishnan3, (May 2012)  ‘Mobile Healthcare System using 
NFC Technology’, IJCSI International Journal of Computer 
Science Issues, Vol. 9, Issue 3, No 3.  

[10] Mazzi, C., Ganguly, P., and Ray, P. (2001): ‘Healthcare 
applications based on networked agents’. EEE/IEC Int. Conf. 
Enterprise Networking, Applications, and Services, Atlanta, 

USA.  
[11] Chan V. (2006). “Mobile health monitoring”, Thesis 

Presented in the University of New South Wales, June 2006. 
[12] Shixiong L., Kecheng L, Weizi L. (2013). “Multi-Agent 

Systems for Pervasive Healthcare”, 14th International 
Conference on Informatics and Semiotics in Organizations 
(ICISO 2013. Stockholm, 25-27 March 2013. Pp 97-105.  

[13] Koteswaramma A. and Soujanya S. L (2013): A Medinet for 

staying connected in a mobile healthcare system” Int Journal 
of P2P network Trends and Technology (IJPTT). Vol 3 (7): 
358-362. Issue 2013. 

 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

 

 

23 

 

 

Assessing the Impact of Closed Circuit Television (CCTV) Camera on Crime 

Control In Developing Countries: A Nigeria Perspective 
 

P. Ogedebe, S.I. Dasuki & J. Makinde 
Faculty of Applied Sciences and Computing 

Baze University 
Abuja, Nigeria 

salihu-ibrahim.dasuki@bazeuniversity.edu.ng,  peter.ogedebe@bazeuniversity.edu.ng 
Julius.makinde@bazeuniversity.edu.ng 

 

 

ABSTRACT 

 
In recent times, crime rate in Nigeria has risen to the level in which there are public outcries urging government for urgent and 
concrete solutions. Government has adopted various security policies to secure the lives and properties of its citizens, but none of 
these policies have actually yielded positive results. Human abduction, armed robbery, terrorism, bomb attacks and lots more 
have been the order of the day in the Country. The aim of this study is to ascertain the impact of closed circuit television (CCTV) 

cameras in Abuja metropolis. Five hypotheses were formulated to guide the study, related literatures were adequately reviewed . 
A population of 102 respondents, which cut across all works of life, participated in the study. Structured questionnaire was 
designed and used as instrument for data collection. Data collected were analyzed using direct interpretation of results gotten 
from respondents. Findings of the research revealed significant relationship between closed circuit television (CCTV) cameras  
and theory of deterrence, criminal justice, fear of crime, legality, policy formation and regulation of closed circuit television 
(CCTV). The development of software that can be integrated with the CCTV to display a person’s bio-data on the monitor when 
captured by the CCTV camera is among other recommendations for further research study. 
 
Keywords: Abuja Metropolis, CCTV; Cameras Crime; Crime Control; Security Policies; Nigeria.   
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1. INTRODUCTION 

According to [1], one and a half billion people live in areas 
affected by the fragility, conflict, or large scale organised 
criminal violence, and low income fragile or conflict affected 
country has yet to achieve a single United Nations 

Millennium Development goal. While there is a complex 
relationship between insecurity and development, there is still 
a considerable agreement in the literature that insecurity is a 
development enabler [1].As such there has been vast 
investment on ICT initiatives in developing countries to 
tackle insecurity problems in order to stimulate economic 
development. However, the impact of these investments on 
development is difficult to determine. There is limited focus 

on the evaluation of ICT projects in developing countries [2]. 
Hence, there is a call for more theory-driven approaches to 
the evaluation of ICT4D projects in developing countries [3]. 
In this study, we evaluate the impact of an ICT project and its 
contribution to enhancing citizen’s security. The contribution 
of the paper is to identify the issues the implementation of 
ICT projects designed to provide security to the citizens of 
countries of developing countries and to provide 

recommendations on how to overcome them in practice.  
 

The rest of the paper is structured as follows. The next 
section reviews the literatures on ICTs and development. This 

is followed by a section providing details on the use of ICTs 
(i.e. Closed Circuit Television) to tackle insecurity issues. 
The research methods, research settings and analysis of the 
case are the presented. The final section concludes the papers 
and provides recommendation for practice. 
 

2. ICT AND DEVELOPMENT 
 

An appreciation of the field of ICT4D cannot be complete 
without unpacking the notion of development. The use of the 
term has been problematic. Debate on its meaning has 
centred around three main discourses namely: modernization, 
dependency and human development [4]. Since the Second 
World War, development has been predominantly viewed 
from the perspective of modernization theory of economic 
growth. From this viewpoint, under-development is seen to 
occur partly as a result of deficiencies in knowledge. This 

perspective deems that in order for poorer countries to 
become more developed, they need to follow the path already 
taken by more developed countries. According to this 
approach, ICTs are seen either as an industry or a motor for 
industrialization, with much attention focused on how ICTs 
can enhance productivity and competitiveness [5]. 
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The dependency approach, on the other hand, posits that the 
process that leads to economic growth and development in 

developed countries results in the underdevelopment of 
poorer countries. These latter are mostly former colonies, 
which are caught in the debt trap, suffer from negative terms 
of trade and submit to technology-industrial dependency [6]. 
For example, it is often argued that the manufacture of ICT 
commodities and offshore computing are particularly done to 
feed the consumerism of richer countries, and not for the 
benefit of less developed economies [4]. Industrialization is 
seen as the primary means of development in both the 

dependency and modernization theoretical approaches. The 
literature is unable to establish, however, that investments in 
ICTs do lead to economic growth and improvement of basic 
needs in developing countries [7] [6] so that it appears that 
technology has failed to achieve its intended purposes [4]. 
This could be as a result of failure to take the cultural and 
local context into consideration during the design and 
implementation of systems [8], or ill-formulated intervention 

strategies intended to guide development [4]. This has led [9] 
to call for more emphasis on examining the social and 
contextual aspects of ICT4D. 
 
In this study, the authors aim to address some of this under 
research areas in ICTs for development by addressing the 
research topic on the social and contextual issues affected the 
impacts of ICT projects in developing countries design to 

safeguard the citizens in order to provide implications for 
research and policy makers advancing an agenda of “ICT for 
Development” in the security sector. 
 

3 ICTs AND SECURITY 

 
ICTs have been gradually adopted to address security 
challenges in developed and developing countries. ICTs can 

assist security agencies in achieving more efficiency and 
effectiveness in their operations [10]. One of those areas that 
ICT has played a significant role is the domain of 
surveillance. According to [10] surveillance is a deliberate 
system of keeping a close watch on behaviors or activities of 
persons, groups, institutions and organizations suspected of 
doing something illegal or warehousing information capable 
of causing breach by government’s security agencies.  
 

The ICTs usually used for surveillance is the Closed Circuit 
Television (CCTV). The CCTV is a video camera that plays a 
significant role in the detection and prevention of crime or 
security related vices in any society be it developing or 
developed. The CCTV system comprises of fixed or Pan Tilt 
Zoom (PTZ) camera that could be mounted on a wall, a street 
Light Pole, a fence or the roof of a building, a monitoring 
centre that comprises of wall mounted monitors and desk top 

monitors, recording facility, data processing area and 
communication area and also available response teams to act 
on the available information received via the cameras and 
communicated via the communication to prevent, deter or 
apprehend offenders. 

The motive of installing CCTV cameras by the government 
(at whatever level), organisation or private individuals is to 

reduce crime and increase public safety. Closed-Circuit 
Television according to the U.S Department Homeland 
Security [11] are used for several reasons: to keep property 
safe and secure for federal employees; to provide a cost-
effective method to monitor a location, provide archived 
video coverage for investigations; and to deter against future 
crime or attack.  

Routine Activity Theory according to [12] stated that for a 
crime to be committed there must be a motivated offender, a 
suitable target and the absence of a capable guardian. Any act 
that prevents the convergence of these elements will reduce 
the likelihood of a crime taking place. CCTV, as a capable 
guardian, may help to reduce crime. Community perception 
were sought in order to determine the acceptability of these 

technology and secure framework such as operational 
requirements, decision guidelines, performance standard, 
evidence requirements and importance of CCTV operators 
were proposed. It has be accepted universally the importance 
of closed circuit televisions so much that its absence does not 
auger well for citizens who will want to always want to sleep 
with their two eyes closed.  

[13] reported that studies have shown considerable degree of 
public support for CCTV systems. [14] found that 67% of 
those interviewed 'did not mind' being observed by street 
cameras. Thus, 79% of those interviewed were of the opinion 
that the presence of CCTV would make them feel less likely 
that they would become victims of crime. Other studies have 
shown that even those who are profiled by the cameras are 

supportive. Thus, [14] has reported a number of strategies 
that could help bring about changes with the help of CCTV. 
These are: 

 Publicity (general) - this may assist in deterring 

offenders. 

 Publicity (specific) - CCTV cameras and signs 

show people are taking crime seriously, and thus 
offenders may be deterred. 

 Caught in the act - CCTV could reduce crime by 

increasing the likelihood that present offenders will 
be caught, stopped, removed, punished and 
therefore deterred. 

 You’ve been framed - CCTV could reduce crime 

by deterring potential offenders who will not want 
to be observed by CCTV operators or have 
evidence against them captured on camera. 

 Nosey Parker - a reduction could take place 

because more natural surveillance is encouraged as 
more people use the area covered by CCTV. This 
may deter offenders who fear an increased risk of 
apprehension. 

 Effective deployment - CCTV may facilitate the 
effective deployment of security staff and police 

officers to locations where suspicious behaviour is 
occurring. Their presence may deter offenders, or 
may mean they are caught in the act. 
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Results of research conducted have found that CCTV reduced 
levels of fear of crime [15][16]; as such many countries of 

developing countries are implementing CCTV in order to 
reduce crime rate in the society. The paper evaluates the 
implementation of CCTV cameras by the  
Nigeria security agencies for the safety and security of its 
citizens. The following section discusses the research 
methodology adopted in conducting the research. 
 

4. METHODOLOGY 

 

This research study adopted a deductive procedure by using 
questionnaires to collect primary data. Hypothesis were 
developed so as to illustrate the findings. This method of 
research tends to fomulate its findings based on existing 
theory, since it imparts the development of hypotheses, which 
the researcher intends to use [17]. Regression analysis was 
used to analyse data from questionnaire. The research was 
conducted in Abuja, Federal Capital Territory of the Federal 

Republic of Nigeria. 
 
Abuja has about 1000 CCTV installed across express ways 
and major roads to provide security for its populace. The 
CCTV project was awarded by the federal government to 
provide a secure and independent multimedia communication 
system for the police and other security agencies in the 
country due to the growing act of insecurity in the country 

[18]. Respondents of this study were general citizens of the 
country. A total of 102 questionnaires were randomly 
distributed at government agencies and private sectors to 
individual respondents and it took a couple of days for some 
respondents to return the questionnaires. In total, 95 
questionnaires were returned. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5 RESEARCH FINDINGS 

 

A total number of 95 questionnaires were coded and analysed 
using SPSS Statistics Data Editor 17.0 to analyse the 
hypotheses citizens perceptions about the CCTV surveillance 
system and also to test the hypotheses of the study.  
 

Table 1: The perception, effect and prevention of CCTV  

               Camera 

Questions Sub-questions No of 

Respondents 

What is 
the 
perception 
of CCTV 
Cameras 

CCTV camera is a system that 
deter crime 

57 

CCTV camera records and 
captures incidents 

18 

CCTV camera stores pictures 
of crimes 

16 

CCTV camera is not useful in 
crime deterrence 

4 

The effect 
of CCTV 
Camera on 

Crime 

CCTV camera  criminals the 
opportunity of crime  

3 

CCTV camera block criminals 
the opportunity of crime 

59 

CCTV camera can identify 
criminals 

31 

CCTV camera is not effective 
in preventing crime 

2 

How 
CCTV 
Camera 
helps in 
preventing 
Crimes 

CCTV camera relay real-time 
visual information about event 
status at a given time 

23 

CCTV camera identifies and 
captures perpetrators at real-
time 

23 

CCTV camera detects and 
records real-time crimes 

22 

CCTV camera monitors real-
time criminal incidents in an 
area covered 

28 

 

The table 1 states the perception, effect and prevention of 
CCTV Camera: on the perception of CCTV cameras, the 
survey shows that, 57% of the respondents agreed that CCTV 
camera is a system perceived to deter crime, 17.6% of the 
respondents believe that CCTV camera is perceived to 
records and captures incidents, 15.7% respondents indicated 
that CCTV camera stores pictures of crime and 3.9% of the 
population reacted that CCTV camera is not useful in crime 
deterrence within the Metropolis of Abuja.  

 
On the other hand, on the effect of CCTV cameras on crime, 
2.9% of the respondent indicated that CCTV cameras give 
criminals the opportunity of crime, 57.8% of the sampled 
population agreed that CCTV cameras block criminals the 
opportunity of crime, 30.4% of them responded that CCTV 
can identify criminals and 2% of the respondents reacted that 
CCTV cameras is not effective in preventing crime in Abuja 

Metropolis.  
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Also, on the question of how CCTV cameras help in 
preventing crimes, 22.5% of the population accepted that 

CCTV cameras relay real-time visual information about event 
status at a given time, 22.5% of the respondents agreed that 
CCTV camera identifies and captures perpetrators at real-
time, 21.6% of the sampled population responded that CCTV 
camera detects and records real-time crimes and 27.5% of the 
respondents indicated that CCTV camera monitors real-time 
criminal incidents in an area covered. 
 
Based on the results presented in table 1, it could be deduced 

that CCTV camera is a system that deter crime, block 
criminals the opportunity of committing crime and monitors 
real-time criminal incidents in an area covered by the system. 
This agrees with the works of [14], which maintain that 
CCTV cameras are effective in crime prevention and reduces 
the rate of crime in the area covered by the system.  
 

Table 2: The Expectation, Impact and Detection of CCTV  

               Camera 

Questions Sub-questions No of 

Respondents 

The 
expectation 
of CCTV 
Camera on 

Deterrence 

CCTV camera can 
deters crime in Abuja 

48 

CCTV is expected to 

combat crime in Abuja 

20 

CCTV has the ability of 
removing criminals 
from the area covered 
by the system 

23 

CCTV does encourage 
crimes under its 

coverage 

4 

The Impact 
of CCTV 
Camera on 
Drugs 

CCTV can identifies 
drug traffickers 

33 

CCTV block drug 
related crimes under its 
coverage 

42 

CCTV camera can 
identify criminals 

18 

CCTV camera does not 
track drug related 
crimes under its 
coverage 

3 

The level of 

Impact of 
CCTV on 
Crime 

High 43 

Low 13 

Medium 35 

CCTV camera monitors 
real-time criminal Too 
low 

4 

 
 
 
 
 
 
 

In table 2, the expectation, impact and detection of CCTV 
cameras: On the expectation of CCTV cameras on deterrence, 

47.1% of the respondents strongly agreed that CCTV cameras 
can deter crime in Abuja, 19.6% of the population agreed that 
CCTV camera is expected to combat crime in Abuja, 22.5% 
of the respondents said, CCTV cameras have the ability of 
removing criminals from the area covered by the system, 
4.9% of the sampled population maintained that CCTV does 
not encourage crimes under it coverage.  
 
The impact of CCTV cameras on drugs resulted in 32.4% of 

the respondents opining that CCTV can identifies drug 
traffickers, 41.2% of the population claimed that CCTV 
monitors and captures drug traffickers, 17.6% of the 
respondents agreed that CCTV can block drug related crimes 
under its coverage, while 2.9% of the total respondents 
affirmed that CCTV cameras does not track drug related 
crimes under its coverage within Abuja Metropolis.  
 

On the other hand, considering the level of impact of CCTV 
on crimes, 42.2% of the respondents are of the opinion that 
the impact of CCTV is so high on crime, 12.7% of the 
respondents believe from their response that the impact is 
low, 34.3% of the sampled population agreed that the impact 
is medium, while 4.9% of the respondents are of the opinion 
that the impact of CCTV camera is too low considering a 
Metropolis like Abuja.  

 
The result of table 2 shows that the expectation of CCTV 
cameras is to deter crime and the system is capable of 
identifying and detecting drug traffickers. The result also 
shows that CCTV cameras have high impact on crime 
deterrence in Abuja Metropolis.  
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Table 3: Installation, Tracking and Detection of CCTV      

               Camera 

Questions Sub-questions No of 

Respondents 

Opinion on the 
Installation of 
CCTV Cameras in 
Abuja 

CCTV cameras 
installed in Abuja 
can protect 
government and 
public 

infrastructures 

26 

CCTV installed in 
Abuja can assist the 
police to combat 
crime 

38 

CCTV cameras 
would help to 

capture criminals 

20 

CCTV cameras does 
not help in any way 
on security issues in 
Abuja 

4 

Which of these 
Devices is use to 

track and record 
public offences 

The soldiers 3 

The police 22 

CCTV cameras 88 

Civil Defence Arms 
Squad 

2 

Which of these 

Devices can 
detect suicide 
bombers 

Television 1 

SSS 1 

CCTV 99 

Police 2 

 
Table 3, Installation, Tracking and Detection of CCTV 
Cameras: On the question of respondents opinion on the 

installation of CCTV cameras in Abuja, 25.5% of the total 
respondents responded that CCTV cameras installed in Abuja 
can protect government and public infrastructures, 37.3% of 
the total respondents are of the view that the CCTV system 
installed in Abuja can assist the police to combat crime, 
19.6% of the respondents opined that CCTV cameras would 
help to capture criminals while 10.8% of the total 
respondents accepted that CCTV cameras does not help in 

any way on security issues in Abuja Metropolis.  
 
On the responses to which of the device that is used to track 
and record public offences, 4.5% of the respondents indicated 
that the soldiers can be used to track and record public 
offences, 2% of sampled population responded that the police 
can be used to track and record public offences, 86.3% of the 
respondents agreed that CCTV cameras is the device used to 

track and record public offences, while 1% of the respondents 
claimed that the Civil Defence armed squad is responsible for 
tracking and recording of public offences.  
 
 
 

Also, on which devices that detect suicide bombers, 1% of 
the total respondents said that television can detect suicide 

bombers, 1% of them agreed that the SSS can be used to 
detect suicide bombers, 89.2% of the sampled population 
strongly show that CCTV is the device used to detect suicide 
bombers and 2.9% of the respondents are of the opinion that 
the police can detect suicide bombers.  
 
The result of table 3 indicated that CCTV installed in Abuja 
can assist the police to combat crime, it can be used to track 
and record crime related incidents and can be used to detect 

suicide bombers within the area monitored by the CCTV 
system. 

 

Table 4 Time, Use and Fear of CCTV Camera 

Questions Sub-questions No of 

Respondents 

What is the time 

taken by CCTV 
camera to prevent 
and reduce crime 

Seconds 36 

Minutes 34 

Hours 14 

Days 11 

Which of these 
Devices is use to 
track and record 
public offences 

Monitoring crimes 29 

Preventing crime 25 

Identifying 

perpetrators 

11 

Captures and 
recording crimes 

30 

How does CCTV 
cameras create 
fears on 

perpetrators 

CCTV cameras can 
display real-time 
information about a 

perpetrator 

29 

CCTV cameras can 
store footage of a 
perpetrator for long 
time 

21 

Perpetrators would 
be ashamed that 

they would be 
shown on a CCTV 
system 

17 

CCTV cameras can 
be used to assist the 
police  

29 

 

Table 4, the Time, Use and Fear of CCTV cameras: On the 
time the CCTV cameras take to prevent and reduce crime, 
35.3% of the respondents accepted that the CCTV cameras 
take seconds to prevent and reduce crime, 33.3% of the total 
respondents revealed that CCTV cameras may take minutes 
to prevent and reduce crime, 13.7% of the sampled 
population uphold that CCTV cameras take hours to prevent 
and reduce crime, while 10.8% respondents agreed that 

CCTV cameras take days to prevent and reduce crime in 
Abuja Metropolis.  
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The respondents reacted differently on the use of CCTV 
cameras, which 28.4% of the respondents accepted that 

CCTV cameras are used to monitor crime, 24.5% of the total 
respondents said that the system is used to prevent crime, 
10.8% of them disclosed that CCTV is a device that is used 
to identify perpetrators and 29.4% of the respondents uphold 
the CCTV is used to capture and record crimes. On the other 
hand, reacting the question of how CCTV cameras create 
fears on perpetrators, 28.4% of the respondent accepted that 
CCTV cameras displays real-time information about a 
perpetrator, 20.6% of them are of the opinion that CCTV 

cameras can store footage of a perpetrator for long time, 
16.7% of the total respondents are of the view that 
Perpetrators would be ashamed that they would be shown on 
a CCTV system, while 27.5% of them believed that CCTV 
cameras can be use to assist the police in investigation. The 
interpretation of table 4 indicated that CCTV cameras take 
seconds to monitor and prevent crime and the cameras can 
display real-time information about perpetrator in an area 

covered by the system. The research findings of [15][18] 
revealed that CCTV reduces the level of fear of crime.  
 

Table 5: The Behaviour of perpetrators, Influence of 

Security Operative and Assistant of CCTV 

Questions Sub-questions No of 

Respondents 

What is/are the 
Attitude 
portrayed by 
perpetrators 
under CCTV 
coverage 

Perpetrators are 
afraid to commit 
crimes 

71 

Perpetrators are 
happy to commit 
crimes 

3 

Perpetrators 

believe they cannot 
be identified 

4 

Perpetrators does 
not believe the 
functionality of 
CCTV 

17 

What electronic 
device disrupt the 
balance between 
public safety and 
individual needs 

Computer 3 

Television 2 

CCTV camera 87 

Camcorder 2 

What are the 
actions of 
perpetrators 

when CCTV 
Cameras are 
installed in Abuja 

Perpetrators target 
another area 
without CCTV 

cameras 

68 

Perpetrator mask 
their faces to avoid 
being notice 

9 

Perpetrators 
disguise and 
commit more 

crimes 

7 

Perpetrators would 
damage the 
cameras 

11 

Table 5, the Behaviour of perpetrators, Influence of Security 
Operatives and Assistant of CCTV Cameras: On the attitude 

portrayed by perpetrators under CCTV cameras’ coverage, 
69.6% of the respondents affirmed that perpetrators are afraid 
to commit crimes under CCTV coverage, 2.9% of the 
respondents believe that perpetrators are happy to commit 
crime under CCTV coverage, 3.9% of them agreed that 
perpetrators believe they cannot be identified and 16.7% of 
the respondents said that perpetrators does not believe the 
functionality of CCTV cameras.  
 

On the question of the device that disrupt the balance 
between public safety and individual needs, 2.9% of the 
respondents said that computer can fully represent such 
device, 2.0% of the total respondents agreed on television, 
85.3% of the total respondents accepted that CCTV camera is 
the device that disrupt the balance between public safety and 
individual needs, while 2.0% of the sampled population 
agreed on a camcorder. 

 
Also, the actions of perpetrators when CCTV cameras are 
installed in Abuja, 66.7% of the respondents agreed that 
perpetrators divert their target when CCTV cameras are 
installed in Abuja, 8.8% of the respondents believe that 
Perpetrator mask their faces to avoid being notice, 6.9% 
accepted that Perpetrators disguise and commit more crimes 
and 10.8% of other respondents are of the view that 

Perpetrators would damage the cameras in order to commit 
more crime. 
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Table 6: The effect of Police, Government and the Role of  

               CCTV Cameras 

Questions Sub-questions No of 

Respondents 

What is/are the 
effect  of Police 
on the use of 
CCTV Cameras 

Police is to 
constitute a 
reaction force for 
the CCTV 

30 

Police is to protect 

the CCTV cameras 
from physical 
damage 

17 

Police is to operate 
the CCTV cameras 
in the control room 

21 

Police is to be 
alerted when there 
is an incident 

27 

What role(s) does 
CCTV Cameras 
play during 
Police 
Investigation 

CCTV cameras 
provide the police 
with footage on the 
incident 

36 

CCTV cameras 
display suspects on 
the monitor 

29 

CCTV cameras 
identify suspect to 
police 

27 

CCTV cameras 

direct the police on 
suspects hideout 

3 

What 
Government 
should do after 
the installation of 
CCTV Cameras 

installed in Abuja 

Reduce the number 
of security 
personnel from the 
street of Abuja 

32 

Deploy more 

security personnel 
to cover the street 
of Abuja    

2 

Regulate the use of 
security personnel 
in the metropolis 

30 

Constitute an 
effective CCTV 
monitoring team 

31 

 
 
 
 
 

 
 
 
 
 
 
 

Table 6, the effect of Police, Government and the Role of 
CCTV cameras in Abuja Metropolis: Considering the 

effect(s) of police on the use of CCTV cameras, 29.4% of the 
respondents are of the opinion that police is to constitute a 
reaction force for the CCTV cameras, 16.7% of the total 
respondents guess that police is to protect the CCTV cameras 
from being physically damaged, 20.6% of the respondents 
agreed that police is to operate the CCTV cameras in the 
control room, while 26.5% others reacted that police is to be 
alerted when there is an incident.   
 

The role of CCTV cameras on police investigation revealed 
that 35.3% of the total respondents are of the opinion that 
CCTV cameras provide the police with footage on the 
incident, 28.4% of the respondents are of the view that CCTV 
cameras display suspects on the monitor for proper 
identification, 26.5% other respondents said that CCTV 
cameras identify suspect to police, while the remaining 2.9 of 
the respondents agreed that CCTV cameras direct the police 

on suspects hideout.   
 
On what the government should do when CCTV cameras are 
installed in Abuja Metropolis, 38.2% of the respondents said 
that governments should reduce the number of security 
personnel from the street of Abuja, 2% of the respondents are 
of the view that it is appropriate to deploy more security 
personnel to cover the streets of Abuja, 29.4% affirmed the 

need to regulate the use of security personnel in the 
metropolis and 31.4% of the respondents accepted that 
government should constitute an effective CCTV monitoring 
team forestall compromise of the system.  
 
The result of table 6 indicates that police is to enforce the 
effectiveness of CCTV cameras by constituting an 
action/reaction force and the cameras provide the police with 

footage on the incident to assist in investigation and 
prosecution. The CCTV system according to the result helps 
to reduce the number of security personnel from the street of 
Abuja.  
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Table 7: The opinion, power supply and household of  

               CCTV Cameras 

Questions Sub-questions No of 
Respondents 

What is/are 
your opinion 
about the 
installed 
CCTV 

Cameras in 
Abuja 

The installed CCTV 
system covers all the 
areas within Abuja 
Metropolis 

30 

The installed CCTV 

system covers only 
government facilities 

21 

The installed CCTV 
system covers only 
residential areas 

25 

The installed CCTV 

system does not 
cover any important 
area within Abuja   

19 

How does 
power supply 
affect the 
efficiency of 
CCTV 

Cameras in 
Abuja 

The fluctuation of 
power supply causes 
damage to the CCTV 
cameras 

36 

The low voltage of 
power supply in 
Abuja does not 
support proper 
functioning of the 
system 

9 

Lack of power supply 
within the metropolis 

make the CCTV 
system redundant 

41 

Higher voltage 
damage the power 
circuit board of the 
CCTV cameras’ 
network 

8 

What 
importance are 
CCTV 
Cameras to 
your 
Residential 
Area 

CCTV cameras help 
to prevent crime in 
the residential area 

30 

CCTV cameras help 
to monitor 
perpetrators 

18 

CCTV cameras help 

to identify offenders 

15 

CCTV cameras helps 
monitor, prevent and 
identify perpetrators 
within the area of 
coverage 

32 

 
Table 7, The opinion, power supply and household of CCTV 
Cameras: Reacting to personal opinion on the installed 
CCTV systems in Abuja, 29.4% of the respondents 
maintained that the installed CCTV system covers all the 
areas within Abuja Metropolis, 20.6% of them affirmed that 
the installed CCTV system covers only government facilities, 
24.5% of the respondents said that the installed CCTV 

system covers only residential areas and 18.6% of other 
respondents believed that the installed CCTV system does 

not cover any important area within Abuja.  Respondents 
were equally asked on the effect of power supply on the 
functionality of CCTV cameras, 35.3% of the respondents are 
of the view that the fluctuation of power supply causes 
damage to the CCTV cameras, 8.8% others said that low 
voltage of power supply in Abuja does not support proper 
functioning of the system, 40.2% other respondents reacted 
that lack of power supply within the metropolis make the 
CCTV system redundant and the remaining 7.8% of the 

respondents believe that higher voltage damage the power 
circuit board of the CCTV cameras’ network.  
 
Also, on the important of CCTV cameras to a residential 
area, 29.4% of the respondents claimed that CCTV cameras 
help to prevent crime in the residential area, 17.6% others are 
of the view that CCTV cameras help to monitor perpetrators, 
14.7% other respondents are of the opinion that CCTV 

cameras help to identify offenders and the remaining 31.4% 
of the respondents hold the believe that CCTV cameras helps 
monitor, prevent and identify perpetrators within the area of 
coverage. It could be deduced from table 7 that the CCTV 
systems installed within Abuja Metropolis covers all the 
areas and lack of power supply within the metropolis make 
the CCTV system redundant. However, CCTV cameras help 
to monitor, prevent and identify perpetrators within the area 

of coverage. 
 

Table 8: The Access, Influence, Training and the Level of  

               usage of CCTV Cameras 

Questions Sub-questions No of 
Respondents 

What is/are the 

use of Footages 
for CCTV 
Cameras 

CCTV footage is 

use as evidence in 
the court 

39 

CCTV footage can 
be used for 
investigation 

40 

CCTV footage can 
be used as posters 

0 

footage can be used 
for prosecution in 
the court of law 

17 

What percentage 
does Operators of 
CCTV Influence 
data 

30% 15 

45% 19 

60% 43 

80% 18 

How often does 
the Operators of 
CCTV System 
require Training 

Seasonal 15 

Continually 54 

Quarterly 18 

Yearly 8 

How often in 
percentage can 
the CCTV 
cameras be used 

35% 12 

50% 16 

65% 31 

80% 36 
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Table 8, on the Access, Influence, Training and Level of 
usage of CCTV Cameras, 38.2% of the respondents, on the 

use of CCTV footages, said that CCTV footage is use as 
evidence in the court, 39.2% others indicated that CCTV 
footage can be use for investigation, no respond was given to 
the notion that CCTV footage can be use as posters, while 
16.7% of the respondents agreed that CCTV footage can be 
use for prosecution in the court of law. On the question of the 
percentage of operators’ influence of the CCTV information, 
14.7% of the respondents accepted that operators have 30% 
influence to the CCTV data, 18.6% others reacted that 

operators have 45% influence on the system, 42.2% of them 
believe that operators have as high as 60% influence on the 
CCTV data and 17.6% of the remaining respondents are of 
the view that operators have up to 80% influence on the 
CCTV data.  
 
On the number of time the operators of CCTV cameras 
required training, 14.7% of the respondents attested that the 

operators required a seasonal training for effective use of the 
system, 52.9% of the respondents believe that the operators 
need a continues training the acquainted with the system, 
17.6% others claimed that a quarterly training is required by 
the operators of CCTV system for effective performance and 
the remaining 7.8% of the respondents feel operators required 
CCTV training on yearly basis.  
 

Following the percentage frequency on the usage of CCTV 
cameras, 11.8% of the respondents agreed that the CCTV 
cameras can be used at 35% daily, 15.7% of the respondents 
said that the system can be used up to 50% daily, 30.4% 
others affirmed that the system can only be use 60%, while 
35.3% other respondents uphold that the system can be used 
as high as 80% daily for effective delivery. 
The result of table 8 confirmed that CCTV footages can be 

used investigation and that the operators need continues 
training to get acquainted with the system for effective 
management and service deliver. The CCTV footages can be 
influenced by the operators and the system can function 
continuously when there is constant power supply and proper 
maintenance. 

 

4. TESTING OF HYPOTHESIS 
 

Hypothesis 1: The first hypothesis states that there is no 
significant relationship between Closed Circuit Television 
(CCTV) cameras and the Theory of Deterrence. Data 
collected for this hypothesis and its testing is presented as 
follows: 
 
 
 

 
 
 
 
 
 
 

Table 9: There is no significant relationship between  

               CCTV cameras and theory of deterrence. 

Variables Δf ×2 Cal ×2 Tab P(.05) 

Closed Circuit 
Television (CCTV) 
Cameras (Observed) 

    

 2 17.08 5.991   ** 

Theory of Deterrence 

(Expected) 

    

Source: 2012 Survey  
 
From table 9, Chi-square was used to calculate the data 
collected. The calculation indicated that the Chi-square 
calculated is greater than the tabulated. Thus, the null 
hypothesis which states that there is no significant 

relationship between CCTV cameras and the theory of 
deterrence is rejected and the alternate hypothesis is accepted. 
Therefore, there is significant relationship between CCTV 
cameras and the theory of deterrence. 
 
To support this hypothesis, the assertion of [13], maintained 
that ‘deterrence approaches, and of crime prevention 
strategies in particular, aim to put into place practices or 
conditions that convince criminals to desist from criminal 

activities, delay their actions, or avoid a particular target’ 
 
Hypothesis 2: It states that there is no significant relationship 
between CCTV cameras and crime. Analysis of data 
collected for this hypothesis and its presentation is shown on 
the table below: 
 

Table 10: There is no significant relationship between  

                 CCTV cameras and crime 

Variables Δf ×2 Cal ×2 Tab P(.05) 

Closed Circuit 
Television (CCTV) 
Cameras (Observed) 

    

 2 68.56 5.991  ** 

Crime (Expected)     

 
Table 10 revealed that there is high significant relationship 
between CCTV cameras and crime. Chi-square calculated is 
greater than Chi-square tabulated. Therefore, the null 
hypothesis which states that there is no significant 
relationship between CCTV cameras and crime is rejected 

and the alternate hypothesis is accepted. This agrees with the 
works of [14], which maintain that CCTV cameras are 
effective in crime prevention and reduces the rate of crime in 
the area covered by the system. Also, in his study of six 
crime prevention initiatives, [14] found that car parks with 
CCTV installed had lower rates of car crime as compared to 
both the period prior to installation and control group areas 
without CCTV. 
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Hypothesis 3: The hypothesis states that there is no 
significant relationship between CCTV cameras and fear of 

crime. The analysis of the data collected is presented on the 
table below: 
 

Table 11: There is no significant relationship between  

                 CCTV cameras and fear of crime 

Variables Δf ×2 Cal ×2 Tab P(.05) 

Closed Circuit 

Television (CCTV) 
Cameras (Observed) 

    

 2 36.81 5.991  ** 

Fear of crime 
(Expected) 

    

 

Deduction from table 11 shows that the hypothesis which 
states that there is no significant relationship between CCTV 
cameras and fear of crime is rejected and the alternate is 
accepted. The higher value of Chi-square calculated shows 
that there is a high significant relationship between CCTV 
cameras and fear of crime. In support of this hypothesis, [19] 
argued that if residents see CCTV cameras being installed in 
their neighbourhood, this will signal to them a degree of 
investment in and efforts to improve their local area.  

 
Hypothesis 4: The fourth hypothesis states that there is no 
significant relationship between CCVT cameras and criminal 
justice. The data collected is calculated and analysed as 
follows: 
 

Table 12: There is no significant relationship between  

                 CCTV cameras and criminal justice. 

Variables Δf ×2 Cal ×2 Tab P(.05) 

Closed Circuit 
Television (CCTV) 
Cameras (Observed) 

    

 2 7.75 5.991   ** 

Theory of Deterrence 
(Expected) 

    

 
The figures in table 12 shows that the hypothesis which states 
that there is no significant relationship between CCTV 
camera and criminal justice is rejected while the alternate 
hypothesis is accepted. The Chi-square calculated is greater 
than the Chi-square tabulated. Therefore, it could be affirmed 

that there is significant relationship between CCTV cameras 
and criminal justice. 
 
Hypothesis 5: The hypothesis states that there is no 
significant relationship between CCTV and legality, policy 
formation and the regulation. Data collected were analysed 
and presented as shown in the table below: 
 

 
 
 
 
 

Table 13 - There is no significant relationship between  

                 CCTV cameras and the legality, policy  

                 formation and regulation. 

Variables Δf ×2 Cal ×2 Tab P(.05) 

Closed Circuit 
Television (CCTV) 
Cameras (Observed) 

    

 2 8.16 5.991   ** 

Theory of Deterrence 
(Expected) 

    

  
In table 13, the calculated value of Chi-square is greater than 
that of the tabulated, indicating that there is significant 
relationship between CCTV cameras and the legality, policy 
formation and regulation. This in effect annulled the 

hypothesis which states that there is no significant 
relationship between CCTV cameras and the legality, policy 
formation and regulation.  
 
5. CONCLUSION AND RECOMMENDATIONS 

In this paper, the authors have further studies the relationship 
between ICTs and development by evaluating the impact of 
implementation of CCTV systems in Nigeria design to curb 
insecurities in the country. Based on the result and findings 
of this study, the following have been recommended 
1. There should be a further research on setting up a closed 

circuit television security master plan for the entire 
nation. 

2. The Government of Nigeria needs to setup an integrated 
security system to enhance the effectiveness and 
efficiency of the closed circuit television (CCTV) 
cameras: Systems like Anomaly Detection Systems for 
unusual pattern, Automatic Detection Systems for face 
recognition and Automatic Number Plate Recognition 
(ANPR) systems need to be integrated into to CCTV 

system.  
3. The closed circuit television (CCTV) system should be 

expanded to cover the States capitals in Nigeria.  
4. The Federal government of Nigeria should establish a 

central control system of the closed circuit television 
(CCTV) Cameras in the office of the National Security 
Adviser, so that all the CCTV systems in the entire 
Country can be access through the central control unit.  

5. For effective and efficient functioning of the integrated 
security system in Nigeria, there must be a functional 
bio-metric database; therefore, the government should 
endeavour to set up a bio-metric database of all Nigerian 
citizens. This will boost the functionality of the CCTV 
integrated security system because suspects can be 
monitored any time they pass through the closed circuit 
television cameras.  
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It has also become necessary to discuss the limitations of this 
study so as to give areas for future research. First of all, the 

research study was carried out in one major city, which is the 
Federal Capital Territory of Nigeria. Furthermore, the target 
respondents who participated in the research study all had a 
minimum qualification of higher national diploma. Thereby, 
excluding people of lower educational background. Also, the 
rural areas were not included in this study, which constitute a 
greater population and high rates of low educational 
background of individuals. According to the CIA, the poverty 
level in Nigeria is about 73 per cent. Therefore, future 

research should put into consideration cultural and economic 
background. 
 
Another limitation to this study was the sample size which 
was initially 200 but only 102 was used which is too small to 
come up with a solid conclusion. Although, the participant 
came from all six geo-political zones of the country, study 
was carried out in the North central location of the counrty. 

Future research should expand its research base area to 
involve all geo-political zones.  
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ABSTRACT 

 
This research work deal with the Design and Construction of a Metal Detector machine. Metal detector is a device which responds to metal 
that may not be readily apparent, metal detectors are useful for finding metal inclusions hidden within objects, or metal objects buried 
underground. In such a typical metal detector, the coils are coaxially arranged with the transmitting coil in the center and two receiving 
coils on the sides. The receiving coils are connected to a differential amplifier. When the magnetic field generated in the transmitting coil is 
disturbed by metal objects, the amplitude and phase of the output voltage of the differential amplifier change and thus the existence of 
foreign metal pieces are detected. The most commonly used metal detection technology is very low frequency (VLF), also known as 
induction balance. In this type of metal detector, there are two rings: an outer coil called the transmitter coil and an inner coil  called the 
receiver coil. The transmitter coil has an electric current running through it, which creates an electromagnetic field. This magnetic pulse 

interacts with any conductive object it passes over, causing that object to create a weaker magnetic field of its own; it is this magnetic pulse 
from the object that the receiver coil senses. The receiver coil is shielded from the transmitter coil's magnetic field, but can pick up 
magnetic pulses sent by other objects. The receiver coil amplifies these frequencies and sends them to the control box for analysis. 
 
Keywords: Abuja Metropolis, CCTV; Cameras Crime; Crime Control; Security Policies; Nigeria.   
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1.  INTRODUCTION 

 

Toward the end of the 19th century, many scientists and engineers 
used their growing knowledge of electrical theory in an attempt to 
devise a machine which would pinpoint metal. (Thomas,1993). 
The use of such a device to find ore-bearing rocks would give a 
huge advantage to any miner who employed it. Early machines 
were crude, used a lot of battery power, and worked only to a very 
limited degree. Alexander Graham Bell used such a device to 
attempt to locate a bullet lodged in the chest of American 

President James Garfield in 1881; the metal detector worked 
correctly but the attempt was unsuccessful because the metal coil 
spring bed Garfield was lying on confused the detector [6]. 
 
The first industrial metal detectors were developed in the 1960s 
and were used extensively for land mines), the detection of 
weapons such as knives and guns (especially in airport security), 
geophysical prospecting, archaeology and treasure hunting. Metal 
detectors are also used to detect foreign bodies in food, and in the 

construction industry to detect steel reinforcing bars in concrete 
and pipes and wires buried in walls and floors. The state of metal 
detection technology now makes it possible to consider 
incorporating detection at several stages in a process, not just at 
the output. In fact, metal detectors should be used wherever there 
is the chance that metal particles may contaminate a product 
stream.  
 

 
 

 
 

This is especially true when the product is one that may be 
consumed by humans or animals (whether intentionally or not), 
when the product purity is a safety consideration (such as 
explosives), or when the contaminant particles may be of a size 
and type that could damage downstream processing equipment 
(Tadeusz, 1986). Metal detection has been employed at the output 
of a process, primarily to reduce liability for contaminated 
product. Such a location will prevent the release of contaminated 

product and aid in identification of failing process equipment. 
 
Metal detection at the input point of a process is also appropriate, 
sometimes vital, if the feedstock could be contaminated. Even if 
the contamination would not necessarily damage process 
equipment, product that would eventually be rejected by detectors 
at the output side could result in much processing cost wasted as a 
result of undetected contaminated feed. A single metal object in 
the feedstock, one that could be detected at the feed point and 

rejected at negligible cost, might be spread by processing so that 
an entire batch of product is ruined. This principle applies equally 
to intermediate steps in the processing of a product-if the output of 
an expensive process step is susceptible to rejection for metal 
contamination, both the input and the output of that step should be 
monitored by metal detectors [2].  
 
 

 
 

http://en.wikipedia.org/wiki/Alexander_Graham_Bell
http://en.wikipedia.org/wiki/James_Garfield
http://en.wikipedia.org/wiki/Land_mine
http://en.wikipedia.org/wiki/Airport_security
http://en.wikipedia.org/wiki/Geophysics
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Metal detectors are very popular for treasure hunting this device 
gives alert in an organization by making a distractive noise, it can 

be useful in household as well.  The advantage of this is to allow 
for people to pass through quickly and at the least inconvenience 
possible. There is an interesting explanation behind this effective 
and crime preventing item. Metal detectors use electromagnetic 
induction to detect objects that are considered metallic. Inside of 
the metal detector is a tool that when induced by a metallic 
current, it creates a magnetic field. When the metallic field comes 
in contact with a gun or a knife, the device is sounded to the 
presence of the metal. An important part of this is directly related 

to creation of a central security facility for the entire terminal 
[3][4]. 
 

1.1 Aim and Objectives of this paper 
The overall aim is to develop and construct a metal detector 
machine. The objectives is to ascertain the usefulness of a 
detector, to identify threat that may accidentally or intentionally 
exploit vulnerability in it usage and to see if it will be a good tool 

for security agents. 

1.2 Methodology 

 

A Methodology is a system of methods with an orderly and 
integrated collection of various methods, tools and notations. And 
the start of a new system life cycle is normally the result of some 
trigger such as the perception of a business need, failures or 
limitations of the existing system causing dissatisfaction, or 
heightened awareness of modern developments. 
 
Metal detectors are electromagnetic instruments that work on the 
principle of induction, using typically two coils (antennas); a 

transmitter and a receiver. Both coils are fixed in respect to each 
other and are used near the surface of the earth. Either an 
alternating or a pulsed voltage is applied to the transmitter coil 
causing electrical eddy currents to be induced in the earth. The 
electrical currents flowing in the earth are proportional to 
electrical conductivity of the medium. Theses currents generate 
eddy currents in buried metallic objects that is detected and 
measured by the receiver. 

 
 

 
 

Figure 1: Block diagram of metal detector 

 

2.  LITERATURE REVIEW 
 
A metal detector is an electronic device that detects the presence 
of metal, primarily through the transmission and reception of radio 
wave signals. A metal detector is not an instrument (Geiger 
counter) that detects energy emissions from radioactive materials. 
It is not an instrument (magnetometer) that measures the intensity 

of magnetic fields. It does not point to metal; it does not measure 
the abundance of metal. A metal detector simply detects its 
presence and reports its [1][4]. Metal is detected essentially by the 
transmission and reception of radio wave signals. This is true of 
any device designed for that purpose. What distinguishes quality 
metal detectors such as those manufactured by Garrett from those 
of lesser quality are the methods by which signals are transmitted 
and the sophistication with which they are received and 
interpreted. 

 
When a radio signal is produced in the search coil of a metal 
detector, an electromagnetic field is generated that flows out into 
the surrounding medium, whether it be earth, rock, water, wood, 
air or any other material [2]. Electromagnetic field lines penetrate 
metal whenever it comes within the detection path.  
 

 
 
Extent of this pattern depends upon the power used to transmit the 
signal and the resistance of the medium into which the signal is 
transmitted. The electromagnetic field generated by transmission 
from the search coil causes eddy currents to flow on the surface of 
metal detected by this field. Generating these currents on the metal 

cause’s loss of power in the electromagnetic field and this loss of 
power can be sensed by the detector’s circuitry [5]. 
 
Electromagnetic field lines passing through metal and generating 
eddy currents further disturb the normal electromagnetic 
field.These currents and their resulting distortion of the 
electromagnetic field are sensed by a metal detector. 
Simultaneously, a secondary electromagnetic field is generated by 
the eddy currents into the surrounding medium.A receiver in the 

search coil detects these signals at the same time the loss of 
generating power is being detected.Circuitry of the metal detector 
interprets all these sensations and generates appropriate audible 
and/or visible signals.The detection device instantly reports to the 
treasure hunter usually by an audio sound relayed to the detector 
speaker. 
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Eddy currents flow on the surface of any metal object (or mineral) 
having the ability to conduct electricity. Precious metals such as 

silver, copper and gold have higher conductivities and 
appropriately, more flow of eddy current than iron, foil, tin or 
other less desirable minerals. Since metal detectors can .measure. 
the amount of power that is used to generate eddy currents, the 
detector can tell which metals are serving as the conductors [3]. 
 
Quite simply, the quality of these signals generated, received and 
interpreted by the metal detector and the ability of the treasure 
hunter to act upon them determines the difference between 

.digging junk. and finding treasure. 
 
Metal detector are technology-packed machines that tell you the 
size, depth and even what your target is before you ever dig it up. 
They can be adjusted for depth and even set to find a specific type 
of metal. Sometimes they make an audible beep, other times they 
make a short blip. But, if you haven't read through the owner's 
manual then odds are you won't understand what those audio 

signals are telling you about your target [5][6]. 

 

Two of the most undesirable are also two of the most common. 

 Natural iron (ferrous minerals) found in most of the 

earth’s soil; 

  Wetted salt found in much of the earth’s water. 

 
A primary design criterion of any detector, therefore, must be to 
filter or eliminate responses from undesirable elements, permitting 
the treasure hunter to be informed only of those responses from 
desirable objects. 
 
This is accomplished in a variety of ways, depending upon the 

type of metal detector. Electronic engineers accomplish this 
through various methods of circuitry which properly manage the 
normal electrical phase relationship among resistive, inductive and 
conductive voltage. Phase shifting is a phenomenon basic to the 
understanding of electricity. Management of it to enable a specific 
metal detector to balance out iron mineralization or discriminate. 
Against undesirable targets involves highly proprietary knowledge 
and circuitry protected by U.S. patents. The Garrett engineers, 

incidentally, hold many of these patents, including a number that 
are primary in the manufacture of metal detectors ([6]. 
 
The simplest form of a metal detector consists of an oscillator 
producing an alternating current that passes through a coil 
producing an alternating magnetic field. If a piece of electrically 
conductive metal is close to the coil, eddy currents will be induced 
in the metal, and this produces a magnetic field of its own. If 
another coil is used to measure the magnetic field (acting as a 

magnetometer), the change in the magnetic field due to the 
metallic object can be detected. 

 

 
Fig. 2: Diagram Showing Different Types Of Metal Detector 

 

 

2.1.1 Types of Metal detector  

Treasure Hunting Metal Detectors 
Metal detectors designed primarily for treasure hunting come in a 

wide range of sizes and shapes. They can also vary in price by 
hundreds of dollars with some models sold very inexpensively. It 
has been said, however, that a cheap detector has difficulty 
locating a penny lying on a vinyl floor [2]. A capable detector can 
be depended upon to perform the tasks for which it was 
designed.as long as the detector is operated properly. What should 
a capableMetal detector, one that will find treasure, cost? 
Answering a question with a question, one might respond, What 

should a car cost? The answers to both questions are the same. The 
price will depend on the quality of the detector (car) purchased 
and the features (options) it offers. 
 
Most metal detectors are designed to find coins because the vast 
majority of treasure hunters seek coins and jewelry. Some 
instruments, therefore, are designed principally for coins, and 
others are specifically designed for different hunting tasks. Some 

are made to operate in or under the water; others are primarily for 
cache hunting (jars of coins. cans filled with coins) or prospecting 
for gold. Versatile describes a most popular type of detector such 
as the Garrett GTI series. This is the universal, or all-purpose, 
detector designed to fulfill any treasure hunting function on land. 
And, submersible search coils such as those that are standard with 
Garrett detectors permit the Master Hunter instruments to be used 
for underwater hunting as well [3][5]. 
 

2.2 Detector Configurations 
The basic configuration of most detectors features a control 
housing attached to the handle and stem with a cable wound 
around the stem to the search coil. This configuration is often 
called a wrist action model. 

http://en.wikipedia.org/wiki/Electronic_oscillator
http://en.wikipedia.org/wiki/Magnetic_field
http://en.wikipedia.org/wiki/Eddy_currents
http://en.wikipedia.org/wiki/Magnetometer
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Balance and weight are important in the selection of a standard 
configuration detector. Lightweight models can be used for long 

periods without causing much fatigue. Balance is defined as the 
ease with which a detector rests in the hand when held in normal 
operating position. Little effort should be required to hold the 
search coil in the air at operating height. Lightweight and good 
balance will result in minimal fatigue experienced both during and 
after treasure hunting [6]. 
 
Pistol-Grip: This type of detector (GTI Series), essentially a 
variation on the standard configuration, usually features a built-in 

extension arm rest. Excellent balance and lightweight generally 
make it an instrument that a hobbyist can use for hours without 
tiring. With the detector as an .extension.of the arm and hand, its 
Search coil stem lies along the same line as the forearm. Motion is 
accomplished without thinking since operation is almost as simple 
as .pointing a finger. 
 
Hip-Mount: This configuration features the control housing on a 

belt around the waist or slung over the shoulder with the search 
coil on an adjustable-length stem. An armrest is also usually 
supplied [4]. This configuration to which most standard detectors 
can be converted is designed to relieve the arm of weight and to 
protect the control housing in some surf-hunting models. 
Conversion are often available for use with standard detectors. 
Underwater Designs: The Garrett Sea Hunter Mark II and 
Infinium LS are the world.s most famous for use in shallow or 

deep water up to 200 feet. Designed for efficient land, surf and 
underwater hunting, these detectors are built in the hip-mount 
configuration but the control housing can also be mounted on the 
shaft. 
 

2.3 Discrimination 
Most modern metal detectors have controls that allow an operator 
to eliminate detection of certain classes of targets. This is called 

discrimination. With various targets placed on the dial in the order 
of their conductivity the operator sets his controls to indicate 
which targets the detector should accept and which it should reject 
[5]. The GTI and GTP.s feature notch discrimination, which 
enables an operator to set the detector so that it can isolate any one 
target to seek out. or any one type of junk metal to ignore. 
Regardless of the location of these targets on the conductivity 
scale. When a treasure hunter is scanning his searchcoil over the 
ground or in the water, a detector reports information on targets in 

three ways: 

 Increases or decreases in audible volume (universal on 

all detectors); 

 Meter deflections (types of meters can vary greatly, 
along with the amount and accuracy of the information 

they present); 

 Graphic information presented on LCD meters 

(sometimes reported in a numerical code). Acceptable 
objects cause the audio or visual indicators to increase in 
amplitude; unacceptable objects cause the indicators to 
decrease. Metered target identification indicators can 
provide additional information concerning the possible 
valueof targets (Smith, 1998). 

 

2.4  The Modern VLF Detector 
Metal detectors over the years have been made with various kinds 

of circuitry to transmit and receive signals. Many of these, though 
considered obsolete today, still perform capably. Because the Very 
Low Frequency (VLF) type detector is far and away today’s most 
popular, it is the type that this Guide will discuss. TheVLF name 
comes from the operation of this detector in the Very Low (radio) 
Frequency spectrum of 3 to 30 kilohertz [1]. Because VLFs can be 
designed with circuitry that is not bothered by the disturbing 
effects of iron minerals, circuit gain can be made higher; thus, 
improving sensitivity (smaller targets can be detected) and greatly 

increasing detection depth. Operating at a lower radio frequency, 
the VLF detector generates a greater amount of eddy currents. 
Since the depth on a metal target to which eddy currents can be 
generated increases as the frequency of the electromagnetic field 
source decreases, VLF.s cause larger amounts of eddy currents to 
be generated on targets at all depths. Thus, smaller and deeper 
targets can be detected [4]. 

 

3. METHODOLOGY 

 

3.1  Principle of Operation 
Upright "archway" detectors are used at entrances to secured 
buildings, such as courthouses or airports, to detect metallic 
weapons which may be brought in. Small portable "wand" 
detectors are used by security staff to frisk persons for the same. 
Larger portable metal detectors are used by treasure hunters to 

locate metallic items, such as jewelry or coins, buried shallowly 
underground. 
 
There are three types of metal detectors: beat frequency oscillator, 
induction balance, and pulse induction. 

 In a beat frequency oscillator detector, a coil is used as 
an inductor in an oscillator, whose frequency changes 
when metal causes its inductance to change. Another 
oscillator produces a close frequency, and audible beats 

between them signal metal.  

 In an induction balance detector, there are two coils, 
usually gibbous with about 10% overlap, and a sine 
wave is transmitted with one coil and received with the 
other. The coils are adjusted so that there is no signal in 
the receive coil when there is no metal nearby.  

 In a pulse induction detector, a pulse is generated 
(usually by cutting off an inductor) and sent through a 
coil and the detector listens for echoes.  

 

3.2  Metal Detectors and Archaeology 

The use of metal detectors to search for archaeological finds is 
practiced both by archaeologists and hobbyists. In some European 
countries including France and Sweden the use of a metal detector 
is forbidden by law, unless one has special permission. This is 
intended to protect archaeological sites but rarely means that illicit 
metal detecting ('nighthawking') does not take place and has the 
effect that new sites found by metal detector are never publicized 
or investigated fully. Instead they are slowly plundered for their 

metal items, disturbing the stratigraphy and forcing the artefacts 
on to the Black Market, never to be seen again.  

http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Inductor&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Electronic+oscillator&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Archaeology&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=France&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Sweden&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Stratigraphy&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Black+market&gwp=8&curtab=2222_1
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In the United Kingdom metal detecting is generally permitted 
provided certain criteria are met and efforts are made to record 

finds through the Portable Antiquities Scheme. The scheme has 
critics however, including some archaeologists and some metal 
detectors themselves. Countries with no restrictions or methods to 
deal with new finds in place are in danger of sites being regularly 
raided and their contents sold on without the information they 
provide ever being known. However, there are some responsible 
metal detectors in unrestricted nations who contact archeologists 
when they find artifacts, and who never dig. They benefit 
archeology by finding artifacts for scientists. Archaeologists use 

metal detectors to scan their spoil heaps and also to examine wide 
areas such as battlefield sites where surface scatters of metal 
objects may be all that survives. New metal detectors have small 
screens near the handle. 
 

3.3  How Metal Detectors Work 
Mention the words metal detector and you'll get completely 
different reactions from different people. For instance, some 

people think of combing a beach in search of coins or buried 
treasure. Other people think of airport security, or the handheld 
scanners at a concert or sporting event.  

 
Figure 3: Bounty Hunter (Thomas, 1993) 

 
Metal detector can provide hours of enjoyment when you use  
them to search for buried treasure.  The fact is that all of these 
scenarios are valid. Metal-detector technology is a huge part of our 
lives, with a range of uses that spans from leisure to work to 
safety. The metal detectors in airports, office buildings, schools, 

government agencies and prisons help ensure that no one is 
bringing a weapon onto the premises. Consumer-oriented metal 
detectors provide millions of people around the world with an 
opportunity to discover hidden treasures (along with lots of junk). 
  

In this article, you'll learn about metal detectors and the various 
technologies they use. Our focus will be on consumer metal 

detectors, but most of the information also applies to mounted 
detection systems, like the ones used in airports, as well as 
handheld security scanners. 
 

3.4  Anatomy of a Metal Detector 
A typical metal detector is light-weight and consists of just a few 
parts:  

1. Stabilizer (optional) - used to keep the unit steady as 
you sweep it back and forth  

2. Control box - contains the circuitry, controls, speaker, 
batteries and the microprocessor 

3. Shaft - connects the control box and the coil; often 
adjustable so you can set it at a comfortable level for 
your height  

4. Search coil - the part that actually senses the metal; also 
known as the "search head," "loop" or "antenna"  

 
Figure 4:  Photo courtesy Garrett Electronics (Thomas, 1993) 

Garrett GTI 1500 metal detector 

 
Most systems also have a jack for connecting headphones, and 
some have the control box below the shaft and a small display unit 
above.  
 

Operating a metal detector is simple. Once you turn the unit on, 
you move slowly over the area you wish to search. In most cases, 
you sweep the coil (search head) back and forth over the ground in 
front of you. When you pass it over a target object, an audible 
signal occurs. More advanced metal detectors provide displays 
that pinpoint the type of metal it has detected and how deep in the 
ground the target object is located.  
 

Metal detectors use one of three technologies:  

 Very low frequency (VLF)  

 Pulse induction (PI)  

 Beat-frequency oscillation (BFO)  
The sensor stage employs the use of a Colpitts Oscillator. The 
selection of a Colpitts Oscillator is due to the fact that it is an LC 
oscillator. 
The circuit of this stage is shown in fig. 3.4 below: 

http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=United+Kingdom&gwp=8&curtab=2222_1
http://www.answers.com/main/ntquery?method=4&dsid=2222&dekey=Portable+Antiquities+Scheme&gwp=8&curtab=2222_1
http://home.howstuffworks.com/airport-security.htm
http://home.howstuffworks.com/airport.htm
http://home.howstuffworks.com/speaker.htm
http://home.howstuffworks.com/battery.htm
http://home.howstuffworks.com/microprocessor.htm
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Figure 5: Colpitts Oscillator Stage (Thomas,1993) 
 

 
The inductor (L) is the sensor transducer. The inductor is meant to 
be buried on the road and since it generates an electromagnetic 
field, which is proportional to the current flowing in the coil, a 
metal in that field tends to influence the field strength and thereby 
reduce or increase the amplifier gain. The oscillator uses an LC 
tuned circuit and positive feedback in a capacitive pick-off from a 
tuned circuit. The transistor TR1 is the amplifier for the oscillator 
stage.  

 

The frequency of oscillation is given by 

 

F = 1/21/L (1/C1  +  1/C2) 

 

Either C1 and C2 could be used to get the resonant frequency but 
the usual arrangement is for C1 to be made much larger than C2. In 
this case C2, the lower value capacitor sets the frequency and C2 
having a low reactance at the frequency of oscillation provides the 
feedback path. 
 
If C1 is made much larger than C2 the circuit will still oscillate 
with current feedback provided with C1. However this method 

gives low amplitude at the output since the Q – factor of the 
resonant circuit will be low due to the fact that the low input 
impedance of the device shunts C2. 
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For the metal detector, the frequency value doesn’t matter since 
the frequency will be rectified to D.C. The varying voltage level is 

fed to a comparator input. A frequency output of 10KHz was set 
(since the colpitts oscillator works better at higher frequencies). 

Since F =Hz, letting C1 =F and C2 =F   ………………(1) 

 
From (1) 
 
 L =  (1/C1  + 1/C2) 
 

42f2 

 

A large indicator would have to be designed and wound to give this 
value for the oscillator to work. For the indicator inductance. 

L  =AN2 

Where  = Permitivity of free space 

  A  = Area of loop 
  N  = Number of turns 
  L  = Length of loop 

 

3.5  Voltage Comparator 

The function of the comparator is to compare two voltages and 
give an output, which tell if they are equal or unequal. The 
comparator stage in this circuit is used to senses when the battery 
is fully charged. A reference voltage of 1.2V is applied to the non- 
inverting input of the comparator, generated by the drop across D1 
and D2 . 
 
When the charging voltage is impressed on the battery, it drops 

and increases exponentially as the battery charges. When the 
battery is charged the voltage on the battery rises to the charging 
voltage (i.e. 14.4V).  
 
VR1 will be adjusted such that at 14.4V a drop of1.2V will be at 
the inverting input of the comparator. This will set the comparator 
at the threshold of switching and any further charging will 
increase this voltage which will consequently cause the output of 

the comparator to go high which will now switch a thyristor 
circuit. 

R16
5k

4

1

8

R14 1k

V+

3

2

V+

R15 1K

+

-

IC7

LM393

 
 

Figure 6: Comparator Circuit 
 
 
Vout = A0 Vin 

 
Where A0 = open loop voltage gain. 
 
And Vin = V+ -V- 

 
Vout will drop to V+ for the slightest positive difference in 
voltage since A0 is often very large (in order of 20000). As the  
tends to go above  the drop across VR1 tend to exceed, hence the 
output drop to V+, and switches a thyristor circuit which control a 

relay that cut off the charger. 

 

3.6  Timer Monostable 
The one-shot monostable stage generates one shot of clock pulse 
each time the sensor detects a metal in the form of a car. The one-
shot monostable is triggered from the output of a comparator, 
which senses the car and sends it clock to the input of a counter to 
show the count. Fig 3.2a shows the one shot monostable. 

 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

 

 

42 

 

 

3

C

R

1

48

7

6

V+

 

Figure 7: one shot Monostable.   

 

Since T = 1.1RC, and the time duration of the monostable is 1s. 
(To allow for fast triggering of the counter). 
 
Letting C=100uF, 
 
Gives R = 1/ 1.1x100uf 
              = 9.09K 
              = 10KΩ. 

 

3.7  ALARM 
Since VCO center frequency is 500Hz, at maximum voltage input 
frequency count should be 1KHz.  

For the frequency counter to display the appropriate frequency, 
the counter must count for a duration of 1s. 

For T=1s, 

F=1/T 

  =1Hz. 

Given that, 

F= 1.44/(R1 + 2R2)C. 

 
 
 
 
 

 

For duty cycle of the output waveform to be symmetrical, RB (= 
R3) must be > Ra (= R2), hence letting 

 
R2 = 1k and C = 10μF, implies that 
 
   RB = 1.44   -  RA 

          
        FC      

 = 1.44        -   1K 
                             1 x 10μF 
  

= 71.5KΩ 
 
a preset resistor of 100K was used. 
 

Hence R2 = 1k, R3 = 100k(preset) and C = 10F. 

7

  R2

6

2

3

8 4

IC2

R3

 

 
Figure 8: Two-tone siren. 

 
The alarm circuit is a two tone siren type alarm. It falls under the 
category of security alarm systems. To scare the supposed thief 
and also to alert passers-by that there is a problem with the 
particular car. The alarm circuit is a combination of two a stable 

multi-vibrators.the astables oscillates at different frequencies of 
which one is used to modulate the other. Modulation is achieved 
from pin5(control voltage). For normal astable operation pin 5 
goes to zero via a capacitor of 0.01μF but if a voltage of between 
45% and 90% of Voltage applied is applied to the to pin5, 
frequency modulation occurs.Coupling the voltage via a capacitor 
creates a kind or warble tone, due to the charging and discharging 
of the battery. Fig 3.5a shows the circuit of the two tone alarm.
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Figure 9:  Two-tone siren. 
 
 
The first monostable is used to modulate the second which 

generates a constant tone. The warble effect is achieved by 
coupling the modulating signal via capacitor C4.for the first 
monostble a frequency of  3Hz is generated.  
 
DESIGN CALCULATIONS; 
t1 = 1.1C(R1 + R2) seconds  (where t1 = ON time) 
t2 = 0.693CR2seconds  (where t2 is the OFF time) 
Since F = 1/T 
& T = t1 + t2 

 

 
F = 1/ ln2C(R1 + 2R2) seconds 

F = 1.44/(R1 + 2R2)C  ……………..(2) 
 
Letting R1 = 10K and C = 100μF for F=0.5Hz(for the modulating 
astable) 
Substituting the values into equation 2 
  R2 =9.4K 
For F=1KHz, letting R1=47K and C=10nF(for the tone generator 
stage) 
Substituting values to equation 1 gives R2=48.5KΩ 

A variable resistor of 100K was however used. 

 

Comprehensive Circuit Diagram. 
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Figure 10:  Overall Circuit diagram 
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4.  IMPLEMENTATION 
 

The implementation of this project was done on the breadboard. 
The power supply was first derived from a bench power supply in 
the school electronics lab. (To confirm the workability of the 
circuits before the power supply stage was soldered). Stage by 
stage testing was done according to the block representation on the 
breadboard, before soldering of circuit commenced on Vero board. 
The various circuits and stages were soldered in tandem to meet 
desired workability of the project.  
 

                                                                   

 
 

Figure 11:  Shows the soldering and component arrangement 

on the various Vero boards. 

 

 
 

Figure 12:   Component arrangement on veroboard2. 
 

 
 

Figure 13: Component arrangement for Vero-board 3. 

 

4.1  Casing and Boxing. 
The second phase of the project construction is the casing of the 
project. This project was coupled to a metal (PLASTIC) casing. 
The casing material being wrought metal (STAINLESS STEEL 
OR FIBER GLASS PLASTIC), designed with special perforation 
and vents and also sprayed to ensure insulation and give ecstatic 
value. 

 
 

 
 

Figure 14: Isometric view of cased job with dimensions. 
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5. CONCLUSION 
 

The project which is the design and construction of metal detector 
was designed considering some factors such as economic 
application, design economy, availability of components and 
research materials, efficiency, compatibility and portability and 
also durability. The performance of the project after test met 
design specifications. However, The general operation of the 
detector and performance is dependent on the user who is prone to 
human error such as mishandle or by not following the instruction 
on how to operate it. 

 
 Also the operation is dependent on how well the soldering is 
done, and the positioning if the components in on the Vero-board. 
If poor soldering lead is used the circuit might form dry joint early 
and in that case the project might fail. Also if logic elements are 
soldered near components that radiate heat, overheating might 
occur and affect the performance of the entire system. Other 
factors that might affect performance include transportation, 

packaging, ventilation, quality of components, handling and usage. 
 The construction was done in such a way that it makes aintenance 
and repairs an easy task and affordable for the user should there be 
any system breakdown.   
 
In the past, metal Detector was used very limit, because the lack of 
technical, it was only used in the Army and to find some lost 
things, but nowadays, with the develop of the technology, Metal 

Detector is being used in all over the world, we can see them 
everywhere, in the airport, in the building, in the banks, in factory, 
and in different purposes. Metal Detector now becomes more 
important to serve human life better. 
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ABSTRACT 

 
There is a growing move by government leaders in Nigeria to showcase their social media presence in personal communications or official 
government websites. However, the motive for using social media is not clear. Is it to take advantage of the power of social media  to foster 

citizen engagement or is it just a case of joining the bandwagon? Are those with high social media activity, the Governor’s perceived as 
high performers? Nigeria operates a federal system of government with 36 states. each managed by an elected “State Governor”. This study 
attempts to answer the question posed with respect to the State Governors in Nigeria and their use of social media, specifically Facebook 
and Twitter. The social media activity of each Governor was scanned for evidence of engagement between them and citizens. The  
conclusion is reached that while many Governors have social media accounts, citizen engagement is quite low although there seems to be a 
relationship between a Governor’s social media activity and governance performance. 
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1. INTRODUCTION 
 
Social media networks which is the focus of this study  comprise 
networking sites like Facebook, Twitter, Myspace and so on and it 
refers to the means of interactions among people in which they 
create, share, and exchange information and ideas in virtual 

communities and networks [3]. According to Powell, Groves and 
Dimos [9] social media introduces substantial and pervasive 
changes to communication between organizations, communities 
and individuals. They also point out that social media has greatly 
changed the way the public communicates and expectations of the 
responsibility of government have also shifted. Furthermore, while 
some countries are being pro‐active on the social web, others often 

find themselves in a corner, forced to engage in discussions that 
often started without them. 
 

Ahlqvist, Bäck, Halonen, and Heinonen ([1] pointed out that 
government culture remains steeped in traditional ideas about 
public relations and outreach work, notions that have become 
archaic in an internet enabled world. They state further, that like 
private companies which use social media to manage brand 
reputations, monitor sentiment and help customers, governments 
must adapt if they wish to effectively communicate with citizens 
and stakeholders. Social technologies can make networking and 

engagement with the public simple and powerful, make research 
faster, provide mechanisms for combating negative publicity, and 
measure public sentiment to help inform public policy [9].  
 
 
 

 
 
The linkage between e-government and good governance results 
in a more inclusive, effective, efficient, transparent and 
accountable public administration, which will be key to improved 
economic development and competitiveness [5]. In 2012, the 

number of Facebook users in Nigeria was put at 6,630,200, 
representing a 3.9 percent penetration rate (Internet World Stats, 
2012). Nigeria is also the third most active African country on 
Twitter [10]. Politicians in Nigeria are joining the online 
community to communicate with their audiences because they 
believe they are a key demographic who shape and influence 
perception [4]. However there is no comprehensive knowledge of 
their activities as well as how this form of media can impact on 

governance and development. 
 
Nigeria operates a federal system of government with a strong 
federal center with equally strong 36 states. The states are 
governed by elected persons who serve as “State Governor”. The 
purpose of this research is, therefore, to provide evidence-based 
insights into the use of social media by the Governors to engage 
with the citizens they govern. It seeks to answer the questions: Do 

the Governor’s use social media in order take advantage of its 
power  to foster citizen engagement or is it just a case of joining 
the bandwagon? Can the level of social media activity be linked to 
their level of perceived governance performance? The research is 
concerned mainly with examining each of the 36 state Governor’s 
online activity on two social media sites - Facebook and Twitter, 
since these are the most used by Nigerians. 

mailto:ovmejabi@gmail.com
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2. METHODOLOGY 

 
The data was collected in January, 2014. It involved examining 
the activity of each of the 36 Governors on Facebook and Twitter. 
The process did not violate privacy issues in that the entire 
Governors’ pages on Facebook and their handles on Twitter are 
free to be surfed by any user and are readily available to the 
public. 

 
Content analysis from Facebook was su\mmarized under the 
following themes: 

a) Presence – Does the Governor have a public Facebook 
account? 

b) Interactivity and citizen engagement - How many 
‘number of likes’ do the Governors have? How often 
does the Governor post ‘statuses’? Do people comment 

on the posts? What is the nature of their discourse? 
c) Chat activity - To determine chat activity which is 

private between the visitor of the page and the owner of 
the page, a message: “Hello Sir/Ma” or “Good day 
Sir/Ma”, was posted in expectance of a response. This 
was used to complete the following question: Do the 
Governors’ respond to people’s chat?  

d) Event creation - Facebook allows a template for Event 

Creation with the options “yes”, “no” or “maybe”. The 
Governor can use this to invite people to political 
campaigns, public lectures, project launching, etc. This 
was checked in order to answer the questions - How 
often do the Governor’s create events on their page? Do 
people respond to it? 

 
On Twitter, content analysis was summarized as follows: 

a) Presence - Does the Governor have a public Twitter 
handle? 

b) Interactivity - How many people follow them? How 
many people are they following? How often does the 
Governor’ post tweets? Do followers comment on the 
Governors’ tweets? 

The data collected was analyzed using descriptive statistics.  
Where appropriate the findings were compared against 
secondary data collected on Governors’ performance 

rankings. Such rankings, though subjective, provided a means 
of discussing the social media activity of Governors against 
their level of perceived performance. 
 

3. RESULTS 

 
3.1 Presence 
Not all the State Governors in Nigeria have Facebook or Twitter 
accounts. While 26 of the 36 Governors have Facebook accounts, 
only 19 of them have Twitter accounts. The social media activity 
summarized in Table 1, does not include the 7 State Governors 
that have no presence on either platform. These are: Akwa Ibom, 
Delta, Gombe, Jigawa, Kano, Yobe, Zamfara). In Table 1, data for 

State Governor’s with no social media account is shown as “nil” 
while account holders with no record for the activity is shown as 
“zero”. 

3.2 Interactivity and Citizen Engagement 
The interactivity between the Governors and citizens can be 

summarized by the following descriptive statistics: 
a) The total number of Facebook likes for all Governors 

with presence is 240,204 and the average is 9,238 
(n=26). 

b) The total number of Twitter followers of all Governors 
is 279,682 and the average is 14,720 (n=19). 

c) The total number of Twitter users followed by all the 
Governors is 572 and the average is 30 (n=19). 

d) The total number of Tweets by all the Governors is 

11,281 and the average is 593 (n=19). 
 
The five most liked or followed Governors and the five most 
active Governors on Twitter are shown by their ranking position in 
Table 2. The rankings shown in Table 2, reveal that with the 
exception of Sokoto state from the north-west zone of Nigeria, the  
 

Table 1. Summary of State Governors’ activity on Facebook 

and Twitter  

S/

No State 

Number 

of 

Faceboo

k likes 

Number 

of 

Twitter 

follower

s 

Number 

of 

Twitter 

followed 

Numbe

r of 

Tweets 

1 Abia 278 Nil Nil Nil 

2 Adamawa 654 Nil Nil Nil 

3 Anambra Nil 259 0 13 

4 Bauchi 580 Nil Nil Nil 

5 Bayelsa 121 Nil Nil Nil 

6 Benue  320 235 23 138 

7 Borno 2233 464 0 1 

8 
Cross 
River  730 4951 17 529 

9 Ebonyi 1000 Nil Nil Nil 

10 Edo  111697 277 9 8 

11 Ekiti 660 25230 29 2188 

12 Enugu  6042 526 0 5 

13 Imo  Nil 2062 133 13 

14 Kaduna  537 97 1 2 

15 Katsina 3197 Nil Nil Nil 

16 Kebbi 234 Nil Nil Nil 

17 Kogi 444 Nil Nil Nil 

18 Kwara  2043 5769 16 575 

19 Lagos  6354 174079 46 1704 

20 Nasarawa 752 367 5 112 

21 Niger  1041 Nil Nil Nil 

22 Ogun 63445 5370 41 2867 

23 Ondo 10508 12538 49 541 

24 Osun 20261 26778 99 486 

24 Oyo  3097 11961 7 1164 

26 Plateau  1470 120 10 3 

27 Rivers  438 7454 17 253 

28 Sokoto Nil 1145 70 679 

29 Taraba 2068 Nil Nil Nil 

  Source: Online content analysis, 2014 
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Governors identified are those whose states are in the south-west, 
south-south and south-east zones of the country. Thus, 95 percent 

of the most active Governors on social media are those from the 
southern part of the country, where socio-economic and 
development indicators are usually highest [7]. 
 

Table 2. Top 5 performing Governors on various social media  

               activities 

Social media 

activity No. 1 No. 2 No. 3 No. 4 No. 5 

Governors 
with most 
likes on 
Facebook Edo Ogun Osun Ondo Lagos 

Governors 
with most 
followers on 

Twitter Lagos Osun Ekiti Ondo Oyo 

Most tweeting 
Governors Ogun Ekiti Lagos Oyo 

Sokot
o 

Governors' 
following 
others the 
most on 

Twitter Imo Osun 

Sokot

o Ondo Lagos 

Source: Online content analysis, 2014 
 
For statuses and comments, the following were determined: How 
often do the Governors post statuses? do people comment on the 
posts or tweets? and what is the nature of their discourse? The 
frequency with which Governors post statuses and tweets is  

presented in Table 3 and reveals that no Governor posts or tweets 
daily. Rather, majority of them (69% on Facebook and 58% on 
Twitter) post or tweet monthly. 
 

Table 3. Facebook Frequency of Posts on Facebook and  

              Tweets on Twitter 

Frequenc

y of posts 

/ tweets 

Facebook posts Twitter tweets 

Number 

of 

Governor

s Percent 

Number 

of 

Governor

s Percent 

Daily 0 0 0 0.0 

Weekly 1 3.8 7 36.9 

Monthly 18 69.2 11 57.9 

Yearly 7 26.9 1 5.2 

Total 26 100.0 19 100.0 

Source: Online content analysis, 2014 
 
The online content analysis further revealed that every post or 

tweet of a Governor was commented on by people. This shows 
that citizens are out there, online, who are reacting to what the 
Governors are saying. At least half of the Governors online 
discourse was political in nature (on Facebook, 52% and on 
Twitter, 46%). Very few of the discourse addressed governance 
issues such as education, budget, child abuse, employment, and 
gender.  

This suggests that though the Governors are active on social 
media, they may not be aware of the potential impact engaging 

with citizens can have, just as Powell et al. [10]. 
 

Table 4. Governors’ discourse on Facebook and Twitter 

Nature of 

discourse 

Facebook Twitter 

Frequenc

y 

Percent Frequenc

y 

Percent 

Political 26 52.0 20 45.5 

Personal 10 20.0 5 11.4 

Budget 6 12.0 5 11.4 

Education 2 4.0 3 6.8 

Child abuse 
and 
trafficking 

3 6.0 8 18.2 

Religion 1 2.0 1 2.3 

Employment 1 2.0 1 2.3 

Women 
issues 

1 2.0 1 2.3 

Total 50 100.0 44 100 

Source: Online content analysis, 2014 
 

It was found that Governors responded more to tweets (79% 
response) than they did to comments on Facebook (23%). 
 

Table 5. Do the Governors respond to people's comments or  

               tweets? 

Governor 

response to 

citizen posts 

Facebook Twitter 

Frequency Percent Frequency Percent 

Yes 6 23.1 15 78.9 

No 20 76.9 4 21.1 

Total 26 100.0 19 100.0 

Source: Online content analysis, 2014 
 

The event creation aspect of the Governors Facebook activity was 
examined, and the frequency with which they used this feature is 
presented in Figure 1. The data shows that over 73% of the 
Governors do not use this medium to invite citizens to events such 
as political campaigns, public lectures, project launchings, etc. 
This further reiterates that the Governors who are active on social 
media are yet to be fully aware of how to exploit the benefits. 
  

 
Figure 1. Frequency of event creation 
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4. CONCLUSION AND RECOMMENDATIONS 

 
The main focus of this work was on two popular social media 
networking sites which are Facebook and Twitter. Online presence 
of all the 36 state Governors was checked on both Facebook and 
Twitter and it was found 26 of the Governors had a presence on 
Facebook while 19 had Twitter handles and seven had neither. 
Across five different social media activities, Governors from the 

southern part of Nigeria were amongst the top five in most 
instances. These Governors were those of Edo, Ognn, Osun, 
Ondo, Lagos, Ekiti, Oyo, and  Imo. Only the Governor of Sokoto 
state from the northern part of Nigeria, was in this group. Three of 
these Governors are mentioned on a popular Nigeria online forum, 
Nairaland, as top five performing Governors: Rochas Okorocha of 
Imo, 1st; Akpabio Godswill of Akwa Ibom (who did not have a 
facebook or Twitter account), 2nd; Raji Fashola of Lagos, 3rd; 

Adams Oshiomole of Edo, 4th; with Rotimi Amaechi of Rivers and 
Sullivan Chime of Enugu, tying in fifth place [6][2]. 
 
Similarly, the Nigeria Governors’ Forum, a formal coalition of the 
elected Governors, in their annual peer rankings, declared the 
Governor with the best website as Kayode Fayemi of Ekiti state; 
Governor with the best security consciousness, Ibikunle Amosun 
of Ogun state; Governor with the best good roads, Raji Fashola of 

Lagos state; Governor who created the most employment, 
Godswill Akpabio of Akwa Ibom state; Governors with the best 
educational systems, Rochas Okorocha of Imo state and Rauf 
Aregbesola of Osun state; overall best Governor, Rochas 
Okorocha of Imo state (Nigeria Governors’ Forum, 2013). Apart 
from the Governor of Akwa Ibom, without a presence on social 
media, all others ranked highly by the Forum’s expert panel are 
amongst the top five found to be most active on social media by 

this study. Thus, although a categorical statement cannot be made 
about the type of relationship between Governor social media 
activity and governance performance, there is enough connection 
emerging that is worth exploring further in future studies. 
 
The Governors that are using social media do not seem to fully 
appreciate its power in governance. Their online discourse is more 
on politics with very little on the budget or education or security 
or even on child trafficking, all of which are major concerns to 

Nigerian citizens. Very few of them on Facebook use the event 
creation feature to their advantage. For example, The President of 
Nigeria, Goodluck Jonathan, launched his 2011 campaign via 
Facebook [3][2]. According to Makama [4] the President enjoys 
strong support from advocates as they often record his “before and 
after Jonathan” successes often on social media. 
 
It may be pertinent to question whether Nigerian citizens are 

engaging enough with the Governors. The total number of 
Facebook likes for all the Governors combined is 240,204, in 
comparison to the number of likes for the popular Nigerian 
actress, Omotola Jalade Ekehinde, who is the first celebrity in 
Nigeria to exceed the one million mark in number of Facebook 
likes. 
 
 

 

Social media will continue to develop and bring about changes in 
the interactions between those who govern and the governed. The 

Governors should try to reach out more to its citizens and be very 
active on their pages rather than being  passive by regularly 
updating statuses or tweeting, at least once in a week. The 
Governors and citizens need to understand the benefits of citizen 
engagement for good governance, accountability and eventually, 
economic development. Creating this awareness and building the 
capacity to use social media to make these happen, should be 
taken up by the academe, civil society and the media. 
 

For further study, it is recommended that a survey of citizens 
should be done to obtain their knowledge, attitude and practices 
towards engaging elected leaders via social media. To complement 
this, a survey of the Governors or their aides, can also be 
undertaken. 
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ABSTRACT 

 
Computer has become a global avenue that links one part of the world to the other. It has proved to be a way to solve many problems of 
paper works that can be converted to a computer-based works. One major way to manage spatial data is the Geographic Information 
System (GIS). An easy way to have access to an area is to digitally represent it; the GIS have played a major role in convert ing paper map 

work into a computer-based one.  GIS is a system that uses spatial (geographically referenced) and non-spatial (attribute) data and includes 
operations that support spatial analysis; it is a spatial data management or handling system. The purpose of this paper is to develop a usable 
geo-database to store geographical information of an area. A geo-database data model was developed using Entity Relationship Approach 
(E-R) for the system development and physically realized utilizing Java programming language, MYSQL and POSTGIS. The data model 
was then tested against an existing traditional map to determine whether or not the geo-database model was functional. The results were 
encouraging as the data model was able to handle the majority of data types and their accompanying representation. The paper will aid in 
locating the facilities on campus, as well as help management make more informed decisions on the available resources. Future work can 
be done on web-based system for easier accessibilities and very pontificate GIS software can be used to design the geo-database system for 

spatial map for a more secure system. 
 
Keyword: Geographic Information System (GIS), Spatial map, POSTGIS, Entity Relationship, Digital map 
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J.B. Awotunde, S. Abdulkadir, O. Folorunsho & N.T. Toye (2014). Easy Accessibility to Institution Facilities Using Geographic Information System  

GIS) for Spatial Map. Afr  J. of Comp & ICTs. Vol 7, No. 4. Pp 51-58.  

 

1. INTRODUCTION 
 
Today, information has become speedily accessible because of 

technological advancements, with information technology 
someone can easily access information without having to go far 
before getting them. Computer has been proved useful in the area 
of information distribution and it can be access easily with the use 
of Internet. It is inevitable for the educatory institutions, where the 
basis of information is formed, to pioneer at the point of 
presenting information. In this content, presenting to the user 
information on institutions which are able to access information 
constitutes one of the most primary steps. Computers and 

electronic communication stand out as important components in 
terms of making information available. The computer 
environment is employed so as to ensure faster flow of 
information in the rapidly developing world. Geographical 
information systems are a part of this trend. 
 
A Geographic Information System (GIS) is a computer system 
planned to capture, store, manipulate, analyze, manage, and 

present all types of geographical data. The acronym GIS is 
sometimes used for Geographical Information 
Science or Geospatial Information Studies to refer to the academic 
discipline or career of working with geographic information 
systems and is a large field within the broader academic discipline 
of Geoinformatics [1]. 
 
 

 
 
This is any information system that integrates, stores, edits, 

analyzes, shares, and displays geographic information for 
update decision making.GIS applications are tools that allow users 
to create interactive queries (user-created searches), analyze 
spatial information, edit data in maps, and present the results of all 
these operations. Geographic information science is the science 
underlying geographic concepts, applications, and systems. GIS is 
the merging of cartography, statistical analysis, and computer 
science technology [1]. There are many fields that are involved in 
the field called GIS among the prominent one are as follows and 

there used in the field of GIS: 
 Cartography: This display visual information on the 

GIS 
 Computer Science: This is used for databases, 

computer graphics and image processing. 
 Civil Engineering: The field helps in the area of 

transportation and soil texture 
 Geodesy: It is high accuracy positional control of GIS 

 Surveying: This helps in position of land boundaries, 
buildings, roads etc. 

 Statistics: It is used in the area of models, analysis of 
error 

 Mathematics: Mathematics is very useful in the area of 
geometry and graph theory 
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 Geography: This field is one of the core areas in GIS it 
is widely used in spatial analysis, relation of man to 

world and mapping of important areas. 
 Operations Research: It is widely used in optimization 
 Photogrammetry: The aerial photographs are best 

sources for topography, which is very useful in GIS. 
 Remote sensing: This is very useful in the area of 

images from space [1]. 
 
GIS can be used to measure distance of observations from other 
features, which can be regarded as a specific example of the use 

of GIS for measurement and its use to calculate the distance 
between observations this provide one specific example of the use 
of GIS to understand spatial arrangement.Many researchers have 
used GIS to understand, analyze, and manage spatially distributed 
data mapped to a geographical region. The system started with the 
purpose of creating digital maps, it quickly became a valuable tool 
in the decision making process for various industries. GIS has 
been widely accepted by government agencies. The majority of 

GIS applications are found in areas of natural resources, socio-
economic demographics, and urban planning and transportation. 
However, increasingly applications are found in almost all 
disciplines including: agriculture, business, engineering, 
environmental sciences, healthcare, law, and real estate [2]. This 
paper try to represent the map of an area by develop a usable geo-
database to store geographical information of the area, by this the 
user of the system can easily locate any part of the area without 

any assistant from the map or person.  
 

2. RELATED WORKS 
 
Since accessibility is one of the prominent issues to land, asset, 
farm lands, institutions and properties etc, several researches have 
proposed the used of GIS for easier accessibility in a like manner 
of this paper, to sift from problems of paper works and map that 

can be converted to a computer-based works. GIS has been the 
most widely used by many researchers during the 20th century. 
The maturity of GIS and the dramatic improvement of the geo-
database have led to the proposal of geo-database to store 
geographical information of an area for easy accessibility. 
 
[2] used and illustrated the services of GIS to spatially analyze the 
distribution of the prevalence of asthma among school children 
(13-17 years) in the New York City area. The researcher make 

used of the chi square inferential statistics and correlation matrix 
techniques to analyze the spatial data. [3] developed an integrated 
Web-based GIS system to support policy making for conserving 
biodiversity. The paper make used of spatially explicit inter-
operational platform and data that are categorized into (a) base-
map, (b) environmental layers, and (c) animal localities. As a 
result, the system is easily updated; and query cum analysis also 
easily carried out on situation of animal movement and habitat. 

[4] developed an HIV/AIDS database that is embedded in a 
Spatial Information Management System. Statistical method was 
used to collect reliable data to assess the status of HIV/AIDS in 
communities in order to demonstrate the fact that paper-based 
system is not reliable for inferential statistics. This was 
substantiated by the development of web-based GISs.  

The GIS system was developed to manage boreholes and 
geological data; as well as HIV/AIDS respectively. Gibbons and 

Machin (2005) use GIS to evaluate the proximity of properties to 
rivers, coasts, woodlands, roads, railway lines and airports in their 
study valuing rail access. Turning to the broader issue of spatial 
arrangement there are a number of potential areas of overlap 
between GIS and spatial economics which have only just begun to 
be explored by many researchers. [6] proposed the effect of 
spatial layout on nurses’ movement was modelled with far greater 
predictability and consistency. RFID tags were used to collect 
time-sequence spatial data for the analysis using both the Poisson 

distribution function and log link function for the said system. 
Burchfield et al (2006) make used of GIS to calculate the 
percentage of the urban fringe defined as a 20 kilometer buffer 
around existing development that is lies above water yielding 
aquifers. The use of such buffers is in its infancy in socio-
economic applications but has the potential to be very useful 
because it reduces the need for research to rely on arbitrary 
discretisations of the study area of interest. [8] also proposed a 

balanced client/server Web-based spatial analysis system that uses 
a Geospatial datasets for land management and its performance 
evaluation geospatial showed that land can easily be managed 
with web-based and for easy accessibilities. 
 
E. W. Gilbert's version (1958) of John Snow's 1855 map of the 
Soho cholera outbreak showing the clusters of cholera cases in the 
London epidemic of 1854. While the basic elements of 

topography and theme existed previously in cartography, the John 
Snow map was unique, using cartographic methods not only to 
depict but also to analyze clusters of geographically dependent 
phenomena. The early 20th century saw the development of 
photo-zincography, which allowed maps to be split into layers, for 
example one layer for vegetation and another for water. This was 
particularly used for printing contours. Drawing these was a 
labour intensive task but having them on a separate layer meant 

they could be worked on without the other layers to confuse the 
draughtsman [9]. 
 
CGIS was an improvement over "computer mapping" applications 
as it provided capabilities for overlay, measurement, and 
digitizing/scanning. It supported a national coordinate system that 
spanned the continent, coded lines as arcs having a true embedded 
topology and it stored the attribute and location information in 
separate files. As a result of this, Tomlinson has become known as 

the "father of GIS", particularly for his use of overlays in 
promoting the spatial analysis of convergent geographic data [10] 
CGIS lasted into the 1990s and built a large digital land resource 
database in Canada. It was developed as a mainframe-based 
system in support of federal and provincial resource planning and 
management. Its strength was continent-wide analysis of complex 
datasets. The CGIS was never available commercially. 
 

In 1964 Howard T. Fisher formed the Laboratory for Computer 
Graphics and Spatial Analysis at the Harvard Graduate School of 
Design (LCGSA 1965–1991), where a number of important 
theoretical concepts in spatial data handling were developed, and 
which by the 1970s had distributed seminal software code and 
systems, such as SYMAP, GRID, and ODYSSEY – that served as 
sources for subsequent commercial development—to universities, 
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research centers and corporations worldwide [11]. By the early 
1980s, M&S Computing (later Intergraph) along with Bentley 

Systems Incorporated for the CAD platform, Environmental 
Systems Research Institute (ESRI), CARIS (Computer Aided 
Resource Information System), MapInfo(MapInfo) and 
ERDAS (Earth Resource Data Analysis System) emerged as 
commercial vendors of GIS software, successfully incorporating 
many of the CGIS features, combining the first generation 
approach to separation of spatial and attribute information with a 
second generation approach to organizing attribute data into 
database structures. In parallel, the development of two public 

domain systems (MOSS and GRASS GIS) began in the late 1970s 
and early 1980s [12]. 
 
In 1986, Mapping Display and Analysis System (MIDAS), the 
first desktop GIS product emerged for the DOS operating system. 
This was renamed in 1990 to MapInfo for Windows when it was 
ported to the Microsoft Windows platform. This began the 
process of moving GIS from the research department into the 

business environment.By the end of the 20th century, the rapid 
growth in various systems had been consolidated and standardized 
on relatively few platforms and users were beginning to explore 
viewing GIS data over the Internet, requiring data format and 
transfer standards. More recently, a growing number of free, 
open-source GIS packages run on a range of operating systems 
and can be customized to perform specific tasks. Increasingly 
geospatial data and mapping applications are being made 

available via the World Wide Web [12]. 

3. RESEARCH METHODOLOGY 
 
The thematic base data layers for University of Ilorin will be 
studies from the map symbols. These symbols provide graphic 
representation for commonly found features in the university 

environment. All thematic layers were defined as a graphic data 
type supported by the geo-database. The spatial characteristics of 

the geo-database are also important at the point of conceptual 
design. Several journal articles and relevant past works are to be 
consulted in order to help with the design of a better geo-database 
for Institution. This paper involves the use of a descriptive 
conceptual method, which includes Entity Relationship Approach 
(E-R) tools such as conceptual design, logical design and 
logical/physical specifications. The work is implemented using 
Java Programming Language which was used to implement Geo-
coding, POSTGIS, and MYSQL server so as to get a more reliable 

and efficient results for both the design and implementation of 
university of Ilorin geo-database. 
 

4. OVERVIEW OF THE METHOD 
 
GIS systems are self-motivated and they allow rapid updating, 
analysis, and display. GIS use data from many various sources 
such as satellite imagery, aerial photos, maps, ground surveys, and 

global positioning systems (GPS) etc. But for the purpose of this 
paper the sources of the data used is from the map. 

 

4.1 Functional Components of GIS 
The functional components of GIS are data capture and 
preparation, data storage, data analysis and presentation of spatial 
data. Figure3.1 shows a diagram of these components, with 
arrows indicating the data flow in the system. For every GIS, all 

of these components must be present if not it must not be called a 
Geographic Information System, each of these components may 
provide many or only a few functions. It is important to note 
however, that the same function may be offered by different 
components of the GIS: for examples, data capture and data 
storage may have functions in common, and the same holds for 
data preparation and data analysis. 

  
 

 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.1: Functional Components of a GIS 
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The map used for the data model contains many different layers or 
themes. These layers are road network, buildings, plantations, 

cross sections and many more.  

Documentation of the thematic layers is the final product of the 
first three steps in the methodology. 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.2: Data model thematic layers 

  

 

Table 4.1: Data List

Category Object Entity (Attributes) Spatial Object 

Land Records 

Parcel (percel_id,percel_name subdivision_block,percel_latPolygon, 
percel_description,Percel_long, 
Percel_area,percel_assessed_value, 

Polygon 

Building (building_ID, date_builtFootprint 
building_material, building_assessed_value 
buiding_description,, building_long 

building_lat 

Polygon 

Street system Street_segment(street_id, street_name, 
pavement_type)street_length, 

Polygon 

Water system 

Water Water_main(type, size, material Line installation_date) Polygon 

Valve (type, installation_date) Node 

Hydrant (type, installation_date, pressure Node 
last_pressure_test_date) 

Node 

Service (name, address, type, None invalid_indicator) Node 

Natural feature 

Soil (soil_code, area) Polygon 

Wetland (wetland_code, area) Polygon 

Plantation (plantation_code area) Polygon 

Administrative areas 

Traffic_zone (zone_ID#, area) Polygon 

Zoning (zoning_code, area) Polygon 

 

LAND PARCEL 

STREETS 

BUILDINGS 

WATER SYSTEM 
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5. MAPPING THE CONCEPTUAL DATABASE DESIGN  

  TO DETAILED LOGICAL/PHYSICAL SPECIFICATIONS 

 
The E-R diagram shown in Table 3.1 will be used to verify with 
the expected users the data content of the GIS and, by additional 
reference to the GIS needs analysis, the required spatial 
operations. Once verified by the users, the E-R representation can 
be mapped into a detailed database design as follows (Figure 5.1): 
 
1) Eah entity and its attributes map into: 

(a) One or more relational tables with appropriate primary 

and secondary keys (this assumes the desired level of 
normalization has been obtained); 

(b) The corresponding spatial entity for the “regular” entity. 
As most commercial GISs rely on fixed structures for 

the representation of geometric coordinates and 
topology, this step is simply reduced to ensuring that 

each corresponding spatial entity can be handled by the 
selected GIS package; 

 
2) Each relationship into: 

(a) Regular relationships (diamond) executed by the 
relational database system’s normal query structure. 
Again, appropriate keys and normalization are required 
for this mapping. 

(b) (b) Spatial relationships implemented through spatial 

operations in the GIS. The functionality of each spatial 
relationship needs to be described, and if not a standard 
operation of the selected GIS, specifications for the 
indicated operation need to be written.

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.1: Sketch diagram for Unilorin Geo-database 
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6. DISCUSSION 
 

Developing a GIS database is frequently thought of as simply 
replicating a map in a computer. As can be inferred by the 
nature and detail of the activities recommended up to this point 
in this write-up, building a GIS database involves much more 
than "replicating a map." While substantial portions of the GIS 
database will come from map source documents, many other 
sources may also be used, such as aerial photos, tabular files, 
other digital data, etc. Also, the "map" representation is only 
part of the GIS database. In addition to the map representation 

and relational tables, a GIS can hold scanned images (drawings, 
plans, photos), references to other objects, names and places, 
and derived views from the data. The collection of data from 
diverse sources and its organization into a useful database 
requires development of procedures to cover the following 
major activities:  

 Getting the Data which may include acquiring 
existing data from both internal and external sources, 

evaluating and checking the source materials for 
completeness and quality, and/or creating new data 
by planning and conducting aerial or field surveys.  

 Fixing any problems in the data source, often 
focused only on map source documents, this activity 
has been called "map scrubbing." Depending on the 
technology to be used to convert the map graphic 
image into its digital form, the source documents will 

have to meet certain standards. Some conversion 
processes require the map to be almost perfect which 
other processes attempt to automate all needed "fixes" 
to the map.  

 Converting to digital data, the physical process of 
digitizing or scanning to produce digital files in the 
required format. The major decision here is whether 
or not to use an outside data conversion contractor or 

to do the conversion within the organization. In either 
case, specifications describing the nature of the 
digital files should be prepared. In addition to 
including the physical database design, specifications 
should describe the following:  

o Accuracy requirements (completeness 
required positional accuracy for spatial 
objects, allowable classification error rates 
for attributes).  

o Quality control procedures that will be 
conducted to measure accuracy.  

o Partitioning of the area covered by the GIS 
into working units (map sheets) and how 
these will be organized in the resulting 
database (including edge matching 
requirements).  

o Document and digital file flow control, 

including logging procedures, naming 
conventions, and version control.  

 Change control, most map series are not static but 
are updated on a periodic basis. Once a portion of the 
map has been sent to digitizing (or whatever process 
is used), a procedure must be in place to capture any 
updates to the map and enter these into the digital 
files.  

 Building the GIS Database, once digitizing has been 
completed, the sponsoring organization has a set of 

digital files, not an organized database. The system 
integration process (a subsequent guideline 
document) must take all the digital files and set-up 
the ultimate GIS database in a form that will be 
efficient for the users. The several considerations 
required for this process are covered under GIS Data 
Database Construction, GIS System Integration and 
GIS maintenance and use.  

7. CONCLUSION 

GIS is a computer-based instrument for mapping and 
examining existent effects and events that happen on earth. GIS 
technology integrates common spatial database operations such 
as query and statistical analysis with the unique hallucination 
and geographic analysis benefits offered by maps. The 
computer offering a drastically different way to manage spatial 
data, with the used of GIS someone can easily represent a map 
on paper with a computer base system. The primary purpose of 

this paper is to develop geo-database for a spatial map. This 
phase (database design) of the GIS development process is to 
specify "how" the GIS will perform the required applications. 
Database planning and design involves defining how graphics 
will be symbolized (i.e. colour, weight, size, symbols, etc.), 
how graphics files will be structured, how non-graphic attribute 
files will be structured, how file directories will be organized, 
how files will be named, how the project area will be 

subdivided geographically, how GIS products will be presented 
(e.g., map sheet layouts, report formats, etc.) and what 
management and security restrictions will be imposed on file 
access.  
 
The database planning and design activity is conducted 
concurrently with the pilot study and/or benchmark activities. 
Clearly, actual procedures and the physical database design 

cannot be completed before specific GIS hardware and software 
has been selected while at the same time GIS hardware and 
software selection cannot be finalized until the selected GIS can 
be shown to adequately perform the required functions on the 
data. Thus, these two activities (design and testing) need to be 
conducted concurrently and iteratively. The system will be very 
useful to both the management and the user for locating 
facilities on the institution; also this will help in make quick 
decision on the facilities on campus.  

 

8. FUTURE WORK 

Nowadays, developing with the Internet, the Web-Based GIS, 
which knob geographic information on the Internet, has 
emerged and is rapidly growing as Internet and Web 
technologies change, with this change a web-based system can 
be developed to make easier accessibilities. Also, very 
pontificate GIS software can be used to design the geo-database 

system for spatial map for a more secure system.  
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ABSTRACT 

 
Digital electronic display board is fast gaining acceptance and application in different spheres of life which include educational institutions,  
public utility places and in advertisement due to the problem associated with construction of signposts and manually placement of papers 
on walls, buildings, and edifies which makes the environment look untidy. This paper presents the design and development of  a 
microcontroller based electronic strolling message display board, which will be used to display messages and information in  real-time via 
SMS. This microcontroller based electronic strolling message display board offers the flexibility to a user to control the message or 
information displayed without recourse to geographical location of the user, provided there is GSM  (Global System for Mobile 
Communication) mobile network. It therefore eliminates the inconveniences of physically going to the display board to manually input 

information using a computer system. The paper also incorporates a feedback mechanism from the remote display board to ascertain that 
the message sent by the user has been displayed. The circuit of the device is designed based on PIC18F4520 microcontroller and C-
programming language is used to program the microcontroller. 

 
Keywords: GSM Technology, Feedback mechanism, PIC18F4520 microcontroller, E-notice board, SMS 
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1. INTRODUCTION 

Digital electronic display board is fast gaining acceptance and 
application in different spheres of life which include 
educational institutions, public utility places and in 
advertisement, due to the problem associated with construction 
of signposts and manual placement of papers on walls, 

buildings, and edifies, which makes the environment untidy. 
Microcontrollers which are usually embedded into devices are 
widely used to control many types of equipment, ranging from 
consumer to specialized devices, in a cheap and effective 
manner. Generally, there are lots of microcontrollers 
manufactured in order to fulfill the needs of control. One of the 
most popular is PIC microcontrollers. The PIC microcontroller 
is relatively easy to work with, yet they have most of the 

features essential for a complete control system.  
In this work, PIC18F4520 is used as the controller. This 
microcontroller offers various functions that are suitable to 
designing of electronic strolling message display boards. It is 
very flexible because it can be expanded to unlimited numbers 
of ports. It makes design work easier.  
 
The method used in the design of this project is modular 
approach in which the entire system is broken into small sub-

circuits. These sub-circuits are designed separately and coupled 
together in the order of operational precedence. 
 

The project circuit system is divided into eight (9) modules. 
The modules are: 

 Mobile phone Module 

 GSM Modem Module 

 Serial Port Module 

 Power Supply Module 

 MAX232 Module 

 EEPROM memory unit 

 The Microcontroller Module 

 LED Driver Circuit Module 

 Dot Matrix Display Module 
 

2. RELATED WORK 

There are many works that have been carried out on digital 
electronic message display board using GSM/SMS technologies 
for application in different spheres of life. Nivetha et al [1] 
designed and implemented a SMS based wireless notice board 
with monitoring system. This project is designed using ARM-
LPC2148 which was interfaced with graphical display. Its 
multiple displays are implemented with a decoder which is used 
to select a particular display while the corresponding message is 

sent through the ARM microcontroller by using GSM 
technology. They suggested the use of dot matrix in their future 
work, but the present work has no feedback mechanism to 
ascertain that the message has been displayed successfully. 
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Darshil et al [2] designed and constructed a SMS driven 
automatic electronic display using PIC16F874A, graphical 

LCD and LED. A GSM module was used in the design as the 
main carrier of the message to the display board. However, the 
extent of reliability and authenticity of the wireless 
communication between the controller and mobile unit via the 
GSM module was not considered.  Furthermore Kumar et al [3] 
also developed a SMS based wireless E-notice board using 
AT98S52 microcontroller, LCD display and MAX232 in 
solving the challenge in [2]. However, the developed system 
has no feedback mechanism and good message visibility.  

 
Ketkar et al [4] designed and implemented a GSM mobile 
phone based LED scrolling message display system. The 
system hardware consists of an AT89C51 controller which 
serves as the heart of the system, a wireless GSM MODEM, 
LED display, MAX232, buzzer and alarm system. The 
inclusion of the buzzer and alarm units into the design limits its 
area of application and makes the system unduly complex with 

no feedback mechanism.    
 
In addition, Ukpa et al [5] developed a SMS Controlled Digital 
Display System using multiple microcontrollers namely 
PIC16F877 and PIC16F628 and a SAGEM MYX5-2 phone. In 
the design the system must be placed in region with high signal 
strength else the message delivery will not be achieved. 
Furthermore the system has shortcoming in number of 

characters that can be displayed on its display unit, as it accepts 
maximum of seven characters at once. Also, the system does 
not have any means of feedback mechanism to ascertain the 
delivery of the message.   
 
In lieu of the above, this work presents the design and 
development of a microcontroller based electronic strolling 
message display board leveraging on GSM/SMS technology 

and feedback mechanism to ascertain that the message sent by 
the user has been displayed. 
 

3. METHODOLOGY 

The aim of this project is to design a microcontroller based 
electronic scrolling message display board by interfacing a 
microcontroller and a dot matrix display board with a GSM 
Modem that can send and receive text messages  through the 
use of SMS from a mobile phone. To achieve this goal, the 

objectives considered are: 
 

1. To develop and design a microcontroller based 
electronic scrolling display board that can be used to 
display messages using a mobile phone. 

2. To implement objective 1 above with feedback 
mechanism 

3. To evaluate the system based on the simulated model 

of objective 2. 
 

The design considerations include: 

 Power functionality 

 Dual user functionality 

 Cost effectiveness in choosing the components 

 Packaging 

 Easy testing and troubleshooting 

 Security 

 Size of memory 

 Feedback mechanism 

 

4. DESIGN AND IMPLEMENTATION 

In the development of the system two things were taken into 
consideration: The hardware and software modules design. 
 

4.1 Hardware Design 
The basic operation of the system is to send information from 
transmitter to receiver. The system has 50Hz display refresh 
frequency, 12V of secondary voltage device, 220V of primary 
voltage source. The message to be displayed is sent through 

SMS from an authorized transmitter, the microcontroller 
receives the SMS, validates the sending Mobile Identification 
Number (MIN) and stores the message that has been displayed 
in an EEPROM before it displays the received information. The 
electronics displays which are being used on previous works are 
programmable displays which needs to be reprogrammed each 
time it should display new messages,  which makes it 
inefficient for immediate information transfer, thus lose its 

importance.  
 
The microcontroller based electronic message strolling display 
board can be used as an add-on device to these display boards 
and make it fully wireless. The display board would program 
itself with the help of the incoming SMS of proper validation, 
which proves to be helpful for immediate information transfer. 
In the microcontroller based electronic strolling message 
display board, mobile phone is used as transmitter which would 

transmit SMS through GSM Modem to LED display panel. 
GSM Modem, MAX232,   Power Supply, LED Driver Circuits, 
LED Dot-matrix display are used in this work. When the user 
wants to display or update the notice board, the user has to send 
the message in his/her mobile, defining the messages and then 
the password of the system, to the SIM which is inserted in the 
display system MODEM using the SIM’s number. The 
MODEM that is connected to the display system will receive 

the SMS. The microcontroller is programmed in such a way 
that when the modem receives any message, it will read the 
message from the serial port. 
 
 The nine (9) components of the hardware module are: 
 

 Mobile phone Module 

 GSM Modem Module 

 Serial Port Module 

 Power Supply Module 

 MAX232 Module 

 EEPROM memory unit 

 The Microcontroller Module 

 LED Driver Circuit Module 

 Dot Matrix Display Module 
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Figure 1: Block Diagram of the Design
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Figure 2: Circuit Diagram of the Design 
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4.1.1 GSM Mobile Phone Module 

The GSM mobile phone is used in this project as the source of 

messages that should be displayed. It sends the message to the 
GSM modem that is a wireless technology network that sends 
and receives data through radio waves, which is compatible 
with mobile wireless devices connectivity network using SIM 
Card. 
 

4.1.2 GSM Modem Module 

The GSM modem as shown in Figure 3 is a specialized device 
which accepts a SIM Card, and operates over a subscription to 

mobile operator, like a mobile phone. The functions of the 
GSM modem is to provide communication over the mobile 
network to the microcontroller, send SMS messages, monitor 
the signal strength, read/write and search the phone book 
entries. 
 

 
 

Figure 3: GSM/GPRS SIM300 Modem 

 

4.1.3 Serial Port Module 

The serial port module consist of a female DB9 connector 
which is used to connect PC to microcontroller using the RS232 
cable and is based on RS232 standard, that can be classified as 
either Data Technical Equipment (DTE) or Data 

Communication Equipment (DCE), which defines the devices’ 
wire configurations as sending and receiving signal. 
In general and according to the standard, terminal and 
computers have male connectors with DTE pin configurations 
while modems have female connectors with DCE pin 
configurations. The serial RS232 connector pin layout is shown 
in Figure 4. 

 
 

Figure 4: Serial Port RS232 

 

4.1.4 Power Supply Module 

The power supply module consists of a transformer, regulator, 

rectifier and filter/smoothers. The power supply is an important 
part of the circuit and it provides the required supply to 
different blocks of the circuit from 230VAC wall socket. The 
power supply block diagram is shown below in Figure 5. 

 

 
Figure 5: Block Diagram of Power Supply 

 

4.1.5 MAX232 Module 

The MAX232 is an integrated circuit, first created by Maxim 

integrated products, that converts signals from an RS232 serial 
port to signals suitable for use in Transistor Transmitter Logic 
(TTL) compatible digital logic circuits. The MAX232 is a dual 
function driver/receiver device and typically converts the RX, 
TX, CTS and RTS signals to TTL signals. The drivers provide 
RS232 voltage level outputs (approx, ±7.5v) from a single +5v 
supply via on-chip charge pumps and external capacitors. This 
makes it useful for implementing RS232 in devices that 

otherwise do not need any voltages outside the 0v to +5v range, 
as in our designed power supply module. These receivers have 
a typical threshold of 1.3v, and a typical hysteresis of 0.5v. The 
MAX232 pin configuration and its circuit diagram is shown 
below in Figure 6 [6].  
.
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Figure 6: MAX232 Pin Diagram and its Circuit Schematic[6] 

 

 

4.1.6 EEPROM Memory Module 

These memory devices are used to store the data for off-line 
process. The PIC18F4520 stores and retrieves data organized as 
words of 8 bits from the electrically erasable and programmable 
read only memory (EEPROM) in serial mode.  
 

 
 
 

 
 
The device is optimized for use in many industrial and 
commercial applications where low power and low voltage 
operation are essential. EEPROM communicates with the 
microcontroller using I2C communication mode as shown in 
Figure 7; (it contains one data pin and clock pin) which are 

connected as slave to the microcontroller. The main application 
of memory in this system is to store the message being sent by 
user of mobile device when the microcontroller is either writing 
to or reading from memory. 
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Figure 7: EEEPROM Memory Unit Circuit Diagram 
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4.1.7 Microcontroller Module 

The function of the microcontroller is regarded as the most 

important. Its responsibilities include reading the message from 
the GSM Modem and displaying it on dot matrix display. 
Reading of message from the SIM card inserted into the modem 
is done by sending the appropriate AT command to the modem. 
PIC18F4520 is a family of Harvard architecture 
microcontrollers made by Microchip Technology derived from 
the PIC1640 originally developed by S micro electronics 
division. Its pin configuration is shown in Figure 8.. ICs are 
popular with both industrial developers and hobbyists alike due 

to their low cost, wide availability, large user base, extensive 
collection of application notes, availability of low cost or free 
development tools, and serial programming (re-programming 
with flash memory) capabilities [7]. 
The PIC architectures have these advantages: 

 Small instruction set to learn RISC architecture 

 Built -in oscillator with selectable speeds 

 Easy entry level, in-circuit programming plus in-

circuit debugging PIC kit units 

 Inexpensive microcontrollers. 

 Wide range of interfaces including I2C, SPI, USB, 
USART, A/D converter, programmable comparators, 
PWM, LIN, LAN, PSP, and Ethernet. 

 
Figure 8: Pin Configuration of PIC18F4520 Microcontroller 

 

4.1.8 LED Driver Circuit Module 

The LED driver circuit module was designed using 74HCT573 
octal D-type transparent 3-state latch [8], CD4017 decade 

counter, transistor and resistor as shown below in Figure 9. 
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Figure 9: Diagram of the LED Driver Circuit 
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4.1.9 Dot Matrix Display Module 

Dot matrix module was designed using LEDs (light emitting 

Diodes) which is widely used as output module due to its 
flexibilities, performance and cost. 5x7 dot matrix is chosen in 
this project as shown in Figure 10.  
 

 
This is because there are 35 LEDs in a single dot matrix, and 

transistors are used to drive the dot matrix. It is consist of 10 
blocks of 5x7 dot Matrix. 
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Figure 10: 5x7 LED Dot Matrix Display Unit Circuit Diagram 

 

4.2 Software Design 

The microcontroller is programmed to carry out its functional 
tasks as illustrated in the flow chart diagram in Figure 11, and 
compiled with C-programming language compiler (MikroC) 

and the HEX file is generated and ‘burnt’ into the 
microcontroller. The program been written into the 
microcontroller and the hardware design make up the display.

 

 
Figure 11: Flowchart Diagram 
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5. Evaluation and Testing of Designed Model 

The following tests were carried out and results obtained 

respectively in implementing the system, which resulted in the 
final packaged model (sub-section 5.5) 
 

5.1 Testing of Power Supply Circuit 

The power supply circuit was tested using a digital multimeter. 
The output voltage obtained after rectification, filtering and 
regulation is 4.98V as displayed on Figure 12. 

 

 
                    

 Figure 12: Picture of Power Supply Value 

 
5.2 Testing of LED Dot-Matrix Display  
Testing of the LED dot-matrix display was done 
immediately after the voltage value of the power circuit 

has been tested in which 4.98V was obtained and it was 
used in powering the LED dot-matrix display board, as 
shown in Figure 13. 
 

 
     

     Figure 13: Picture of the Dot-matrix Display Board 

 
5.3 Testing of GSM modem and the Serial Port 
I. Hercules SETUP utility, which is similar to 

Microsoft HyperTerminal, was used to send AT 
(ATtention) command through serial port terminal 
for the RS232 standard in order to query the mobile 
phone or GSM modem and know whether it is 
waiting for a PIN (Personal Identification Number, 

i.e. password) or not. By typing “AT” in the main 
window, a response “OK” would be returned from 

the mobile phone or GSM modem if there was 
connection. By typing “AT+CPIN?” in the main 
window, If the response is “+CPIN: READY”, it 
means the SIM card does not require a PIN and it is 
ready for use. The above response means that the 
mobile phone or GSM modem is working properly. 

II.  

 
           

Figure 14: Screen shot of the Hercules setup utility of the 

Serial port to query the GSM modem 

 
5.4 Discussion of Result  

An SMS was sent to the GSM modem of the 
microcontroller based electronic scrolling message 
display board using a mobile phone with the authenticated 
password. This SMS was received and displayed on the 
electronic board. The microcontroller based electronic 
scrolling message display board was tested with different 
messages from different GSM phones and was 
successfully received and displayed on the electronic 

board. Figure 16 shows the feedback SMS that was 
received from the GSM modem, that the information is 
on display on the electronic board; “HI YOUR 
PASSWORD WAS CORRECT: YOUR MESSAGE IS 
ON DISPLAY”. 
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Figure 15: Feedback SMS to User’s Phone Confirming 

Display of Message 

 
5.5 Final Packaging  
After successful testing and result, the system is coupled 
and put in a metal casing as shown on Figure 17. 
 

 
 

Figure 16: Picture of Final Packaged Model 
 

 
 
 

 
 

6. CONCLUSION AND FUTURE WORK 

In this paper, the design and development of a microcontroller 
based electronic scrolling message display board is presented. 
The display board accepts SMS from the GSM modem sent by 
the mobile phone, stores and validates it, and then displays the 
message on the LED with a feedback SMS sent to the user’s 
phone confirming display of message. This work could be 
improved on by increasing the number of characters the Dot-

matrix can display at a time. As microcontrollers gets more 
advanced the number of words the microcontroller can store 
could be increased by exploring a microcontroller with larger 
memory size than the PIC18F4520 used in this project. 
Improvement could also be made to the firmware which could 
result in a more reliable and stable system. 
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ABSTRACT 
One of the methods that use uniquely identifiable physical or behavioral characteristics to identify individuals is Biometrics. As 
Biometrics becomes the most promising authentication technology, the world is faced with the challenge of choosing the best 
among the biometrics traits for their security purposes. In this paper, a model is proposed using fuzzy logic approach to evaluate 
the Biometrics traits in order to determine their security level. Biometrics characteristics categorized by previous researchers in 
the field of Biometrics was used as knowledge base. The model developed was simulated using Qtfuzzylite 4.0 (A Fuzzy Logic 
Control Library in C++) and the results show that Fingerprint, Hand Geometry, Hand Veins, Iris, Ear Canal and Palm print have 

medium security level among the fifteen (15) Biometrics traits considered based on the following metrics; Universality, 
Uniqueness, Permanence, Collectability, Performance and Circumvention. The results of this simulation further revealed that 
fuzzy logic approach provides a simple way of drawing definite conclusions from vague and imprecise information.  
 
Keywords: Biometrics traits, Fuzzy logic, Model, Simulation, Security level 
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1. INTRODUTION 

 
Due to the vulnerability associated with both token-based 
(e.g. id card) and knowledge-based (e.g. personal 
identification number) authentication approach has paved 
way for biometric authentication as the most promising 
authentication technology whereby certain services have to 
be restricted to only authorized personal [1]. Biometrics 

refers to the identification of humans by their characteristics 
or traits [2]. Characteristic is a special quality or trait that 
makes a person, thing, or group different from others. 
Biometric characteristic can either be physical or behavioral 
characteristic; used for the person’s recognition. Physical 
characteristics are characteristics that are genetically implied 
and possibly influenced by the environment (e.g. face, iris, 
retina, finger, vascular structure etc.).  
 

Behavioral characteristics are characteristics that are 
gathered or learned during time (e.g. signature, gait, typing 
dynamics, voice features etc.). Biometric data are highly 
unique to each individual, easily obtainable non-intrusively, 
time invariant (no significant changes over a period of time) 
and distinguishable by humans without much special 
training [3].  Fuzzy logic is an area of research, which 
provides solutions to the problems of vagueness which 

departs from the all or nothing logic. It logically redefines 
yes or no ideas in proper form [4]. Lotfi Zadeh, while 
looking for an easier way to design complex control 
processes argued that in the real world we are commonly 
unable to define a clear and undeniable characteristic 
function stating whether or not an element belongs to a set. 

Human reasoning is not only able to make decisions and 

classify situations based on partial or ambiguous 
information. Fuzzy logic is a good tool when dealing with 
uncertainty; can be a good measure of how close a decision 
is. The demand for reliable security system is increasing 
around the world, with the different types of biometrics 
traits; it is very important to choose the best among the 
biometrics traits for security enhancement. To determine the 
best among the biometrics characteristics, factors such as 

Universality, Uniqueness, Permanence, Collectability, 
Performance and Circumvention are evaluated against the 
biometrics traits using fuzzy logic. Based on the fact, this 
paper attempts to propose a holistic approach for evaluating 
biometric characteristics. 
 
Lotfi A. Zadeh first used the term “fuzzy” in 1962, [5] he is 
often known as the father of fuzzy logic. Basically, fuzzy 
logic is a multi-valued logic that allows intermediate values 

to be defined between conventional evaluations like 
true/false, yes/no, high/low etc. [6]. Notions like rather tall 
or very fast can be formulated mathematically and processed 
by computers, in order to apply a more human-like way of 
thinking in the programming of computers [4]. Fuzzy system 
is an alternative to traditional notions of set membership and 
logic that has its origins in ancient Greek philosophy [6]. 
The values of system variables are not always known 

precisely rather approximately values are more likely to be 
known. This imprecise/uncertain nature of systems cannot be 
adequately represented/expressed using the classical set 
which is crisp in nature. The vagueness can adequately be 
handled using fuzzy set theory [5]. 

mailto:kemi_adeoye@yahoo.com
mailto:adewole.ks@unilorin.edu.ng
mailto:nsalahdeen@gmail.com
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2. FUZZY SET THEORY 

 

2.1    Fuzzy Set Union (OR) 

The union of two Fuzzy Sets A and B defined over the same universe of discourse X is a new fuzzy set denoted as BA with 
MF that represent the maximum degree of relevance between each element and the new Fuzzy Set [7]. 

The Fuzzy union operator is generally specified by a function, ].1,0[]1,0[]1,0[: S Symbolically, 

)()())(),(()( xxxxSx BABABA  


 (1) 

 

Where 


is a binary operator for the function S, this class of fuzzy union operators is referred to as T-Conorm (or S-norm) 
operator. It satisfies the following basic requirements: 
S(1,1)=1, S(0,a)=S(a,0)=a                         (boundary) 

S(a,b) S(c,d) if a c and b d               (monotonicity)                          
S(a,b)=S(b,a)                                            (Commutativity) 

S(a,S(b,c))  S(S(a,b),c)                          (Associativity) 
 
In fuzzy inference, fuzzy union is used to represent the “Or” operation.  

 

2.2       Fuzzy Set Intersection (AND) 
The intersection of two Fuzzy Sets A and B defined over the same Universe of discourse X, is a new Fuzzy set denoted as 

BA   with MF that represent the minimum degree of relevance between each element and the new Fuzzy Set [8]. This 

intersection operator is generally specified by a function ]1,0[]1,0[]1,0[: xT , which aggregates the membership grades 

as follows:  )()())(),(()( ( nnxxTx BABABA    (2)   

Where  is a binary operator for the function T, this class of fuzzy intersection operators is referred to as T-norm (Triangular 

norm). It satisfies the following basic requirements: 

T(0,0)=1, T(1,a)=T(a,1)=a                        (boundary) 

T(a,b)T(c,d) if a c and b d               (monotonicity) 
T(a,b)=T(b,a)                                            (Commutativity) 

T(a,T(b,c)) T(T(a,b),c)                          (Associativity) 
In fuzzy inference, intersection is used to represent the “and” operator [7]. 

 

2.3    Membership Functions (MF) 
(a) Triangular MF  
The Triangular MF is specified by three parameters {a,b,c} as follows: 

),,:( cbaxtriangle
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By using min and max, the above can be alternatively stated as: 
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The parameters {a,b,c,d} with cba   determines the x  coordinates of the three corners of the underlying triangle [9]. 

 

(b) Trapezoid MF 
The Trapezoid MF is specified by four parameters {a,b,c,d} as follows: 
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By using min and max, a concise expression of the above is                                                                                
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The parameters {a,b,c,d} with  dcba    determines the x  coordinates of the four corners of the underlying trapezoid. 

In real time implementation, the triangular MFs and the trapezoid MF have been used extensively due to their simple formulas 
and computational efficiency [9]. 
 

(c) Gaussian MFs 

The Gaussian MF is specified by two parameters  ,c  and  
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cx

cxgaussian    (7) 

Where c represents the MF center and    determines the MF’s width. 

 

(d) Generalized Bell MF 
This is known as Bell MF and it is specified by the three parameters {a,b,c} [6]. 

b

a

cx
cbaxbell

2

1

1
),,:(




   (8) 

Where the parameter b is usually positive. If b is negative the shape of the MF becomes an upside-down bell. Because of their 
smoothness and concise notation, Gaussian and bell MFs are becoming increasingly popular for specifying fuzzy sets. 

 

(e) Sigmoidal MFs 
This is defined my  

)](exp[1

1
),:(

cxa
caxsig


  (9) 

Where a controls the lope at the crossover point x=c. Figure … depicts this MF. According to [9], depending on the sign of the 

parameter a, a sigmoidal MF is inherently open left or right and thus it is most appropriate for representing concept such as “very 
large” or “very negative”. 
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3. METHODOLOGY 

3.1 Fuzzy Control 

Fuzzy control provides a formal methodology for 
representing, manipulating and implementing a human’s 
heuristic knowledge about to control a system [5].  
 
 

Figure 1 shows the block diagram of a Fuzzy controller 
embedded in a closed-loop control system. The systems 
outputs are denoted by O(t), its input are denoted by I(t) and 
the reference input to the fuzzy controller is denoted by R(t). 
 
 

  
 

 

 
R(t)Iinput(i)     Output (O)   

 
 
 
 
 
 
 
 

    Figure 1: A block diagram of a fuzzy Controller 
 

The Fuzzy Controller according to [10] is composed of the 
following elements: 

(a)  A Rule Based (a set of IF – THEN rules): This 
contains a fuzzy logic quantification of an Expert’s 
linguistic description of how to achieve good control. A 
Rule Base is said to be “complete” if for every possible 

combination of the inputs to the fuzzy system it can infer 
a response and generate an output. It is said to be 
“consistence” if there are no rules that have the same 
premise and different consequent. 
(b)  An Inference Mechanism: This emulates the 
expert’s decision making in interpreting and applying 
knowledge about how best to control the system. 

(c) A Fuzzification Interface: This converts 
controller inputs into information that the inference can 
easily use to activate and apply rules. 
(d) A Defuzzification Interface: This converts the 
conclusion of the inference mechanism into actual inputs 
for the system. 

 

3.2 Factors of Biometrics Characteristics 
The suitability of a physical or a behavioral trait is 
determined by seven factors which are used in a biometric 
application as identified by [11].

 

Table 1: Comparison of various biometric traits from [11][12]. 

Biometrics Traits UV UQ PM CL PF AC CV 

Face H L M H L H H 

Fingerprint M H H M H M M 

Hand Geometry M M M H M M M 

Keystrokes L L L M L M M 

Hand Veins M M M M M M L 

Iris H H H M H L L 

Retinal Scan H H M L H L L 

Signature L L L H L H H 

Voice M L L M L H H 

Facial Thermograph H H L H M H L 

Odor H H H L L M L 

DNA H H H L H L L 

Gait M L L H L H M 

Ear Canal M M H M M H M 

PalmPrint M H H M H M M 

FUZZY CONTROLLER 

 
Inference 

Mechanis

m Syste

m 

Fuzzicatio

n 

Defuzzification 

Rule Based 
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Before any human physiological or behavioral traits can be 
used as a biometric traits it must satisfies the following 

factors [12][11]. 
1. Universality (UV): Every individual must 

possess the characteristics. Each individual 
must have a biometric element that can be 
used for identification; there should be a way 
of accommodating people. 

2. Uniqueness (UQ): Two people cannot be 
sufficiently equal in term of the 
characteristics. The biometric element most 

be distinctive to each person. 
3. Permanence (PM): It measures how well a 

biometric resist aging. For each person, the 
property of the biometric element remains 
permanent over time. 

4. Collectability (CL): The ease of acquisition 
or measurement of the trait. i.e. it must be 
easily collectible. 

5. Performance (PF): it relates to the accuracy, 
speed and robustness of technology used. i.e. 

the method must deliver accurate results 
under varied environmental circumstances. 

6. Acceptability (AC): it measures the degree 
of approval of a technology. i.e. the general 
public must accept the sample collection 
routines. 

7. Circumvention (CV): it refers to the ease 
with which the trait of an individual can be 
imitated using artifacts. It measures the ease 

of use of a substitute. 

 

3.3 Fuzzy System Block 
The basic component of any fuzzy system is composed of:  

i. Fuzzifier 
ii. The inference engine  

iii. The Defuzzifier 

 
input          output 

 
 x  y   
     
 

 
 

 

Figure 2: Block diagram of a fuzzy inference system. 

 
The fuzzifier: This maps input numbers into corresponding 
fuzzy memberships. This is required in order to activate 
rules that are in terms of linguistic variables. The fuzzifier 
takes input values and determines the degree to which they 
belong to each of the fuzzy sets via membership functions.  

 
The inference engine: This defines mapping from input 
fuzzy sets into output fuzzy sets. It determines the degree to 
which the antecedent is satisfied for each rule. If the 
antecedent of a given rule has more than one clause, fuzzy 
operators are applied to obtain one number that represents 
the result of the antecedent for that rule. It is possible that 
one or more rules may fire at the same time. Outputs for all 
rules are then aggregated. During aggregation, fuzzy sets 

that represent the output of each rule are combined into a 
single fuzzy set. 
 
The defuzzifier: it maps output fuzzy sets into a crisp 
number. Given a fuzzy set that encompasses a range of 
output values, the defuzzifier. 
 
 

 
 
 

3.4 Fuzzy Scale  
According to [11] biometric traits are categorized using 
some factors like universality, uniqueness as mentioned 
earlier and each of these are indicated as Low, Medium or 
High (L, M, and H respectively). In applying fuzzy logic, 

three fuzzy sets are used in the comparison table. These are 
L, M and H which can be called the “security level”. 
Therefore, a scale of 0 to 5 to characterize the security level 
(L, M and H) is provided with each linguistic modifier 
having membership value from 0 to 1. The fuzzy linguistic 
variable "security" in this example represents security level. 
Scale with number 1 represents the highest level of low 
security with a membership value of 0.6, while scale number 
2 defines low security with a membership value of 0.2 or 

average performance with membership value of 0.4. This 
implies that scale number 3 describes security level that is 
80% average and 20% low. The three fuzzy sets are as 
follow: 
 
Low_security = {0|1.0, 0.5|0.8, 1.0|0.6, 1.5|0.4, 2.0|0.2, 
2.5|0.0, 3.0|0.0, 3.5|0.0, 4.0|0.0, 4.5|0.0, 5.0|0.0}  
Medium_security = {0|0.0, 0.5|0.0, 1.0|0.0, 1.5|0.2, 2.0|0.4, 

2.5|0.6, 3.0|0.8, 3.5|1.0, 4.0|0.0, 4.5|0.0, 5.0|0.0}  
High_security = {0|0.0, 0.5|0.0, 1.0|0.0, 1.5|0.0, 2.0|0.0, 
2.5|0.0, 3.0|0.2, 3.5|0.4, 4.0|0.6, 4.5|0.8, 5.0|1.0}

 

Fuzzifier Inference 

engine 

Defuzzifi

er 

Rule base 
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     Security 
   

   
         Low   Medium   High 
 
  
 
 
 
 
 

  
 
 
 
 1   0.8   0.6      0.4     0.2       0.2      0.4     0.6    0.8        1     0.2       0.4   0.6     0.8     1 

  0     0.5        1.0             1.5        2.0        2.5        3.0         3.5       4.0       4.5      5 

Figure 3: Three fuzzy sets for security rating. 

 

3.5 Fuzzy Evaluation 
The paper uses principles of fuzzy logic to analysis or evaluation the categorized biometrics traits according to [11] as shown in 
table 1. A fuzzy set C is formed which takes values in a universe of discourse U in the interval of [0, 1] [13] such that: 

 (10)

 

Table 2: Factor of each biometric trait and their membership grades (MG). 

Factors Representation  Membership Grades  

Universality a1 1 

Uniqueness a2 0.9 

Permanence a3 0.7 

Collectability a4 0.6 

Performance a5 0.5 

Circumvention a6 0.3 

  
This table assigned a membership grade between 0 to 1 for factor satisfied for each biometrics traits. Therefore, each factor  is 
given a qualitative judgment to determine the level of security for the selected factor category. 

 as shown in table 2. 

 

Table 3: Linguistic variables employed for (a1, a2, a3, a4 and a5) decision making. 

Membership Grade Linguistic variables Representation 

0.1 Very Low VL 

0.3 Low L 

0.6 Medium M 

0.9 High H 

1.0 Very High VH 

 

 

 

 

 

 

 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

 

 

75 

 

 

 

 

 

Table 4: Linguistic variables employed for (a6: Circumvention) decision making. 

Membership Grade Linguistic variables Representation 

0.3 Easily Fake H 

0.6 Averagely Fake M 

0.9 Not Easily Fake L 

 

These Linguistic variables therefore formed another fuzzy set and denoted with letter E, which takes values in a universe of 
discourse U (i.e factor) in the interval of [0, 1] [13][14] such that [13][14]: 
 

 (11) 

 
 

3.6 The Inference Engine 
Next is to assess the security level of each biometric trait by 
each factor that is based on the fuzzy opinion of the decision 
maker. This decision brings about fifteen (15) different 
fuzzy sets as shown in table 5. This is denoted as:   

with membership functions: 

 respectively. 

From this table, B denotes biometric traits and A for factors. 
However, fuzzy logic approach is used to provide a 
reasonable solution for the evaluation of the best among the 
biometric traits in terms of security level. 
 

 

Therefore, the fuzzy sets and membership of the biometric 
traits (B) are as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 5: Factors across biometric traits 

 B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12 B13 B14 B15 

a1 0.9 0.6 0.6 0.3 0.6 0.9 0.9 0.3 0.6 0.9 0.9 0.9 0.6 0.6 0.6 

a2 0.3 0.9 0.6 0.3 0.6 0.9 0.9 0.3 0.3 0.9 0.9 0.9 0.3 0.6 0.9 

a3 0.6 0.9 0.6 0.3 0.6 0.9 0.6 0.3 0.3 0.3 0.9 0.9 0.3 0.9 0.9 

a4 0.9 0.6 0.9 0.6 0.6 0.6 0.3 0.9 0.6 0.9 0.3 0.3 0.9 0.6 0.6 

a5 0.3 0.9 0.6 0.3 0.6 0.9 0.9 0.3 0.3 0.6 0.3 0.9 0.3 0.6 0.9 

a6 0.3 0.6 0.6 0.6 0.9 0.9 0.9 0.3 0.3 0.9 0.9 0.9 0.6 0.6 0.6 
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3.7 Fuzzy Implication 
Now, fuzzy implication is established between a specific factor and security level of biometric traits. This can be done by finding 

the complement of the factor which will give a minimum security value assigned to all the biometric traits. 
 

Recall, factor fuzzy set is:   

So, complement for factor fuzzy set will be:  
 

  

 
The Max function is then applied to all the biometric trait fuzzy sets and the complement of the factor set as shown below: 
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3.8 The Defuzzifier 
Finally, Min function is applied to the sets derived for each biometric trait in the fuzzy set union operation above in order to 

arrive at the final evaluation; the model generated various security levels of each biometric trait which can be seen in the table 6: 
 

Table 6: Overall numerical security level across biometric traits 

BIOMETRIC TRAITS SECURITY LEVEL 

E1 0.3 

E2 0.6 

E3 0.6 

E4 0.3 

E5 0.6 

E6 0.6 

E7 0.3  

E8 0.3 

E9 0.3 

E10 0.3 

E11 0.3 

E12 0.3 

E13 0.3 

E14 0.6 

E15 0.6 

 

4. RESULTS AND DISCUSSION 

Table 7 shows the summary of the result of overall evaluation of security level of Biometric traits using [11] biometric traits 
comparison. The result in the table shows that security level of E2, E3, E5, E6 E14 and E15 is 60%, which indicates a Medium 
security level while other biometric traits are with 30%, which implies a Low security level. 
 

Table 7: Overall security level of Biometric traits 

BIOMETRIC TRAITS SECURITY LEVEL 

Face (E1) Low 

Fingerprint (E2) Medium 

Hand Geometry (E3) Medium 

Keystrokes (E4) Low 

Hand Veins (E5) Medium  

Iris (E6) Medium 

Retinal Scan (E7) Low 

Signature (E8) Low 

Voice (E9) Low 

Facial Thermograph (E10) Low 

Odor (E11) Low 

DNA (E12) Low 

Gait (E13) Low  

Ear Canal (E14) Medium 

PalmPrint (E15) Medium  

 
The proposed fuzzy logic approach was simulated using Qtfuzzylite 4.0 (A Fuzzy Logic Control Library in C++) to test the 
performance of the model. Figure 4 shows the interface for settings for all the fifteen (15) Biometrics traits. On the range of 0 – 
15; each point represent biometric trait such as 1 for Face, 2 for Fingerprint and so on. 
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Figure 4: Biometrics Traits settings 
 

The membership grade for factors a1, a2, a3, a4 and a5 is defined on the scale of 0.3 for Low, 0.6 for Medium and 0.9 for High as 
shown in Figure 5 while that of Circumvention (a6) is shown in Figure 6 defined on the scale of 0.3 for High, 0.6 for Medium 

and 0.9 for Low. 

 

 
 

Figure 5: Membership Grade for a1 - a5 
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Figure 6: Membership Grade for Circumvention 

 

 

 
The Security level has a membership grade on the scale of 0.3 
for Low, 0.6 for Medium and 0.9 for High. The type of 
Defuzzifier is declared as Mean of Maximum while the 
Accumulation is declared as Maximum as shown in Figure 7. 

 

 
 

Figure 7: Membership Grade for Security level 

 
During the simulation, Face biometrics has a deterministic 
rule: if Biometric is Face and Universality is HIGH and 
Uniqueness is LOW and Permanence is MEDIUM and 
Collectability is HIGH and Performance is LOW and 
Circumvention is HIGH then SecurityLevel is LOW. As seen 
in Figure 8, the result that shows SecurityLevel is LOW with a 
green triangle and an indicator at the middle of it, which 

indicate the point 0.3. 

 
 
 
 
 
 

 
 

Figure 8: Simulation of Face biometric 
 

Fingerprint biometric has a deterministic rule: if Biometric is 

Fingerprint and Universality is MEDIUM and Uniqueness is 
HIGH and Permanence is HIGH and Collectability is 
MEDIUM and Performance is HIGH and Circumvention is 
MEDIUM then SecurityLevel is MEDIUM. As seen in Figure 
9, the result shows that SecurityLevel is MEDIUM with a 
green triangle and an indicator at the middle of it, which 
indicate the point 0.6. 
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Figure 9: Simulation of Fingerprint biometric 

 
Hand Geometry biometric has a deterministic rule: if 
Biometric is HandGeometry and Universalilty is MEDIUM 
and Uniqueness is MEDIUM and Permanence is MEDIUM 
and Collectability is HIGH and Performance is MEDIUM and 
Circumvention is MEDIUM then SecurityLevel is MEDIUM. 
As seen in Figure 10, the result shows that SecurityLevel is 
MEDIUM with a green triangle and an indicator at the middle 

of it which indicate the point 0.6. 
 
 

 
 

Figure 11: Simulation of Hand Geometry biometric 
 
 
Keystrokes biometric has a deterministic rule: if Biometric is 
Keystrokes and Universalilty is LOW and Uniqueness is LOW 
and Permanence is LOW and Collectability is MEDIUM and 
Performance is LOW and Circumvention is MEDIUM then 
SecurityLevel is LOW. As seen in Figure 12, the result shows 

that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 
 

 
 

Figure 12: Simulation of Keystrokes biometric 
 
Hand Veins biometric has a deterministic rule: if Biometric is 
HandVeins and Universalilty is MEDIUM and Uniqueness is 
MEDIUM and Permanence is MEDIUM and Collectability is 
MEDIUM and Performance is MEDIUM and Circumvention 

is LOW then SecurityLevel is MEDIUM. As seen in Figure 
13, the result shows that SecurityLevel is MEDIUM with a 
green triangle and an indicator at the middle of it which 
indicate the point 0.6. 
 
 

 
 

Figure 13: Simulation of Hand Veins biometric 

 
 
Iris biometric biometric has a deterministic rule: if Biometric 
is Iris and Universalilty is HIGH and Uniqueness is HIGH and 
Permanence is HIGH and Collectability is MEDIUM and 
Performance is HIGH and Circumvention is LOW then 
SecurityLevel is MEDIUM. As seen in Figure 14, the result 
shows that SecurityLevel is MEDIUM with a green triangle 
and an indicator at the middle of it which indicate the point 

0.6. 
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Figure 14: Simulation of Iris biometric 
 

Retinal Scan biometric has a deterministic rule: if Biometric is 
RetinalScan and Universalilty is HIGH and Uniqueness is 
HIGH and Permanence is MEDIUM and Collectability is 
LOW and Performance is HIGH and Circumvention is LOW 
then SecurityLevel is LOW. As seen in Figure 15, the result 
shows that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 
 

 
 

Figure 15: Simulation of Retinal Scan biometric 
 
Signature biometric has a deterministic rule: if Biometric is 
Signature and Universalilty is LOW and Uniqueness is LOW 
and Permanence is LOW and Collectability is HIGH and 
Performance is LOW and Circumvention is HIGH then 
SecurityLevel is LOW. As seen in Figure 16, the result shows 

that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3.  
 

 
 

Figure 16: Simulation of Signature biometric 
 

Voice biometric has a deterministic rule: if Biometric is Voice 
and Universalilty is MEDIUM and Uniqueness is LOW and 
Permanence is LOW and Collectability is MEDIUM and 
Performance is LOW and Circumvention is HIGH then 
SecurityLevel is LOW. As seen in Figure 17, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 
 

 
 

Figure 17: Simulation of Voice biometric 
 

Facial thermograph biometric has a deterministic rule: if 
Biometric is FaciaThermography and Universalilty is HIGH 
and Uniqueness is HIGH and Permanence is LOW and 
Collectability is HIGH and Performance is MEDIUM and 
Circumvention is LOW then SecurityLevel is LOW. As seen 
in Figure 18, the result shows that SecurityLevel is LOW with 
a green triangle and an indicator at the middle of it which 
indicate the point 0.3. 
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Figure 18: Simulation of Facial thermograph 

biometric 
Odor biometric has a deterministic rule: if Biometric is Odor 
and Universalilty is HIGH and Uniqueness is HIGH and 

Permanence is HIGH and Collectability is LOW and 
Performance is LOW and Circumvention is LOW then 
SecurityLevel is LOW. As seen in Figure 19, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 

 
Figure 19: Simulation of Odor biometric 

DNA biometric has a deterministic rule: if Biometric is DNA 
and Universalilty is HIGH and Uniqueness is HIGH and 

Permanence is HIGH and Collectability is LOW and 
Performance is HIGH and Circumvention is LOW then 
SecurityLevel is LOW. As seen in Figure 20, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 
 

 
Figure 20: Simulation of DNA biometric 

Gait biometric has a deterministic rule: if Biometric is Gait 
and Universalilty is MEDIUM and Uniqueness is LOW and 

Permanence is LOW and Collectability is HIGH and 
Performance is LOW and Circumvention is MEDIUM then 
SecurityLevel is LOW. As seen in Figure 21, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 

 
Figure 21: Simulation of Gait biometric 

Ear Canal biometric has a deterministic rule: if Biometric is 
EarCanal and Universalilty is MEDIUM and Uniqueness is 
MEDIUM and Permanence is HIGH and Collectability is 
MEDIUM and Performance is MEDIUM and Circumvention 

is MEDIUM then SecurityLevel is MEDIUM. As seen in 
Figure 22, the result shows that SecurityLevel is MEDIUM 
with a green triangle and an indicator at the middle of it which 
indicate the point 0.6. 
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Figure 22: Simulation of Ear Canal biometric 
 
Palmprint biometric has a deterministic rule: if Biometric is 
PalmPrint and Universality is MEDIUM and Uniqueness is 
HIGH and Permanence is HIGH and Collectability is 
MEDIUM and Performance is HIGH and Circumvention is 

MEDIUM then SecurityLevel is MEDIUM. As seen in Figure 
23, the result shows that SecurityLevel is MEDIUM with a 
green triangle and an indicator at the middle of it which 
indicate the point 0.6. 

 

 
 

Figure 23: Simulation of Palmprint biometric 
 

 

 

 

 

 

 

 

 

 

 

 

5.  CONCLUSION 
 

This paper revealed the applicability of fuzzy logic model to 
determine the security level of fifteen (15) Biometric traits 
considered in this research. Biometrics characteristics 
knowledge base categorized by the previous researchers in the 
field of Biometrics was used to develop a model that can be 
used to determine the security level of the various Biometric 
traits. The proposed model was simulated in Qtfuzzylite 
environment in order to test its applicability. In this 

evaluation, six (6) factors were considered which are 
Universality, Uniqueness, Permanence, Collectability, 
Performance and Circumvention and the results show that 
Fingerprint, Hand Geometry, Hand Veins, Iris, Ear Canal and 
Palm print have medium security level among the fifteen (15) 
Biometrics traits considered for evaluation. This model 
therefore, gives the decision maker a clear and flexible method 
of evaluation.  
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ABSTRACT 
Some say that the world is getting smaller, but I believe with those who say it is not. It just feels smaller, because modern 
technology helps overcome the distances. To be part of the modern world, with its advantages and obligations an identity is 
required. For the government to provide schooling, health services, and local government delivery services and to know who 
should be eligible to vote, it needs to know who you are. It also needs to know who are to pay taxes, do public service delivery 

and contribute to society in other ways. This is why many countries want to keep track of their residents; to know when they are 
born, when they marry or divorce and when they die. Decision-makers depend on sound and timely statistics for policy 
development, decision making and for programme monitoring and evaluation. In the present scenario, Information 
communication technology has added the impetus to the services provided by the Lesotho Government (GOL) since the 
implementation of Lesotho Government Data Network (LGDN). This paper will highlights the role of digital technology and 
interactive content for strategic development of Lesotho and the potential of Lesotho Government working towards national 
collaboration specifically for  update civil register, census data and voter register.. 
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1. INTRODUCTION AND BACKGROUND  
 

[1]Following the successful conclusion of the 2012 elections, 
Lesotho Independent Electoral Commission (IEC) envisaged 
to continue to support the sustainability of know-how and the 
development of long-term capacities of the (IEC), including 
the latest voter registration technologies getting adopted [4]. 
To this end, the Programme can Assistance and improve, the 
current ongoing Lesotho Civil Registration to harmonize its 
national civil registry with IEC’s voter database, as well as 

other agency databases, so that Government Funded institution 
can work together and collaborate as necessary. Developing a 
strategic plan which will demonstrates a clear need and the 
official exchange of information will improve information 
dissemination to electorates. A clear definition as to who is 
entitled to vote, as voting depends also on the age, 
comprehensive legal requirements and constituency depends 
on residence, so the details of voter registration can change but 

the citizenship changes vest on the responsibilities of Home 
Affairs Ministry.  And the ‘Right to Vote’ is decided by the 
Lesotho IEC, not the Home Affairs Ministry.[3]. 
 
 

 
 
 

Central to the debate is that there is overwhelming evidence 
that Lesotho people want all Government information to be 
centralized to this extent.  A common National Identity 
implies that all records are tied to that ID, which gives the 
government agencies great power as well as convenience and 
flexibility.  Overall, a combined ID Card and Voter 
Registration has many advantages, as it allows the 
development of a permanent rolling voter register and takes 

the pressure off the IEC when elections are called. Lesotho has 
the skills, and most of good technology infrastructure, to do 
this, so the only problems are people culture in Government 
authorities, political commitment and cost to deliver this 
project. The project might run within a period of 8-12 months 
under professional private and technical advisers.  There will 
be a need to develop a plan for the integration of civic and 
voter registration in Lesotho, and to determine the costs and 

benefits.  Implementation and support for the programme may 
take longer time. The plan will cover capacity building for 
Lesotho IEC information technology department and Home 
Affairs Civil & National ID department [3]. 
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In 2012 Analysys Mason conducted a high-level review of 
Lesotho’s ICT operations across all government ministries and 

at the Lesotho IEC.  The findings were based on the detailed 
technical views and an operational self-assessment (ITIL 
standard view) for each ministry or department. Analysis 
Mason completed more than 25 ministry and departmental 
interviews with senior business, ICT managers and ICT 
operators. In addition, the country’s ICT operations were 
compared to industry standard, Lesotho IEC was included in 
the study. The current ICT infrastructure at the Lesotho IEC, 

Ministry of Home Affairs and Department of Bureau of 
Statistics in terms of communications network, database 
applications, business suits, servers, PCs, and field registration 
equipment was found to be generally fit to perform its 
mandate of each agencies, It was found to be more than 
capable of supporting a full range of electoral support services 
and citizens service delivery. Most of the ministries and public 
agencies like the IEC Lesotho work in a silo; there is no vision 

for information exchange and how that can increase efficiency 
in different departments [3]. 
 
There is the perception that all the information that they 
collect belongs to that particular AGENCY and there is no 
need for them to share it elsewhere. Example a particular 
ministry needs the information they will purchase or build an 
application that will provide them with the information.  GIS 

is an example of such a system whereby , Local Government, 
IEC,  Public Works, traffic, Health, and  Bureau of Statistics  
to name a few are the ministries that can benefit through 
digital collaboration rather developing their own GIS. Finally 
it is clear from the list of Slow ICT advancement results that 
duplication of efforts has been captured in many advisory 
reports. The general conclusions drawn from this review 
suggest that Lesotho is a country that is in need of leadership 
and direction in the implementation of ICT across all aspects 

of government and public funded institutes [3]. 
 
There is a tremendous amount of duplication of information 
and effort across the government. This has resulted in double, 
triple and quadruple spending on the same services in addition 
to a lot of manual processes to obtain inter-governmental 
information. Examples of this include the four GISs that are 
separately maintained by Statistics, Natural Resources, IEC 

and LRA. There is also no information sharing between 
Passports, Vehicle Registration, police, Court Systems, IEC 
etc. In order for the police to get any vehicle registration 
information, they have to physically go to the traffic systems 
to look at the vehicle registration information – a very time 
consuming and expensive process that could be done by inter-
system information sharing[3]. 
 

 
 
 
 
 

2.  OBJECTIVE 
 

The purpose of this paper is to outline the approach to be taken 
towards the digital and interactive content production as part 
of Lesotho strategic development. This is going to contribute 
to modernisation of civil register, census and voter register. It 
will help the government budget to be controlled and 
effectively make use of tax payers money for long term 
benefits. 
 

3. METHODOLOGY 
 
To undertake this study, it was necessary to gather a range of 
information on the existing use of ICT across government in 
Lesotho Government and Lesotho Independent Electoral 
Commission. This was not intended to be an in-depth study, 
but sufficient to gain an understanding of how effectively ICT 
is used across the main ministries. To measure the 

effectiveness of ICT usage, we considered the mainstream 
components of a modern ICT deployment, including email 
systems, Online databases, information system (IS) 
applications used to support day-to-day operations, integration 
of data interchange with other ministries etc [3].This 
information was collected from various representatives of the 
departments using desk top review approach. Recent ICT 
reports from consultancy submission, recommended strategic 

policies have also been used to support study arguments and 
future recommendation. 
 

3.1 Historical Background Of Data Collection Of Civil  

      Register, Voter Register And Census Data 
 

3.1.1 Lesotho Independent Electoral Commission 
The IEC was established in 1997 as a body responsible for the 
management of elections. It is made up of a three-person 

Commission and the Directorate. The Commission consists of 
the chairperson and two commissioners. This structure is 
mainly responsible for policy-making and oversight. Each 
commissioner is appointed by the King to serve a maximum of 
two three-year terms. In appointing the IEC, the King is 
advised by the State Council and selects the prospective 
commissioners from a list of no fewer than five names that are 
jointly nominated by all registered political parties. The 

commission is empowered to organize the credible, fair and 
impartial National Assembly and local government elections 
as well as referenda in line with the Electoral Act and the 
Constitution of Lesotho. The Commission’s main 
responsibilities are: 
 
 registering electors 
 supervision of the preparation, publication and 

maintenance of a 
 general register of electors 
 registering political parties 
 demarcating constituency boundaries 
 conducting elections 
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Voter registration in Lesotho is mandatory and a continuous 
process. The National Assembly Electoral Act, 2011, gives the 

IEC powers to suspend the registration of voters during the 
elections only. The National Assembly Electoral Act 2011 
provides that the IEC through the office of the Director of 
Elections shall prepare and display the list of registered voters 
30 days in advance of the voting day. The public display of the 
voters’ roll is done in two phases, namely the provisional list 
and the final list. IEC Network infrastructure covers a wide 
area and exploits number of different technologies. The 

branches are connected to IEC headquarters data centre 
through WAN technologies. It is estimated that IEC had about 
150 users on its network spread throughout the remote 
locations. It is important to note that majority of users are 
based in Maseru district. There are available ICT service 
which includes, biometric technology to support voter register 
GIS, internet connection and email facilities. The final product 
of a voter register is voters roll in the form of a report based on 

SQL server and other modern platforms. Voter details are 
collected directly from the constituency villages to the district 
then to IEC data centre. 
 

4. MINISTRY OF HOME AFFAIRS LESOTHO  
 
[5] The Ministry of Home Affairs in Lesotho is entrusted in 

enhancing socio‐economic development by providing high 

quality services in the protection of human life and property, 
and controlling free movement of people, into, within and out 
of Lesotho. This will render Lesotho stable, prosperous, at 
peace with itself and its neighbors as enshrined in the vision 

2020.The Ministry desire to offer a multitude of services to the 
citizens of Lesotho, as well as foreigners, who wish to visit, 
work or stay in Lesotho. The Ministry’s core functions are: 
Maintaining the National Population Register (NPR).  
  
Civil Services which includes,  
 Managing the birth, marriage and death records, 
 Determining and granting citizenship, 
 Issuing travel documents and passports, 

 Issuing identity documents (ID.  
 
Immigration service’s includes 
 Administering admissions into the country 
 Determining the residency status of foreigners and 

issuing permits thereof Custodianship of refugee affairs 
 Inspectorate 
 Policy directive 

 
 
 
 
 
 
 
 

 

5. MAJOR PROBLEMS  
 

[4] Some notable achievements for the Government of 
Lesotho include the implementation of a Lesotho Government 
Data Network (LGDN) with live operation commencing from 
1 April 2009. There are a number of legacy systems that need 
to continue to be supported which include payroll, 
procurement, and ID and passport production. However the 
following problems need serious attentions: 
 Management are not receiving high quality management 

information upon which they can base informed 
decisions. There is a need for robust Corporate 
Governance and Information Governance to ensure the 
necessary compliance to procedures. 

 There is no official technical collaboration between 
Home Affairs and NGOs/citizens supporting democracy 
institutes such as Lesotho IEC and other. 

 There is no official technical collaboration between 

government and business/citizens strengthening service 
delivery.   

 There is no official collaboration within and between 
NGOs – platform for joint action.  

 Tax payer’s money doubled for government or Public 
institute’s suppliers for single service which can be 
shared like Internet Service provider, data sharing 
practices and Telecommunication services etc… 

 Service delivery from points of  Government agencies 
and public institutes scared which makes impossible for 
clients to receive services while same time, same place, 
same service point such services are paid out of tax 
collection. 

 Duplication of systems such as GIS, financial payment 
systems, Energy systems, data capturing for Electorates 
VS Civil register and Government printing services. 

 High volume of paper use is still visible as the exchange 

of information and correspondence is still based in 
circular, saving-grams, File rotation and Government 
Memos. 
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6. OPTIONS 
 

The goals behind collaboration and social media tools are 
clearly beneficial to business better information sharing, more 
efficient decision-making, and enhanced business 
relationships, among others. And trends are clearly indicating 
that collaboration will become a fundamental way of 
conducting many types of business activities in the near future. 
It is important to note that Online collaboration tools and 
external social sharing tools in particular present security risks 

to the operation of enterprise networks and computing 
systems, as well as to the confidentiality of intellectual 
property and business information must be managed by 
competent ICT experts.  
 
 
o Create a business plan for collaboration and social 

networking solutions, starting with the business need 

o Create policies on information confidentiality and 
expectations for each agency/ employee activity when 
interacting on collaboration sites.There should be a clear 
policies and guidelines with regards to ICT networking 
enterprises which will regulate the technical collaboration 
of each department of agency. 

o Define policies on network security measures such as 
remote access by mobile devices, level of password 

protection, and use of direct file sharing. 
o Create training resources for all users, user training with 

on collaboration topics such as recognizing social 
engineering tactics and appropriately tagging content to 
prevent inappropriate sharing. 

o Craft clear security governance mechanisms for 
collaboration, Security Measures in Collaboration and 
Networking Technology, the best strategy for reducing 
and mitigating the threats that can come from online 

collaboration and sharing is to follow defense-in-depth 
security practices. These practices control access to 
sensitive systems and websites, then define what users 
can see and do when they are granted access. 

o Identify regulatory and compliance requirements that 
might restrict use of or information disclosure on social 
media. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

7. CONCLUSION 
 

The study had highlighted the use of modern technologies 
which has significantly changed the dynamics and the methods 
involved in capturing and reporting both civil data and voter 
records. It is in this spirit that aims to assist authorities to 
develop, publish and produce national records for citizen’s 
consumption on regularly or on a timely basis, to improve 
their capacity to deliver better services. To achieve these 
objectives, the Lesotho Independent Electoral Commission 

and Ministry of Home Affairs must develop and presents the 
policy issues, management considerations, and technical 
options involved in the primary phases of the process in order 
to established permanent and official collaboration in order to 
keep both Voter Register and National Population Register 
(NPR) together to keep it dynamically and get it updated.  
 
The on-going continues voter registration and civil registration 

project can further be support through official collaboration on 
other national agencies including the Ministry of Health, Local 
Government, Bureau of Statistics Lesotho, Law enforcement 
agencies, and financial services to become even more 
effective. The final findings from the paper believes that there 
will be no longer a need to spend millions of Maloti or dollars 
or every five years to undertake Voter registration and 
multiples reinvention of technology use in Government 

agencies for more similar projects which can be done jointly 
not in silos as it is the current practise [2].  
 
With current 2012-2013 civil registration initiative, all 
government agencies including Lesotho National Electoral 
Commission will have to extract the list of voters, conduct 
election, modify to suit elections phase, give the public an 
opportunity to challenge it and then conduct any future 
election. Lesotho citizens will also benefit immensely from 

this suggestion noting that citizens will no longer be required 
to do multiple registrations with various government agencies 
for services delivery[8]. 
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8. RECOMMENDATION AND WAYFORWARD 
 

The information and communication technologies have 
continued to provide positive support at Lesotho IEC and 
Ministry of Home Affairs have continued to spend additional 
tax payer’s money whiling using the Government budget for 
more similar services, but working in silos by evolving 
technical expertise to improve their capacity building while 
the global marketplace has made some of this practices to be 
less costly.[7] They have reached a point where it is 

reasonable to conclude that, with the necessary political will 
and a limited investment, most legislatures can now have 
access to the technical means for capturing and reporting their 
institutional operations on a timely basis. [2]In addition 
African countries  a have systems of collaborating together 
such as South Africa and Sierra leone to mention few, The 
same arrangement can be  in place to enhance their existing 
operations by adopting best practices, techniques and 

innovations developed by others[6].The review of methods 
presented in this document shows that are variety of options 
for Lesotho as country to consider. It is believed that the 
proposed method of working can attract international donor 
funding assistance which can put Lesotho capability on the 
global map for practice of good governance. The paper This 
identifies strategic recommendations, discussed below, that are 
organized around the themes of policies, management 

considerations, and technical options[7].  
 

Policies  
Establish written policies, consistent with the goals and values 
of both Lesotho Independent Electoral Commission and 
Ministry of Home Affairs, which are needed to guide the 
process of capturing and reporting proceedings [7]. 
 

Management Considerations 

[7] Establish a coordinating technical committee in which all 
the organizational units responsible for producing and 
publishing the various versions of the record of civil register 
and voter register are represented at the working level. 
Establish a committee to ensure procedures are developed and 
implemented to preserve records of Lesotho IEC and Ministry 
of Home Affairs. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Technical Options 
 Utilize any on shelf workflow available from Enterprise 

edition for large network operations, content and/or 
document management systems to support all phases of 
the capturing and reporting process.  

 Develop systems that can support multiple publication 
formats – print and online from any recognizable 
database platform such Oracle, SQL and MS access with 
resources permit – within short deadlines. 

 Collaborate and more development of a technical 

infrastructure that provides the hardware, software, 
networks, communication systems and users’ support 
needed for all phases of the capturing and reporting 
process.  Use open document and data standards, such as 
XML, for all reports whenever possible to improve 
document exchange and to support preservation and 
permanent access. 
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ABSTRACT 
Nomadic environment are characterized by users authentication mechanisms that draws from the various types of authentication. 
Existing nomadic environments authentication methods does not effectively support the delegation or assignment of tasks outside 
of the defined environments.  This development in the context of what nomadic environments were designed to achieve is a 
major drawback.  Nomadic environments were conceived to enhance productivity in organizations by allowing nomadic users 
seamless access to resources and services. This study is proposing a multifactor authentication framework that will support the 
delegation of tasks within and outside of the nomadic environment.  This framework will provide support for the enhancement of 
the needed workflows that promotes efficiencies required in nomadic environments. 
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1.  BACKGROUND STUDY 

 
Over the years, there have being astronomical growth in 
computing technology and its applications in our daily 

activities are becoming overwhelming as we all now live in 
a global world where all activities such as resource sharing, 
delegation of task, assignment of roles are becoming useful 
in enhancing organizational workflow. These new 
applicative abilities in computing have shifted the trend in 
which we interact with the computer.  In this new era, 
computer resources, network terminals, data centers can be 
shared and utilized by anyone, any system and any 

organization primarily to meet their demands.  In the 
mainframe and desktops era, a user has to physically go to 
a computer for the purpose of information processing or 
computing. Also, with the emergence of mobile computing, 
people move freely in their environment while they carry 
their computing devices with them, e.g. laptops, 
smartphones, PDA, etc. Recently; we have started 
embedding computing devices in our work environment 

where people can share such terminals to carry out their 
various jobs.  This is what we refer to as the nomadic users.   
 
 
 

 
Nomads can be defined as the users who are mobile and 
have electronic appliances (such as PocketPC, palmtop, 
Personal Digital Assistant (PDA) in their pockets to get 
access to the remote information spaces no matter which 

device they currently are working with and no matter where 
they are.  Today, the Next Generation Networks (NGN) is 
considered to be a "user-centric" approach in the economic 
and technological world [14]. In addition, users can use any 
access to services and any terminal [21]. They do not 
necessarily need to carry their computer devices with them; 
however, their environment is well equipped to support 
them with whatever they need to carry out their desired 

computer task.  In a nutshell, we are referring to an 
environment which possesses not absolutely but have the 
following characteristics, network interconnectivity, 
platform independences, location transparency, 
communication bandwidth, adaptivity and communicative 
devices.  It is worthy to note that nomadic computing cuts 
across all forms of communication with the sole aim of 
providing system support for a user at any point in time. At 

this juncture, it is also important to distinguish nomadic 
computing from other computing paradigms.  Table1.0 
shows a clear distinction between nomadic computing and 
other computing paradigms using some parameters. 
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Table 1: Comparison of Various Computing Paradigm  

Parameter for 

comparison 

Nomadic computing Mobile 

computing 

Ubiquitous computing Grid computing Cloud 

computing 

Goal Resource sharing 

within a network. 

Computation 

and use of 
services on the 
go. 

Seamless 

interconnectivity of all 
devices. 

Collaborative 

sharing of 
resources 

Use of services 

Interconnection 
Network 

No network, fixed 
network, fixed 
wireless network 

Wireless 
network 

No network, fixed 
network, fixed wireless 
network and sensor 
network 

Mostly internet 
with latency and 
low bandwidth 

Dedicated, high-
end with low 
latency and high 
bandwidth 

Critical object Interconnectivity of 
different computer 
devices. 

Dynamic 
mobility and 
dynamic 
network 

connectivity 

Invisible computer 
infrastructure.  

Computer 
resources 

Services 

Computing 
Technologies 

Mobile technologies 
and wireless 
technologies 

Mobile 
technologies 
and wireless 
technologies 

Mobile technologies 
wireless technologies, 
sensor technologies, 
embedded systems 

Batch-scheduled 
computing model, 
data and resource 
management 
technology 

Data-center 
management 
technology, 
virtualization, 
etc. 

Types of 

services 

Accessibility to 

desired resources 
from any computer 
enabled point. 

Accessibility to 

services on the 
move. 

Accessibillity of 

services from a 
seamless 
interconnectivity of 
different heterogeneous 
computer devices 

Central 

Processing Units, 
Network, 
Memory, 
Bandwidth, 
Storage etc 

SAAS, IAAS, 

PAAS, 
Everything as a 
service. 

Computational 
focuses 

User-centric Device centric Device and user centric Computationally 
intensive 
operations 

Standard and 
high-level 
instances. 

 

 
Users in a nomadic environment are faced with 

authentication process to enable them invoke their session.  
Also users are faced with the security hazards of delegating 
their task to another user.  This most times is done by 
giving such delegated user their password.  Such users can 
always use such password subsequently thereby leading to 
security lapses. It is also important to note that nomadic 
environment can exist in schools, hospitals, corporate 
organizations (such as banks, industries and government 

establishment). Since users in a nomadic environment 
undergo authentication before invoking their session, the 
need to have an authentication and delegation process that 
is secured cannot be overemphasized. They are different 
ways to achieve computing security such as defensive 
programming, physical security, encryption and decryption 
mechanisms etc.  However access control is the most used 
approach to enable computer security.   An access control 

mechanism restricts the access to computer resources in 
accordance to some computer security policy.  
 

 
 
More emphatically, access control mechanisms depend on 
the identity of a user which is obtained by an authentication 
mechanism. This implies that authentication is first carried 
out before the access control mechanism is invoked. 

 

1.1 Statement of the Problem 
Nomadic computing was intended to facilitate seamless 
access by nomads to computing resources in organizations 
with the ultimate aim of enhancing the workforce 
productivity. However in an attempt to achieving this, if 
adequate authentication and delegation process is not put in 
place, the entire organization workflow is prone to security 
hazards such as; spoofing, password theft, unaccountability 
etc.  To avoid this, users in nomadic environments perform 

one or more authentication process in every session and 
afterwards such user can subsequently continue with 
facilitated access at other terminals within the nomadic 
environment. All the existing nomadic computing 
platforms support this above feature.  
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With the emerging needs for productivity in the work place, 
there is the need to extend this existing framework to 

support the continuation of an active from anywhere 
outside of the workplace. 

 

1.2 Research Motivation  
In recent years, a significant trend is taking place in which 
more and more of the workforce is being emancipated from 
traditional physical offices. According to the Meta Group, 
the number of full-time mobile workers in the U.S. has 
doubled between 2000 and 2003, and the number of 

employees who spend more than 20% of their time working 
outside an office is booming (Meta Group, 2003). Nomadic 
users represent an important class of computer users and 
many more computer users may evolve to this class as 
emerging technologies enable users to render services 
anywhere.  We are motivated therefore by the need to 
extend the existing nomadic computing platforms with 
features that will support roles assignment and delegation.  

 

1.3 Research Objectives  
The primary aim of this study is to design and implement a 
multi factor authentication and delegation framework that 
will make it possible for any duly authenticated user to 
continue with that active session from locations outside of 
the nomadic environment. The primary aim is also to 
provide for a reliable mechanism within our primary design 

that will support roles and task delegation to subordinates 
or colleagues in a secure manner. 
 
The objectives are: 
i. To develop software that will extend the existing 

nomadic computing platforms to support remote 
access by authenticated nomadic users from locations 
beyond the nomadic environment. 

ii. To add functionalities to the software that will make it 
possible for an authenticated user to delegate tasks to 
other duly authenticated users. 

iii. To simulate the nomadic environment showing signal 
propagation among terminals. 

 

2. REVIEW OF LITERATURE 
 
In modern user computer environment, Internet – capable 

network servers provide connectivity that allows a large 
portion of the user population to access information at the 
desktop from sources around the world [4].  As a result of 
the ease with which information can be accessed, computer 
security breaches may occur unless systems and restricted 
information stored therein are kept secured. A multifactor 
authentication framework in a network environment using 
Radio Frequency Identification tags was to achieve a zero 

interaction authentication [11].  However this approach is 
constraint due to the fact that this tags can either be stolen, 
cloned. Another secure user authentication mechanism 
which is proximity based, but the main focus is to avoid 

vulnerabilities that are part of personal computing 
paradigm such as theft [3].   Similarly the use of multifactor 

authentication has extensively been investigated in 
literature for biometrics [10], [4]. Also an architecture for 
nomadic mobility in smart home environments based on 
AAA (Authentication, Authorization and Accounting) 
mechanisms in conjunction with media proxies aggregating 
and presenting content to any type of HTTP-enabled device 
[18].   However, the architecture did not support 
decentralized mechanism for authentication and 
connectivity among homes instead of relying on the central 

AAA node.  End-users can, by simply having their mobile 
devices authenticate with a visited node, easily gain access 
to various types of resources at home while roaming to 
other people’s home networks.  An approach that 
introduces and evaluates the mechanisms for authorization 
recycling" in RBAC enterprise systems was studied [20].  
The algorithms that support these mechanisms allow 
making precise and approximate authorization decisions, 

thereby masking possible failures of the authorization 
server and reducing its load. To improve performance and 
address potential security vulnerabilities of an authorization 
system, a distributed authorization caching technique 
proposed [1].  Also, in cloud computing, a Role based 
Access Control Mechanism using cooperative secondary 
authorization recycling method was adopted [19].  
 

2.1 Authentication Mechanisms 
All authentication mechanisms are developed to satisfy one 
aim and that is to find out whether the claim made by a 
subject about his identity is correct or not. It may be 
defined as, “the process of verifying the validity of a 
claimed user [10]. User authentication mechanisms are 
generally divided into two classes.  The first class is 
referred to as human-centric authentication and it entails 

identifying some intrinsic properties of a human and 
finding the corresponding identity.  This was further 
classified as knowledge based and biometric authentication 
[17]. If a voice recognition system is installed at an access 
point then the system captures the person's voice, extract 
relevant voice patterns, then it matches these patterns with 
patterns stored in a local database to find the identity of a 
user. Few other examples that also utilize intrinsic 
properties are video tracking, iris recognition and 

fingerprint matching.  The second class of authentication 
mechanism is the device-centric authentication. In this 
case a device is used to authenticate on behalf of a user 
with following underlying assumptions; 

a. The user has the authorization to use the device 
on his behalf for the authentication purpose. 

b. The user is in the possession of device at the time 
when authentication mechanism is being invoked.  
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Generally, human-centric authentications require some kind 
of user involvement. Most especially in the case of 

knowledge based authentication, an active user interaction 
is expected. This type of usability constraints limits the 
maximum frequency of authentication. Device centric 
authentication is relatively less trusted approach, as a result 
of the high tendency of it being stolen or cloned. However, 
to achieve a high level of trust while also allowing frequent 
authentication, a hybrid authentication approach should be 
used, which combines the strength of device centric and 
human centric methods.  

 

3. NOMADIC ENVIRONMENT 
 
We define the following two properties to identify a 
nomadic environment [11]. 
1. A nomadic environment has communication 

infrastructure similar to ubiquitous environments.  
This implies a communication infrastructure that is 

well connected and provides users with services they 
require. It allows nomadic users to frequently move 
around within the environment and access their unique 
sessions from any terminal of the environment and 
beyond the environment. 

2. Computing devices in nomadic environments are not 
ubiquitous. This property distinguishes a nomadic 
environment from a ubiquitous environment.  As 

devices are not ubiquitous, so users interactively 
authenticate and use their sessions.  Nomadic 
environments exist at many places, e.g. networks in 
hospitals, universities, software companies, 
supermarkets, etc. These environments have well-
connected communication infrastructure in form of a 
wireless or wired LAN, but devices used are mostly 
classic desktop computers. Also, the users can as well 

have access to their session beyond the environment. 

 
Rapid developments in Information Technology (IT), 
particularly in communication and collaboration 
technologies, are substantially changing the approach of 
organizational computing. Concepts like nomadic 
computing or ubiquitous computing, enabled by dramatic 
developments in mobile and wireless communication 
technologies, such as WAP, Bluetooth, and 3G mobile 

phones, and the continued miniaturization of chips and 
computing devices suggests the possibility of radically new 
types of computing services. These services will establish 
for the first time a truly nomadic information environment. 
At the same time, handheld computing devices such as 
personal digital assistants or digital mobile phones will lead 
to more complete digitalization, miniaturization and 
integration of diverse sets of knowledge (personal, 

organizational, public) for knowledge workers.  
 
 

The tools will also offer unprecedented possibilities to 
access and share information in organizations and 

communicate them with others on the move. Such 
emerging environments we call a nomadic information 

environment. 

 
Example: Universities; modern universities have nomadic 
infrastructure in the form of well-connected network with 
centralized access to electronic records. Most of the 
computing devices are some kind of computer terminals, 
distributed around in a university environment. Typically 

these terminals exist at following locations. 
1. A lecturer workplace has couple of terminals. 

This is needful as lecturers have to deliver 
lectures at various venues or may have to study 
or do some academic research.  

2. Conference halls, laboratory, senate chambers 
and meeting rooms have their terminals.  It is also 
typical that besides a large display, for 

presentations and illustrations, there are also 
terminals in front of each attendee. 

3. Most College Officers, Staff Advisers, Heads of 
Department and Deans have terminals at their 
workplace to keep track of student records and 
carry out other necessary administration jobs. 

4. The library has terminals of its own. These 
terminals are connected to central database so 

that they can access information regarding to 
books, articles, publications and other research 
materials. 

5. In staff and student cafeteria, there could be few 
terminals. 
 

It is interesting to look at how nomadic users work in the 
hectic environment of university. For example, a lecturer 

meant have multiple lectures to deliver while also carrying 
out some research. He responds to each level course 
assigned to him. This lecturer may be having different 
lectures at the same time. He can as well delegate to his 
subordinate to assist. This he does by giving out is means 
of authentication to the subordinate. This approach is prone 
to security hazard. Most prominent are knowledge based 
authentication mechanisms as they require active user 
involvement in the process such as commonly used 

password based login. 
 

3.1 Access Control Lists  
Access Control Lists (ACLs) are the oldest and most basic 
form of access control. They became highly used in the 
1970s with the introduction of multiuser systems where the 
need to reduce access to files and data on shared systems 
became of high relevance. Some of the earliest access 

control lists were implemented on UNIX systems.  
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Later, as multiuser operating systems for personal use 
became popular, the idea of ACLs was introduced into 

them. Many modern operating systems; e.g. UNIX like, or 
Windows, make use of ACLs at some level. 
 

 Advantages 
1. ACLs control not only user access to system 

resources; they also control application and 
system access as well. 

2. ACLs can be used in network contexts wherein 
the target resource to which access is sought rest 

in remote systems. 
3. Some applications also maintains ACLs to 

determine which users are able to view certain 
data elements. 
 

Disadvantages 
1. The ACL for a particular file, process or other 

resource might be checked every time the 

resource is accessed, and this can be an 
inefficient means of providing access control. 

2. ACL can be difficult to manage in an enterprise 
setting where many people need to have different 
levels of access to many different resources. 

3. Selectively adding deleting and changing ACLs 
on individual files or even groups of files, can be 
time consuming and error prone. 

4. It treats every user as a distinct entity set of 
permissions for each resource.  This means that 
ACLs are resource – focused.  This is a tedious 
process when large groups of resources are 
involved. 

5. ACL are generally set by resource’s owners and 
are not always centrally managed also complicate 
matters, since a fair amount of coordination and 

planning lies to be done to ensure that the correct 
people have the correct access to the correct 
resources. 

6. ACL has limited scalability at enterprise level. 

 

3.2. Role Based Access Control 
RBAC is an efficient and standard access control 
framework, and its delegation mechanism is very flexible 
and useful for information sharing in nomadic 

environments [15].  In the context of RBAC, roles are 
identified as different job function in an organization. 
Individual users are then assigned to these roles based on 
their job responsibilities. This role-driven model aims to 
simplify the management of permissions [8]. Although the 
group mechanism, which is a part of many Unix-like 
systems, can be considered as a subset of RBAC 
framework, the RBAC model does not recognize it. This is 

because the notion of a session is a critical part of RBAC, 
but it is not considered in the groups.  
 

A session allows activation of some of roles and without 
this explicit distinguishing; all roles of a user are active 

which clearly violate the least privilege rule [2].  
Revocation could be non-trivial in some cases. An author 
categorizes revocation schemes with four dimensions: 
dependency, resilience, propagation and dominance [15]. 
Consequently these four dimensions lead to sixteen 
different revocation schemes in simplified RBAC model. 
Again, not using delegation at user level makes these 
process a lot more messy causing usability constraints. 
Moreover, RBAC also does not guide about persistence of 

delegation process which leads to implementation 
dependent vulnerabilities. For example, it may happen that 
a delegatee continues to use a delegated session using old 
authorization data. 
 

Advantages 
1. RBAC allows users to be members of multiple 

groups. 

2. RBAC also create the potential for hierarchies of 
permission and inheritances where in more 
restrictive permissions override more general 
permissions. 

3. RBAC is also increasingly being implemented at 
the application level, particularly in enterprise 
settings where it is commonly implemented as a 
component of enterprise middle ware. 

4. This provides new opportunities for scalability 
and versatility because a single middleware 
product can be used to control access to many 
systems and resources. 

 

Disadvantages 
Despite its many advantages (particularly when compared 
with the ACL model), RBAC has its own disadvantages. 

One of the most significant is the fact that dividing people 
into categories based on roles makes it more difficult to 
define granular access controls for each person. It is often 
necessary to create more specific versions of roles or devise 
other mechanisms to exclude specific individuals who fall 
into a particular role, but do not necessarily need to have 
the full rights accorded to other members of a group. 
 

 3.3 Mandatory Access Control (MAC) 

Mandatory Access Control (MAC), as loosely define by 
NIST (1985), depends upon central security policy written 
by security policy administrator. A user does not have the 
right to override this policy in any case.  This means 
whenever a user or some process wants to access some 
resource like sockets, memory, file system or display etc, 
system refers back to the centralized security policy to find 
out whether this operation is allowed or not. MAC is 

supported in MLS (Multi Level Secure), SELinux (Security 
Enhanced) and many other military-oriented systems.   
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Due to nature of MAC, it does not support independent 
user level delegation and thus it is not very suitable for 

Nomadic users. This is because, a user in MAC has to refer 
system security administrator for any change of 
permissions which is quite undesirable in terms of usability 
for nomadic working environments. 

 

3.2.4 Discretionary Access Control (DAC) 
Discretionary Access Control (DAC), as defined by NIST 
(1985), is based upon the identity of a user or the group to 
which the user belongs. Additionally, a user who have 

certain permission is capable of delegating those 
permissions to another user and do not need administrative 
privileges. Example of DAC is a traditional UNIX system 
and UBUNTU desktop distribution of Linux etc. In the 
UBUNTU every object in system has an owner and owner 
controls the permission for that object and can change those 
permissions. MAC and DAC can co-exist on a system and 
in that case MAC has always the highest priority. As we 

may conclude that DAC has the support of delegation, 
which means users can freely delegate their rights to other 
users. But there are couples of problems with its 
implementation. 
1. For delegation purpose, individual resources are 

delegated and there is no easy way to aggregate 
resources and thereby delegate all the permissions 
necessary to perform a specific task in a single 

operation. Since nomadic users need to frequently 
delegate thus it is usually difficult for them to figure 
out relevant resources for a certain task in a short 
period of time. 

2. Delegating individual permission requires a relatively 
long user interaction depending on the number of 
resources associated with a job. Due to the 
requirement of frequent delegation for nomadic users, 

prolong interactions with a delegation mechanism 
motivate them to circumvent the default delegation 
mechanism besides reducing their work efficiency. 

3. Usually, there is no accountability in this approach as 
the system does not always distinguish between 
authorizations that are granted by the system 
administrator and the authorizations that are obtained 
by a delegation process. 

4. This delegation is at resource or group level which 

means that delegatee still works as delegate even after 
delegation. If a user A delegates a resource R to a user 
B, to perform certain action on R on behalf of A, then 
still the delegatee B performs those actions on R as 
user B, although B is now capable of doing those 
actions. This might not be desirable in some cases. 

5. There is no guidance about how a user should be 
authenticated, causing implementation dependent 

vulnerabilities and usability problems with password 
authentication for nomadic users [6]. 

 

 

3.5 Attribute Based Access Control (ABAC) 
Attribute Based Access Control (ABAC) is an access 

control model wherein the access control decisions are 
made based on a set of characteristics, or attributes, 
associated with the requester, the environment, and/or the 
resource itself. Each attribute is a discrete, distinct field that 
a policy decision point can compare against a set of values 
to determine whether or not to allow or deny access. The 
attributes do not necessarily need to be related to each 
other, and in fact, the attributes that go into making a 
decision can come from disparate, unrelated sources. They 

can be as diverse as the date an employee was hired, to the 
projects on which the employee works, to the location 
where the employee is stationed, or some combination of 
the above. One should also note that an employee’s role in 
the organization can serve as one attribute that can be (and 
often is) used in making an access control decision.  
 
A typical ABAC scenario involves a requester who 

attempts to access a system either directly or through an 
intermediary. The requester will have to directly or 
indirectly provide a set of attributes that will be used to 
determine whether the access will be allowed. Once the 
requester provides these attributes, they are checked against 
the permissible attributes and a decision will be made 
depending on the rules for access.  
 

Advantages 
1. 1.A key advantage to the ABAC model is that 

there is no need for the requester to be known in 
advance to the system or resource to which 
access is sought. As long as the attributes that the 
requestor supplies meet the criteria for gaining 
entry, access will be granted.  

2. ABAC is particularly useful for situations in 

which organizations or resource owners want 
unanticipated users to be able to gain access as 
long as they have attributes that meet certain 
criteria.  

3. This ability to determine access without the need 
for a predefined list of individuals that are 
approved for access is critical in large enterprises 
where the people may join or leave the 
organization arbitrarily. Most available operating 

systems do not inherently support the ABAC 
model. Instead, such access control is most often 
implemented at the application level, with an 
intermediary application that helps to mediate 
access between a user or application and the 
resource to which access is requested.  

4. For relatively simple implementations, large 
databases or other infrastructure are not necessary 

and the application logic for allowing access 
based on attributes is all that is required. 
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Disadvantages 
One limitation of the ABAC model is that in a large 

environment with many resources, individuals, and 
applications, there can be disparate attributes and access 
control mechanisms among the organizational units. It is 
often necessary to harmonize access control across the 
enterprise in order to meet enterprise governance 
requirements.  
 

3.6 Policy-Based Access Control  
Most organizations have some kind of policy and 

governance structure in place to ensure the successful 
execution of the organization’s mission, to mitigate risk, 
and to ensure accountability and compliance with relevant 
law and regulations. The internal security posture of most 
companies and organizations has traditionally been out of 
the purview of law and regulation, although banking, 
government-related bodies, and critical infrastructure are 

some notable examples of organizations where the 
government has exercised its authority to push for tighter 

security controls.  
They need to create and enforce policies that define who 
should have access to what resources, and under what 
circumstances. They also need to put in place mechanisms 
so that access can be easily audited because these Acts hold 
the organizations’ executives responsible for their 
subordinates’ actions. 
Thus, like policy, the establishment of an authoritative 
attribute source that all partners can agree upon is not 

necessarily an easy task.  Crampton and Huth [7] identified 
the insider threats that can lead to some security problems 
and an organization and considered how policy based 
Access Control Mechanism can be used to address the 
security problems while still maintaining a high level of 
usable authentication and access control mechanism. 

 

 

 
Figure 1.0: Existing Delegation at users’ level by Ahmed Naveed 2009. 
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The figure 1.0 depicts the existing authentication and 
delegation model for nomadic users [11]. This framework is 

meant to delegate users based on the Role Based Access 
Control Mechanism.  Users are assigned roles after 
authentication and some of the responsibilities of the users 
could be assigned (delegated) to other users.  This existing 
framework was designed to suit a Local Area Network.  When 
nomadic users are in this confined LAN environment, they can 
render their services from any terminals.  Even when such 
users move from one session to another, he can still continue 

with its services without facing re-authentication difficulties.  
The authentication process is by the means of the Radio 
Frequency Identification card (RFID) [11].  
 
This device centric authentication means allows the nomadic 
users to have a near zero interaction while carrying out its 
authentication.  However, as a new user, you are expected to 
enter your user name and password, and the system attaches 

your RFID to your record set.  Subsequently, when such a 
user, approaches any terminal, the RFID information is picked 
by a sensor and the authentication process is carried out 
without the user having to now enter its password and user 
name. When the user, leaves the terminal within a reasonable 
distance that the sensor cannot dictate the RFID signals, the 
system automatically logs off the user.  This authentication 
and delegation framework is suitable for nomadic users within 

a confined environment.   
 
However, considering the fact that nomadic users most not 
always be constraint to their immediate networked 
environment, there is the need to enhance the model, such that 
nomadic users can still render their services when they leave 
their LAN environment. In addition, we will also be required 
to reconsider the means of authentication.  Implementing the 
use of RFID tags beyond its LAN environment is cost 

effective.  RFID tags can easily be cloned and stolen. The 
possibility of having RFID sensor readers beyond the 
enterprise LAN environment might not be easy.  In our 
proposed framework, we have decided to use the biometric 
means of authentication.  This is secured and also usable.  The 
users’ biometric data will be converted into binary codes that 
can be used for easy authentication. We rendering services to 
an organization, we further classified nomadic users into three 

categories namely; Actual Nomadic Users (real user), 
Delegated Nomadic User (delegatee) and the External 
Nomadic User. The first two classes were supported by the 
existing model. 
 
 
 
 

 
 
 
 
 

The real users are the actual nomadic users who through their 
authentication can have access to their sessions and roles.  

They can also delegate roles to their colleagues.  The 
delegated users are those users who have being assigned by 
the real users to carry out functionalities on their behalf based 
on their permission.  The process of authentication supported 
by the existing framework in delegating roles to users does not 
consider the delegator having some feedback when their 
delegatee is carrying some of their tasks on their behalf.  
 

 The log for accountability is not enough to ensure security. 
Delegated users can take advantage of their delegator to 
commit some security crime and decide to leave the enterprise.  
We have propsed a more secured authentication and 
delegation process that will inform the delegator about who is 
about to use its sessions on his behalf.  The delegator can 
decide to either accept or decline the user. This is will be done 
through the use of SMS alert and random number generation 

system.  This will be more secured and usable both within the 
LAN environment and outside. The third class of users is 
enterprise hired or ad hoc staffs that are meant to render some 
special services to the organization.  Services rendered by this 
class of users are always within a period of time.  There is the 
need to also consider their usability requirement while also 
trying to ensure enterprise security.   
 

This third class of users made the use of RBAC by the existing 
framework not suitable for ours.  The enterprises most have to 
define policies that will govern the use of such class of users.  
Attributes of such users must be considered to see that they 
meet with the job specification they want to render. Based on 
the enterprise policy, and the attribute of the extended 
nomadic users, an authentication account can be opened for 
the extended nomadic user.  Also, based on the policy rights 
stipulated by the policy server, the extended user can render 

his services as well.  The Role Based Access Control 
Mechanism will not be suitable for this.  We have considered 
the need to incorporate the strengths of the Policy Based, Role 
Based Access and Attribute Based Access Control 
Mechanisms to give us an enhanced access control of our 
nomadic users.  This enhanced access control mechanism will 
suite the authentication and delegation of our nomadic users 
both from the LAN and other remote terminals.  It will also 

make all users render services anywhere to their organization.  
 
Also the design of the present framework is meant for a Local 
Area Network, however the design for the proposed 
framework is meant for a distributed Wide Area Network. 
Also the framework [11] was implemented in a Dbian Linux 
Operating system and the prototype implemented in a single 
system.  We intend to design ours in a windows operating 

system environment.  This is necessary because, the windows 
operating system is more users friendly and most commonly 
used Operating Systems.   
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4. PROPOSED METHODOLOGY 
 

Structured system analysis and design methodology will be 
employed in our systems analysis and design tasks. Our 
systems analysis and design will be done in two steps. In the 
first step, we will analyze the existing framework to 
understand and show the features it supports. This first step 
analysis will cover the features we intend to introduce to this 
existing platform as well. In the second step, we will compose 
our design of these added features and then show a detailed 

design comprising of the existing platform features and our 
added features.  
 
Ultimately, we will come up with an enhanced system 
architecture that will show a modified nomadic computing 
environment platform that supports remote access beyond the 
LAN environment and that allows for roles delegation.  

This kind of nomadic environment network will be simulated 
to show the signal propagation between the various terminals. 

However, the core of the research is to design and implement 
an authentication and secured delegation framework that will 
be usable in a nomadic environment. The language of 
implementation will be chosen based on languages that 
support platform portability, modern HCI design capability, 
online capabilities and suitable database software will also be 
used to manage the design of our database. 

 

5. CONCLUSION  
 
The issues associated with the authentication framework of 
existing nomadic environments were highlighted in this study. 
This study has equally proposed an enhanced framework that 
will promote the increased productivity nomadic environments 
were conceived to achieve.   
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3.4 PROPOSED AUTHENTICATION AND DELEGATION FRAMEWORK FOR NOMADIC USERS 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2: Authentication And Delegation Framework For Nomadic Users 
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ABSTRACT 
Electronic voting system employs the use of ICT in organizing and managing elections. Such an automated system is expected to 
satisfy some security requirements. However, existing systems are still unable to provide a most trusted platform for election due 

to some technical flaws, an obvious implication of this being an election result marred with irregularities and so many 
manipulations which often lead to post-election violence as obtainable in some African countries. This paper presents 
secureVOTE, a multi-agent e-voting system which technically overcomes some of these flaws by presenting a most trusted vote 
management procedure 
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1. INTRODUCTION  

 
As observable in most climes, democratic societies are 
founded on the principle of elections and on opinion 
expression capabilities. Most sovereign nationalities are 
governed by pure democratic ideals where citizens express 
their right through the conduct of an election in choosing a 
leader whom, they believe their nation’s destiny can be 

entrusted with. This form of governance has been termed 
Democracy, which is a government of the people by the 
people and for the people. Generally, when we talk of an 
election process, it is much easier to group elections into one 
of these categories [1]: 
a) Public elections and/or referenda at federal, state and/or 

local level (with binding effects) 
b) Internal elections and similar decision procedures (e.g. at 

an executive meeting) 
c) Advisory polls for decision-making and advisory 

referenda 
 
 
 

 
 
In this paper, we refer to election as obtainable in category (a) 
above, which connotes the exercising of people’s inalienable 
right in willingly choosing a democratic leader as enshrined in 
the constitution guiding such country.  Some questions that 
keep recurring are whether these elections meet the 
constitutional and other legal requirements, as laid down in the 

international legal and regulatory framework. Are the elections 
well designed and implemented in a way to comply with the 
tenets of democratic election principles and rights as well as to 
other human rights, which constitute the cornerstone of the 
international legal civilization? What are the generally agreed 
norms and requirements of widely acceptable form of 
elections? Can these norms be encoded into automated rules of 
engagement which employ ICT solutions to some of the 

seeming problems observed in public elections as will be 
highlighted below? If such automation is possible, will it 
genuinely solve some of the existing problems?  
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However, experiences in most elections have obviously shown 
several lapses in the conduct of such elections which are 
usually marred by several irregularities; for example, many 

eligible voters, at times, do not participate in elections. One of 
the common reasons for not participating is that voters find it 
inconvenient to go to the designated voting places, this 
happens when, for example, the polling station is not very near 
to the voter’s place. Also, some voters may be out of town, on 
work, or even on vacation. Some voters even stay out of 
designated polling places due to possible unrests that may 
occur or for fear of being attacked due to inadequate 

guaranteed security and possible vote coercion at polling units; 
this has been the case for elections in most developing 
countries. Nigeria, of course, is inclusive. A more decisive 
factor is when voters know that their votes may not likely 
count; for instance, several elections in Nigeria have been 
marred by cases of ballot box snatching, vote tallying and 
recording/counting manipulations and large scale maneuvering 
which doesn’t reflect the people’s wish or true reflection of 

their vote casted during election. This has been possible when 
the ruling party or an unpopular incumbent tries to subvert 
people’s vote revolt to chasing his government out through 
elections by massive use of available government mercenary 
(including police for voters’ harassment and inducement of 
election officials through questionable gratifications) in order 
to help in vote rigging.  
 

Conventionally, elections has often been conducted manually 
through the well-known ballot system with people casting 
their votes at a polling unit and either thumb-printing or 
marking on the space provided for the candidate of their 
choice on the ballot paper, voters then drop their casted ballot 
into a box from where the votes are gathered and counted. 
Obviously, as said earlier, this method restricts people’s 
participation apart from being prone to excessive rigging and 
manipulation of votes. Most of the problem of manual ballot 

system stems from the fact that humans are directly involved 
in all the phases of election from registrations up till the time 
when the results are announced. To err is human, they say; 
most of the problems of the existing system can be adequately 
countered by employing the power of information technology 
with the adoption of electronic voting systems (e-voting) [3-4] 
which affords enhanced voter mobility [2] by allowing voters 
to participate in an election from any location that provides 

Internet access. 
 
An electronic voting (e-voting) system is a voting system in 
which the election data is recorded, stored and processed 
primarily as digital information [3]. Electronic voting 
encompasses several different types of voting embracing both 
electronic means of counting votes which includes punched 
cards, optical scan voting systems and specialized direct-

recording electronic voting system (DRE). At times, it can 
also involve transmission of ballots and votes via telephones, 
private computer networks, or the internet. E-voting provides a 
more efficient form of elections with higher voter 

participation, greater accuracy and lower costs compared to 
manual methods.  
It also provides better security than manual methods, such as 

vote-privacy even in the presence of corrupt election 
authorities, voter verification, i.e. the ability of voters and 
observers to check the declared outcome against the votes cast 
etc. While there has been some e-voting systems developed 
and deployed in real elections [3], [5], [6], their performance 
have been subject of discussions and criticisms due to some 
security constraints, for example, [6] presents a security 
analysis of a popular e-voting system. With several security 

flaws observed during their personal scrutiny as part of their 
work. Another problem is that most of these systems are not 
open source in that their source codes and other security 
protocols adopted are not always made public for easy 
verifiability.  
 
Toeing the path of the existing systems, we present a novel e-
voting system whose source code we hope to make public very 

soon. Our system totally automates the election processes 
involving the major actors which include the voters and the 
election organizing body. We have employed some 
cryptographic protocols in ensuring total vote and voters’ 
security before and after election. The proposed system 
provides adequate vote audit trail for verifiability, we have 
ensured the system provides the desirable security features [8] 
[1] of an e-voting system with an easy-to-use interface. The 

proposed system, though web-based, still relies on the use of 
some nodes distributed at several polling units. The nodes here 
can be as simple as an ordinary laptop computer or a special 
purpose built customized hardware DRE systems. In our 
testing, we have deployed the system on our university’s 
intranet with several laptops serving as nodes; each laptop 
typifies a polling unit.  
 
The remaining part of the paper is structured as follows. In the 

next section, we give brief background knowledge on e-voting 
systems and the desirable features expected of the proposed 
system with special focus on the conduct of election in 
Nigeria. This is followed by the state of the art where we also 
give slight review of related works. The next section details 
the proposed system and the ensuing discussion. We conclude 
our work in the last section and give future recommendations. 
   

2. LITERATURE REVIEW 
 

2.1 General Overview 
Any e-voting system must follow the basic principle learned 
from general public election. The author in [1] gives a review 
of such principles which are: 

1. Every voter has the right to participate in an election 
process. 

2. The ability to participate in an election process 
(eligibility) must be founded on the law and should be 
controllable according to the law. 

3. Voting possibilities and technologies should be 
accessible by every voter.  
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4. Due to the lack of necessary infrastructure and the 
digital divide, e-voting should be considered as an 
alternative way of exercising one’s voting rights. 

5. The democratic principle, i.e. every eligible voter should 
be included in the election process, results in the 
necessity for publicly available appropriate 
infrastructure (e.g. public internet kiosks, internet voting 
in government offices, etc.), in order to allow citizens to 
exercise their voting rights. 

 

2.2 General Objectives of Electronic Voting System 

 
Generally, some desired characteristics are expected of e-
voting systems, these characteristic may be classified into two 
i.e. the security characteristics and the operational 
characteristics. The security characteristics appear in the 
section that follows.  
In [9], the common objectives of an e-voting system were 
outlined; they opined that an e-voting system must, amidst 

other functional and security objectives: 

 Provide the entire set of required services for organizing 
and conducting a voting process. 

 Support, in accordance to a well-defined operational 
framework, all ‘actors’ that have a need to interact with 

the system. 

 Support different ‘types’ of voting processes like polls, 
plebiscites, inter-organizational elections, general 

elections etc. 

 Be customizable in respect to the geographical coverage 

of the voting process, the number of voting precincts, 
the number of voters, and other specific characteristics 
of the process like starting date and time, number of 
candidates etc. 

 Provide a user-friendly environment that for Internet 

based systems is accessible through a conventional 
WWW browser. 

  Support co-operative techniques for assisting the voter, 

taking into account all related sociological and 
behavioral aspects. 

 Automatically calculate the final vote tally (after the 

election has ended).   
 

2.3 Functional Objectives of an Electronic Voting System 
The functional and security objectives of an e-voting system 
include: 

 Integrity: This ensures that the released election results 
should be a true reflection of the voters’ votes; the 
outcome of the election should give a real measure how 
the eligible voters actually voted. The system must 
ensure that only valid vote counts in the final tally and 
the final result cannot be manipulated without the e-
voting system detecting and arresting such plan. 

 Confidentiality: The voter’s ballot should be kept 

confidential. Nobody should be allowed to know how a 
voter voted i.e. the reality of a voter’s allegiance in 
voting should be shielded from other people in order to 
avoid vote coercion or buying. 

 Authentication: a good e-voting system must put in 
place proper authentication means so that only 
authorized people can vote. Authentication ascertains 

that someone is who he or she claims to be, for instance, 
unregistered person must not vote in place of a 
registered voter, also, an ineligible person must be 
screened out by the system. Appropriate scheme must 
be put in place during pre-election registration for 
proper authentication. Biometrics [10] may be employed 
as it identifies subjects with their biological or 
physiological characteristics and can’t be stolen or 

impersonated. 
 Verifiability: the system should make it possible to 

verify that votes are correctly counted in the final tally. 
Each voter should be able to check whether his/her vote 
published in the election result is actually in line with 
the way he/she voted. Verifiability can be individual or 
universal verifiability. Individual verifiability ensures 
that a voter can verify that his/her vote was really 

counted. Universal verifiability allows auditing by the 
public and therefore anyone can verify that all votes 
have been counted correctly and that the published 
outcome really is the sum of all the votes. A good e-
voting system should publish the results and the 
collected ballots for public viewing and auditing. 

 

2.4 Functional Objectives of an Electronic Voting System 

Other desirable features includes 
 Uniqueness: this means that no voter should be able 

to vote more than once in any particular election on 
an election day. 

 Accuracy: Voting systems should record the votes 
correctly. Accuracy [9] demands that the 
announced tally exactly matches the actual 
outcome of the election. This means that no one 
can change anyone else’s vote (inalterability), all 

valid votes are included in the final tally 
(completeness) and no invalid vote is included in 
the final tally (soundness). 

 Reliability: Systems should work robustly, even in 
the face of numerous failures 

 Non-coercibility: Voters should not be able to prove 
how they voted. The terms receipt-freeness and 
incoercibility for electronic voting have also been 

used. A receipt-free scheme convinces the voters 
that their vote has been counted without providing 
them with a receipt. An incoercible scheme does 
not allow the voters to convince any other 
participant (e.g. a coercer) on what they have 
voted. More specifically, in an incoercible voting 
scheme a voter neither obtains, nor is able to 
construct, a receipt proving the content of his vote 

[9].  
 Convenience: Voters should be able to cast votes 

with minimal equipment and skills. 
 Transparency: Voters should be able to possess a 

general understanding of the whole process. 
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 Cost-effectiveness: Systems should be affordable 
and efficient 

 Eligibility: only legitimate voters can vote, and only 

once (this also implies that the voting authorities 
cannot insert votes). 

 Fairness: no early results can be obtained which 
could influence the remaining voters. 

 Mobility – A system is mobile if there are no 
restrictions (other than logistical ones) on the 
location from which a voter can cast a vote. 
Mobility in the system could allow voters the 

capability of voting anywhere; especially using 
internet access. 

 

2.5 Related Works 
In [13], the authors presents an electronic voting approach that 
takes a system view, incorporating a trustworthy process based 
on open source software, simplified procedures, and built-in 
redundant safeguards that prevent tampering. They analyzed a 

nine-step procedure which ensures security in voting using a 
trusted platform module (TPM). Paper [12] gave a succinct 
review of notable works done in the area of secured e-voting 
system and some nascent research dimensions. In [11], a 
system which employs several cryptographic techniques to 
overcome the security issues in the election process was 
presented. In their work, voter’s privacy is ensured by using a 
blind signature for confidentiality and voter’s digital signature 

for voter’s authentication.  
 
In [7], analysis of an established e-voting system was done. 
Their analysis showed that the system has several flaws 
unbecoming of a trusted e-voting platform. Their analysis 
exposes several security breaches as against the most minimal 
security standards which include unauthorized privilege 
escalation, incorrect use of cryptography, vulnerabilities to 
network threats, and poor software development processes. 

They showed that voters, without any insider privileges, can 
cast unlimited votes without being detected by any 
mechanisms within the voting terminal software. They 
suggested that voting systems should make available a voter-
verifiable audit trail, where a computerized voting system 
might print a paper ballot that can be read and verified by the 
voter. 
 

The next section details the methodology of our proposed 
system 
 

3. secureVOTE ARCHITECTURE 
 
In this section, we present secureVOTE, an electronic voting 
system that ensures the four earlier listed security parameters 
are enforced. SecureVOTE is a five-agent system that totally 

automates the process of election from top-down, the actor 
agents of the system are Sphinx, Saphire, Onyx, Azure and the 
Meteor. The proposed system totally handles all the election 
duties right from registration up to the voting stage and result 
announcement properly. We give a full description of the 

proposed system’s architecture, detailing the functions of all 
its components. As opined by [9], a good e-voting system 
must support all actors that have a need to interact with the 

system, we also list the actors involved in our system; 
however, as the system is fully automated, many actors are 
nothing more than functional components of the system.  
 
 
An essential actor on whom most operation revolves is the 
voter. In Nigeria, a person of 18 years and above is deemed to 
be an adult and thus eligible to vote, however, our system only 

recognizes an adult who have been properly enrolled in the 
system’s database by Sphinx prior to election and for the 
purpose of a forthcoming election. 

 

 
   Figure 1: Use-case diagram of the proposed secureVOTE 

 
Another essential actor is the administrator who is in charge of 
the system’s operation and database management; he sets all 

the elections available each with its timetable and enrolls all 
the parties and their candidates for each position to be 
contested. The tallier, validator, authenticator and the registrar 
are software agents which are part of the overall sevureVOTE 
system. The Sphinx is the registrar; it ensures proper 
registration of parties, candidates and voters. The Sapphire 
acts as the validator; it generates ballots and ballot ID for each 
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vote and validates the ballot sent by voters during voting. The 
Onyx is the authenticator who verifies the eligibility of the 
voter and produces the ballot ID and the list of candidates to 

vote. The Azure is the Rapporteur, the core of the system that 
coordinates all other components. It is the interface of the 
system to the user. It publishes the list of the candidates for 
each election as well as the list of accredited voters for public 
viewing prior to election.  
 
The Azure handles result publishing and event trail generation 
for public verification. The last component is the Meteor. The 

Meteor serves as the Tallier, it counts all ballots and performs 
proper result aggregation and tallying. It reports directly to the 
Azure which gives the tallied vote wide visibility and 
verification. The rest of the section gives proper breakdown of 
the duties of each of the stated components based on the 
events involved in any real election.  As in any election, 
secureVOTE has several modes which includes actions before, 
during and after election. We will break the modes down to 

five (5) which includes Registration mode, Authentication 
mode, Voting mode, Computation mode and Result Publishing 
mode. Each of these modes is handled by one or more of the 
aforementioned components. The general system architecture 
of secureVOTE is shown in figure 3 below. 

 

3.1 Registration Mode 
A multi-functional smart-based ID card is proposed for the 

registration process; this smart ID card will not only be used 
as voter’s card but also for F2F authentication (National ID, 
Driver’s licence) and other electronic activities such as e-
banking and e-medical record at any terminal. For an 
electronic authentication, the supply of PIN and fingerprint 
will be done on the machine using smart card reader with 
fingerprint capability. These smart ID cards always interact 
with voter’s bio-data and biometric each time it’s been use 
electronically for the purpose of authentication. The chips on 

the smart card allows voters data to be encoded and placed in 
the card for retrieval and particularly, the biometric data will 
be used to confirm the identity of the carrier. The design 
framework can be implemented on existing banks ATM and 
Android Operating System for mobile use; this is to reduce 
cost implication and increase convenience for the 
implementers and voters respectively. The registration process 
is described in figure 2 below. 

 
In our work, we have incorporated Face Recognition [10] and 
Fingerprint recognition [14] as a two way biometric system. 
Sphinx encrypts the biometric detail, generates a special 
unique voter ID with the timestamp for each voter, label of the 
biometric sample and the area number where the registration is 
done. The biometric and bio-data information with the 
generated voter ID are then encrypted, providing two pairs of 

key i.e. a private as well as a public key, we adopt the use of a 
smart card, two versions of the encrypted voter information 
are generated, one is protected with a private key and encoded 
into the smart card for each voter, the other is transmitted over 

the internet to the back end server managed by the Azure 
where all registered voters details are domiciled.  
 

A voter is certified to be fully registered when such voter is 
provided with a smart card which has such person’s encrypted 
data encoded. The assumption is that no person can be twice 
registered with the encoded biometric sample, as will be seen 
later, the Sphinx invokes the Onyx to continuously run a real-
time content matching (of biometric and bio-data detail) of 
any prospective voter presented to Sphinx for registration to 
ensure such person has not been registered before.  

If a hit is found, an alarm is raised and such person is 
apprehended by appropriate security agent, else Sphinx 
remains calm. 
 

3.2 Authentication Mode 
This phase is handled by the Onyx which is the police of the 
system. The task of the Onyx is to ascertain whether the 
person that wants to vote is eligible. We talk of two forms of 

eligibility here i.e. a person of 18 years and above is ordinarily 
eligible to vote in an election if such person has been duly 
registered by Sphinx. Our assumption is that, each voter is 
registered in the National repository and therefore is not 
required to come for eligibility test since all the information is 
available on the database. The Onyx, generate eligible voters 
from the National repository and prepare them for the election 
process. A registered voter presents the Onyx with his/her 

unique voter ID and the smart card, our assumption is that a 
voter provides adequate security for his/her smart card but 
even if the smart card get lost or stolen, such a card cannot be 
used by a third party because of the ID unique and known only 
to the voter. Onyx reads the content of the encrypted voter’s 
bio-data and biometrics details with the associated private key 
and the availability of a matching voter ID to the smart card 
then begins to run a live matching with the voter information 
database where a version of each voter’s bio-data and 

biometric details is housed. If a match is found, the person is 
authenticated and certified as a duly registered voter. It is of 
note that our authentication routine is specifically based on the 
biometric evaluation of each voter. Once a voter is found 
eligible and registered, the system enters the voting phase and 
the Sapphire is activated. To increase voter interaction with 
the system, the voting machine communicates with the voter 
in his registered language. 
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Figure 2. secureVote Registration Procedure 

3.3 Voting Mode 

The Sapphire acts as the validator; it generates ballots and 
ballot ID for each vote and validates the ballot sent by voters 
during voting. A good e-voting system should be democratic 
i.e. no voter should be allowed to vote more than once, a 
person that has voted is thus ineligible to vote again. In our 
implementation, the task of verifying whether a voter already 

has a vote is explicitly handled by the Sapphire. The Sapphire 
invokes the Azure which directly manages the back end of the 
system; the Azure conducts a search to confirm if a particular 
voter ID has any ballot ID tallied to it (The Azure may also 
publish a list of all registered voters who are yet to have any 
ballot casted against their voter ID). If such is found out, the 
voter is not allowed to vote by not being issued any ballot, 
also, Onyx may be invoked to raise alarm for appropriate 
apprehension by designated security agent of such election 

offender. If a person is found not to have voted before, 
Sapphire generates a ballot with a unique ballot ID uniquely 
associated with the voter and attaches his/her polling unit 
code. The ballot bears the various party names and logos as 
well as the candidates’ names; this ballot is presented to the 
voter who casts his vote appropriately. An issue of paramount 
importance is confidentiality of voter, which means that 
nobody should be allowed to know how a voter voted i.e. the 

reality of a voter’s allegiance in voting, should be shielded 
from other people in order to avoid vote coercion or buying. 
Also important is the security of message being passed from 
one agent to the other, especially since each key activity is 
managed by a different agent which works in synch with other 
agents.  
 

To ensure integrity of message passed between agents, we 
have adopted digital signature [16] which authenticates 
message to ascertain whether they come from a sender or not 

by attaching a code that acts as signature in order to guarantee 
its source and integrity. The purpose of a digital signature is to 
provide a means for an entity to bind its identity to a piece of 
information. The process of signing entails transforming the 
message and some secret information held by the entity into a 
tag called a signature.  
 
For a brief description, if  

M is the set of messages which can be signed by Sapphire. 

 
S is a set of elements called signatures, possibly binary strings 
of a fixed length decided by Sapphire. 

 
SA is a transformation from the message set M to the signature 
set S, and is called a signing transformation for agent A. The 
transformation SA is kept secret by the agent A, and will be 

used to create signatures for messages from M. 
 
Then, VA is a transformation from the set M × S to the set 
{true, false}. VA is called a verification transformation for 
agent A’s signatures, is publicly known, and is used by other 
entities to verify signatures created by the agent A. 
 
The transformations SA and VA provide a digital signature 

scheme for agent A as below 

Step 1: Signing Procedure 
Entity A (the signer) creates a signature for a message m ∈ M 

by doing the following: 
1. Compute s = SA (m). 
2. Transmit the pair (m, s). s is called the signature for 
message m. 
 

Step 2: Verification procedure 
To verify that a signatures on a message m was created by an 

agent A, an agent B (the verifier) performs the following steps: 
1. Obtain the verification function VA of A. 
2. Compute u =VA (m,s). 
3. Accept the signature as having been created by A if u = 
true, and reject the signature if u = false. 
 
In order to ensure confidentiality, Sapphire adopts asymmetric 
key cryptography, instead of hiding the identity of the voters 

using eligibility tokens and anonymous voting methods; it 
hides the contents of the ballot itself. The ballot is submitted 
in a traceable manner, attached to the voter identity, so that the 
verifiability property is easily satisfied. However, at some 
certain moment, the tally of the election has to be computed 
and this implies that the ballot must be decrypted, thereby 
violating voter’s privacy. This is avoided by encrypting the 
ballot using a homomorphic encryption function. An 

encryption function is homomorphic if it satisfies the 
condition stated in the following equation for any two 
plaintext T1 and T2 : 
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E(T1)⊗E(T2)=E(T1⊕T2)                      (1)                               

 
where ⊕ and ⊗ denotes modular addition and multiplication 

respectively.  
 

This function is laudable since multiplying encrypted ballots 
produces a result that is the encrypted tally of the election, 
which implies that the vote tally can be calculated without 
decrypting any of the ballots.  
 
Particularly; we have gainfully employed use of the RSA [16] 
encryption algorithm which is the most widely used public-
key cryptosystem, for privacy. RSA security is based on the 
interactivity of the integer factorization problem [16] [17] that 

is well researched in the literature. Generally, asymmetric 
algorithms rely on one key for encryption and a different but 
related key for decryption. It works based on the premise that 
it is computationally infeasible to determine the decryption 
key given only knowledge of the cryptographic algorithm and 
the encryption key. Two keys are used instead of one i.e. one 
key made public while the other key is kept secret, and made 
available only to principal with which the key pair is 

associated. 
 
 
 
 
 
The Sapphire generates a ballot as well as keys for encrypting 
the ballot for proper vote blinding by voters. In generating the 

public key, the Sapphire follows the algorithm below: 
1. Generate two large random (and distinct) primes p and q, 

each roughly the same size. In our implementation, we 
have used big prime numbers. 

2. Computes n = pq and φ = (p-1)(q-1). 
3. Select a random integer number e, 1 < e <  φ, such that 

gcd(e, φ) = 1. 
4. Use the extended Euclidean algorithm to compute the 

unique integer d, 1 < d < φ, such that ed ≡ 1 (mod φ). 
5. With that the public key is (n, e) while the private key is 

d 
 
After generating the public and private key, the goal of the 
sapphire is to enable the ballot is properly blinded by a voter 
after casting his/her vote, such encryption is done by following 
the steps below: 
1. Using the public key (n,e), the Sapphire represents the 

ballot as an integer m in the interval [0, n-1] 
2. Compute c = me mod n 
3. For decryption, the function m = cd mod n is used. 
 
With this approach, all participants have access to public keys, 
and private keys are generated locally by each participant and 
therefore need never be distributed. As long as a user's private 
key remains protected and secret, incoming communication is 

secure. At any time, an agent can change its private key and 
publish the companion public key to replace its old public key. 

 
The Sapphire generates two pairs of keys (public and private) 
to be used for the encryption and decryption of messages 

based on a voter ID certified to be eligible. One is the voter’s 
key pair and the other the Sapphire’s key pair. The Sapphire 
sends the public key from the pair to the Azure for appropriate 
decryption on its side. First, a voter is issued a private key 
from the two private keys available; this is given to the voter 
to enable him encrypt his ballot after voting, after voting, the 
private key is encoded in the smart card of the voter. 
 

This is needed for individual verification of vote, it should be 
noted that the public key of the voter’s key pair is not encoded 
in the smart card, this is because any third party person (e.g. 
coercer) who gains control of such smart card can easily verify 
the person a voter casts his vote for, this automatically 
nullifies the notion of confidentiality. The Sapphire then 
digitally signs the voter’s encrypted ballot with its own public 
key and forwards it to the vote database managed by the 

Azure. 
 
Our goal here is to make the ballot as secure as possible, the 
transactions of ballot is between the voter and the Sapphire 
which transmits the encrypted ballot to the back-end server. 
With this, there can be no hijacking of the ballot by anybody 
for any malicious use. The only other agent directly involved 
is the Azure which decrypts the Sapphire’s cypher with the 

associated public key, even with this, the voter’s ballot still 
remains secured and encrypted until after all the election has 
taken place and the vote is about to be counted.  
Sapphire doesn’t keep any record apart from a tabulation of 
voter’s pair private keys and the corresponding voter ID as 
well as the private key it used in digitally signing the 
encrypted voter’s ballot. With this scheme, the system ensures 
confidentiality as no other person can see the person a voter 
voted for; this also ensures our other notion of non-

coercibility. 
 
Another issue often raised is receipt-freeness, our system 
however issues a formal receipt for a voter to acknowledge 
that his/her vote has been recorded, the only exception being 
that the receipt doesn’t contain any detail of the ballot nor vote 
cast except for the voter Bio-Data, polling unit, voting 
timestamp, and date of vote. For individual verification of 

vote, a voter issues a verification request to the Sapphire 
which invokes the Azure that the voter needs to check that 
his/her vote has been recorded rightly. The Azure demands for 
the private key of the voter’s pair and then matches it with the 
voter’s pair public key with it, it then send the encrypted ballot 
along with the public key of the voter’s pair, the voter receives 
the public key and decrypts the ballot in order to compare to 
the initial ballot casted. Because the voter is not always in 

possession of the public key, he cannot give the key to a 
coercer or vote buyer for them to confirm his vote, this ensures 
un-provability of vote and privacy. 
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3.4 Computation Mode 

This phase is handled by the Meteor which does the task of 
vote tallying. The task of the Meteor is to accurately tabulate 

and calculate all the valid ballots. The Meteor requests for the 
private keys (of voter’s key pair) of all valid ballots from the 
Sapphire, this is reasonable because all the voted ballots are 
stored in the vote database at the back-end encrypted as done 
by the voter after voting, for the Meteor to count votes, it 
needs all the valid ballots decrypted but unfortunately, it 
doesn’t have any information about any ballot nor any voter 
which is good to ensure integrity of the system. The Sapphire 

generates and publishes the list of the private keys and sends 
across to the Meteor, the Meteor forwards the list to the Azure 

so that Azure can give it the associated public keys and access 
to the encrypted ballots in the database. The Meteor decrypts 
each ballot with its associated public key and then tabulates 

each ballot with the voter ID, ballot ID, Candidate voted for, 
polling unit code and the date including the timestamp. It then 
automatically calculates the votes accruable to each 
party/candidate. 

Finally, the Meteor combines the tabulated data and the total 
votes and then generates a key pair for encrypting this 
information. First, it encrypts the results with its private key 
and then forwards its public key counterpart to the Azure for 

decryption later on. 

 
        

Figure. 3. secureVote System Architecture 
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3.5 Result Publishing Mode 

This phase is handled by the Azure. The Azure directly reads 

the result written in the database by the Meteor. To be able to 
read the result, it uses the public key generated by the Meteor 
earlier on, decrypts the result and displays such result. Public 
verifiability is ensured by this agent too. Because it is directly 
in charge of the database management, such verifiability 
request only requires it to generate a log of all ballots and how 
it was calculated and recorded by the Meteor. Such logs can be 
printed for possible expert analysis in case of vote 

manipulation suspicion. Because no single component can 
independently manipulate or tamper with a voter’s ballot, we 
assume the system is accurate and ensures accuracy. 
 

4 EXPERIMENTS AND ANALYSIS 

 
To verify the efficiency of the proposed system, we conducted 
a ‘test election’ and deployed the proposed system for the 

election. For the wide area network, our university’s intranet 
was used. Laptops were used as nodes with each laptop 
signifying a polling unit. Because of the financial 
implications, we adopted the use of ordinary memory card in 
place of the smart card such that encrypted student data is 
written into the memory card and students present the card to 
the system before voting. The arrangement suffice for the ‘test 
election’ for which it was adopted, even though we believe 

such scenario is not secure for a real world election. 
Volunteered students were asked to register (with both bio-
data and biometrics details). For registration, we used the list 
of valid matriculation number of such students such that their 
encrypted personal information is well tied to the matric 
number.  Registered students were made to vote for the parties 
and candidates we earlier registered. Even though students got 
printed receipt on the spot coupled with an e-receipt sent to the 
email address they registered with, no third party could prove 

who any student voted for. Thus the system ensures 
confidentiality. Because students could check their vote to 
ensure it reflects their wish and vote even after election, the 
system is verifiable.  

Also, public verifiability is handled by the system as we 
could generate and print a log of all votes without actually 
showing the name and matric number of students who 
volunteered to vote apart from the voter ID issued them upon 

registration. The system gave an accurate result when 
analyzed from the vote log generated. Overall, our system 
ensures secure election and fast real-time response during the 
test election 

 
 
 
 

 
 
 
 

5 CONCLUSION 
 

The adoption and use of electronic voting systems in national 

elections is a welcome idea, most especially if the security 
goals are well taken care of. Addressing the security flaws of 
earlier systems can lead to e-voting systems that can be said to 
be truly secured in all ramifications. This work builds on 
existing researches in this direction in order to develop a 
totally secure e-voting system. Our work aims at addressing 
the deficiencies of the earlier systems as well as ease of use.  
We introduced a novel concept of multi-agents e-voting 

system that adopts the use of several independent components 
which communicates securely towards ensuring 
confidentiality of votes, privacy of voters as well as accuracy 
of the proposed system.  
 
The proposed system also adopts the use of a smart card 
technology as well as seamless secure voting guarded by 
several complex cryptographic protocols. The system though 

web based, has been found to greatly enforce non-coercibility 
as well as flexibility of use when analyzed using a real time 
test election scenario. Future works may include developing 
ways of making voters vote ubiquitously, for instance at the 
comfort of their house etc. with the listed security goals still 
enforced.  
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ABSTRACT 
The tremendous opportunity to learn, share, connect, shop, and bank due services such as World Wide Web, email, E-commerce, 
and so on, provided by the internet have become very important technological advancement for both individual and businesses. 
The misuse of person’s data for impersonation and abuse of banking/financial services facilities is a growing concern in 

developed as well as developing societies. This paper hereby, proposes Biometrics (Fingerprint) and threshold cryptography as 
techniques for prevention of identity theft. 
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1. INTRODUCTION 
 
Services such as World Wide Web, email, E-commerce, 
and so on, provided by the internet have become very 
important technological advancement for both individual 

and businesses because it offers tremendous opportunities 
to learn, share, connect, shop, and bank. Yet, emphatic 
measures have not been taken to ensure security of user’s 
information. According to Information Commissioner RS 
[6], the fastest developing type of criminal activity in the 
last decade is known to be identity theft. The terms 
“identity theft” and “identity fraud” have come to be used 
interchangeably in popular usage, even though the two are 

different from a legal point of view (Newman and 
McNally, 2005). Identity theft is defined as the “misuse of 
a another person’s identity, such as name, social security 
number (SSN), driver’s license, credit card numbers, and 
bank account numbers” [3] while Identity fraud occurs 
when a false identity or someone else’s identity details are 
used to support unlawful activity, or when someone avoids 
obligation/liability by falsely claiming that he/she was the 

victim of identity fraud (FPEG Report, 2007).  
 
According to the Identity Theft Resource Center, identity 
theft is sub-divided into four categories [11]: 
• Financial identity theft: This is using another’s identity 
to obtain goods and services. 
• Criminal identity theft: This is posing as another when 
apprehended for a crime. 

• Identity cloning: This is using another’s information to 
assume his or her identity in daily life. 
• Business/commercial identity theft: This is using 
another’s business name to obtain credit. 

CIPPIC [1]) opines that identity thieves tend to steal twelve 
types of private personal information such as; credit card 
numbers, CW2 numbers (the back of credit cards), credit 
reports, social Security (SIN) numbers, driver’s license 
numbers, ATM numbers, telephone calling cards, mortgage 

details, date of birth, passwords and PINs, home addresses 
and phone numbers. This misuse of person’s data for 
impersonation and abuse of banking/financial services 
facilities is a growing concern in developed as well as 
developing societies. The consequences of identity theft 
can be unforeseeable for the victim; because he can even 
become liable for acts he did not commit [6]. 
 

2.0 RELATED LITERATURES 

 

2.1 Biometrics 
Biometrics is automated method of recognizing a person 
based on a physiological or behavioral characteristic. It is 
considered a reliable solution for protecting the identity and 
the rights of individuals as it recognizes unique and 
immutable features [2][5]. The biometric approach is based 

on the fact that many characteristics of an individual are 
unique and hardly change over a lifetime [11]. Biometrics 
is used for two authentication methods:  

 Identification: This involves establishing a 

person's identity based only on biometric 
measurements. The comparator matches the 
obtained biometric with the ones stored in the 
database bank using a 1:N matching algorithm 
for identification [7][8]. 

 Verification: It involves confirming or denying a 

person's claimed identity. A basic identity (e.g. 
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ID number) is accepted and a biometric template 
of the subject taken, is matched using a 1:1 
matching algorithm to confirm the person’s 

identity . 
 
Since biometric identifiers are unique to individuals, they 
are more reliable in verifying identity than token and 
knowledge-based methods; however, the collection of 
biometric identifiers raises privacy concerns about the 
ultimate use of this information [7].  

 

2.2 Threshold Cryptography 

According to [2], the concepts of group oriented 
cryptography and threshold cryptosystems weredeveloped 
by Frankel and Desmedt. Since then, there has been much 
work devoted to the topic such as Desmedt and Frankel, 
Pedersen, Gennaro et al. and many more [11][12]. 
 
Threshold cryptography is a branch of public key 
cryptography in general and multi-party computation in 

particular.Essentially, in a k-out-of-n threshold crypto 
system, denoted (k,n) where 1<k<=n, for the RSA function, 
the aim is to generate and then split the secret 
decryption/signing exponent d into n different pieces, 
which are then distributed privately to n parties. This 
enables: 

• Any k or more out of n total parties, when 

they come together, they can “reconstruct” 
the secret din a way which enable them to 
decrypt or sign amessage. This should be 
done in a way that does not reveal the value 

of d and its shares to anyone in the scheme. 
• Secondly, signing or decryption will be 

totally impossible in the circumstance where 

less than k parties are present. 
 
However, the majority of these solutions are only for 
discrete logarithm based system that has a direct 
application to the Elgamal encryption and decryption 
algorithm (Rahman et al., 2010).  
 

2.3 Discrete Logarithms 
Let G = <g> be a group of prime order q, such that g is a 

generator of G. The discrete logarithm problem (DLP) 
means, for a random y ε G, to compute x ε Zqsuch that y = 
gx. The Diffie-Hellman problem (DHP) is to compute 
gx1x2from random y1 = gx1 and y2 = gx2. It is conjectured 
that there exist groups in which solving the DLP and DHP 
is hard, for example, the multiplicative subgroup G ζ Zq* of 
order q, for some prime p = mq+1, where |p|=1024 and 
|q|=160 (recall the q is prime). 

 

2.4 ElGamal Encryption 
The ElGamal cryptosystem is based on the Diffie-Hellman 
problem. Key generation chooses a random secret key x ε 
Zq and computes the public key as y = gx. The encryption 
of m ε {0,1}k under public key y is the tuple (c1,c2) = (gr, m 

Θ H(yr)), computed using a randomly chosen r ε Zqand a 
hash function H : G -> {0,1}k. The decryption of a cipher 
text (c1,c2) is m = H(c1

x) Θ c2.  

 
One can easily verify that m = m because c1

x = grx = gxr = 
yr, and therefore, the argument to H is the same in 
encryption and decryption. The scheme is widely 
considered to be secure against passive adversaries. 
 

2.5 Threshold ElGamal Encryption 
The threshold ElGamal cryptosystem tolerates the passive 
corruption of t < n/2 parties.Let the secret key x is shared 

among P1,…,Pn using a polynomial f of degree t over Zq 
such that Pi holds a share xi = f(i). The public key y = gx is 
global and known to all parties (and clients), and 
encryption is as in ElGamal above. For decryption, a client 
sends a decryption request containing c1, c2 to all servers. 
Upon receiving a decryption request, server Picomputes a 
decryption share di = c1i

x and sends it to the client. Upon 
receiving decryption shares from a set of t+1 servers with 

indices S, the client computes the message as 
 
m = H (Πj ε S di ^ λS

0,i) Θ c2  ……………(1)  
 

This works because 
 
Πj ε S di ^λS

0,i = Πj ε S ci ^ xiλ
S

0,i = ci ^ Πj ε Sxiλ
S

0,i = Ci
x    

……………(2) 

 
Note that the decryption operation only requires the 
cooperation of n-t servers. This is an example of a non-
interactive threshold cryptosystem, as no interaction among 
the parties is needed. It can also be made robust, i.e., secure 
against an active adversary. Such threshold cryptosystem 
can easily be integrated in asynchronous distributed 
systems; but many threshold cryptosystem are only known 

under the stronger assumption of synchronous networks 
with broadcast. 

 

3.  RESEARCH GAP 
 
According to Rahman et al. [11], identity theft exploits a 
systemic weakness for identifying people, and as such a 
systemic analysis can be of value. In principle, there would 
seem to be two approaches possible for reducing identity 

theft: either making it more difficult, or making it less 
profitable, However, when the systemic response is taken 
into account, there may be conflicts between these two 
approaches: for example, actions which make identity theft 
more difficult may also have the effect of making it more 
profitable. For instance, a single barrier approach would 
involve developing a proof of identity which was extremely 
hard to forge. However, a single barrier is also a single 

point of vulnerability, and a very good proof of identity 
would induce so much confidence that if the rouge could 
forge it, he could get away with anything – thus making 
such a forgery, although difficult, very profitable. 
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Moreover, this paper proposes the development and 
widespread deployment of identity management system 
which employs two way (double) barrier for good proof of 

identity and reduced vulnerabilities. 
 

4. PROPOSED SCHEME: BIO-THRESHOLD 

CRYPTOSYSTEM 
 
The proposed scheme employs the use of biometrics and 
the threshold cryptography for prevention of online identity 
theft. The main focus of this model is to authenticate 
individuals before accessing service.  

Merely username and passwords checking is not enough for 
preventing identity fraud.  
 

Biometrics can be used by various organizations to increase 
security levels and protect their data and patents. The merit 
of biometrics is proven by endeavors of the G8 countries to 
apply it to prevent forgery of passports and other travel 
documents as part of their fight against terrorism. 
[9]Fingerprint recognition is being preferred to any other 
method of recognition because it is very stable and reliable 
as illustrated in the table below. 

 

Table 3: Illustration comparing Biometric types [9] 

BIOMETRIC TYPE  Fingerprint  
Facial 

Recognition  
Hand Geometry  

Speaker 

Recognition  
Iris Scan  Retinal Scan  

1) Verification               

Identification    o  o  o       

Accuracy (4)  4  3  3  2  4 4 

Reliability(4)  3  2  2  1  3 3 

Security Level (4)  3  2  2  2  3 3 

Long term Stability 

(4)  3  2  2  2  3 3 

Acceptance (4)  2  2  2  3  2 2 

Ease of Use (4)  3  2  3  3  2 1  

 
Fingerprint Recognition involves taking an image of a 
person's fingertips and records its characteristics like 
whorls, arches, and loops along with the patterns of ridges, 
furrows, and minutiae. Fingerprint matching can be 
achieved in three ways (Maltoni et al., 2002):  

 Minutae basedmatching stores minutiae as a set 

of points in a plane and the points are matched in 
the template and the input minutiae.  

 Correlation basedmatching superimposes two 
fingerprint images and correlation between 
corresponding pixels is computed.  

 Ridge feature basedmatching is an advanced 
method that captures ridges, as minutiae 
capturing are difficult in low quality fingerprint 

images. 
 
Rahman et al. (2010) opines that threshold 
decryption/signing is very useful in practice is because not 
only does it provide secrecy and reliability but also 
flexibility. Hence, sharing the secret key by multiple 
parties, each holds a share of the secret, can guarantee that 
decryption is done if and only if all parties agree to do it 

and therefore the scheme can give us a much higher level 
of security. 
 
 
 
 
 

4.1 Implementation 
Whenever a client wants to access a service online, 
authentication is done before client’s request will be 
honoured. Only on the basis of this will access be granted 
to all the subscribed service to client. This proves client’s 
authentication to server. Client first request authentication 

from the Authentication Server (AS) and/or database. The 
AS creates a “session key” (which is also an encryption 
key) basing on client’s password and a random value that 
represents the demanded service. Thus, the session key will 
then be used by the client to get master ticket to access 
services from the client server. An algorithm and a 
corresponding flowchart are designed to help in the 
implementation of the proposed system (as shown in 

figure1). 
ALGORITHM 

STEP 1: Start 

STEP 2:  Extract feature and authentication using the 

authentication server 

STEP 3: Is fingerprint valid? 

STEP 4: If YES, authentication server sends 

permission encrypted with client’s password 

and GO TO STEP 6 

STEP 5:  If NO, client is invalid and discard 

STEP 6: Clients access services 

STEP 7: Waiting time for reply 

STEP 8: Number of reply = k. If YES, key can be 

regenerated and client send request to 

server. 

STEP 9:  If NO, GO TO STEP 7 

STEP 10: Stop 
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FLOWCHART 
 

 

 

 

 

Stop 

Figure 1: Flowchart of the Bio-Threshold Scheme 
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password 

Matched 

Fingerprint 

No. of 

reply = k 

 
Fig. 1: Flowchart of the Biothreshold Scheme  

 
Figure 1, describes the typical flowchart of the algorithm 
above. For a client to access a service online, authentication 
is done before client’s request will be honoured. If the 
client’s fingerprint is valid, the Authentication server (AS) 
sends permission encrypted with the user password. This 
proves client’s authentication to server. Client first request 
authentication from the Authentication Server (AS) and/or 

database. The AS creates a “session key” (which is also an 
encryption key) based on client’s password and a random 
value that represents the demanded service. Thus, the 
session key will then be used by the client to get master 
ticket to access services from the client server. Moreover, if 
the number of reply is equal to (=) k, key can be generated 
and client send request to the server. 
 

6.  CONCLUSION 

 
Identity thieves tend to steal twelve types of private 
personal information such as; credit card numbers, CW2 
numbers (the back of credit cards), credit reports, social 
Security (SIN) numbers, driver’s license numbers, ATM 
numbers, telephone calling cards, mortgage details, date of 
birth, passwords and PINs, home addresses and phone 
numbers.  This misuse of person’s data for impersonation 

and abuse of banking/financial services facilities is a 

growing concern in developed as well as developing 
societies. This paper therefore describes a proposed scheme 
that employs both the biometrics as an automated way of 

authenticating an individual and threshold cryptography for 
prevention of identity theft. Furthermore, this paper tends 
to be a basis for further research and designing of the using 
any suitable program for web-based applications. 
 

REFERENCE 
 

[1] CIPPIC (2007). Working Paper No. 2: 

TECHNIQUES OF IDENTITY THEFT [Internet], 

Ottawa, Canadian Internet Policy and Public Interest 

Clinic (CIPPIC). Available from: 

<http://www.cippic.ca/documents/bulletins/Techniq

ues.pdf> 

[2] DavideMaltoni, DurioMaio, Anil K. Jain, 

SalilPrabhakar (2002), Handbook of Fingerprint 

Recognition 

[3] Denning, Dorothy (1999). Information Warfare and 

Security. Boston: Addison-Wesley. 

[4] Fraud prevention expert group (2007). Report on 

identity theft/fraud. Brussels 

[5] Graeme R. Newman and Megan M. McNally 

(2005). Identity Theft Literature Review. Prepared 

for presentation and discussion at the National 

Institute of Justice Focus Group Meeting to develop 

a research agenda to identify the most effective 

avenues of research that will impact on prevention, 

harm reduction and enforcement  

[6] Information Commissioner RS (2010). Guidelines 

for preventing identity theft. http://www.ip-

rs.si/index.php?id=491 

[7] Jain, Anil K.; Ross, Arun (2008). "Introduction to 

Biometrics". In Jain, AK; Flynn; Ross, A.Handbook 

of Biometrics. Springer. pp. 1–22. ISBN 978-0-387-

71040-2. 

[8] Ruud M. Bolle, Jonathan H. Connell, 

SharathPankanti, Nalini K. Ratha, Andrew W. 

Senior (2003), Guide To Biometrics, 

[9] Siddhesh Angle, ReemaBhagtani, 

HemaliChheda (2005), BIOMETRICS: A 

FURTHER ECHELON OF SECURITY 

[10] Susan K. Langford (1996), Weaknesses in Some 

Threshold Cryptosystems. Atalla Corporation, 2304 

Zanker Road, San Jose, CA 95131 E-mail: 

langfordsusan@tandem.com 

[11] Syedur Rahman, A. M. Ahsan Feroz, Md. 

Kamruzzaman and Md. Azimuddin Khan (2010). 

Online Identity Theft and Its Prevention Using 

ThresholdCryptography. IJCSNS International 

Journal of Computer Science and Network Security, 

VOL.10 No.9, 

[12] Y. Desmedt and Y. Frankel (1992), “Shared 

generation of authenticators and signatures,” 

Advances in Cryptology-Crypto ‘91 proceedings, 

Springer-Verlag, pp. 457-269. 

 

http://www.ip-rs.si/index.php?id=491
http://www.ip-rs.si/index.php?id=491
http://www.springer.com/computer/image+processing/book/978-1-4419-4375-0
http://www.springer.com/computer/image+processing/book/978-1-4419-4375-0
http://en.wikipedia.org/wiki/International_Standard_Book_Number
http://en.wikipedia.org/wiki/Special:BookSources/978-0-387-71040-2
http://en.wikipedia.org/wiki/Special:BookSources/978-0-387-71040-2
mailto:langfordsusan@tandem.com


Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

                               

117 

 

 

 

 

 

Fuzzy Logic Approach to Determine Security Level of Biometrics Traits 
 
 

O.C. Abikoye, K.S. Adewole & N.K. Salahdeen 
Department of Computer Science 

 University of Ilorin 
 Ilorin, Nigeria 

kemi_adeoye@yahoo.com, adewole.ks@unilorin.edu.ng, nsalahdeen@gmail.com 

 

ABSTRACT 
One of the methods that use uniquely identifiable physical or behavioral characteristics to identify individuals is Biometrics. As 
Biometrics becomes the most promising authentication technology, the world is faced with the challenge of choosing the best 
among the biometrics traits for their security purposes. In this paper, a model is proposed using fuzzy logic approach to evaluate 
the Biometrics traits in order to determine their security level. Biometrics characteristics categorized by previous researchers in 
the field of Biometrics was used as knowledge base. The model developed was simulated using Qtfuzzylite 4.0 (A Fuzzy Logic 
Control Library in C++) and the results show that Fingerprint, Hand Geometry, Hand Veins, Iris, Ear Canal and Palm print have 

medium security level among the fifteen (15) Biometrics traits considered based on the following metrics; Universality, 
Uniqueness, Permanence, Collectability, Performance and Circumvention. The results of this simulation further revealed that 
fuzzy logic approach provides a simple way of drawing definite conclusions from vague and imprecise information.  
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1. INTRODUTION 

Due to the vulnerability associated with both token-based 

(e.g. id card) and knowledge-based (e.g. personal 
identification number) authentication approach has paved 
way for biometric authentication as the most promising 
authentication technology whereby certain services have to 
be restricted to only authorized personal [1]. Biometrics 
refers to the identification of humans by their characteristics 
or traits [2]. Characteristic is a special quality or trait that 
makes a person, thing, or group different from others. 
Biometric characteristic can either be physical or behavioral 

characteristic; used for the person’s recognition. Physical 
characteristics are characteristics that are genetically implied 
and possibly influenced by the environment (e.g. face, iris, 
retina, finger, vascular structure etc.).  
 
Behavioral characteristics are characteristics that are 
gathered or learned during time (e.g. signature, gait, typing 
dynamics, voice features etc.). Biometric data are highly 

unique to each individual, easily obtainable non-intrusively, 
time invariant (no significant changes over a period of time) 
and distinguishable by humans without much special 
training [3].  Fuzzy logic is an area of research, which 
provides solutions to the problems of vagueness which 
departs from the all or nothing logic. It logically redefines 
yes or no ideas in proper form [4]. Lotfi Zadeh, while 
looking for an easier way to design complex control 

processes argued that in the real world we are commonly 
unable to define a clear and undeniable characteristic 
function stating whether or not an element belongs to a set.  

Human reasoning is not only able to make decisions and 
classify situations based on partial or ambiguous 
information. Fuzzy logic is a good tool when dealing with 
uncertainty; can be a good measure of how close a decision 

is. The demand for reliable security system is increasing 
around the world, with the different types of biometrics 
traits; it is very important to choose the best among the 
biometrics traits for security enhancement. To determine the 
best among the biometrics characteristics, factors such as 
Universality, Uniqueness, Permanence, Collectability, 
Performance and Circumvention are evaluated against the 
biometrics traits using fuzzy logic. Based on the fact, this 

paper attempts to propose a holistic approach for evaluating 
biometric characteristics.  
 
Lotfi A. Zadeh first used the term “fuzzy” in 1962, [5] he is 
often known as the father of fuzzy logic. Basically, fuzzy 
logic is a multi-valued logic that allows intermediate values 
to be defined between conventional evaluations like 
true/false, yes/no, high/low etc. [6]. Notions like rather tall 

or very fast can be formulated mathematically and processed 
by computers, in order to apply a more human-like way of 
thinking in the programming of computers [4]. Fuzzy system 
is an alternative to traditional notions of set membership and 
logic that has its origins in ancient Greek philosophy [6]. 
The values of system variables are not always known 
precisely rather approximately values are more likely to be 
known. This imprecise/uncertain nature of systems cannot be 

adequately represented/expressed using the classical set 
which is crisp in nature. The vagueness can adequately be 
handled using fuzzy set theory [5]. 
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2. FUZZY SET THEORY 

2.1    Fuzzy Set Union (OR) 
The union of two Fuzzy Sets A and B defined over the 
same universe of discourse X is a new fuzzy set denoted as 

BA with MF that represent the maximum degree of 
relevance between each element and the new Fuzzy Set [7]. 
The Fuzzy union operator is generally specified by a 

function, ].1,0[]1,0[]1,0[: S Symbolically, 

 

)()())(),(()( xxxxSx BABABA  


    (1) 

 

Where 


is a binary operator for the function S, this class 
of fuzzy union operators is referred to as T-Conorm (or S-
norm) operator. It satisfies the following basic 
requirements: 
 
S(1,1)=1, S(0,a)=S(a,0)=a                         (boundary) 

S(a,b) S(c,d) if a c and b d               (monotonicity)                          
S(a,b)=S(b,a)                                            (Commutativity) 

S(a,S(b,c))  S(S(a,b),c)                          (Associativity) 
In fuzzy inference, fuzzy union is used to represent the 

“Or” operation.  
 
 

2.2       Fuzzy Set Intersection (AND) 
The intersection of two Fuzzy Sets A and B defined over 
the same Universe of discourse X, is a new Fuzzy set 

denoted as BA   with MF that represent the minimum 
degree of relevance between each element and the new 
Fuzzy Set [8]. This intersection operator is generally 

specified by a function ]1,0[]1,0[]1,0[: xT , which 

aggregates the membership grades as follows:   
 

)()())(),(()( ( nnxxTx BABABA    (2) 
 (2)   

Where  is a binary operator for the function T, this class 

of fuzzy intersection operators is referred to as T-norm 
(Triangular norm). It satisfies the following basic 

requirements: 
T(0,0)=1, T(1,a)=T(a,1)=a                        (boundary) 

T(a,b)T(c,d) if a c and b d               (monotonicity) 
T(a,b)=T(b,a)                                            (Commutativity) 

T(a,T(b,c)) T(T(a,b),c)                          (Associativity) 
 
In fuzzy inference, intersection is used to represent the 
“and” operator [7]. 

 

2.3    Membership Functions (MF) 

(f) Triangular MF  

The Triangular MF is specified by three parameters {a,b,c} 
as follows: 

),,:( cbaxtriangle
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By using min and max, the above can be alternatively 
stated as: 
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The parameters {a,b,c,d} with cba   determines the 

x  coordinates of the three corners of the underlying triangle 
[9]. 
 

(g) Trapezoid MF 

The Trapezoid MF is specified by four parameters {a,b,c,d} 
as follows: 



































xd

dxc
cd

xd

cxb

bxa
ab

ax

ax

dcbaxltrapezoida

0

1

0

),,,:(

   

(5) 

By using min and max, a concise expression of the above is                                                                                
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 (6) 

The parameters {a,b,c,d} with  dcba    

determines the x  coordinates of the four corners of the 

underlying trapezoid. 
In real time implementation, the triangular MFs and the 
trapezoid MF have been used extensively due to their 
simple formulas and computational efficiency [9]. 
 

(h) Gaussian MFs 

The Gaussian MF is specified by two parameters  ,c  

and  
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Where c represents the MF center and    determines the 

MF’s width. 
 
 

 

(i) Generalized Bell MF 

This is known as Bell MF and it is specified by the three 
parameters {a,b,c} [6]. 

b

a

cx
cbaxbell

2

1

1
),,:(




   (8) 

Where the parameter b is usually positive. If b is negative 
the shape of the MF becomes an upside-down bell. Because 
of their smoothness and concise notation, Gaussian and bell 

MFs are becoming increasingly popular for specifying 
fuzzy sets. 

 

(j) Sigmoidal MFs 

This is defined my  

)](exp[1

1
),:(

cxa
caxsig


  (9) 

Where a controls the lope at the crossover point x=c. 
Figure … depicts this MF. According to [9], depending on 
the sign of the parameter a, a sigmoidal MF is inherently 
open left or right and thus it is most appropriate for 

representing concept such as “very large” or “very 
negative”. 
 

3. METHODOLOGY 

3.1 Fuzzy Control 

Fuzzy control provides a formal methodology for 
representing, manipulating and implementing a human’s 

heuristic knowledge about to control a system [5]. Figure 1 
shows the block diagram of a Fuzzy controller embedded in 

a closed-loop control system. The systems outputs are 
denoted by O(t), its input are denoted by I(t) and the 

reference input to the fuzzy controller is denoted by R(t). 

 
 
  
 
R(t)Iinput(i)                                                                                                                                     Output (O)   

 
 

 
 
 
 
 
 
 
 

      Figure 1: A block diagram of a fuzzy Controller 
 

 
The Fuzzy Controller according to [10] is composed of the following elements: 

(e)  A Rule Based (a set of IF – THEN rules): This contains a fuzzy logic quantification of an Expert’s linguistic 

description of how to achieve good control. A Rule Base is said to be “complete” if for every possible combination of the 

inputs to the fuzzy system it can infer a response and generate an output. It is said to be “consistence” if there are no rules 

that have the same premise and different consequent. 

(f)  An Inference Mechanism: This emulates the expert’s decision making in interpreting and applying knowledge about 

how best to control the system. 

(g) A Fuzzification Interface: This converts controller inputs into information that the inference can easily use to activate 

and apply rules. 

(h) A Defuzzification Interface: This converts the conclusion of the inference mechanism into actual inputs for the 

system. 

 

 

FUZZY CONTROLLER 

 
Inference 

Mechanis

m Syste

m 

Fuzzicatio

n 
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3.2 Factors of Biometrics Characteristics 
The suitability of a physical or a behavioral trait is determined by seven factors which are used in a biometric application as 
identified by [11]. 

 

Table 1: Comparison of various biometric traits from [11][12]. 

 
Before any human physiological or behavioral traits can be used as a biometric traits it must satisfies the following factors  
[12][11]. 

1. Universality (UV): Every individual must possess the characteristics. Each individual must have a biometric 

element that can be used for identification; there should be a way of accommodating people. 

2. Uniqueness (UQ): Two people cannot be sufficiently equal in term of the characteristics. The biometric element 

most be distinctive to each person. 

3. Permanence (PM): It measures how well a biometric resist aging. For each person, the property of the biometric 

element remains permanent over time. 

4. Collectability (CL): The ease of acquisition or measurement of the trait. i.e. it must be easily collectible. 

5. Performance (PF): it relates to the accuracy, speed and robustness of technology used. i.e. the method must 

deliver accurate results under varied environmental circumstances. 

6. Acceptability (AC): it measures the degree of approval of a technology. i.e. the general public must accept the 

sample collection routines. 

7. Circumvention (CV): it refers to the ease with which the trait of an individual can be imitated using artifacts. It 

measures the ease of use of a substitute. 

 

3.3 Fuzzy System Block 
The basic component of any fuzzy system is composed of:  

iv. Fuzzifier 

v. The inference engine  

vi. The Defuzzifier 

 
input          output 

 
 x  y   
     
 

 

 

Figure 2: Block diagram of a fuzzy inference system. 

Biometrics Traits UV UQ PM CL PF AC CV 

Face H L M H L H H 

Fingerprint M H H M H M M 

Hand Geometry M M M H M M M 

Keystrokes L L L M L M M 

Hand Veins M M M M M M L 

Iris H H H M H L L 

Retinal Scan H H M L H L L 

Signature L L L H L H H 

Voice M L L M L H H 

Facial Thermograph H H L H M H L 

Odor H H H L L M L 

DNA H H H L H L L 

Gait M L L H L H M 

Ear Canal M M H M M H M 

PalmPrint M H H M H M M 

Fuzzifier Inference 

engine 

Defuzzifi

er 

Rule base 
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The fuzzifier: This maps input numbers into corresponding fuzzy memberships. This is required in order to activate rules that are 
in terms of linguistic variables. The fuzzifier takes input values and determines the degree to which they belong to each of the 
fuzzy sets via membership functions.  

 
The inference engine: This defines mapping from input fuzzy sets into output fuzzy sets. It determines the degree to which the 
antecedent is satisfied for each rule. If the antecedent of a given rule has more than one clause, fuzzy operators are applied to 
obtain one number that represents the result of the antecedent for that rule. It is possible that one or more rules may fire at the 
same time. Outputs for all rules are then aggregated. During aggregation, fuzzy sets that represent the output of each rule are 
combined into a single fuzzy set. 
 
The defuzzifier: it maps output fuzzy sets into a crisp number. Given a fuzzy set that encompasses a range of output values, the 
defuzzifier. 

 

3.4 Fuzzy Scale  
According to [11] biometric traits are categorized using some factors like universality, uniqueness as mentioned earlier and each 
of these are indicated as Low, Medium or High (L, M, and H respectively). In applying fuzzy logic, three fuzzy sets are used in 
the comparison table. These are L, M and H which can be called the “security level”. Therefore, a scale of 0 to 5 to characterize 
the security level (L, M and H) is provided with each linguistic modifier having membership value from 0 to 1. The fuzzy 
linguistic variable "security" in this example represents security level. Scale with number 1 represents the highest level of low 
security with a membership value of 0.6, while scale number 2 defines low security with a membership value of 0.2 or average 

performance with membership value of 0.4. This implies that scale number 3 describes security level that is 80% average and 
20% low. The three fuzzy sets are as follow: 
 
Low_security = {0|1.0, 0.5|0.8, 1.0|0.6, 1.5|0.4, 2.0|0.2, 2.5|0.0, 3.0|0.0, 3.5|0.0, 4.0|0.0, 4.5|0.0, 5.0|0.0}  

Medium_security = {0|0.0, 0.5|0.0, 1.0|0.0, 1.5|0.2, 2.0|0.4, 2.5|0.6, 3.0|0.8, 3.5|1.0, 4.0|0.0, 4.5|0.0, 5.0|0.0}  
High_security = {0|0.0, 0.5|0.0, 1.0|0.0, 1.5|0.0, 2.0|0.0, 2.5|0.0, 3.0|0.2, 3.5|0.4, 4.0|0.6, 4.5|0.8, 5.0|1.0}

 
 
     Security 

   
   
         Low   Medium   High 
 

  
 
 
 
 
 
 
 

 
  1   0.8   0.6      0.4     0.2       0.2      0.4     0.6    0.8        1     0.2       0.4   0.6     0.8     1 
 

  0     0.5        1.0             1.5        2.0        2.5        3.0         3.5       4.0       4.5      5 

Figure 3: Three fuzzy sets for security rating. 

 

3.5 Fuzzy Evaluation 
The paper uses principles of fuzzy logic to analysis or evaluation the categorized biometrics traits according to [11] as shown in 

table 1. 

 
A fuzzy set C is formed which takes values in a universe of discourse U in the interval of [0, 1] [13] such that: 

 (10)
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Table 2: Factor of each biometric trait and their membership grades (MG). 

Factors Representation  Membership Grades  

Universality a1 1 

Uniqueness a2 0.9 

Permanence a3 0.7 

Collectability a4 0.6 

Performance a5 0.5 

Circumvention a6 0.3 

  
This table assigned a membership grade between 0 to 1 for factor satisfied for each biometrics traits. Therefore, each factor  is 
given a qualitative judgment to determine the level of security for the selected factor category. 
 

 as shown in table 2. 

Table 3: Linguistic variables employed for (a1, a2, a3, a4 and a5) decision making. 

Membership Grade 

Linguistic variables Representation 

0.1 Very Low VL 

0.3 Low L 

0.6 Medium M 

0.9 High H 

1.0 Very High VH 

 
 

Table 4: Linguistic variables employed for (a6: Circumvention) decision making. 

Membership Grade Linguistic variables Representation 

0.3 Easily Fake H 

0.6 Averagely Fake M 

0.9 Not Easily Fake L 

 
These Linguistic variables therefore formed another fuzzy set and denoted with letter E, which takes values in a universe of 
discourse U (i.e factor) in the interval of [0, 1] [13][14] such that [13][14]: 

 (11) 

 
 

3.6 The Inference Engine 
Next is to assess the security level of each biometric trait by each factor that is based on the fuzzy opinion of the decision maker.  
This decision brings about fifteen (15) different fuzzy sets as shown in table 5. This is denoted as:  

with membership functions:  respectively. From this 

table, B denotes biometric traits and A for factors. However, fuzzy logic approach is used to provide a reasonable solution for the 

evaluation of the best among the biometric traits in terms of security level. 
 
Therefore, the fuzzy sets and membership of the biometric traits (B) are as follows: 
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Table 5: Factors across biometric traits 

 B1 B2 B3 B4 B5 B6 B7 B8 B9 B10 B11 B12 B13 B14 B15 

a1 0.9 0.6 0.6 0.3 0.6 0.9 0.9 0.3 0.6 0.9 0.9 0.9 0.6 0.6 0.6 

a2 0.3 0.9 0.6 0.3 0.6 0.9 0.9 0.3 0.3 0.9 0.9 0.9 0.3 0.6 0.9 

a3 0.6 0.9 0.6 0.3 0.6 0.9 0.6 0.3 0.3 0.3 0.9 0.9 0.3 0.9 0.9 

a4 0.9 0.6 0.9 0.6 0.6 0.6 0.3 0.9 0.6 0.9 0.3 0.3 0.9 0.6 0.6 

a5 0.3 0.9 0.6 0.3 0.6 0.9 0.9 0.3 0.3 0.6 0.3 0.9 0.3 0.6 0.9 

a6 0.3 0.6 0.6 0.6 0.9 0.9 0.9 0.3 0.3 0.9 0.9 0.9 0.6 0.6 0.6 

 

3.7 Fuzzy Implication 
Now, fuzzy implication is established between a specific factor and security level of biometric traits. This can be done by finding 
the complement of the factor which will give a minimum security value assigned to all the biometric traits. 

Recall, factor fuzzy set is:   

 So, complement for factor fuzzy set will be:  

    
   

 
The Max function is then applied to all the biometric trait fuzzy sets and the complement of the factor set as shown below: 

 

 

 

 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

                               

124 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

3.8 The Defuzzifier 
Finally, Min function is applied to the sets derived for each biometric trait in the fuzzy set union operation above in order to 
arrive at the final evaluation; the model generated various security levels of each biometric trait which can be seen in the table 6: 
 

Table 6: Overall numerical security level across biometric traits 

BIOMETRIC TRAITS SECURITY LEVEL 

E1 0.3 

E2 0.6 

E3 0.6 

E4 0.3 

E5 0.6 

E6 0.6 

E7 0.3  

E8 0.3 

E9 0.3 

E10 0.3 

E11 0.3 

E12 0.3 

E13 0.3 

E14 0.6 

E15 0.6 
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4. RESULTS AND DISCUSSION 
 
Table 7 shows the summary of the result of overall evaluation of security level of Biometric traits using [11] biometric traits 

comparison. The result in the table shows that security level of E2, E3, E5, E6 E14 and E15 is 60%, which indicates a Medium 
security level while other biometric traits are with 30%, which implies a Low security level. 

Table 7: Overall security level of Biometric traits 

BIOMETRIC TRAITS 

SECURITY LEVEL 

Face (E1) Low 

Fingerprint (E2) Medium 

Hand Geometry (E3) Medium 

Keystrokes (E4) Low 

Hand Veins (E5) Medium  

Iris (E6) Medium 

Retinal Scan (E7) Low 

Signature (E8) Low 

Voice (E9) Low 

Facial Thermograph (E10) Low 

Odor (E11) Low 

DNA (E12) Low 

Gait (E13) Low  

Ear Canal (E14) Medium 

PalmPrint (E15) Medium  

 
The proposed fuzzy logic approach was simulated using 
Qtfuzzylite 4.0 (A Fuzzy Logic Control Library in C++) to test 
the performance of the model. Figure 4 shows the interface for 
settings for all the fifteen (15) Biometrics traits. On the range 
of 0 – 15; each point represent biometric trait such as 1 for 
Face, 2 for Fingerprint and so on. 

 

 
 

Figure 4: Biometrics Traits settings 
 

 
 

 
The membership grade for factors a1, a2, a3, a4 and a5 is 
defined on the scale of 0.3 for Low, 0.6 for Medium and 0.9 
for High as shown in Figure 5 while that of Circumvention 
(a6) is shown in Figure 6 defined on the scale of 0.3 for High, 
0.6 for Medium and 0.9 for Low. 

 

 

 
Figure 5: Membership Grade for a1 - a5 
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Figure 6: Membership Grade for Circumvention 

 
The Security level has a membership grade on the scale of 0.3 
for Low, 0.6 for Medium and 0.9 for High. The type of 
Defuzzifier is declared as Mean of Maximum while the 
Accumulation is declared as Maximum as shown in Figure 7. 

 

 
Figure 7: Membership Grade for Security level 

 

During the simulation, Face biometrics has a deterministic 
rule: if Biometric is Face and Universality is HIGH and 
Uniqueness is LOW and Permanence is MEDIUM and 
Collectability is HIGH and Performance is LOW and 
Circumvention is HIGH then SecurityLevel is LOW. As seen 
in Figure 8, the result that shows SecurityLevel is LOW with a 
green triangle and an indicator at the middle of it, which 
indicate the point 0.3. 

 

 
Figure 8: Simulation of Face biometric 

 
Fingerprint biometric has a deterministic rule: if Biometric is 
Fingerprint and Universality is MEDIUM and Uniqueness is 
HIGH and Permanence is HIGH and Collectability is 
MEDIUM and Performance is HIGH and Circumvention is 

MEDIUM then SecurityLevel is MEDIUM. As seen in Figure 
9, the result shows that SecurityLevel is MEDIUM with a 
green triangle and an indicator at the middle of it, which 
indicate the point 0.6. 
 

 
Figure 9: Simulation of Fingerprint biometric 

 
Hand Geometry biometric has a deterministic rule: if 
Biometric is HandGeometry and Universalilty is MEDIUM 

and Uniqueness is MEDIUM and Permanence is MEDIUM 
and Collectability is HIGH and Performance is MEDIUM and 
Circumvention is MEDIUM then SecurityLevel is MEDIUM. 
As seen in Figure 10, the result shows that SecurityLevel is 
MEDIUM with a green triangle and an indicator at the middle 
of it which indicate the point 0.6. 
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Figure 11: Simulation of Hand Geometry biometric 

Keystrokes biometric has a deterministic rule: if Biometric is 
Keystrokes and Universalilty is LOW and Uniqueness is LOW 

and Permanence is LOW and Collectability is MEDIUM and 
Performance is LOW and Circumvention is MEDIUM then 
SecurityLevel is LOW. As seen in Figure 12, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 

 
Figure 12: Simulation of Keystrokes biometric 

Hand Veins biometric has a deterministic rule: if Biometric is 

HandVeins and Universalilty is MEDIUM and Uniqueness is 
MEDIUM and Permanence is MEDIUM and Collectability is 
MEDIUM and Performance is MEDIUM and Circumvention 
is LOW then SecurityLevel is MEDIUM. As seen in Figure 
13, the result shows that SecurityLevel is MEDIUM with a 

green triangle and an indicator at the middle of it which 
indicate the point 0.6. 

 
Figure 13: Simulation of Hand Veins biometric 

Iris biometric biometric has a deterministic rule: if Biometric 

is Iris and Universalilty is HIGH and Uniqueness is HIGH and 
Permanence is HIGH and Collectability is MEDIUM and 
Performance is HIGH and Circumvention is LOW then 
SecurityLevel is MEDIUM. As seen in Figure 14, the result 
shows that SecurityLevel is MEDIUM with a green triangle 
and an indicator at the middle of it which indicate the point 
0.6. 

 

 
Figure 14: Simulation of Iris biometric 

 

Retinal Scan biometric has a deterministic rule: if Biometric is 
RetinalScan and Universalilty is HIGH and Uniqueness is 
HIGH and Permanence is MEDIUM and Collectability is 
LOW and Performance is HIGH and Circumvention is LOW 
then SecurityLevel is LOW. As seen in Figure 15, the result 
shows that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 



Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

                               

128 

 

 

 

 

 

 
Figure 15: Simulation of Retinal Scan biometric 

Signature biometric has a deterministic rule: if Biometric is 

Signature and Universalilty is LOW and Uniqueness is LOW 
and Permanence is LOW and Collectability is HIGH and 
Performance is LOW and Circumvention is HIGH then 
SecurityLevel is LOW. As seen in Figure 16, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3.  

 

 
Figure 16: Simulation of Signature biometric 

 
Voice biometric has a deterministic rule: if Biometric is Voice 
and Universalilty is MEDIUM and Uniqueness is LOW and 
Permanence is LOW and Collectability is MEDIUM and 
Performance is LOW and Circumvention is HIGH then 
SecurityLevel is LOW. As seen in Figure 17, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 
Figure 17: Simulation of Voice biometric 

Facial thermograph biometric has a deterministic rule: if 

Biometric is FaciaThermography and Universalilty is HIGH 
and Uniqueness is HIGH and Permanence is LOW and 
Collectability is HIGH and Performance is MEDIUM and 
Circumvention is LOW then SecurityLevel is LOW. As seen 
in Figure 18, the result shows that SecurityLevel is LOW with 
a green triangle and an indicator at the middle of it which 
indicate the point 0.3. 

 
Figure 18: Simulation of Facial thermograph biometric 

Odor biometric has a deterministic rule: if Biometric is Odor 

and Universalilty is HIGH and Uniqueness is HIGH and 
Permanence is HIGH and Collectability is LOW and 
Performance is LOW and Circumvention is LOW then 
SecurityLevel is LOW. As seen in Figure 19, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 
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Figure 19: Simulation of Odor biometric 

DNA biometric has a deterministic rule: if Biometric is DNA 

and Universalilty is HIGH and Uniqueness is HIGH and 
Permanence is HIGH and Collectability is LOW and 
Performance is HIGH and Circumvention is LOW then 
SecurityLevel is LOW. As seen in Figure 20, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 

 
Figure 20: Simulation of DNA biometric 

Gait biometric has a deterministic rule: if Biometric is Gait 

and Universalilty is MEDIUM and Uniqueness is LOW and 
Permanence is LOW and Collectability is HIGH and 
Performance is LOW and Circumvention is MEDIUM then 
SecurityLevel is LOW. As seen in Figure 21, the result shows 
that SecurityLevel is LOW with a green triangle and an 
indicator at the middle of it which indicate the point 0.3. 

 

 
Figure 21: Simulation of Gait biometric 

Ear Canal biometric has a deterministic rule: if Biometric is 
EarCanal and Universalilty is MEDIUM and Uniqueness is 
MEDIUM and Permanence is HIGH and Collectability is 
MEDIUM and Performance is MEDIUM and Circumvention 
is MEDIUM then SecurityLevel is MEDIUM. As seen in 

Figure 22, the result shows that SecurityLevel is MEDIUM 
with a green triangle and an indicator at the middle of it which 
indicate the point 0.6. 

 

 
Figure 22: Simulation of Ear Canal biometric 

 
Palmprint biometric has a deterministic rule: if Biometric is 
PalmPrint and Universality is MEDIUM and Uniqueness is 
HIGH and Permanence is HIGH and Collectability is 
MEDIUM and Performance is HIGH and Circumvention is 
MEDIUM then SecurityLevel is MEDIUM. As seen in Figure 

23, the result shows that SecurityLevel is MEDIUM with a 
green triangle and an indicator at the middle of it which 
indicate the point 0.6. 
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Figure 23: Simulation of Palmprint biometric 

 

5. CONCLUSION 

 
This paper revealed the applicability of fuzzy logic model to 
determine the security level of fifteen (15) Biometric traits 
considered in this research. Biometrics characteristics 
knowledge base categorized by the previous researchers in the 
field of Biometrics was used to develop a model that can be 
used to determine the security level of the various Biometric 
traits. The proposed model was simulated in Qtfuzzylite 

environment in order to test its applicability. In this 
evaluation, six (6) factors were considered which are 
Universality, Uniqueness, Permanence, Collectability, 
Performance and Circumvention and the results show that 
Fingerprint, Hand Geometry, Hand Veins, Iris, Ear Canal and 
Palm print have medium security level among the fifteen (15) 
Biometrics traits considered for evaluation. This model 
therefore, gives the decision maker a clear and flexible method 
of evaluation.  
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ABSTRACT 
With the advent of miniaturized biosensors and low power wireless communications, it has become increasingly practical to 

develop pervasive systems for healthcare applications. Like the autonomic responses in the human body, autonomic computing 
systems recognize their own health problems and where possible respond to correct them. Failing that, external help is required. 
Wearable or even implantable biosensors are able to continuously monitor physiological parameters including heart rate, body 
temperature and oxygen saturation for healthcare purposes body sensor networks simplify sensor interconnection in hospital 
monitoring and enables home monitoring of patients to facilitates early release from hospitals and automated emergency alert. 
The purpose of this paper is to consider how autonomic systems might be structured to facilitate health monitoring. It focuses on 
a pervasive system that comprises biosensors, actuators, and a portable processing device such as smart phone. The approach 
presents a secure autonomic body sensor network which makes use of the extensible architecture pattern of a self managed cell 
(SMC). 
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1.  INTRODUCTION 
 
Autonomic Computing was first proposed by IBM in 2001 [4] 

and has become established as a valuable approach to the 
design of robust computing systems [8].  An autonomic 
system is self-managing, meaning that performs a range of 
operations to ensure its own viability. These primarily include 
self-protection, self-configuration, self-healing and self-
optimisation. Self-healing is concerned with ensuring 
eff ective recovery when a fault occurs. This means 
successfully identifying the fault and then, where possible, 

repairing it. Also, there should be minimal disruption to users, 
avoiding loss of data and significant delays in processing. 
Self-optimisation means that a system is aware of its ideal 
performance, can measure its current performance against that 
ideal and has strategies for attempting improvements.  

A self-protecting system will defend itself from accidental or 
malicious external attack. This means being aware of potential 
threats and having ways of handling those threats. This may 

include self-healing actions if an attack is successful, and 
perhaps some self-optimisation to increase protection. Finally, 
self configuration is a system’s ability to readjust itself 
automatically to changing circumstances. This may simply be 
in support of ongoing development or to assist in self-healing, 
self-optimisation or self-protection. To achieve these 
objectives a system must be aware of its internal state (self 
aware) and current external operating conditions 

(environment-aware). Changing circumstances, internal or 
external, are detected through self-monitoring and adaptations 
made accordingly (self-adjusting). The general concepts 
involved are summarised in Figure 1 [12].  
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In more detail, this means a system having knowledge of its 
available resources, its components, their desired performance 
characteristics, their current status, and the status of inter-

connections with other systems, along with rules and policies 
on how these may be adjusted. Such autonomic systems can 
be created through a traditional systems engineering design 
process or through inclusion of adaptive learning logic (IJCAI 
AI&AC Workshop 2003). 
 
 

 
 

Figure 1 Autonomic Computing Concepts 
 
The concept of self-managing systems has attracted significant 
attention from both industry and academia. In addition to the 
autonomic computing work at IBM, there are similar industry 

initiatives at HP (Adaptive Infrastructure), Sun (N1) and 
Microsoft (Dynamic Systems Initiative). Examples of 
academic involvement include work at Rutgers (active 
middleware) [7], CMU (self-healing systems), [4] Columbia 
(retrofitting legacy systems) [6], and Imperial College 
(autonomic management of ubiquitous eHealth systems) [7].  
 
Achieving the grand vision of autonomic computing is likely 
to involve contributions from research in many existing fields, 

including systems management, distributed computing, 
networking, operational research, software engineering, 
artificial intelligence, agent technology and control theory [3]. 
Dependable and fault tolerant computing should be especially 
influential, as dependability covers many system properties 
relevant to autonomic behavior, such as reliability, 
availability, safety, security, survivability and maintainability. 
This paper is particularly concerned with the way in which an 

autonomic system can provide information on its state for use 
by dependent autonomic elements or elements responsible for 
health monitoring.  
 

 
 

Figure 2 Abstract Architecture of an Autonomic Element 

 

 

1.2.   Autonomic Architecture 
An autonomic system requires open standards to understand 
and communicate with other systems in a heterogeneous 

environment [4]. Communication standards are also valuable 
within an autonomic system to facilitate system design and 
construction. For conceptual simplicity and convenience, let 
us assume that an autonomic computing system is made up of 
a connected set of autonomic elements, each with the same 
basic structure and mode of operation. Figure 2 is a proposed 
architecture for those elements [12]. Here, an autonomic 
element is made up of a managed component and an 

autonomic manager.  The self-monitor actively observes the 
state of the component (internal monitor) and its external 
environment (external monitor), drawing conclusions using 
information in the system knowledge base. If necessary, this 
can lead to adjustments to the managed component (self-
adjuster). The external monitor observes the state of the 
environment through an autonomic signal channel (for 
instance an asynchronous event bus), which provides linkage 

to other autonomic managers. This linkage may be virtual (in 
the same physical system), peer-to-peer, client-server [1] or a 
Grid connection [2]. 
 

2. BACKGROUND   
 
As with most management systems, an SMC must concern 
itself with the five traditional forms of system management 
(fault, configuration, accounting, performance, and security) to 

varying degrees [2]. Figure 3 shows that an SMC constructed 
as a body-area network consists of a collection of wireless 
sensors, which can both send and receive data; each sensor can 
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also receive control commands from management 
components, such as the Policy Service.  
Most management systems utilize an event bus/service to 

convey control traffic between the components of the system, 
primarily due to the need for runtime extensibility of the 
component topology [2]. Application specific traffic between 
components is expected to be carried using other 
communication paradigms; the event bus can be used to 
convey application data between components, but only if the 
reliability and delay semantics of the bus match the data 
delivery semantics required by the components. Given the 

wireless nature of the networks to be constructed and the 
potentially sensitive nature of the data to be dealt with, 
mechanisms must be employed to guarantee delivery of 
management messages between components. 
 

 
Fig 3 High level view of an SMC 

2.1   Related Work 
Within the constrained environment of a PDA, care needs to 
be taken when choosing an existing publish/subscribe 

technology to use. Many such systems were designed for 
highly scalable, high performance applications, and are neither 
suited to our application type nor available processing power.  
A number of content-based publish/subscribe services for the 
routing functionality of our event bus was considered.  Many 
existing publish/subscribe projects are designed to allow the 
service to scale to many more subscribers than we need within 
an SMC, often employing some sort of method of distributing 

servers to spread the expected workload (for example, Elvin 
[4], Siena [5], JMS [6]). Of these, some have running 
requirements too high for the intended platform of a PDA 
(JMS, which requires J2EE), and some carry potential 
licensing issues in the future (Elvin is being marketed as a 
saleable product by Mantara Software). Another system, 
iBus//Mobile [7], aims to target delivery of events to mobile 
agents, but does not offer the event forwarding service on 

mobile devices. 
 
 

3.    THE GENERAL OVERVIEW OF VESTA 

 
It makes use of the SMC architectural pattern, depicted in 
Figure 4 [3] to represent a Patient’s or Medic’s personal 
network. The body network is by nature a distributed 

environment containing heterogeneous components and 
devices. Sensor nodes typically communicate using IEEE 
802.15.4 while a smart phone has a Bluetooth radio. It must 
support a unified view and allow all 

 
 

 

 
Figure 4. The Vesta architecture which extends the Self Managed Cell (SMC) architectural pattern. Components within 

the cell are connected through an event bus. Adapters are created for software components or devices that reside outside 

of the personal controller 
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These components to interact with a unified interface. It uses a 
publish/subscribe event bus which ensures in order and 
reliable delivery of events [12]. This decouples interacting 

components, allows multiple components to subscribe to the 
same events, and hides communication heterogeneity. The 
discovery service is responsible for discovering new services 
and devices. New biosensors may be added to a patient when 
new physiological parameters need to be monitored. It is also 
used to discover approaching nurses and doctors. When new 
services or devices are added into the network, corresponding 
adapters are automatically created and deployed to receive and 

relay both events on the event bus and packets between the 
personal controller and the devices. After new services or 
devices are admitted, the membership service continuously 
monitors the availability of these components.  
 
The policy service implements a policy-based management 
framework for adaptation. There are typically two types of 
policies. An obligation policy is an event-condition-action rule 

specifying the action that must be performed when the event 
occurs if the condition evaluates to be true. An authorization 
policy specifies whether a subject is permitted to perform 
specific operations on the target if the condition holds.  
This can be used to realize access control and effectively 
protect resources from unauthorized access. The lightweight 
policy system of Ponder2 [13] is deployed for the policy 
service.  

 

4.    DESIGN DETAILS AND ANALYSIS  
 
With the secure sensor discovery module, a new sensor is 
guaranteed to be associated to the intended patient and only 
valid sensors can be admitted into the system. Wireless data 

transmission between sensors and the controller is encrypted. 
A pair wise key is created when the sensor is admitted. 
Interacting users can authenticate each other, and subsequent 

communications between them are kept confidential. Fine-
grained access control to resources at the target system must 
be performed for authenticated user. 
 

A. Authentication Protocol 
An authentication protocol is developed based on the public 
key infrastructure (PKI). It is assumed that there is a certificate 
authority (CA) within the hospital, which assigns a public key 

certificate to every user. The certificate is signed by the CA, 
and encloses the public key and other attributes of the user, 
such as the name, and identification.   The nurse controller 
broadcasts (e.g., through WiFi) HELLO messages periodically 
in order for patients to be aware of its presence. On receipt of 
a HELLO message from a new nurse, a patient initiates the 
mutual authentication procedure as shown in Figure 5 the 
protocol procedure is exemplified with the authentication 

between a nurse, Alice, and a patient, Bob. Bob responds to 
Alice’s HELLO with a REQ, which initiates the authentication 
protocol. Next, Alice sends her certificate Ca to Bob who 
checks the validity of Ca. If the certificate is valid, Bob sends 
his certificate Cb to Alice who also checks its validity.  
 
The exchange of Diffie-Hellman (DH) parameters enables 
generation of a pair wise key for Bob and Alice for a secure 

communication channel. On completion of DH key creation, 
each side has authenticated the other. In order to ensure that no 
deadlock is introduced, a timer is started, at the start of the 
authentication protocol. When the timer fires, the process 
stops and the state is reset to INIT, i.e., it is now ready to start 
a new authentication process. 

 
 

 
Fig 5. The mutual authentication protocol for a patient Bob and a nurse Alice.  The protocol messages and their timing 

are shown. The state transition diagrams are along with the timing 
 
 
A nurse may interact with multiple patients at the same time. 
Thus, each time the nurse discovers a new patient it starts a 
separate process for patient discovery and authentication. The 
resultant advantage is that different patients do not 
interference with each other during authentication.  

 

B. Access Control 
In Ponder2, services and resources to be managed are 
represented as managed objects. An invocation from one 
managed object to another can be regulated by an 
authorization policy – an invocation is permitted only if a 

policy exists to grant access, otherwise, this invocation is 
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denied. Managed objects are grouped into domains which can 
be nested. A domain structure is created and maintained at 
each user, as shown in Figure 6.  

 
With the availability of domain structures, authorization 
policies can be flexibly specified in terms of domain paths 
instead of individual managed objects. The consequent 
advantage is that even if individual managed object change, 
authorization policies do not have to be changed. To control 
accesses from a nurse, the patient makes use of the adapter 

that represents the nurse. An adapter is created and put in the 
domain structure upon completion of mutual authentication. 
This adapter is a managed object in the patient’s Ponder2 

environment and represents the nurse. Java Remote Method 
Invocation (RMI) is used for interaction and the adapter 
implements a Java RMI interface, which defines all actions 
that may be invoked on the patient. On the nurse side, a mirror 
object is created, which is essentially the proxy of the remote 
adapter at the patient.  
 

 

 
Fig 6:  The domain structures Bob and Alice. The procedure of Alice invoking a sensor operation on Bob is illustrated 

 
 
To invoke operations on the patient, the nurse invokes 
operations directly on the mirror proxy. All requests are then 
forwarded to the adapter at the patient. The advantage of using 
RMI is that no proprietary protocol need be developed for 
communication between the patient and the nurse. The adapter 

then invokes the request operation at the target managed 
object on behalf of the nurse which can be governing by 
authorization policies at the patient. As an example, suppose 
nurse Alice wants to check the current status of the heart 
sensor at patient Bob, so she enters a request via her user 
interface. This request is received by the mirror proxy and is 
forwarded to the nurse adapter at Bob. As a result, this request 
reaches the Alice adapter that immediately invokes the 

requested operation at the managed object of the heart sensor. 
The invocation is intercepted by the authorization interpreter 
that checks if there is an authorization policy permitting this 
invocation. For example, the following authorization policy 
permits this invocation.  
 

auth+ /nurses/associated/ → /sensors/HRsenors/  
This policy specifies that all associated nurses are allowed to 
do any operations on hear rate sensors.  

 
 
 

 

C. Secure Sensor Discovery 
A physical secure channel for admitting new sensors is 
developed which used an ASUS EEE PC [15] as the personal 
controller as shown in Figure 7. Two of its USB ports are 
used. One port is connected to a BSN node acting as a 

gateway for IEEE 802.15.4 wireless communication with 
other nodes.  
 
In essence, it forwards packets from the controller to the 
intended sensor and packets from sensors to the controller. 
The second port is connected to a programming board and is 
exclusively used as a secure physical channel for admitting 
new sensors. On the personal controller of the patient, a 

discovery manager is responsible for admitting new sensors. 
This manager monitors the activity on the admission port and 
accepts joining requests of new sensors. The procedure of 
associating a new sensor to a patient is shown in Table 1.  
First, the nurse who wants to associate a new sensor to a 
patient must send an association request to the target patient. 
In essence, the request is forwarded to the discovery manager 
and the requested action is to open the admission port. The 
action request is then checked against authorization policies to 

ensure that only authorized nurses or doctors can add new 
sensors to a patient. If authorized, the action results in the 
admission port being opened for a time window size w – 
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Figure 7. The prototype of a personal controller (ASUS EEE PC) that operates two USB sensor ports, one acting as a 

gateway to wireless biosensors and one as the secure physical channel of new sensor admission. 

 
 
This is determined by the practical time required for the nurse 
to plug a new sensor into the port and the sensor then to 
communicate with the controller. When the new sensor is 
plugged into the admission port on the nurse’s personal 
controller, it is powered up and starts functioning. Next, the 
sensor sends a JOIN message to the discovery manager via the 

admission port. On receiving this message, the discovery 
service is aware of the new sensor and admits it into the 
system. It prepares a pair wise session key and the group key. 
The two keys, in addition to other necessary information about 
the system, such as network ID, are enclosed in a CONFIRM 
message sent to the sensor. The discovery service also creates 
an adapter for the sensor, which will later interface 
interactions between the sensor and other components within 

the system. After the sensor has received the message, it stores 
the information in its non-volatile memory such as the external 
flash memory. Then, the sensor is removed from the port and 
is supplied with its own battery. On startup, it has been 
associated with a specific controller and hence a specific 
patient’s network. All further communications to the controller 
is via wireless, relayed by the gateway. 
 

The admission procedure of new sensors is secure. All 
communication during the admission procedure is through the 
physical channel that is essentially the serial communication 
channel emulated by the USB port. This channel is the only 
way that a new sensor is admitted to the system. The group 
key and the pair wise key define the membership of a sensor. 
The only way to obtain the two keys is to undergo the 
admission procedure. Note that although the EEE PC is 
adopted as the prototype implementation, Vesta is not limited 

to it and can be implemented on any device that can host a 
Java virtual machine environment and have a host USB port. 
Current smart phones do not support host USB ports so we 
would need to develop a smart cable to emulate the host to 
both phone and connected BSN node. 
 
 
 

 

 

Table 1  :  The Procedure For New Sensor Admission 

STEP 1 The nurse who wants to associate a new 
sensor sends an action request of new node 
association to the intended patient 

STEP 2 The patient makes the authorization 

decision based on authorization policies. If 
authorizing the action, the discovery 
manager opens a small time window w 
during which the admission port opens. 

STEP 3 The new sensor is plugged into the nurse’s 
admission  
Port 

STEP 4 The new sensor sends a JOIN message to 
the discovery manager through the USB 
port 

STEP 5 The controller responds with a CONFIRM 
message which contains a pair wise key 
and the group key 

STEP 6 Upon reception of the CONFIRM message, 
the sensor retrieves the keys and store them 
in non-volatile storage 

STEP 7 The new sensor is removed from the port 
and starts communication with the 
controller using the assigned keys 

STEP 8 The controller creates an adapter that 

represents the new sensor. 
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5.     IMPLEMENTATION AND EVALUATION 
 
To perform experiments and collect performance data, the 

patient and the nurse systems is implemented on two ASUS 
EEE PCs separately. An EEE PC has a 7 inch display. The 
operating system is Windows XP SP2. We deploy J2SE 5 as 
the Java virtual machine environment. The communication 
between the patient system and the nurse system is 
implemented in ad hoc mode using IEEE 802.11b network 
interface cards available the EEE PCs.  
 

On the patient system, a BSN node acts as the gateway. The 
new sensor is also a BSN node. A BSN node is equipped with 
an 8MHz TI MISP 16 bit processor. It has 2K RAM for data 
stack and 60K ROM for binary code. With a Chipcon CC2420 
radio transceiver, it transmits data with bandwidth of up to 250 
kbps.  In the experiment, the new biosensor implements a 
basic function that regularly measures the heart rate and 
reports to the personal controller. The time overheads required 

by primitive operations is determined as listed in Table 2. 
From the table, we can see that most operations except the 
startup process are efficient.  
 
The Ant utility tool is used to manage the software 
compilation and execution. Each time the user tries to start the 
system, the Ant tool checks whether any source files have 
been changed and then the system is actually started. This 

slows down the system startup process. After the system is 
mature and put into real application, this management tool can 
be removed and the startup process can be speeded up.  
Next we compare the secure sensor association of Vesta to a 
sensor discovery protocol that we have previously proposed 
[11].  
 

Table 2   : Times Required By Different Operations 

OPERATION HOST TIME 

System startup Nurse 13.6 s 

System startup Patient 13.5 s 

DHParameters 
generation 

Nurse 110ms 

Secret key generation Nurse 828 ms 

Secret key generation Patient 310ms 

Signing message Nurse 125ms 

Signing message Patient 78ms 

Symmetric encryption Nurse 311ms 

Symmetric encryption Patient 328ms 

Symmetric decryption Nurse 235ms 

Symmetric decryption Patient 198ms 

Data encryption Biosensor 150 µs 

Data decryption Biosensor 90 µs 

 
 
 
 
 
 

In that protocol, it is assumed that all healthcare workers are 
authorized to perform the sensor association. In addition, each 
sensor is assumed to be preloaded with a public/private key 

pair. This is a strong assumption and increases the 
management burden of biosensors. To ensure that the given 
new sensor is associated with the intended patient, the LEDs 
on the new sensor and the gateway sensor are required to blink 
in the same pattern.  
 
When seeing such synchronized pattern, the healthcare worker 
sends an explicit authorization message to the patient which 

will then include the new sensor. In the process, the sensor 
needs to perform decryption operations which are very time-
consuming for resource constrained sensors. As a result, the 
protocol developed in this paper accelerates the process of 
secure sensor association. 
 

6. CONCLUSION AND FUTURE WORK 
 

With the increasing need for practical pervasive healthcare, 
this paper has presented a secure and autonomous system 
called Vesta that manages personal-area healthcare systems. 
Such pervasive systems are usually composed of various 
devices such as wireless biosensors. Vesta caters for the 
autonomous and adaptive requirements of these systems by 
extending the extensible SMC architectural pattern. It features 
a practical and easy-to-use secure discovery mechanism for 

wireless sensors. Potentially, the autonomic computing 
concept could have an impact on system design similar to that 
of the object-oriented paradigm. It promises to improve the 
robustness of future systems, as well as reducing complexity 
for users, by taking on more responsibility for identifying and 
handling system problems that arise. The purpose of this paper 
was to consider how system ’health’ might be monitored. This 
was based on an assumption that autonomic systems were 
made up of a set of autonomic elements with the same basic 

architecture. Further investigation into event bus performance 
(variation in delays incurred depending on message size or 
number of recipients, for example), and possible 
improvements will also be investigated. 
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ABSTRACT 

With the advent of miniaturized biosensors and low power wireless communications, it has become increasingly practical to 
develop pervasive systems for healthcare applications. Like the autonomic responses in the human body, autonomic computing 
systems recognize their own health problems and where possible respond to correct them. Failing that, external help is required. 
Wearable or even implantable biosensors are able to continuously monitor physiological parameters including heart rate, body 
temperature and oxygen saturation for healthcare purposes body sensor networks simplify sensor interconnection in hospital 
monitoring and enables home monitoring of patients to facilitates early release from hospitals and automated emergency alert. 
The purpose of this paper is to consider how autonomic systems might be structured to facilitate health monitoring. It focuses on 
a pervasive system that comprises biosensors, actuators, and a portable processing device such as smart phone. The approach 
presents a secure autonomic body sensor network which makes use of the extensible architecture pattern of a self managed cell 

(SMC). 
 
Keywords: Autonomic computing, pervasive systems, self-configuration, policy-based management 
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1.  INTRODUCTION 
 

Autonomic Computing was first proposed by IBM in 2001 [4] 
and has become established as a valuable approach to the 
design of robust computing systems [8].  An autonomic 
system is self-managing, meaning that performs a range of 
operations to ensure its own viability. These primarily include 
self-protection, self-configuration, self-healing and self-
optimisation. Self-healing is concerned with ensuring effective 

recovery when a fault occurs. This means successfully 
identifying the fault and then, where possible, repairing it. 

Also, there should be minimal disruption to users, avoiding 
loss of data and significant delays in processing. Self-
optimisation means that a system is aware of its ideal 

performance, can measure its current performance against that 
ideal and has strategies for attempting improvements.  
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Abstract—Malware are destructive by altering host machine’s 
behaviour as it self-replicates its codes unto the host’s files. 
Some, have the ability to change its structure on execution via 
mutation and other code obfuscation – to generate complex 
variants with same functionality; But, different in their syntax 
and signature. This renders signature-based detection quite 
unreliable and their detection, tedious. Our study generates 
evolved complex variants of the Zmist malware using memetic 

algorithm, we then create an effective profile and rules trained 
via the Hidden Markov model, that efficiently detect the Zmist 
variants with high (classification) probability; And thus, 
drastically reduce false-positive and true-negative rates. We 
use HMM clustering ability to explore sample cluster-profiles 
of the Zmist metamorphic engine to help us learn the 
underlying code clusters from sample data, and navigate its 
engine to yield faster and completely morphed variants of 
Zmist using memetic algorithm. Evolved variants of were 

tested on and against commercial antivirus.  
 

Keywords—intelligent, stochastic, hunting, profile, 

evolutionary, clustering, markov model, virus, malware 

5. INTRODUCTION 

OMPUTER virus is a malicious program that modifies a host 
machine by attaching its code and alters behaviour of other 
files. As it infects, it also modifies itself to include better and 
possibly, an evolved copy of the virus (Daodu and Jebril, 
2008; Dawkins, 1989; Zakorzhevsky, 2011).  

Desai (2008) note Brain (as the first computer virus) was a 

boot sector virus created in 1986 that infects the host machine 
resources such as files and macros, operating system, system 
sectors, companion files and source code. Use of Internet for 
data transfer has become a soft target for their widespread to 
wreak havoc faster globally. Early detection of viruses is thus, 
imperative to minimize the damage caused.  

5.1 Modules of a Computer Virus 

Virus has 3-modules: infect, trigger and payload. Infect is 
the mechanism to modify its host and contain copies of it. 
Trigger details when and how to deliver its payload, and 

payload details damage done. Trigger and payload are optional 
(Desai, 2008). Fig. 1a is virus pseudo-code; while Fig. 1b is an 
infect pseudo-code. Subroutine Infect selects a target from M-

targets to infect when run. Select_target details target selection 
criteria as same target should not be repeatedly selected; else, 
reveals presence of a virus. And, Infect_code performs actual 
infection by inserting its code into the target (Ye et al, 2008). 
 
 
 
 

 
 

 
 
Malware self-replicates its codes onto a machine without the 
user’s consent, and spreads by attaching a copy of itself to 
some part of program file. It attacks system resources and is 
designed to deliver a payload that aims to corrupt program, 

delete files, reformat disks, crash network, destroy critical data 
or embark on other damage to the host machine (Szor, 2005). 

Viruses are classified as: 
a. Simple virus replicates itself on execution in a host 

machine so that it gains control, attaching a copy of itself 
to host machine’s files or program as it spreads. It then 
transfers back control to host program afterwards. It is 
easily detected by scanning for a defined sequence of 

bytes called signature (Mishra, 2003). 
b. Encrypted virus scrambles its signature to make it 

unrecognizable. Its decryption routine transfers control to 
its decrypted virus body so that each time it infects a new 
program, it makes copy of both the decrypted body and 
its related decryption routine. It encrypts a copy and 
attaches both to a target system. It uses an encryption key 
to encrypt its body. As the key changes, it scrambles its 
body so that the virus appears different, from one 

infection to another. This makes signature detection 
technique difficult so that the antivirus must scan for a 
constant decryption routine instead (Orr, 2006). 

c. Polymorphics consists of scrambled body, its mutation 
engine and decryption routine. Its decryption routine first 
acquires control of host machine as it decrypts scrambled 
body and mutation engine. It then transfers control to the 
now unscrambled body to locate new file to infect – unto 

which it copies its body, also copying unto the RAM its 
mutation engine and invoking its mutation engine to 
randomly generate a new decryption routine to decrypt its 
body with little or no semblance to the previous 
decryption routine. It then appends this newly encrypted 
body, a mutation engine and decryption routine to the 
newly infected file – so that the encrypted body and 
decryption routine, varies from one infection to another. 

It has no signature and decryption routine – making any 
two infections not alike (Orr, 2007). 

d. Metamorphics avoid detection by completely rewriting 
its code each time it infects new file. It accomplishes 

C 

Fig 1a: Virus Pseudo-code 

Def Virus(): 

 Infect() 

 If Trigger() is 

TRUE then 

 

 Payload is 

delivered() 
Fig 1b: Infect Pseudo-code 

Def Infect(): 

 Repeat M times() 

     Target = 

Select_target() 

   If no 

target() THEN 

  

  Return 

  Infect code(target) 
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code obfuscation and meta-morphing, which is 90% of its 
assembly codes (Mishra, 2003; Orr, 2006; 2007). 

5.2 Virus Detection Mechanisms 

Antivirus software detects, prevent and remove all malware, 
including but not limited to viruses, worms, Trojans, spyware 
and adware. Antivirus use strategies namely: heuristic search, 
cyclic redundancy check, logic search and spy on processes to 

scan for viruses. Detection mechanism is broadly grouped 
into: (a) signature-based scans for signature, and to evade it – 
virus makers create new virus strings that can alter their 
structure while keeping its functionality via code obfuscation 
method, and (b) code emulation creates sandbox or virtual 
machine, so that files are executed within it and scanned for 
virus. Once the virus is detected, it is no longer a threat – since 
it is running in controlled environment that limit damage to 

host machine (Singhal and Raul, 2012; Rabek et al, 2003). 
Antivirus often impairs system performance, and incorrect 

decision may lead to security breach as it runs at the kernel of 
the operating system. If an antivirus uses heuristics, its success 
depends on the right balance between positives and negatives. 
Today, malware may no longer be executables. Macros can 
present security risk and antivirus heavily relies on signature-
detection. Metamorphic and polymorphic viruses, evades and 

makes signature detection, quite ineffective (Filiolel, 2005). 
Studies have shown that anti-virus effectiveness has decreased 
against unknown or zero-day attacks. This problem has been 
magnified by the changing intent of virus makers. Independent 
testing on all the major virus scanners consistently shows none 
to yield 100% detection. The best ones yield 99.6% detection, 
while lowest is 81.8%. Consequent of the fact that all scanners 
can yield a false positive result as well, identifying benign 
files as malware (Hashemi et al, 2008; Grimes, 2001). 

5.3 Metamorphic Malware or Viruses 

Rather than use encryption, metamorphics change its code 
structure/appearance while keeping its functionality. It does 
this via code obfuscation methods as in fig 2. Its engine reads 

in a virus executable, locates code to be transformed using its 
locate_own_code module. Each engine has its transformation 
rule that defines how a particular opcode or a sequence of 
opcodes is to be transformed. Decode module extracts these 
rules by disassembling. Analyze module analyzes current copy 
of virus and determines what transforms must be applied to 
generate the next morphed copy. Mutate module performs the 
actual transformations by replacing an instruction (set) with 

the other its equivalent code; While, Attach module attaches 
the mutated or transformed copy to a host (Cohen, 1987; 
Desai, 2008; Orr, 2007 and Sung et al, 2004).  
 
 
 
 
 

 
 

Venkatesan (2008) note that a typical metamorphic engine 
may consist of: (a) internal disassemble to disassemble binary 
codes, (b) a shrinker replaces two or more codes with its single 

equivalent, (c) an expander replaces an instruction with many 
codes that performs same action, (d) a swapper reorders codes 
by swapping two/more unrelated codes, (e) a relocator assigns 
and relocate relative references such as jumps and call, (f) a 
garbager (constructor) inserts whitespaces (do-nothing codes) 
to a program, and (g) cleaner (destructor) undoes the actions 
of a garbager by removing whitespaces instructions (Desai, 
2008; Konstatinou, 2008). 

Feats of an effective metamorphic engine includes: (i) must 
be able to handle any assembly language opcode, (ii) shrinker 
and swapper must be able to process more than one instruction 
concurrently, (iii) garbager is used moderately, not to affect 
actual instructions, and (iv) swapper analyzes each instruction 
so as not to affect next instructions’ execution (Orr, 2007; 
Sung et al, 2004; Walenstein et al, 2007). 

5.4 Metamorphic Code Obfuscation Methods 

Metamorphic engine uses code obfuscation to yield morphed 
copies of original program. Obfuscated code is more difficult 
to understand and can generate different looking copies of a 
parent file as it operates on both control flow and data section 

of a program (Wong, 2006). Code obfuscation is achieved via 
(Borello and Me, 2008; Desai, 2008 and Avcock, 2006): 
a. Register Usage Exchange/Rename modifies register data 

of an instruction without changing the codes itself, which 
remain constant across all morphed copies. Thus, only the 
operands changes. 

b. Dead Code inserts whitespaces, which do not affect its 
code execution via a block or single instruction so as to 
change codes’ appearance while retaining functionality.  

c. Subroutine Permutation aims to reorder subroutines so 
that a program of many subroutines can generate (n-1)! 
varied permutations, whose addition will not affect its 
functionality as this is not important for its execution.  

d. Equivalent Code Substitution replaces instruction with its 
equivalent instruction (or blocks). A task can be achieved 
in different ways. Same feat is used in equivalent code 
substitution. 

e. Transposition/Permutation – modifies program execution 
order only if there is no dependency amongst 
instructions. 

f. Code Reorder inserts unconditional and conditional 
branch after each instruction (or block), and defines 
branching instructions to be permuted so as to change the 
programs’ control-flow. Conditional branch is always 
preceded by a test instruction which always forces the 

execution of the branching instruction. 
g. Subroutine Inline/Outline is similar to dead code 

insertion in that subroutine call are replaced with its 
equivalent code as Inline inserts arbitrary dead code in a 
program; while outline converts block of code into 
subroutine and replace the block with a call to the 
subroutine. It essentially does not preserve any logical 
code grouping. 

Locate 
own code 

Decode Analyze Mutate Attach 

Fig. 2: Distinct Signature of Metamorphic Virus 
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6. Materials / Methodology 

6.1 Virus Abstract Representation 

The study uses the Zmist metamorphic engine (whose rules 
or heuristics uses substitution, transposition and trash – all of 
which are permutation) methods to build viruses of the same 
functionality. The engine changes its opcode, generating new 
variants from old versions (authored by Zombie and extracted 

from VX Heaven). Zmist at its release, was one of the most 
complex binary viruses ever written, which uses Entry-Point 
Obscuring that supports a unique code integration scheme, and 
occasionally inserts jumps after each instruction in a section, 
pointing to the next instruction. It extremely modifies files 
from one generation to next via camouflage, which makes it 
suited for the study (Konstantinou, 2008 and Szor, 2005). 

6.2 Machine Learning / Evolutionary Models 

Statistical pattern analysis has proven a successful technique 
to detect metamorphics via machine learning (soft-computing) 
paradigms. Soft computing is an inexact science that uses 
evolutionary optimization models to resolve tasks. It achieves 

its tractability via optimization by exploiting historic data as 
well as exploring human knowledge encoded via statistical 
pattern analysis, mathematical models and symbolic reasoning 
(Ojugo et al, 2013) to perform quantitative data processing and 
yield qualitative knowledge as its new language. The models 
are tuned to be robust, so that even with partial truth, 
imprecision, uncertainty and noise applied to its input, it yields 
an output guaranteed of high quality. They are mostly inspired 

by behavioural patterns and evolution in biological population 
as well as natural laws. They explore 3-basic feats as they seek 
to unveil the underlying probability of data feats of interest 
namely: (a) adaptation yield agents void of local minima and 
with high-diverse random migrantion introduced into the 
model to slow its convergence and create a balance between 
exploitation and exploration so that learning feats of change, 
biases its solution accordingly, (b) robustness estimates its 
effectiveness of the model as employed in the task at hand, 

and (c) decision is flexible as uncertainty feats impacts on the 
model’s future state continually in forecasts while focusing on 
its goal state and its ease integration (Ojugo, 2013). 

Example include models such as genetic algorithm, firefly 
algorithm, neural networks, Markov model etc – all known 
tools and recently, used in hunting cum effective detection of 
polymorphics cum metamorphics. 

6.3 Hidden Markov Model 

Consider a series of state and its associated probabilities to 
each transition between states. Such state (chain) is a Markov, 
if the transition probabilities depend only on the current state 
(not on previous states) such that the Markov chain has no 

memory. More precisely, it is a first order Markov chain if the 
nth order Markov chain depends both on current and its n–1 
previous states. Also, the Markov chain has no finite memory. 
The Hidden Markov model has been successfully employed in 
the studies of bioinformatics as well as molecular biology for 
gene sequencing. Thus, we represent a simple DNA sequence 
using a Markov chain process as: PAT is probability of the 

transition from state A to T; while PTA is probability of the 
transition from state T to A, and so on respectively given that 
in the DNA chemical code, A = Adenosine, C = Cytosine, G = 

Guanine, and T = Thymine as in Fig 1. 
 
 
 
 
 
 
 

 
 
 
 
Each arrow represents transition probability of a specific base 
followed by another base. Transition probability is calculated 
after observing several DNA sequence and corresponding 
transition probability matrix yields a compact representation 

of the transition probabilities – noting that a Markov chain 
process leads to a corresponding Markov model; And, that 
each event depends only on the previous event. Transition 
probability from state of observed symbol s to another state t 
is given by Eq. 1:  

 
 
where N is the number of states and xi is the state at step i). 
The sum of transition probabilities from each state equals 1 
since these transitions represent a probability distribution as 
the probability associated with each step of/in the model. 
Following Bayes Theorem, the probability of the sequence 

relative to the given model is computed using Eq. 2 noting that 
P(xi) is probability of starting at first state xi, and ‘begin’/’end’ 
state helps accommodate first/last symbols of output sequence. 

 
 

 

 
 
Note that current event depends on more than one previous 
event. An nth order Markov chain on m symbols is represented 

as a first order Markov chain with mn symbols. Thus, given a 
series of observations (i.e. output sequence) from a Markov 
process, we wish to determine which state generated each 
observation. Consider N buckets with a given distribution of 
coloured balls in each. Note that we are well aware of the 
distribution of the balls in each bucket as well as the rule for 
determining which of the bucket to select from. Being a 
Markov process, this rule for choosing the bucket from which 

we can select from depends on the previous selection.  
Suppose, a sequence of colours correspond to balls selected; 

But, we do not know which buckets they were selected from. 
That is, the Markov process itself is hidden – we would like to 
gain information about this hidden process through the 
observations – that is, the colour of the balls selected. So far, 

Fig 3: State Transition / Automata Diagram 

PAT 

PGT 

PGC 

PTA 

PTG 

PCG 

PCA PAC 
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we only outlined the basic structure of a hidden Markov 
model, the problem can be solved using the hidden Markov 
model approach using this simple example where: 

 O: the observation sequence 
 T: is the length of the observation sequence 
 N: number of states in the HMM process 
 α – is the alphabet for the model 
 M: number of symbols in the alphabet 
 A: the state transition probability matrix 
 aij probability of the state transition from i to j 
 bi(k): probability of observing k in the state i 

 B: probability distribution of the observations (one 
distribution for each Markov process) 

 λ = (A,B,π) and it represents the HMM 
 
HMM is given by λ = (A,B,π) where the matrices of A,B and 
π may or may not be known, depending on the task. Thus, the 
model can be suited for any of the following tasks: 
a. Problem 1: Given observations and parameters N and M, 

determine model λ = (A,B,π) that best fits sequence. We 
train model to fit data. HMM training requires no aprior 
assumptions about the model other than outline parameter 
N and M, which specifies the size of the model. 

b. Problem 2: Compute probability that the given model 
produces an observation sequence if given the model λ – 
(A,B,π) and an observation sequence O, compute P(O/ λ). 

c. Problem 3: Uncover HMM λ = (A,B,π) and observation 

sequence O to determine most likely sequence of states X 
= (x1, x2, …, xT) that could have produced the sequence. 

Suppose – in the example of gene sequencing, we have CTAG 
states, which can occur in any number of sequence and in any 
number of times T, to generate an observation between the 
states. We have that number of symbols M = 4 (i.e. CTAG). If 
our observed sequence O = {C,T,G,A,T,T,G,G,A} from the 
base sequence (which is made visible); However, we seek to 
uncover the signature of the new variants sequence when we 

program this sequence to yield a new observation. But, we 
require these 4-symbols too to yield the new variants (unsure 
sequence) as many as 3-times the sequence we see clearly. 
Thus, there are also 4-hidden states so that N = 4 (for normal 
and hidden sequence). Our transition probability matrix is 
computed and represented by fig 4. From this, we have that 
the ratio of the base virus to the completely morphed copy yet 
to be generated as it infects new system is given by 1:3 and 

using the Maximum Expected Likelihood model, we arrive at 
this transition probability matrix as in fig 4. Also, we have the 
initial distribution π which specifies the probability that the 
Markov process begins with the normal observed sequence as 
well as a biased generated variant (after infecting a body or 
system respectively) – so that π = [0.3 0.7]. The values for 
(A,B,π) are all row-statistic – that is, each row is a probability 
distribution. Note that the series of states in the underlying 

Markov process is hidden and we observe that the sequence of 
CTAG that result from the process are assumed as N and M, 
which in this case are known. 
 
 

 
 
 

 
 
 
 
 
 

6.4 The Bayesian Profile Hidden Markov Model 

The Hidden Markov Model is a double embedded chain that 
models complex stochastic processes (Bhusai and Patil, 2011; 
Masoumeh, Seeja, and Afshar, 2012). The Markov process is a 
chain of states with probabilities associated to each transition 
between states. In n-order Markov, its transition probabilities 

depend on current and n-1 previous states. A Hidden Markov 
model process determines the state generated for each state 
observation in a series (solution space or output sequence). In 
malware analysis, an instruction not accepted by the trained 
HMM, yields high probability of being a malware (Srivastava 
et al., 2008; Dheepa and Dhanapal, 2009). Traditional HMM 
scores data through clustering based on the profile values. The 
probabilities of initial set of instructions are sampled – then 

checked to see if such instructions are metamorphic viruses. 
HMM maintains log in memory to help reduce true-negatives 
(instructions that behave malware-like) and false positives 
(unclassified variants of malware). Thus, our HMM is initially 
trained to assimilate normal behaviour of Zmist metamorphic 
engine. It then creates a profile of the malware codes, which it 
classifies into low, medium and high profile range (Tripathi 
and Pavaskar, 2012). 

However, profile HMM as a variant of HMM, aims to deal 

with the fundamental problems of the HMM by: (a) it makes 
explicit use of positional (alignment) data contained in the 
observations or sequences, and (b) it allows null transitions, 
where necessary so that the model can match sequences that 
includes insertion and deletions (Ojugo et al, 2014). Used in 
malware detection, O is each code of metamorphic engine 
denoted as a rule, T is time each code takes to execute, N is 
number of codes in sequence and obfuscation methods used as 

etched into HMM, M is number of code access to registers 
contained in Zmist engine, π is initial state (starting code) for 
Zmist engine, A is the state transition probability matrix, aij is 
probability of a transition from state i to another state j, B 
contains N-probability distribution codes in knowledgebase 
from where profiles are been created (one code for each state 
of the process); while HMM λ = (A,B,π). Though, parameters 
for HMM details are incomplete as above; But, the general 

idea is still intact (Ojugo et al, 2016). 
 
 
 
 
 
 
 

End 

Fig 4: PHMM with 3-Match States 
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We can also align multiple codes (data) rules as sequence 
with significant relations. Its output sequence determines if an 
unknown code is related to sequence belonging to either of the 
Zmist variant class (or not) as comprise in the Bayesian net. 
We then use the profile HMM to score codes and make 

decision. The circles are delete state that detects classified 
Zmist codes in the knowledgebase, diamonds are insert states 
that allow us sandbox codes that are unclassified upon which 
the knowledgebase is updated for classified false-positives and 
true-negative detection; while rectangles are matched states 
that accurately classifies codes into Zmist variants as in the 
standard HMM (Ojugo et al, 2014).  

Match and insert are emission states in which an observation 

is made as PHMM passes through all the states. Emission 
probabilities, corresponding to B in standard HMM model is 
computed based on frequency of symbols (in this case, Zmist 
codes) that can be emitted at a particular state in the model; 
But, are positional-dependent (in contrast to standard model). 
Also, the emission probabilities are derived from the Bayesian 
net, which represents our training phase. Finally, delete states 
allow the model to pass through the gaps, existing in the 

Bayesian network to reach other emission states. These gaps 
are necessary in the model help prevent it from over-fitting of 
data as in fig 5 (Ojugo et al, 2014). We use the forward 
algorithm to compute probabilities for each possible case 
recursively by reusing scores calculated for partial sequences 
using Eq. 1 to Eq. 3 respectively as thus: 

) 
 

 
 

 

6.5 Benchmark Memetic Algorithm 

Our framework is an adaptation of (Noreen et al, 2008) that 
aims to evolve new malware from a known virus database. 
The first step is high-level of abstract representation (or 
genotype) of given virus that requires great understanding of 

the virus functionality and structure. It determines quality of 
evolution achieved by proposed framework, while including 
functional details of the virus characteristics and that of the 
metamorphic engine in use. Some known feats/attributes are: 
date, domain, application-to-infect, port number, email 
attachment, registry variable, mail-body, file extension, 
process terminated, peer-to-peer propagation etc, which forms 

its abstract representation of the base virus to be taken as input 
into system (see fig 3). 

Second step is the application of the evolutionary algorithm 

to the high-level representation. Thus, dataset is divided into: 
train (50%), cross validation (25%) and test (25%). The fitness 
of offspring as evaluated in Eq. 6 is a function of the similarity 
measure of the genes (chromosomes) with that of all stages of 
the framework. Individuals that evolved but do not match the 
training samples, their feats are stored and forms input to the 
next iteration. Thus, we have these conclusions as adopted by 
Noreen et al (2008) thus: (1) new individuals are malware to 

be used during testing, whose abstract represented feats are 
fed-back into model, (2) new individual is an unknown Zmist 
virus, and (3) new individual is (not) Zmist virus. Like Noreen 
et al (2008), facts 2 and 3 are established once executed within 
a sandbox in an operating system at real-time.  

Unlike Noreen et al (2008) Generating Zmist virus for test 
(as against having testing data from base virus abstract 
representation) – it invalidates the experiment to some degree 

as mutation yields a better and fitter generation. Instead, we 
argued that a combination of the old feats and new feats as 
extracted from both dataset and metamorphic engine at each 
stage of the process as well as feedback into the system to 
generate newer variants to yield greater evolution (backward 
compatibility in terms of functionality to the base virus).  

CGA initializes the hybrid with an entire population of 500-
input (suitable abstract representation of base virus), computes 

individual fitness of each individual via Eq. 6 as well as 
selects 30-individual via tournament method to yield the new 
sub-pool (and determine individuals to proceed for mating). 
Selected data are moved for crossover and mutation so that 
model or network learns static/dynamic feats in the obtained 
data. With 30-individuals selected via tournament and 2-point 
crossover used, other parents contribute to yield new pool 
whose genetic makeup is a combination of both parents. 
Mutation will yield 3-random genes that are allocated new 

random value that still conforms to belief space. The number 
of mutation applied, depends on how far CGA is progressed 
(and how fit is the best fit individual in the pool). Thus, 
number of mutations equals fitness of the fittest individual 
divided by 2. New individuals replace old ones with low 
fitness values (Ojugo et al, 2013a,b). 

 
Each particle in PSO (30-individuals from CGA) are moved 

over and encoded as a string of positions in multidimensional 
space. Position/Velocity updates are performed independently 
in each dimension (a merit of PSO). Though, not for such an 
evolution/permutation task, as candidate solutions depends on 
each other. Thus, two or more particles can have same value 
for velocity and position. Particles can take values outside the 
boundary after update, which breaks the rule of permutation. 
All conflicts are resolved using Eq. 5. With larger velocity, 

particles explore more space and will likely change (though all 
update formulas remain same). Velocity is limited to absolute 
values, which represents the difference between particles). 
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This continues till an individual in the pool with a fitness of 0 
is found. Thus, solution is reached (Ojugo et al, 2013). 

Selection and mutation in GA ensures the first 3-beliefs are 

met; while velocity/position updates in PSO ensures that the 
fourth belief space is met, as time is of paramount interest. 
Also, influence function determines number of mutations takes 
place; And knowledge of how close task is to solution, has 
direct impact on how model is processed. Algorithm stops 
when best individual has fitness 0 (Ursem et al, 2002). 

6.6 Tradeoffs and Issues in Metamorphic Malware 

Researchers designed routines to detect metamorphics (one-
by-one) and detect varied sequences of code known to be used 
by given mutation engine via signature search. This method is 
proved inherently impractical, time-consuming and costly as 
each metamorphic requires its own detection program. Also, 

the mutation engine can seemingly randomly, generate billions 
variation of virus and different engines used by metamorphics 
make any identification somewhat unreliable. This has led to, 
mistakenly identifying one virus in place of another. Thus, our 
statistical model seeks to associate signature to metamorphic 
malware computed based on probability. Also, hybrid models 
are quite difficult to implement. But, we resolved the encoding 
via a structured learning which in turn, addresses the existing 

statistical dependencies amongst its variables to yield better 
pool via crossover/mutation. This feat can be adapted in areas 
of software evolution. This Genetic Algorithm trained Particle 
Swarm hybrid model combined with the Zmist metamorphic 
engine obfuscation yields Zmist variants in the shortest time 
that are highly independent, discrete and completely morphed 
copies of virus. Our resulting morphed copies were tested 
against normal files and against commercial virus scanners. 

7. Results and findings 

7.1 Result Findings and Discussion 

To measure their effectiveness and classification accuracy, 
we adopt the misclassification rate of each model as well as its 
corresponding improvement percentages of the proposed 

model in comparison with those of other classification models 
for the diabetes data in both training and test data sets as 
summarized in Table 2 and Table 3, respectively. The 
equations for the misclassification rate and its improvement 
percentage of the unsupervised (B) model against those of the 
supervised (A) model, is respectively calculated as follows: 
 

 
 

 
 

Table 2: Misclassification Rate of Each model 

 
Model 

Classification Errors 

Training 
Data 

Testing Data 

PHMM 23.6% 39.2% 

GAPSO 48.4% 53.7% 

 
Table 3: Improvement Percentage 

 
Model 

Improvement % 

Training 

Data 

Testing Data 

PHMM 56.03% 64.16% 

GAPSO 42.79% 34.09% 

 
Obtained results in tables 2 & 3, the proposed PHMM has a 

misclassification rate of 39.2% (resulting in false-positives and 
true-negatives error rate). Implying, it has a classification 
accuracy of about 60.9%; While, promising and/or shows an 
improvement of about 64.16%. In contrast, memetic algorithm 
(GAPSO) has a misclassification rate of 53.7% (resulting in 
false-positives and true-negatives error rate); while it promises 
to improve by 34.1%. Other parameter values of PSO led to 
slower or non-convergence. Generated variants viruses were 

tested against commercial antiviruses. Scanned with ESET, it 
was able to detect 56% of generated variants; while Norton 
Symantec detects 47% as in fig. 4a and 4b. 
 

 
Fig. 4a: Evolved Variants from HMM scanned with Kaspersky 
 

 
Fig. 4b: Evolved Variants via GAPSO scanned with Norton 

 
Furthermore, metamorphic easily transform its codes as they 
propagate to avoid detection by using obfuscation methods to 
alters its behaviour when it detects its execution within virtual 
machine (sandbox) as means to challenge a deeper analysis 
(Lakhotia et al, 2004). Virus writer use weaknesses of 
antiviruses which are limited to static and dynamic analysis. 
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Thus, they attack the following feats in a system: (a) data 
flow, (b) control flow graph generations, (c) procedure 
abstract, (d) property verification, and (e) disassembly – all 

means to counter scans, to identify such metamorphic viruses 
(Konstantinou, 2008). To mutate its code generation, 
metamorphics analyze their own codes and must re-evaluate 
evolved or mutated codes generated (since complexity of 
transformation in the previous generation has a direct impact 
on its current state, how a virus analyses and transforms code 
in its current generation). Thus, they employ code conversion 
algorithm that helps them detect their own obfuscation and 

reordering (Ojugo, 2016). 

8. conclusion 

In summary, with fitness function and selection common to 

both GA and PSO, we note that learning rates set between 0.2 

and 0.35; and PSO feats set as: 1, = 1.5, 2 = 2.5, MaxGen = 

500 epochs and  = 0.14 yields better and faster convergence. 

With Noreen et al (2008), the proposed framework is posed 
as an evolvable system (though is adaptable to other domain 
tasks) is used in software evolution. The process of evolution 
is associated with modifying an existent software or program 
with both backward cum forward compatibility, and also to 
emphasizes the concept of robustness and component reuse 
(Gray and Klefstad, 2005). Also, a wide variety of replicative 
and non-replicative malware can also be evolved via proposed 

framework to increase network security research and study.  

REFERENCES 

[1] Aycock, J., (2006). Computer Viruses and malware, 

Springer Science and Business Media. 

[2] Borello, J and Me, L., (2008). Code obfuscation 
techniques for Metamorphics, 
www.springerlink.com/content/233883w3r2652537 

[3] Cohen, F., (1987). Computer viruses: theory and 
experiments, Computer Security, 6(1), p22-35. 

[4] Clerc, M., (1999). The swarm and the queen: towards a 
deterministic and adaptive particle swarm optimization, 

In Proceedings of Evolutionary Computation (IEEE), 5, 
p123-132. 

[5] Daoud, E and Jebril, I., (2008). Computer Virus 
Strategies and Detection Methods, Int J. Open Problems 
Computational Mathematics, 1(2), 
www.emis.de/journals/IJOPCM/files/IJOPCM(vol.1.2.3.
S.08).pdf 

[6] Dawkins, R., (1989). The selfish gene (2nd edition), 

Oxford Univ. Press  

[7] Filiol, E., (2005). Computer Viruses: from Theory to 
Applications, New York, Springer, ISBN 10: 2287-
23939-1. 

[8] Gray, J and Klefstad, R., (2005). Adaptive and evolvable 
software systems: techniques, tools and applications, 
38th Annual Hawaii Int. Conf. on System Sciences, 
p274, IEEE Press. 

[9] Grimes, R., (2001). Malicious Mobile Code: Virus 
Protection for Windows, O'Reilly and Associates, Inc., 
Sebastopol, CA, USA. 

[10] Hashemi,S., Yang, Y., Zabihzadeh, D and Kangavari, 
M., (2008). Detecting intrusion transactions in 
databases using data item dependencies and anomaly 
analysis, Expert Systems, 25(5), p460, 
doi:10.1111/j.1468-0394.2008.00467.x 

[11] Hassan, R and Crosswley, W., (2004). Variable 
population-based sampling for probabilistic design 
optimization and with a genetic algorithm, Proceedings 

of 42nd Aerospace Science, p32, Reno: NV. 

[12] Hassan, R., Cohanin, B., De Wec and Venter, G., (2004) 
Comparison of PSO and GA, Proceeding of 44th 
Aerospace Sci.,Washington, p56. 

[13] Homaifar, A.A., Turner, J and Ali, S., (1992). N-queens 
problem and genetic algorithms”, Proceedings of IEEE 
Southeast conference, p262. 

[14] Hu, X., Eberhart, R.C and Kennedy, J., (2005a). Solving 

constrained nonlinear optimization problems with PSO, 
Proceeding Multi-conference on Systems, Cybernetics 
and Informatics, p234. 

[15] Hu, X., Eberhart, R.C and Shi, Y., (2005b). Swarm 
intelligence for permutation optimization: case study of 
n-queens, Proceedings of Genetic Evolutionary 
Computing on Memetic Algorithms (IEEE), p243 

[16] Kennedy, J and Mendes, R., (2002). Population 

structure and particle swarm performance, Proceedings 
of Congress on Evolutionary Computation (IEEE), 
p1671, Honolulu: Piscataway. 

[17] Konstantinou, E., (2008). Metamorphic virus: Analysis 
and Detection, Technical report (RHUL-MA-2008-02), 
Dept. of Mathematics, Royal Holloway, University of 
London. 

[18] Lakhotia, A., Kapoor, A and Kumar, E.U., (2004). Are 
metamorphic computer viruses really invisible? Part 1, 

Virus bulletin, p5-7. 

[19] Mishra, P., (2003). Taxonomy of software unique 
transformations, 
www.cs.sjsu.edu/faculty/stamp/students/FinalReport.doc 

[20] Ojugo, A.A, (2010). The computer virus evolution: 
polymorphics analysis and detection, J. of Academic 
Research, 15(8), p34 – 46. 

[21] Ojugo, A., Eboka, A., Okonta, E., Yoro, R and 

Aghware, F., (2012). GA rule-based intrusion detection 
system, J. of Computing and Information Systems, 3(8), 
p1182. 

[22] Ojugo, A.A., and Yoro, R., (2013a). Computational 
intelligence in stochastic solution for Toroidal Queen 
task, Progress in Intelligence Computing Applications, 
2(1), doi: 10.4156/pica.vol2.issue1.4, p46 

[23] Ojugo, A.A., Emudianughe, J., Yoro, R.E., Okonta, E.O 

http://www.springerlink.com/content/233883w3r2652537
http://www.emis.de/journals/IJOPCM/files/IJOPCM(vol.1.2.3.S.08).pdf
http://www.emis.de/journals/IJOPCM/files/IJOPCM(vol.1.2.3.S.08).pdf
http://www.cs.sjsu.edu/faculty/stamp/students/FinalReport.doc


Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

                               

147 

 

 

 

 

 

and Eboka, A.O., (2013b). Hybrid artificial neural 
network gravitational search algorithm for rainfall 
runoff, Progress in Intelligence Computing and 

Applications, 2(1), doi: 10.4156/pica.vol2.issue1.2, p22. 

[24] Orr, (2006). The viral Darwinism of W32.Evol: An in-
depth analysis of a metamorphic engine, 
http://www.antilife.org/files/Evol.pdf 

[25] Orr, (2007). The molecular virology of Lexotan32: 
Metamorphism illustrated, 
http://www.antilife.org/files/Lexo32.pdf  

[26] Rabek, J., Khazan, R., Lewandowski, S., Cunningham, 

R., (2003). Detection of injected, dynamic generated and 
obfuscated malicious code, Proceeding ACM Workshop 
on Rapid Malcode, p76.  

[27] Reynolds, R., (1994). An introduction to cultural 
algorithms, IEEE Transaction on Evolutionary 
Programming, p131. 

[28] Singhal, P and Raul, N., (2012). Malware detection 
module using machine learning algorithm to assist 

centralized security in Enterprise networks, Int. J. 
Network Security and Applications, 4(1), doi: 
10.5121/ijnsa.2012.4106, p61 

[29] Sung, A., Xu, J., Chavez, P., Mukkamala, S., (2004). 
Static analyzer of vicious executables, Proceedings of 
20th Annual Computer Security Applications Conf., 
IEEE Computer Society, p326-334. 

[30] Szor, P., (2005). The Art of Computer Virus Research 

and Defense, Addison Wesley Symantec Press. ISBN-
10: 0321304543, New Jersey. 

[31] Ursem, R., Krink, T., Jensen, M.and Michalewicz, Z., 
(2002). Analysis and modeling of controls in dynamic 
systems. IEEE Transaction on Evolutionary Computing, 
6(4), p378-389. 

[32] Walenstein, R., Mathur, M., Chouchane R., and 
Lakhotia, A., (2007). The design space of metamorphic 
malware, Proceedings of 2nd Int. Conference on 

Information Warfare, p243. 

[33] Wong, W., (2006). Analysis and Detection of 
Metamorphic Computer Viruses, Master’s thesis, San 
Jose State University, 
http://www.cs.sjsu.edu/faculty/students/Report.pdf 

[34] Venkatesan, A., (2008). Code Obfuscation and 
Metamorphic Virus Detection, Master thesis, San Jose 
State University, 

www.cs.sjsu.edu/faculty/students/ashwini_venkatesan_c
s298report.doc 

[35] VX Heavens Virus Collection, Available at: 
http://vx.netlux.org/ 

[36] Ye, Y., Wang, D., Li, T and Ye, D., (2008). Intelligent 
malware detection based on association mining, J. 
Computer Virology, 4(4), p323–334, doi: 
10.1007/s11416-008-0082-4. 

[37] Zakorzhevsky, E.R., (2011). Monthly Malware 
Statistics, 
www.securelist.com/en/analysis/204792182/Monthly_M

alware_Statistics_June_2011. 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 

http://www.antilife.org/files/Evol.pdf
http://www.antilife.org/files/Lexo32.pdf
http://vx.netlux.org/


Vol 7. No. 4 - October, 2014          
African Journal of Computing & ICT 

      
© 2014 Afr J Comp & ICT – All Rights Reserved - ISSN 2006-1781 

www.ajocict.net   

                               

148 

 

 

 

 

 

 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 


