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Approximations to Performance Metrics of Parallel Computer Systems Using
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1
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ABSTRACT
Abstract— One of the reason for the use of a model as an approximation to another model is that the approximated model will be used as
a substitute for the model that it is approximating. This will be very useful when the approximated model is more computational efficient
than the model that it is approximating. Before a model can be used as an approximation to another model, the approximation conditions,
if any, must be satisfied, this is very important because if the approximation conditions are not satisfied, the approximations will not be
very effective. Therefore, in order to ensure that the approximations are very effective, the conditions for approximation must hold before
the approximation model can be used. This paper uses optimization and nature inspired computational model to develop models that can
be used as approximations to some of the performance metrics of heterogeneous parallel computer systems. The paper also states the
various approximation conditions that must hold before such approximations can be very effective.
Keywords- Recursive models; performance modeling; approximations; parallel computer; distributed memory; parallel computer
system; queuing network; variations; approximation condition..

1. INTRODUCTION
Optimization technique aims at producing efficient ways of doing
things. Different optimization techniques are available for solving
different problems with the aim of producing efficient results.
Queuing systems is one of the optimization techniques can be used
to solve some problems that will model some of the performance
metrics of heterogeneous distributed memory parallel computer
system. On the other hand, computational intelligence techniques
are nature inspired techniques that can be used to solve a particular
problem. Recursion can be considered as computational
intelligence technique because it is similar to natural echo, which
continues to repeat itself, each time it repeats itself its intensity
diminishes until the natural echo stops. The optimization
technique, queuing systems and the computational intelligence
technique, recursion will be used to develop models that will be
used as approximations to some of the performance metrics of
heterogeneous distributed memory parallel computer system. The
effectiveness of the approximation depends on the approximation
conditions.
The parallel computer system under consideration is a
heterogeneous distributed memory parallel computer system. It is
heterogeneous because the various computational resources, like
processors and memory have different speeds and capacities,
respectively, and the processes that are executing in parallel are
heterogeneous. The memory of the parallel computer system is
distributed because each of the processors has its own memory.
Since each of the processors has its memory, it implies that each of
the processors will have its own finite queue. Figure 1 shows a
model of heterogeneous distributed memory parallel computer
under consideration.

1

cpu queue
Parallel
Pocessors
cpu queue

cpu queue
cpu queue

I/O queue
I/O queue
I/O queue
I/O processors
Figure 1: Queuing network of a heterogeneous parallel
computer system with distributed memory.
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We assume that the various queues are finite [1, 2, 3, 4] i.e. there is
a limit to the number of jobs that can be admitted into the queues,
and negligible communication overhead. Suppose X1, X2, X3, … ,
Xn , Xn+1, Xn+2, Xn+3, …, Xn+K are the maximum number of
processes that can be admitted into the respective queues. We
assume that processes arrive at the various queues according to
Poisson distribution, and they are serviced according to Exponential
distribution [5, 6].

 , xi  0,1,2, ,3,... X i  2
x i   i

Since the various processors are heterogeneous, therefore, it
implies that the departure rate will vary, which can be described as:

 i , x  1,2,3,4,..., X i  1
0 , otherwise

xi  

2. LITERATURE SURVEY
Statistical models have been used as approximations to other
statistical models provided that the approximation conditions hold.
The author in [33] pointed out that the Normal distribution models
could be used as approximations to Binomial and Poisson
distribution models, provided that the approximation conditions
hold. In a similar manner, some statistical models can be used as
approximations to the performance metrics of parallel computer
system, provided that the approximation conditions hold. The
authors in [29] developed analytic models that can be used to
evaluate the performance of computer intensive applications of
parallel computer system, while in [30], the authors developed
analytic models that models the performance of compute intensive
applications of a single processor computer system. The authors in
[31] developed analytic models that can be used as approximations
to the various performance metrics of J2EE application server.
Furthermore, the authors in [34] used fork/join station in a closed
queuing network with inputs from multi server stations to provide
efficient approximations to the performance measures. In a similar
manner, the authors in [35] used fork/join stations to obtain close
approximation to the throughput of a close network with single
fork/join station that receives inputs from multi-station
subnetworks.

x

 P , x  X i  1
Px i   i 0i

0 , otherwise

The utilization factor for the ith queuing system,

(3)

i

is defined

as:

i
.
i

To obtain the value of P0i in equation (3), we sum all the

probabilities for the ith queue and equate it to 1. This implies that:
X i 1

P

xi  0

xi

 1.

(4)

From equations (3) and (4), it implies that:

The approximation models are first derived for one queue,
afterwards, they are generalized for all the queues of the queuing
network. Suppose Xi denotes the maximum number of processes
that can be in the ith finite queuing system at any time [12, 13,], and

P0i+iP0i+i2P0i + i3P0i + i4P0i + … + iXi-1P0i = 1.

A

(2)

Using the steady state probability as stated in [7, 16] the
probability that xi processes will be in the ith queue is

3. DERIVING THE APPROXIMATIONS

i

(1)

0 , otherwise

(5)

Factorizing equation (5), it implies that
P0i (1 + i + i2 + i3 + … + iX i -1) = 1.

denotes the utilization factor for the ith queue.
Models Based on one Queue.

The following approximation models are based on one queue.

Probability Density Function of the Number of Processes
in a Queue.
Let Xi denotes the maximum number of processes that can be on
the ith finite queuing system at any time [12, 13]. Therefore, it
means that the maximum number of processes that can be admitted
into the ith queue (excluding the process the processor is
executing) is Xi-1. Suppose the arrival rate, xi when xi processes
are in the ith queue of the queuing network be described as:

(6)

A computational intelligence model in form of recursive model can
be used to show where the series in (6) with Xi as the last term
converges. The recursive model has been developed in [32] and it
is given below as:
1 , Xi = 0
Sum1(Xi,

 )=

(7)

Term1(X,

 ) + Sum1(X-1,  ), X 

0

Term1(X,  ) is the recursive model that determines the xth term
of the series in (6), it is given as:
2
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1
 i 1  2i  3i 2  4i 3  ...  ( X  1)i i X i  2
E ( xi )  

Sum1(X
1,

)
i
i 


1, Xi = 0

Term1i(Xi,

i )

=



(14)

(8)

 i * Term1i(Xi-1,  i ),

Xi



A recursive model has been used in [30,31] to determine the
convergence of the series in equation (14). The recursive model is

0

called Sum2i(Xi,

Using equation (7) in equation (6), we obtain the following:
Poi Sum1(Xi,

 i ), and it is given as:

1, Xi = 1

i ) = 1

(9)
(15)

Solving for Poi in equation (9), we obtain the following:
Poi =

1
Sum1(Xi ,  i )

Term2i(Xi)*term1i(Xi-1,  i ) + Sum2i(Xi-1,

(10)

Therefore, summing the series with X-1 as the last term in order to
obtain the probability that

xi

processes are in the queue, we use

 i ), Xi 

1

It determines the convergence of the series in equation (14), with X
as the last term.
Term2i(Xi) in equation (15) is given as:

equation (10) in equation (3), to obtain the following:
1, Xi = 1


i
, x  Xi 1

  Sum1(X i - 1,  i )
0, Otherwise

xi

Pi x

i

(11)

Term2i(Xi) =
(16)

Equation (11) is the probability density function that models the
probability that xi processes will be admitted in the ith queue.


Approximation to Average Number of Processes in One
Queue

Furthermore, the average number of processes in the ith queue
(i.e the queue, excluding the one being executed by the processor)
can be described statistically as expectation of

x i , where x i

X i 1

x P

xi  0

i

i xi

.

(12)

E ( xi ) 



xi 1

x


xi  i i


 Sum1(X - 1,  ) 
i
i 


 Sum2(X i - 1,  i ) 

Lq i  E ( xi )  
Sum1(X
1,

)
i
i



(17)

Equation (17) can be used as approximation to the average number
of processes in one queue, provided that the approximation
conditions hold, which are large memory, i.e Xi must be large and
the utilization factor for the ith queue must be greater than 1 and
large enough.

Approximation to the Waiting Time in a Queue.
Using Little’s formulae as stated in [7], the average length of
the ith queue is directly proportional to the average waiting time in
the ith queue. This can be expressed as follows,

Using equation (11) in equation (12), we obtain the following:
X i 1

Therefore, using equation (15) in equation (14), and considering the
series with X-1 as the last term, we obtain:

is the

random variable that denotes the number of processes in the ith
queue. This can be written as

E( x i ) =

1 + term2i(Xi-1), Xi  1
term1i(Xi,  i ) is the recursive model in equation (8).

(13)

Lqi  Wqi

(18)

Using equation (17) and the constant of proportionality in
equation (18), we obtain:

Equation (13) can be simplified as:

3
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 Sum2(X i - 1,  i ) 

Wqi  
 e Sum1(X i - 1,  i ) 
 ffi


system. It is necessary to define

(19)

e ffi

is the constant of proportionality, which is the

effective arrival rate for the ith queue, which can be modelled as:
effi = i(1-PX i -1)

The waiting time in one queuing system considers the waiting
time in a queue together with the average service time of one
processor. Using one of the queuing system laws, which says
that the waiting time in a queuing system is equal to the waiting
time in a queue plus the average service time. Since the service
has Exponential distribution, therefore, the waiting time in the
ith queuing system can be modeled as:

1

i

i

be the rate of arrival of processes

 
  , i  0
 0 i
i  
( 25)
  i , i  1,2,3,..., n  k

  0 i

Approximation to Number of Processes in all the Queues of the
Queuing Network.

xi

is the random variable that denotes the number of

processes in the ith queue. Therefore, another random variable, Y,
can denote the total number of processes in all the queues of the
queuing network, as:

(22)

nk

Y   xi

Using Little’s formula, which states that the average number of
processes in the ith queuing system is directly proportional to
the average waiting time in the ith queuing system. This can be
expressed as:
(23)

(26)

i 1

Therefore, the average of the total number of processes in all the
queues of the queuing network can be defined statistically as:

 nk 
E (Y )  E  xi 
 i 1 

(27)

Using one of probability theory laws in [15,23], we obtain:
nk

Using the constant of proportionality, and equation (22) in
equation (23), we have the following:

 Sum2(X i - 1,  i )  e ffi
 
Lsi  
Sum1(X
1,

)
i
i

 i

quantum for that process. Let

Suppose

Approximation to the Average Number of Processes in One
Queuing System.

Lsi  Wsi

as the

probability that the execution of a process has been completed.
Arrival of processes into the various parallel processor queues can
come from the outside world or from the various I/O queues or
from the particular parallel processor, at the expiration of the time

(21)

Using equation (19) in equation (21), we have the following:

 Sum2(X i - 1,  i )  1

W si  
 e Sum1(X i - 1,  i )   i
 ffi


0

into the ith queuing system, and  , the rate of arrival of processes
from the outside world.. Under the steady state, when we consider
the queuing network, the overall utilization factor has been defined
in [31] as:

(20)

Approximation to the Waiting Time in a Queuing System

Wsi  Wqi 

as the probability that a process

will join the ith queue after each cpu burst, and

Equation (19) is an approximation to the waiting time in the ith
queue.

ii

E (Y )   E ( xi )

(28)

i 1

Using equation (17) in equation (28), we obtain the following:
(24)

nk
  Sum2(X i - 1,  i ) 

Lq  E (Y )    i
Sum1(X
1,

)
i 1 
i
i


B. Models Based on all the Queues..
Having developed the approximations to the performance metrics
of one queue, the approximations can be extended to all the queues
of the queuing network of a heterogeneous parallel computer

4

(29)

Equation (29) is the approximation to the average of the total
number of processes in all the queues of the queuing network.
Approximation to Waiting Time in all the Queues of the
Network
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Using the extended Little’s formulae, which states that the
average number of processes in all the queues of the queuing
network is directly proportional to the average waiting time in
all the queues of the queuing network, this implies,

Using the chosen constant of proportionality and equation (33)
in equation (34), we obtain the following:
 nk
e ff i

  Sum2(X i - 1,  i )    
   i 1
Ws    
 
 i 1  Sum1(X i - 1,  i )    n  k

nk

Lq  Wq

(30)

Using the chosen constant of proportionality as stated in [31],
and using equation (29) in equation (30), we obtain the
following:

 n  k  Sum2(X i - 1,  i )  


 i 1  Sum1(X - 1,  )  
i
i


Wq  
 nk

  e ff i 
 i 1

 nk 





(31)

Equation (31) is the approximation to the total waiting time in
all the queues of the queuing network.
Approximation to the Waiting Time in all the Queuing System
of the Network
Using one of the queuing system laws, which states that the
total waiting time in all the queuing systems of the queuing
network is equals to the total waiting time in all the queues of
the queuing network, together with the total of the average
service time of all the processors. This can be written as:
nk
 1
Ws  Wq   
i 1   i





(32)

Using equation (31) in equation (32), we obtain the following:

 n  k  Sum2(X i - 1,  i )  


 i 1  Sum1(X - 1,  )   n  k  1
i
i


Ws  
  
nk


i 1   i
  e ff i 
 i 1

 nk 









(33)

Equation (33) is the approximation to the waiting time in all the
queuing systems of the queuing network. Approximation to the
Number of Processes in all the Queuing System of the Network
Using Little’s formula, which states that the number of
processes in all the queuing systems is directly proportional to
the waiting time in all the queuing systems. This can be written
as:
Ls  Ws
(34)

5


 nk
  1


i 1
  i


 (35)



4. SIMULATION RESULTS OF THE APPROXIMATIONS
The two approximation conditions were used to obtain the
simulation results of the approximations with the aim of showing
the effectiveness of the approximations when the approximation
conditions hold and weak or poor approximations, when the two
approximations conditions do not hold [10]. Suppose the following
are the constant input parameters of a two-processor parallel
computer: departure rates of processors 1 and 2 are 20 and 15,
respectively, probability of a process going to queue 1 and 2 are 0.5
and 0.3, respectively, and the probability that a process will leave
the network is 0.2. The maximum number of processes in queue 1
and queue 2 are 30 and 25, respectively. Table 1 and figure 2 show
the results of the waiting time approximation for the various values
of the arrival rates.
From the results in table 1 and figure 2, it can be seen that for
various values of the arrival rates, such that the overall utilization
factor for each of the queues is high and greater than 1 and for high
memory capacity, i.e. maximum number of processes that can be in
all the queues are large, the approximation for the total waiting time
in all the queues is very effective, however, for various values of the
arrival rates such that the overall utilization factor for each of the
queues is low and less than 1, though the memory capacities of the
two queues are high, the approximation of the waiting time in all
the queues is not very effective. Furthermore, the results in figure 3
and table 2 show the approximation results for the following
constant values of input parameters of a two-processor parallel
computer: departure rates of processors 1 and 2 are 20 and 15,
respectively, probability of a process going to queue 1 and 2 are 0.5
and 0.3, respectively, and the probability that a process will leave
the network is 0.2.
The maximum number of processes in queue 1 and queue 2 are 8
and 5, respectively. It can be seen from the results in figure 3 and
table 2 that for various values of the arrival rates such that the
overall utilization factor is high and greater than 1, with low
memory capacities for the two processors, the approximation of the
waiting time in all the queuing system is not very effective,
however, for low overall utilization factor that is less than 1 for
each of the queues, and low memory capacities for the two
processors, the approximation of the waiting time in all the queuing
systems is poor. The reason for the ineffective and poor
approximations is because the two approximation conditions do not
hold.
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With the same constant input parameters as in figure 2 and table 1,
we see in figure 4 and table 3 that for various values of the arrival
rates such that the overall utilization factor for each of the queues is
high and greater than 1, the approximation of the number of
processes in all the queuing system is very effective, but the
approximation is not very effective for various values of the arrival
rates such that the overall utilization factor is low and less than 1.
The reason for this result is based on the fulfillment and nonfulfillment of the approximation conditions.
Similarly, the results in figures 5, 6 and 7 and in tables 4, 5 and 6
show the results of approximated performance metrics and results
of the performance metrics. The effectiveness, poor and weak
approximations are as a result of the fact the two approximation
conditions hold or they do not hold.
5. SUMMARY AND CONCLUSION
This paper has been able to develop approximations to the various
performance metrics of heterogeneous parallel computer system.
The approximations have been simulated on the computer together
with the actual performance metrics. The results of the simulations
have been analyzed to determine the effectiveness of the
approximations. The paper has discovered that the effectiveness of
the approximations depends on the two approximations conditions.
If the two approximation conditions hold, the approximations are
effective, if one holds and the other do not hold, the approximations
are not effective, if the two approximations conditions do not hold
the approximations are weak or poor. Therefore, provided that the
two approximations conditions hold, the paper has developed
alternative models, which serve as approximations to the various
performance metrics of heterogeneous distributed memory parallel
computer system.
Using an actual simulation package to simulate the performance of
an actual heterogeneous parallel computer system can constitute an
extension to this research work, and comparing the results of the
actual simulation with the results of the simulation models
developed in this paper.
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TABLE 1 APPROXIMATED WAITING TIME AGAINST ARRIVAL RATE FOR
HIGH MEMORY
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Figure 2: Approximated Waiting Time Against Arrival Rate
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ABSTRACT
The widespread adoption of Information and Communication Technologies in governance over the years by electronic government has
influenced democratic decision making through electronic voting (e-voting).E-voting provides increased participation of populace,
reduced cost, decreased cases of invalid votes and support basis of democracy. However, e-voting systems are generally prone to security
risks ranging from unauthorized casting of votes; Impersonation of voters by an attacker; Electronic ballot stuffing; Attack due to Denial
of Service (DoS) and Distributed Denial of Service (DDOS) to the voting channel; Modification of vote and Deletion of valid votes. We
present
architecture for the development of an improved Stegano-Cryptographic model for electronic voting. The successful
implementation and evaluation of the model will permit the government agency to know their degree of preparedness to organize free,
fair and credible elections in future electronic democratic dispensation.
Keywords- E-voting System, Steganography, Cryptography, Biometrics, Security.

1. INTRODUCTION
The power of opinion expression capabilities and trustworthy
elections is the bedrock of democratic societies. Election, the
gateway of confidential democratic governance, is the fundamental
instrument and most acceptable means around which people convey
their views to their government by democratic process [1].The
democratic process rests on a fair, universally accessible voting
system through which all citizens can easily and accurately cast a
vote [4]. Voting, an indispensable feature of democracy is a method
by which a group of people express their opinion over who will lead
them for a specific period of time via electoral process. Usually
correctness, robustness to fraudulent behaviors, coherence,
consistency, security and transparency of voting are all key
requirements for the integrity of an election process [24].

Nowadays, the development and widespread use of Information and
Communication Technologies (ICT) is linked to the proper
execution of democratic rights and thus, ICT is changing democratic
decision making through electronic democracy(e-democracy).Edemocracy has become a necessity in the era of Computing and
Information Technology. Electronic voting (E- voting) as one of the
paramount pillars of e-democracy is the use of computerized voting
equipment to cast and tabulate ballots in a trustable manner [6].
Electronic systems are used to register voters, count ballots and
record votes [38].E-voting can be identified in six ways [15]: Poll
site Direct Recording Electronic (DRE) voting, remote Internet
based voting, Optical Scanning Systems, Voter Verified Audit Trail
(VVAT), Voting Kiosk, and Non-Internet Remote Voting.

Traditionally, the process of voting is not only cumbersome as the
voters are expected to vote in person, the cost and process of manual
voting are increasing geometrically and tedious to execute [17]. This
has resulted into declining participation rate due to inconvenience of
current classical/manual system of voting like inaccuracy in ballot
counting and delayed announcement of election results [18]; Loss of
significant time during ballot counting [3]; Unacceptable
percentages of lost, stolen and miscounted ballot papers, votes loss
through unclear or invalid ballot marks and limited accommodations
for people with disabilities [2]; Under-age voting, counting error,
complicity of the security agencies and absence or late arrival of
election materials[24][36].

Remote electronic system of voting offers multiple advantages
compare to traditional paper-based voting with the
following[41;24;36] :1)Increased participation in democratic
governance as more citizens have access to express their
opinion;2)Reduced costs as the materials required for printing and
distributing ballots as well as the manpower required to govern poll
sites are considerably reduced;3)Flexible as it can be tailored to
support multiple languages and permit up-to-date minute ballot
modifications.4)Greater speed and accuracy in placing and tallying
votes as e-voting step by step processes help minimize the number
of miscast and rejected votes;5)Lower election fraud in endangered
countries with young democracies;6)Deliver voting results reliably
and more quickly.
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According to literature, the design of secure voting system must
satisfy a number of competing criteria [35][36][34][19]. These
requirements give an avenue for a free, fair, credible and
confidential election. These requirements by [36] are grouped into
generic and system specific; by [19] as functional and nonfunctional requirements. Considering e-voting from generic point of
view, the following requirements are necessary: a) Security: Votes
should not be manipulated during the whole process of voting; b)
Confidentiality: No one should access any information about the
voter’s vote so as not to be able to alter it; Privacy: No one should
be able to link the voter to this vote after casting a vote. c.)
Authenticity: Only eligible voters can cast their votes. d.)
Integrity/accuracy: Votes cast cannot be altered by an attacker. All
valid votes must be counted, whereas all invalid votes must not be
discarded; e) Convenience: Voters should be able to cast votes
quickly with minimal equipment or skills; f.)Democracy: Permits
only eligible voters to vote only once; g) Verifiability: Voting
systems should be verified so as to have confidence that they meet
necessary criteria.
In other for above ideals of genuine election to provide confidence
and enable a peaceful resolution of the struggle for political power
between the leaders and followers in democratic governance; all
aspects of elections process must be directly observable by the
candidates, the official observers and the people themselves. For
people to be directly observable; transparency, integrity of electoral
process, security of lives and the process of elections must be fair
and guaranteed. Therefore, for e-voting system too bridge gap
created by classical traditional method of conducting genuine
elections, a list of security requirements that constitutes a must for
voting must be observed. Without these requirements, rigging, fraud
and corruption in electoral process will occur. These fundamental
requirements include: confidentiality, integrity, authentication and
verifiability/non-repudiation [1][18].
This paper presents the application of steganography and
cryptography to the design and development of an improved
stegano-cryptographically model for secure electronic voting. The
model is proposed for secure remote electronic voting system with
the view of increasing participation, confidence and trustworthiness
in electronic democracy, protects voter’s against intimidation,
provide sufficient evidence to convince the electorate to vote,
convince the losing candidate that he actually lost as a result of
conducted, free, fair, credible and genuine elections.
2. RELATED WORKS
There are quite a few literatures which exist in the area of security
in electronic voting systems. The framework for mobile
multilingual e-voting system on which the security measure in [21]
and [40] may be built was proposed in [37]. Due to the problems of
the existing manual voting system in most developing nations, this
framework was introduced. The multilingual framework enables
citizen to choose the language they best understand which will
increase the turnout of voters as communication barriers will be
broken.
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Although, voters turnout will increase based on this proposed
framework, security of vote over the wireless channel is not
guaranteed and as a result the integrity of votes can be
compromised. Similar reference framework was proposed in [41]
with the view that secure voting protocols can only fulfill their
objectives to electronic voting systems with the cooperation of
voting authorities termed as Organizations; Data in the form of
digital certificates and electronic ballot paper; Functions in the
name of the core algorithms for vote encoding and decoding,
signature algorithms and anonymous channels of transmission and
Digital Infrastructure in form of Computer Hardware and
Software. Design tasks and security analysis of electronic voting
systems have to take account these important elements.
According to [40], there is a great need for e-voting and security in
e-voting systems. There is necessity to implement an additional
layer of security technology to tackle the risks posed by electronic
voting and ensure security requirements such as voters’ privacy
and vote integrity. Different mechanisms to ensure security of
voting systems such as: Personal Identification Number or
password, encryption, digital signature, smart cards and biometric
identifiers were proposed. The design of secure electronic voting
system according to literature must satisfy a number of security
competing criteria [35][36][34][19].
These security requirements give an avenue for a free, fair, credible
and confidential election. Existing secure models for e-voting
relies on the technology of cryptography by encryption. These
models can be classified into authoritative and non-authoritative
models [28]. The non authoritative model like [13] is fewer while
the authoritative models can be categorized by different
technologies into three schemes. These schemes are Homomorphic
scheme such as [5,30,31,10]; the blind signature such as
[9,43,7,16,50]; and the mix net scheme such as [32,27,45] .
However, these encryption algorithms have not only been proved
unreliable as computing power keeps increasing [42][44], they have
been crypt- analytically found to be vulnerable to attacks ranging
from brute force attack, timing attack, session hijacking replay
attack , cipher-text-only, known-plaintext, chosen-plain text attack
a, chosen-plain text and trapdoor problem[23][21]. Moreover usage
of cryptography alone for the transmission of votes over insecure
wireless medium through remote internet voting would undoubtedly
threaten the integrity of democratic elections as attention of
adversaries are drawn to access and attack the data being
transmitted. Since secure e-voting system must embrace secrecy of
vote, combining the merit of multimedia data security obtainable
from essentials features of encryption schemes by cryptography with
steganography can play a major role in shielding the vote casted by
remote voters in cyberspace to secure the privacy, confidentiality
and integrity of electronic voting.
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Related works in literature in application of stegano-cryptographic
modelling from generic point of view to security issue electronic
voting domain exist. In [26], both techniques were integrated into a
multi-layer data security model of secret communication. The model
cryptographic process was carried out using symmetric block
ciphers with linear algebraic equation for message encryption while
the steganographic process embedded the block cipher text obtained
from cryptographic process into the cover image to produce stego
image using Least Significant Bit (LSB) Image domain, Image
Steganography. The result of simulations of the resultant bitmap
based Stego-image using Matlab shows a promising result with a
significant difference of the Peak Signal to Noise Ratio (PSNR) and
Signal to Noise Ratio (SNR) of the stego image and the original
image.
However, [26] steganographic process was carried out in image
domain using LSB steganography on bitmap format (the Leena
Image) which have low robustness against statistical attack from
statistical steganalyst and low robustness against image
manipulation which might destroy the hidden message from its
destination[29].Also, LSB steganography on bitmap format is
generally suitable for application where focus is only on the amount
of information to be transmitted and not on the secrecy of the
transmitted information due to above deficiency defeating the
efficiency of the [26] crypto –steganographic model.
Biometric online voting scheme based on Stegano-cryptographic
modeling technique was proposed to the problem of authentication
requirement of a voting system [48]. The scheme uses the principle
of LSB based Image steganography as cover object and secret key
generated through cryptographic hash function for the scheme
cryptography. The scheme is based in the assumption that the
voter’s biometric fingerprint information, personal Identification
Number and account creation of the vote are securely generated,
collected and available online for election. The performance of the
algorithm was analyzed and the result revealed that the scheme does
not give any chance to steganalytic tools to search and predict set of
modification of attack. In [49], a secured electronic voting system
was proposed using the Stegano-Cryptographic modeling technique.
The system was implemented around the principles of secret ballot
theory, image steganography, visual cryptography and threshold
decryption cryptosystems in Java.

The author’s proposed system provided a secure voting mechanism
to the basic requirements of a secure voting system as well as nonfunctional requirements like uncoercibility, receipt-freeness and
universal verifiability by experimentation with two different
steganographic tools, F5 and Outguess on five different types of
images. The results of the experimentation show that slight changes
exist between original images and stego images after secret message
is embedded. Our proposition is premised along the exploration of
multi layer: steganographic and cryptographic techniques of data
security and multimedia: Image and video approach to the problem
of authentication, integrity, confidentiality, non-repudiation to the
problem of electronic voting for electronic democracy in developing
countries.
3. CRYPTOGRAPHY AND CRYPTOGRAPHIC MODELS
FOR E-VOTING SYSTEMS
Cryptography is the science of securing data communication in the
presence of an adversary. By cryptography sensitive information can
be stored and transmitted across insecure networks in manner such
that unintended antagonist cannot read the information except the
intended recipient [39]. Cryptographic objectives encompass using
mathematical techniques to all aspect of Information security from
confidentiality, entity authentication and origin authentication and
data integrity [14]. Usually Party A, the sender, sends secret
message to Party B, the intended receiver, over a communication
line which may be tapped by an adversary [17].
3.1 Components of Cryptography
Cryptography
encompasses
many
problems
including
authentication, encryption, key distribution, and decryption. The
traditional solution to these problems achieved through Private key
Encryption (PKE). PKE involves the meeting and agreement of
Party A and Party B on a pair of encryption and decryption
algorithms Ɛ and D as well as common secret S, called Key, prior to
remote transmission of sensitive information. The adversary may
have the knowledge of Ɛ and D but does not know S. After the prior
meeting, Party A encrypts message m by computing the ciphertext
c=Ɛ(S,m) and sends c to B. Upon reception of an encrypted message
c, Party B decrypts c by computing m=D(S,c).The adversary who
does not know S should not be able to determine message m from
cipher text c [38;48].This is illustrated in the Figure 1

Fig 1: Symmetric-Key Cryptographic model (Source [14])
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In secure e-voting domain, after first cryptographic models
for electronic elections was published [10][13][5] several
schemes have been proposed in literature to deal with the
security problems in electronic voting. In [34][1], four
proposed generic cryptographic models for secure electronic
voting were compared amongst their core properties of
universal verifiability, support for write-in ballot, efficient

voting, efficient tallying and large scale election support
were carried out. Findings of comparisons in [34][1] was
that blind signature model is the most efficient
cryptographic model for secure electronic voting as it
supports more core properties desirable for secure e-voting.
General framework of Cryptographic model to secure
electronic voting system is shown in Figure 2:

Figure 2: General Framework Cryptographic Model to Secure E-voting
3.2 STEGANOGRAPHY AND STEGANOGRAPHIC
MODELS FOR E-VOTING SYSTEMS
Steganography is the science of concealing digital information
within electronic files like image, sound, an article, a
shopping list such that no-one determines that the hidden
communication is taking place [30][22]. The technique secure
data by obscuring and embedding the content in another
media called carrier in which the information is saved for
transmission. The technique of data security by simple
encryption is not sufficient anymore as technology of Super
Information Highway evolves. An encrypted data could easily
be suspicious.[49].Compare to cryptography which focuses on
keeping the contents of message secret by scrambling
messages so it cannot be understood though its existence may
be detected, Steganography focuses on keeping the existence
of message secret by striving to hide the presence of the
message itself from an observer so there is no knowledge of
the existence of the message in the first place [22].Both
technologies can be combined to produce better protection of
the information [46].

The modern formulation of steganography to an application
area is given in terms of prisoners’ problem in which Alice
(the sender) and Bob (the receiver), the two inmates wishes to
communicate to formulate an escape plan without the
knowledge of wendy, the prison warden. Supposing Alice
sends secret message M to Bob using steganophic process, he
chooses a cover medium which can be image, video and audio
C. The steganographic algorithm employed as shown in figure
3 identifies C’s redundant bit and embed it to a chosen media,
for instance image, to create a Stego Image, S, by replacing
these redundant bit with data from Message M. The Stego
image S is transmitted over insecure wireless link under the
monitoring of Wendy to the receiver Bob only if Wendy has
no suspicion of it [14]. The process of embedding the
privilege data for transmission in public channel represents a
critical task for steganographic system because the stego
Image S must be as similar as possible to the chosen cover
media for the avoidance of the eavesdropper.

Figure 3: General Steganographic Model (Source from [14])
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In secure e-voting domain, the steganographic message
consists of the secret message, the electronic ballot, the cover
data and the stego message. The secret message is the part of
the message intended to be hidden, the cover data refers to
the container for hiding the secret message and the stego
message is the final product of steganography. The general
framework for steganography to electronic voting is shown in
Figure 4:

Some of the techniques used in steganography are domain
tools such as Least Significant Bit (LSB) insertion, noise
manipulation, and transform domain that involve
manipulation algorithms and image transformation such as
discrete cosine transformation and wavelet transformation.
However there are techniques that share the characteristic of
both of the image and domain tools such as patchwork,
pattern block encoding, spread spectrum methods and
masking [49].

Figure 4: General framework of Steganography to E-voting (Adapted from [22])
4.0

STEGANO-CRYPTOGRAPHIC MODELLING TECHNIQUE

Stegano-Cryptographic modeling technique involves the combination of the two principal Information Security TechnologiesCryptography and Steganography to the problem of security in an application area. Considering Figure 3 and Figure 4, features
peculiar to both information security techniques unify into this model called Stegano-cryptographic model or stego-cryptographic
model shown in Figure 5. This new relationship exists as result of mapping between the plaintext P and Message M, Cipher Text E
and Stego Media S and Cryptographic Key K and the Stego Key K.

Figure 5: General Stegano-Cryptographic Model Mapping from Steganography and Cryptography (Adapted from [14])
14
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The stegano-cryptographic model results as a hybrid model
with the addition of a new element: the Stego key K, giving
the unifying model the cryptographic functionality while
preserving the desired steganographic attributes. The hybrid
model embedding process yields Stego Media S exploiting
not only Cover Media C’s bits but also K’s ones as shown
in Figure 6.Therefore by Figure 6, Alice (the sender) will
have the privilege to embed the secret message M (that is,
the plaintext) into the Cover media C (through
steganographic process) encrypting Message M by the
Cryptographic key K (Through cryptographic process)

simultaneously. At the receiver side, Bob will be able to
recover Secret Message M through Stego Media S and Stego
K. In addition, Wendy will neither detect that Secret
Messsage M is embedded in Stego Media S nor be able to
access the content of the secret message M [14].Figure 6
shows a classical example for an image based SteganoCryptographic Model:

Figure 6: General Framework of Image Based Stegano- Cryptographic model (Source [14])
In secure electronic voting application, the voter’s
electronic intent, vote is first encrypted using an encryption
algorithm. The encrypted message is then embedded into a
stego media which can be image, video and audio
depending on the steganographic technique using a stegokey. The stego media is then sent through a communication
channel.

The secret key is used to extract the hidden message from
the stego media using the decryption algorithm. For instance
in image steganographic application, the integrity of a voter
and his vote is assured with the encryption of the message
(vote) and then embedding of the encrypted message inside
a 24-bit cover image. A secret key used for the stego-system
encoder is then passed through the communication channel.
At the voters administrator end, the secret key is used to
extract the hidden message from the stego-image as shown
in Figure 7.

Figure 7: Stegano-Cryptographic Modeling Technique in Secure E-voting.
15
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To achieve this, a study of the underlying principles of
various cryptographic models for e-voting like Blind
Signature, Homomorphic, Mix-net and verifiable secret
sharing ; various underlying Cryptosystems like RSA
Cipher and ECC Cipher and various techniques of image
and voice steganography will be carried out. The
performance analysis of the final multi-layer, multi domain
model will be carried on an electronic voting system to
reveal its vulnerability to fundamental security issues of
authentication, integrity, confidentiality and non-repudiation
requirements in secured e-voting system. The architecture
of our proposed model is shown in figure 8:

5. RESEARCH DIRECTION
In this research, our aim is to develop a robust multi layer
(steganography and cryptography) data security, multi
domain (Image, video and/ or audio) model to the problem
of fundamental security issues of authentication, integrity,
confidentiality and non-repudiation requirements of secured
electronic voting system.
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REGISTRATION
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Stegano-cryptography
Agorithm

POST-ELECTION PHASE:

BACK END
Database

LOGIN AS
ADMINISTRATOR

Steganocryptography
Algorithm

RETRIEVE
RESULT

COUNT

DISPLAY
FINAL
RESULT

Figure 8: Architecture of the proposed model of Secured E-Voting System

The architecture chosen for the proposed model is client--server
architecture based on three-tier architecture. A three-tier is a
client–server architecture in which the presentation, the
application processing, and the data management are logically
separate processes. The model will be simulated using Java
Programming Language and Oracle Database Management
System. The model will be evaluated to verify and ascertain its
stability against established fundamental security requirements of
secured e-voting system.

The model will evaluate security issues on electronic voting and
predict the performance of stegano-cryptographic secured
electronic voting system for future electronic democracy. Our
research agenda is premised towards the development of a robust
security model for electronic voting using principles of
Biometrics, Steganography and Cryptography. The improved
stegano-cryptographically model will verify voters as who they
claimed they are, prevent fraud in form of addition and deletion of
ballot (vote) over an insecure wireless networks, protect voters
privacy, ensures confidentiality and uncoercibility which are
essential to security requirements of remote electronic voting
systems. The outcome will be a benchmark for relevant
government electoral agency (like INEC in Nigeria) to know their
degree of preparedness to envisage performance metrics require to
organize free, fair and credible elections in future democratic
dispensation. At this stage, the research is open to suggestions and
criticisms.

6. CONCLUSION
Proper administration of elections is central to democracy. The
electronic administration of elections by electronic voting must
provide a list of security requirements for fair and transparent
democratic decision making. Without these requirements, rigging,
fraud and corruption in electoral process will occur. The proposed
architecture of an improved stegano-cryptographic secured model
for e-voting turns attention to data hiding techniques in
steganography and cryptography in building stronger scheme that
combines the strength of both information security and privacy
technologies.
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ABSTRACT
Propagation channel measurement can be conducted to study the space-time channel characteristics. However, channel measurement is a
time consuming work and often limited by the resolution and complexity of equipment. In contrast, as a deterministic predicti on tool, ray
tracing simulation methods are computer based and can provide more channel information than measurements. In this paper, a 3-D
Radiowave Propagation Simulator (RPS student) developed by Radioplan is used as a wireless channel simulation tool to charact erize a
wideband propagation channel in terms of received signal strength from which we computed the path loss exponent of the environment,
the power delay profile which enable us to determine the mean delay and root mean square delay and power angle profile of microcellular radio propagation at 800MHz band for Awka suburban environment in Nigeria. The predicted values of the received signal
strength were compared with measurement conducted at that site and found to be in agreement. The spatial and time dispersive results
from the simulation were compared with values from similar environment in literatures..
Keywords- Ray tracing, power delay profile, pathloss exponent

1. INTRODUCTION
Propagation of radio waves through wireless channels has been an
interesting phenomenon in telecommunication, especially in
mobile communication system. The emergence of wireless system
and its attendant constraints in terms of the nature of propagation
channels has provided much needed research in determining the
mode of signal propagation through various channels. The
characteristics of wireless channels in different propagation
environments determine the nature and level of the signal powers
transmitted in a particular environment. This paper, therefore,
explores the existence of various channel impairments at different
propagation environment, to develop a channel characterization
technique that will help in simulating mobile radio system for
optimum propagation results. Hence, the deployment of ray
tracing technique in this work leaves no stone unturned in a
successful characterization of wireless radio channel through
simulation in order to alleviate the problems that occur within a
communication medium.
For the channel characteristics to be determined, signal strength
measurement is carried out to ascertain the levels of transmitted
signals in a particular propagation environment. The propagation
environment can be either of indoor or outdoor. To determine the
received signal strength in any environment, a ray tracer is
deployed to track the transmitted signal from base stations which
are meant to be received by various mobile stations. Also in this
work, propagation models are developed to study the propagation
of radio signals through such environments using simulation. The
models are simulated using ray tracer to characterize the wideband
channels in mobile radio system. Propagation models are used
extensively in network planning, particularly for conducting
feasibility studies and during initial deployment.
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They are also very useful for performing interference studies as
the deployment proceeds. These models can be broadly
categorized into three categories; empirical, stochastic and
deterministic models. Empirical models are those based on
observations and measurements alone. These models are mainly
used to predict the path loss, but models that predict multipath
parameters have also been proposed [1]. Stochastic models, on the
other hand, model the environment as a series of random
variables. These models are the least accurate but require the least
information about the environment and use much less processing
power to generate predictions. The deterministic models make use
of the laws governing electromagnetic wave propagation to
determine the received signal power at a particular location [2].
There are quite a number of literatures on deterministic ray tracing
simulation for characterizing propagation channels for both
indoors and outdoors. Review of these papers really provided
evidence for the reliability of this modern method of propagation
modeling. Some of these papers are reviewed in this section. [
3] investigated the prediction accuracy of an advanced
deterministic propagation model in terms of channel
depolarization and frequency selectivity for indoor wireless
propagation. In addition to specular reflection and diffraction, the
developed ray tracing tool considers penetration through dielectric
blocks and or diffuse scattering mechanisms. The sensitivity and
prediction accuracy analysis is based on two measurement
campaigns carried out in a warehouse and an office building. It is
shown that the implementation of diffuse scattering into RT
significantly increases the accuracy of the cross-polar
discrimination prediction, whereas the delay-spread prediction is
marginally improved.

Vol 5. No. 6. Dec 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

Besides, [4] proposed ray tracing deterministic method for mobile
communication channel modelling due to its ability to analyze
frequency selective, time invariant as well as spatial behaviour of
the channel. They presented three application methods using a ray
tracing model (developed at Institute for High-frequency
technology and Electronics, Karlsruhe University, Germany) to
characterize the channel parameters. First, the characteristic
channel parameters for a high speed train communication system
were presented. The fast moving trains cause a high Doppler
spread in the channel which is a special challenge for system
designers. Second, the same ray tracing tool was used to calculate
the propagation channel in urban outdoor environment. Third, a
car-to-car communication system was modeled. The model was
verified by comparing measurements with simulation results in a
realistic urban scenario and in statistically generated high way
scenarios. Algorithms to improve the efficiency and accuracy of
ray tracing deterministic methods have also been proposed in
literatures.
A novel quasi three-dimensional (3-D) ray tracing (RT) algorithm
was proposed by [5] which takes into account the advantages of
both the image theory (IT) and the shooting-and- bouncing ray
(SBR) method. It is based on creating a new virtual source tree in
which the relationship between neighbour nodes is a left-son-andright-brother one. Their theoretical results of the signal path loss
along the streets were compared with measurements which have
been reported for city streets in Tokyo and Ottawa City for various
values of the propagation parameters. The good agreement with
these measurements indicates that their prediction model works
well for such microcellular communication applications.
Also, [6] proposed ray tracing technique for characterizing an
indoor wireless system. This system is used in large variety of
office, factory and residential building. Thus adequate guidelines
for radio port placement are needed to ensure satisfactory
performance at the lowest cost. They described an efficient 3-D
ray tracing technique algorithms which account for all rays
(transmitted as well as reflected) rays reaching the receiver
location after an arbitrary number of reflections. They also
included the effect of angle of incidence, the material dielectric
constant and the antenna patterns. This technique was applied to
the AT&T Bell Laboratories facility at Crawford Hill. The major
goal of this paper is to present and test a 3-D ray tracing
simulation approach to characterize the wideband propagation
channel in terms of received signal strength and the power delay
profile of micro-cellular radio propagation at 800MHz band.
The rest of this paper is organized as follows: Overview of
deterministic model is presented in section two. Section three
presents the methodology behind ray tracing simulation for
prediction of wideband parameters using RPS. Section four
present the result analysis. Finally, we present the conclusion and
future work on the topic in section five.
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2. DETERMINISTIC PROPAGATION MODELLING
The deterministic models make use of the laws governing
electromagnetic wave propagation to determine the received signal
power at a particular location. Deterministic models often require
a complete 3-D map of the propagation environment. Depending
on the modelling approach, they can provide both narrowband and
wideband analyses including path loss exponent, delay-spread and
angular-spread of the propagating waves. A good application of
deterministic modelling is the ray tracing [1].
2.1 Ray Tracing
Ray tracing is based on a detailed simulation of the actual physical
wave propagation process. In order to produce a deterministic
description of the wave propagation, suitable formulation of the
physical propagation phenomena are applied to a deterministically
described scenario. The modelling of propagation phenomena is
usually based on geometric optics (GO) and uniform theory of
diffraction (UTD) [7].
Ray tracing describes each multipath component found in the
scenario by a ray. A distinction is made between different wave
propagation phenomena by deriving several transmission paths. A
detailed description of the propagation environment (size, position
and composition of materials) is essential for an accurate channel
prediction. Several commercial software have been developed for
propagation channel prediction such as RPS developed by
Radioplan, Ericson EDX, X-Siradif from SIRADEL, QEDesign,
PlaNet, RAPSOR, winprop, ray tracer 2000 etc.
3. WIDEBAND CHANNEL PARAMETERS AT
800MHZ
USING RPS
In this work, we characterized a wideband channel via a ray
tracing simulation with the goal of extracting parameters of
interest. A 3-D software known as Radio Propagation Simulator
(RPS) is used for this prediction. The parameters of interest are
chosen because they have important implications when designing
a communication system. Average received power is often used as
a determination of link quality, while delay spread determines the
maximum data rate possible without compensating for the effects
of Inter-Symbol Interference (ISI). Angular spread is an important
parameter for designing receivers that employ spatial diversity.
The spatial cross-correlation function determines how far diversity
antennas must be separated before the fading of their received
voltage envelopes becomes uncorrelated [8].
3.1 Ray Tracing Tool – RPS
RPS, the Radiowave Propagation Simulator, is a radio
coverage/performance planning software for a variety of radio
systems. This software is developed by Radioplan GmbH,
Dresden, Germany. Before a simulation can be performed, an
environment has to be generated using the integrated environment
editor or be imported from CAD tools such as AutoCAD [9].
Next, the radio network is configured by placing transmitters at
selected base station positions, whereas receivers are usually set in
a matrix or along a line at places where channel data shall be
obtained. Then, a network simulation can be performed.
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3.2 Description of the Tested Environment
The site of interest in this work is the suburban region of Awka,
specifically the Anambra State secretariat complex and its
environs. A case study is the Visafone base station located at the
nearby police station shown in Figure 1 while the equivalent
database is created as shown in Figure 2. Measurements of the
received signal strength of this base station have already been
taken [2] which will validate the result of the simulation.

3.3 Network Configuration
A network configuration in RPS is made up of the arrangement of
transmitters and receivers together with their associated antennas
and parameters such as carrier frequency, transmitter antenna
height, receiver antenna height, transmitting power. A receiver
represents a location where the channel impulse response is
observed. By arranging receivers along a line or in a matrix grid,
the spatial distribution of the field strength can be efficiently
determined. A receiver is characterized by its position and its
height. All receivers in a network configuration have an associated
common antenna with certain orientation and polarization. Table 1
gives the summary of the network parameters used in carrying out
our simulations. These parameters are used in the RPS network
setup.
Table 1: RPS Simulation Parameters
Type of Tx antenna
Sector (tilted 300)
Tx antenna height
38m
Transmit power
41.4dBm
Polarization
Linear vertical
Carrier Frequency
878MHz
Rx antenna Type
Isotropic
Rx antenna height
1.5m
Noise Floor
-160dBm
Ray Tracing Algorithm
3-D

Figure 1: Site of interest (Testbed environment)
4. RESULT ANALYSIS
Figure 1 shows the picture of the simulated environment. The
environment composed of few buildings and more trees and
vegetations. The average building height is 15 meters. The length
of the area where measurements were taken is about 2km.

The results derived from RPS simulation can be presented in
surface plots, graphs and tables and be analyzed for a given
position (point analysis) and along a specific path (path analysis).
4.1 Point Analysis
This provides the impulse response at a receiver point in 2D view
as well as the Direction of Arrival (DoA). The channel impulse
responses are the fundamental results in time domain generated by
the ray tracing algorithms [9]. Most of all channel parameters can
be derived from them. A channel impulse response contains
impulses with a given delay, and a complex magnitude. Channel
impulse response at a receiver point derived from simulation is
shown in Figure 3.

Figure 2: Environment Database
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Fig 4b Direction of Arrival theta-plane

Figure 3: Channel Impulse Response at a Receiver Point

4.1.2 Direction of Arrival
Every ray hits a receiver with a specific incidence angle, called
direction of arrival (DoA) or angle of arrival (AoA) as shown in
Figures 4a and 4b. On the other hand, the outgoing angles at the
transmitter can also be of interest. RPS stores directions of arrival
at both transmitter and receiver objects in the impulse responses.
The spatial resolution in the related charts is set to one degree. All
magnitudes of rays that cannot be separated in space are added
incoherently. In analogy to the channel impulse response chart, all
empty points are replaced by the noise floor value.

4.2 Path Analysis
In many cases, a result analysis along a path is very useful to
understand the Line of Sight (LoS)/ Non Line of Sight (NLoS)
behaviour in a certain environment [9]. RPS has built-in path
analysis functions to investigate the received power and delay
spread along a given path in 2D view as shown in Figures 5a and
5b respectively.

Fig 5a: RSSI along the specified path

Fig 4a: Direction of Arrival phi-plane
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Matlab is used to analyze both Table 1 using equation 1 to obtain
path loss exponents of 2.68 and 2.62 for simulation and
measurement respectively.
4.4 Comparison with Real Measurement
To validate the result of simulation, comparison between
simulation and real measurements for the received signal strength
is given in Figure 5.
Received Power along path
-50
Measurement
RPS

-55

Fig 5b: Delay Spread along the path
4.3 Determination of Path Loss Exponent
To truly characterize propagation path loss for a specific cell site,
values should be established for the path loss at a close-in
reference distance, Lp(d0) and path loss exponent, n.
Using a reference distance of 100m, Lp(d0) is 101dB. The path loss
exponent n, which characterizes the propagation environment in
our site of interest, is obtained by method of Linear Regression
(LR) analysis. The path loss exponent n is given as [2]:
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Figure 6: Comparison between Simulation results and real
Measurements.

 L d  L d 
P

Received Power [dBm]

-60

0

(1)

From Figure 6, it is obvious that there is a good agreement
between the simulation and real measurement.

Table 2 shows the data created from the received signal strength
from the simulation as well as measurement at interval of 100m.
Table 2: Received Signal Strength (RSS) [dBm]
Simulation
Measurements
Dist.
Rx
Average
Rx.
Average
From Tx power
Path loss Power
Path loss
[m]
[dBm]
[dB]
[dBm]
[dB]
100
-60
101
-62
103
200
-60
101
-65
106
300
-77
118
-52
93
400
-83
124
-53
94
500
-82
123
-81
122
600
-74
115
-83
124
700
-88
129
-80
121
800
-89
130
-94
135
900
-94
135
-91
132
100
-89
130
-93
134
1100
-85
126
-94
135
1200
-92
133
-98
139
1300
-91
132
-98
139
1400
-89
130
-99
140
1500
-87
128
-97
138
1600
-86
127
-96
137
1700
-85
126
-100
141

4.5 Determination of the Delay Spread
3-D for the power delay profile from RPS is shown Figure 7

Figure 7: Power delay profile along the path
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From the data created in the result analysis, time dispersive
characteristics of the propagation channel (i.e. mean delay and
RMS delay spread) can be computed using equations 2 and 3
respectively. Mean delay,

 0 and rms delay spread  RMS

is

given as [10]:

0 

1
pT

n

 p
i 1

(2)

i i
n

PT   Pi

where

i 1

 RMS 

1
PT

n

 P  
i

i 1

2

2

i

0

(3)

The predicted values for mean delay and rms delay spread are
given in Table 3. The time characteristic of the environment is in
the range with results in other literatures for suburban
environments [10,11,12,13].
Table 3 Delay Spread
Parameter

Values in



5. CONCLUSION

s

In this work, we have presented an efficient ray tracing computer
simulation propagation model to study a wideband channel
characteristics of wireless propagation at 800MHz band for Awka
suburban environment. We have shown that, with acceptable
computation time, it is possible to compute important wideband
channel parameters that are necessary to characterize this
particular environment.

1.1733

Mean delay ( 0 )



RMS delay spread ( RMS )

0.5539

4.6 Determination of Angle Spread
The power angle profile or power azimuth spectrum at the
receivers is shown in Figure 8.
From the data created in the result analysis, spatial characteristics
of the propagation channel (i.e. mean arrival angle and RMS angle
spread) can be computed using equations 4 and 5 respectively.
Mean arrival angle,

0

and rms angle spread



is given as

[14]:
N

0 

 Pn n
n 1
N

 Pn

N

P

 n1

n n

PT

(4)

n 1

 N

  Pn n2

2
n 1

 
 0
 PT






Figure 8: Power angle profile at the receivers

(5)

The predicted values for the mean arrival angle and rms angle
spread are 1630 and 58.650 respectively. Angular spread of 58.65 0
(approximately 1rad) indicates that arriving power is not biased in
a particular direction [15].
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Path loss exponent of 2.68 was obtained from simulation. This is
an important parameter for pathloss model.
The mean delay and RMS delay spread are 1.1733
0.5539

 sec

 sec

and

respectively. Such representation can give

precious information to calibrate digital transmission systems,
particularly the number of fingers to take into account in a Rake
receiver including the maximum symbol rate which can be
transmitted over the multipath radio channel with moderate
distortion. Finally, we computed the mean arrival angle and the
RMS angle spread to be 1630 and 58.650 (approximately 1rad)
respectively. Angle spread is an important parameter for designing
receivers that employ spatial diversity.
5.1 Future Work
The accuracy and reliability of any ray tracing computer
simulation model depend to a large extent on the accuracy of the
geographical database representing the actual propagation
environment. In order to achieve an accurate database creation,
photogrammetric software should be developed or a reliable
existing one be used. These softwares are capable of converting
the photograph of the environment into a digital format, hence a
true replica of the actual environment. Our future work should also
focus on using this ray tracing tool (RPS) on different
environments in order to validate its result.
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ABSTRACT
Quality issues have been a fundamental focal target in the development of most information systems. This is because most stak eholders
involve in the usability of Information Systems(IS) are particular about quality in terms of user interface, functionality, ease of use and
satisfaction. For a robust interactive society, quality information systems (QIS) should provide all the quality-relevant information during
the whole life cycle of a product to all stakeholders. In this paper we are of the opinion that attention needs to be paid to architectural
design which can be used to predict quality issues in the process of IS development thereby improving the quality of interact ion within
the IS. The paper present a framework to show how architectural design as a software engineering strategy can be used to predict quality
of systems and also use as a communication vehicle among stakeholders for a better interactive society.
Keywords- Information systems, architecture, software engineering, quality, life cycle

1. INTRODUCTION
IS quality can be synonymous with “error free” system. In
today’s ISs practice and organization, the software systems used
offers a great level of supportability in the daily discharge of
duties and on the overall activities within an organizational
setting or structure. Software systems are majorly indispensable
elements since they support the quality of services rendered in
order to ease workload and make the organization more
effective. Even in some of the hardware components used by the
people within an information system setting for interaction,
these software systems are hidden in the hardware
products/devises they use. The software controls vital functions
in the management of most information systems for maximum
delivery of quality services and for the purpose of improving the
effectiveness and efficiency of the system.
In fact, the economic importance of software element in an
information system is incontestable as well as the dependence of
society on software for better interactivity. Many services that
we take for granted would have been impossible to create
without the use of this software. With this in mind, we believe
that the functionality and parallel versions of products realized
by software have increased greatly along with the rising
significance of software quality. Therefore, an increasing need
for faster, cheaper and even more versatile software products
sets a real challenge for the software industry. This is why the
software industry is constantly looking for ways to improve the
cost-effectiveness of software development and the quality of
software products in order to support and control the
management of information systems.
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Consequently, software engineering is an important practice in
developing and maintaining information systems. Within the
engineering practices, the architectural design is very crucial in
the attainment of quality goals. Quality issues have been a
fundamental focal target in the development of most information
systems. This is because most stakeholders involve in the
usability of information systems are particular about quality in
terms of functionality, ease of use and satisfaction. In this paper
we are of the opinion that attention needs to be paid to
architectural design which can be used to predict quality issues
in the process of information systems development for a better
interactive society.
Most often these software systems are developed with a
particular purpose. For example, it provides specific
functionality which supports or replaces a person to do a certain
task in a specific context. Functionality and quality attributes are
orthogonal. Functionality can be achieved through any number
of structures because it is largely independent of structures,
which is being constrained by the quality attributes. Achieving
these quality attributes must be considered throughout the
development process of software systems for an information
system. In the context of this paper, software quality is
considered as the degree to which software possesses a desired
combination of attributes (e.g. performance, security, portability,
usability, and efficiency, etc.). We are of the opinion that
quality attributes of information systems can be highly
constrained by a system’s software architecture or information
system architecture. Thus, this paper discusses the time an
information system’s architecture is specified; when the system
will have the desired qualities and when it will follow any
specific architecture for the quality to be determined at all times.
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2. QUALITY ISSUES IN INFORMATION SYSTEM
DEVELOPMENT
Quality in the domain of IS is a relatively new research
direction. Quality issues are paramount to all stakeholders
involve with the use of information system in any given and
established organization. This has been the on-going research
efforts for many in the software engineering community.
Basically [1] gave two major camps when discussing the
meaning and definition of (software) quality. According to their
work, “quality means conformance to specification and also
meeting customers’ needs”. Putting it in a more comprehensive
and technical way, we have lots of quality strategies proposed
by [2], [3], [4], [5], [6], [7], and models by [8], [9], [10], [11],
[12], [13], [14] etc. All the quality models seem to be a good
reference tool for defining the quality of an information system.
In fact, in the computerized society we are in, these qualities are
increasingly important. In a way also, the quality attributes are
the realizations of a product or service quality. That is, quality
attributes are the specific information system characteristics that
combine to produce system quality.
Chung provides an extensive listing and description of quality
attributes in Non-Functional Requirements in Software
Engineering [15]. Quality attributes arise in the business case,
market analysis, and requirements, and can refer to the product
being developed or to the development of that product [16].
Such quality attributes tend to be global, referring to the entire
product or the development of that product. For example, a
business might have goals of producing products that are easy
for customers to use and of producing new products quickly.
2.1

Information Systems and Information Systems
Development
Different definitions on information system exist today in
various context viewed from different perspective. In this paper
the academic discipline-point of view on information system
takes into cognizance the view from the real world perspectives
and practices in organizations since interaction largely takes
place at the organizational level. According to Ciborra [17],
“information system is a system which includes the technology
and the people, and the whole context where the system is”. In
the context of development project, information systems are
often understood as covering only the technology, such as
equipment, methods, and practices, which can cause a technical
bias in implementation because the focus on the human
environment and people is inadequate [18].
Walsham [19] puts it nicely by saying “IS are drawn on to
provide meaning, to exercise power, and to legitimize actions”
Putting all these together, it is obvious then to say the focus is
strictly on the people and the technology the people use. In this
case adapting information systems should be in a dynamic
environment, which is the major difference in the shift from
traditional engineering focus on product to an emphasis on
process. This shift so far has brought about the development
strategies and methodology employed on information systems
practices.
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On a general note, emphasizing processes in information
systems development has contributed significantly to the
understanding of how such systems should be developed. We
are of the believe that the process (development methodology) is
what determines the quality product of the system. During the
process, interaction can be enhanced, while the product can be
used as means to improve the interaction. Basically, before
Information Systems are developed, they must have undergone a
process called Systems Development Life Cycle (SDLC) using
appropriate methodology.
The SDLC consist of phases varying from author to author.
However, an information systems project can only be successful
with intense interaction amongst project manager, systems
analyst, system designers and the end users. Viewed from these
different stakeholders perspective, the SDLC need to lay more
emphasis on the architectural design at all levels to ensure
quality satisfaction. The focus on web based IS development
have been the present and current change in IS development.
These includes both portal and intranet development. Some of
the examples include Web Information System Development
Method (WISDM) [20], Object Oriented Hypermedia Design
Method (OOHD) [21], [22] the Intranet Development
Methodology (IDM) [23], and other approaches that are based
on rapid application development, such as agile system
development [24] and extreme programming by Beck [25], have
become prominent. In this paper we admit that new information
system development typically starts with a temporary
organizational structure called project team. Typically, a project
team consists of a project manager, system analyst,
programmers, etc. In the novelty of project team, it will be nice
and adequate to have the architect whose role is strictly to
design the architecture, which serves as the blue print for the
entire system.
2.2 Software Architectural Design and Information Systems
Architecture
The building block of any kind of software system is its
architecture. The architecture determines the degree of success
of a system. Software architecture in software engineering (SE)
practices was introduced to help manage complexity and risk
during development and maintenance of software systems. It
guides and documents the structure of the system as well as the
role each system’s components play within the structure. It
embodies the earliest software design decisions. These decisions
enable or preclude the achievement of a desired system quality,
such as reliability, modifiability, security, performance and
usability etc.
The architecture also forms the basis for the development
approach and acts as the blueprint that guides the teams building
the system. Software architecture (SA) is part of the information
system architecture (ISA). The ISA is a part of a vaster field of
architectures and models relevant for the organization.
Considering the architectural scope and level, we can distinguish
enterprise architecture, information systems architecture and
software architecture.
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To appreciate the fact that technology support business needs
and that IT investment deliver value, it is fundamental to define
the role software architecture plays with the information systems
architecture. According to Carnegie [26], software architecture
main study area is on how programs or application components
are internally built. Within an information system architecture,
software architecture addresses the representation of the IS
components structure, it relationships, principles and directives
[27]. [28] added by saying such representation is with the main
propose of supporting business. More so, the information system
architecture according to [29] distinguishes three aspects that
define three sub architecture.

This includes the information architecture or data architecture
that represents the main data types that support business [29],
[30]; the application Architecture that defines application
needed for data management and business support; and the
Technological Architecture that represents the main
technologies used in application implementation and the
infrastructures that provide an environment for IS deployment –
as network, communication, distributed computation, etc. [29],
[31]. All of these can actually support the need to good
architectural design for quality satisfaction.

3. PROPOSED ARCHITECTURAL DESIGN
FRAMEWORK FOR IS DEVELOPMENT

Figure 1: Proposed Information Systems Development Model
Today, modern approaches to software architecture have taken a
multi-view approach. However, some literatures like [32], [33]
and [34] agree at a point that for a software architecture
description, different views are necessary for describing the
different aspects of a software system. Among these views are
the description of the static organization of the software system
and the development environment as well as the description of
the hardware architecture. A view is the representation of one or
more structures present in the system.
29

The use of multiple views allows to address separately the
concerns of the various ‘stakeholder’ of the architecture, and to
handle separately the functional and non-functional
requirements. If we consider the analogy of the architecture of a
building, for example, various stakeholders (such as the
construction engineer, the plumber, and the electrician) all have
an interest in how the building is to be constructed. Although
they are interested in different components and different
relationships, each of their views is valid.
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Each view represents a structure that maps to one of the
architecture of the construction goals of the building, and these
multiple views are necessary to represent the architecture of the
building fully. Similarly, software architecture has varieties of
stakeholders, including developers, maintainers, testers,
integrators, system administrators, project managers, analysts,
certification authorities, and end users (all these are also
included in the SDLC).
Each of these stakeholders has a vested interest in different
system properties and goals that are represented by different
structural views of the system. The views provide the basis for
reasoning about the appropriateness and quality of the
architecture for achieving system quality goals. The views also
address one specific set of concern using several concurrent
views. However, if the architecture is not right, the system will
not meet its requirements. Software architecture has been
identified as an increasingly important part of information
system development. The architecture helps the developer to
define the internal structure of the system. The requirements
towards information system usually go beyond the correct
functionality, the presence of certain quality demands are also
very essential for the systems' acceptance by the stakeholders
and users. So, quality control and management must be carried
out through the whole development process to ensure the
implementation of required quality characteristics. Quality
attributes of information systems can be highly constrained by
architectural design. Thus, it is good to pay attention to
architectural design and specification so as to have the desired
qualities [35].
The key to overcome the complexity and change of a complex
product, such as an enterprise or an information system, is
architecture. If the product is so complex that its author cannot
remember all details, he/she has to write down its architecture.
In the last years, much attention has been paid to software
architecture. It seems that people need strong analogues and
metaphors from the physical world to understand collectively
the structure and the organization of the software domain.
Despite this unclear situation and an undefined relationship
between information systems development and software
architecture design, there are many practical reasons that make
software architecture design a central issue in information
systems development. For example, distribution, platform
heterogeneity, and security are major issues in mobile and webbased information systems necessitating rigorous and welldesigned software architecture. In addition, fast time-to-market
and sufficient quality are conflicting but necessary requirements
for commercially successful software development. Well
designed software architecture plays also a major role in
resolving this conflict by enabling reusability and rapid change.
As a result of this observed importance of software architecture,
we need to clarify the role of software architecture and software
architecture design in information systems development. In
figure 1; we aim to put software architecture design into a larger
methodical context and demonstrate how software architecture
design and information systems development intersect.
30

In practice, architecture design is typically seen either as a
separate task, which can be executed before the analysis/design
phase, or as an otherwise separate task which needs different
kind of knowledge, skills, and tools than analysis and design
normally does. Major part of the research on software
architecture design seems to fall on the following categories:
1.
2.
3.

Architecture
description
languages
and
component/connector models.
Architectural styles and patterns.
Modifications to modeling languages to support
architecture design.

However, information systems development (ISD) is a change
process, which aims at changing the object system according to
some objectives. The object system consists of the phenomena
perceived by the development group and it identifies the target
of change in the ISD process. A development group carries out
the process of change and at least partly shares a common
language and a concept structure to enable communication and
common understanding. They make perceptions on the object
system, act to change it, and describe the system using the
description languages and conventions offered by the ISD
approach and method. The final aim of the development group is
to implement the change in the user organization or community
according to the stated or specified objectives. This change
usually includes composition and installation of formal artefacts
(such as software and hardware) and changes in the rules and
practices in the user organization or community as depicted in
figure 1. The whole process takes place in a set of environments,
including organizational, technical, and social environments.
Consequently, we are of the opinion that an explicit picture of
the software architecture needs to be defined. In our thinking,
the software architecture should be clearly defined at the
problem and solution context within the proposed model in
figure 1. The architecture should be part of the technical
environment which can have effect on the change process, and
should also form the solid part of the object system that must be
perceived, described and changed. Therefore, when designing an
architecture within the Information System Development
framework, we are structuring the solution, which has great
influence on the quality. The essential parts of the architecture
are the components, their interfaces and connections, modules,
and recurring software patterns and policies that are determined
by the architecture. The relationship that exists among the
interfaces and connections, modules etc. are also essential. This
is depicted in figure 2.
In figure 2, the IS object system framework was divided into the
IS analysis and IS architectural design models. The problem
context is embodied in the IS analysis model that imposes
requirements and application domain concepts to the IS
architectural design model, which embodied the solution
context. The architectural design model describes the software
in the solution context. In this sense, the architecture is not only
important in terms of solution and design, but it is also important
because it guides the information systems development process
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by offering possibilities and setting constraints on how the
problem context may be perceived when keeping the ISD
objectives in mind. Consequently, the architecture forms the
visible part of the solution context when perceiving the problem
context. We are of the opinion that ISD practices needs an
architectural description because it must collectively understand
in general terms how the problem is transformed to the solution
to enable a common language and a concept structure. One other
possibility of the architectural design is the provision of
understanding and communication between different
stakeholders participating in the ISD process, which mostly are
the primary objectives.

In a way, architectural design serves as the blueprint for
information system development practices with the view of
predicting and enhancing the quality. Therefore, quality issues in
terms of control, prediction and management in the development
process of IS can be greatly engendered through architectural
design. The architectural design will ensure the implementation
of required quality characteristics, which mostly are the
requirements of stakeholders.

IS Architectural Design Model
Embodies

IS Solution context
Imposes requirements
on

Offers possibilities and
sets constraints on

IS Analysis
Model

Determines/influence

Concern

Embodies

IS Quality
Assurance
IS Problem Context

Stakeholder(s)

Figure 2: IS Object System Framework
4. FUTURE WORK

5. CONCLUSION

The space between an architectural model and IS quality model
needs to be explored properly; to be able to evaluate up to what
extent a specific architecture supports the relevant quality
characteristics in a given information system development project.
More so, in considering quality issues in information systems
development, more work is needed in the development of a generic
model for the different perspective of quality requirements from
stakeholders. Since quality is in the eye of the beholder, it then
means more work is needed to show the relationship that could
exist among the different perspectives.

When designing the architecture of an information system, so
many factors are taken into consideration. Some of these factors
include the components, their interfaces and connections, modules,
and recurring software patterns and policies that are determined by
the architecture. The patterns and views (architectural) are good
reference point to predict the quality when thoroughly analyzed.
The place of architecture in respect to the problem and solution
contexts is depicted in figure 2. The object system framework is
divided here into the IS analysis and IS Architectural design
models. The problem context is represented in the analysis model
that imposes requirements and application domain concepts to the
IS architectural design model representing the solution context.
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Consequently, software architectural design during information
systems development will have great influence on the quality of
the system. The architecture gives the ISD practice an
understanding and common knowledge about the system’s
technical environment and offers possibilities and sets constraints
on the perception of the problem and on the construction of the
solution. When this is done, quality issues will be attained or
achieved. Architectural practices during ISD also help in defining
recurring software patterns that may be used as economical
modeling constructs in analysis and design of information systems.
As such, it can be concluded that quality control and management
must be carried out through the whole development process of
information systems to ensure the implementation of required
quality characteristics.
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ABSTRACT
Ad hoc wireless networks are characterized by multi-hop wireless connectivity, infrastructure less environment and frequently changing
topology. To analyze the performance of routing protocols in MANETs in the real world, a scenario based simulation analysis is required
since there is a lack of necessary infrastructure for their deployment. Most of the earlier work done in this field have assumed the
Random Waypoint model, which fails to capture the realistic movement of the nodes. In this paper, we describe a set of experi ments
conducted to analyze the performance of the Preemptive DSR routing protocol in a battlefield scenario. BonnMotion Software(Java
based) is used to create and analyses mobility scenarios. Initially an explanation of the experimental metrics and the setup is described,
followed by the scenarios used for our simulations. The results give an idea of how the Preemptive DSR protocol behaves in the given
scenario and helps identify the metrics for optimal performance of the protocol.
Keywords- MANET, PDSR, battlefield scenario, Packet Delivery Ratio, delay.

1. INTRODUCTION
A mobile ad-hoc network (MANET) is a self configuring network of
mobile nodes connected by wireless links, the union of which forms
an arbitrary topology. The nodes are free to move randomly and
organize themselves arbitrarily; thus, the network’s wireless
topology changes rapidly and unpredictably. Proactive MANET
protocols are table driven and will actively determine the layout of
the network. Through a regular exchange of packets meant for
network topology between the nodes of the network, a complete
picture of the network is maintained at every node. Hence there is
minimal delay in determining the route to be taken.
Reactive MANET protocols only find a route to the destination node
when there is a need to send data. The source node will start by
transmitting route requests throughout the network. The sender will
then wait for the destination node or an intermediate node (that has a
route to the destination) to respond with a list of intermediate nodes
between the source and the destination. This is known as the global
flood search, that in turn brings about a significant delay before the
packet is transmitted. Since each of the proactive and reactive
routing protocols suits well in oppositely different scenarios, there is
good reason to develop hybrid routing protocol that is a mix of both
proactive and reactive routing protocols. The hybrid protocol is
applied to find a balance between the proactive and the reactive
protocols[1][2][23].
In ad-hoc networks, two nodes communicate with each other in a
peer-to-peer fashion. The routes has multiple hops, and hence are
called multi-hop networks. Each node can able to communicate with
the adjacent nodes in its range, and for those which are beyond its
range, the node takes the help of other intermediate nodes to relay its
messages. That is, each node acts as a router to forward messages.
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However, node mobility may cause links to be broken frequently,
and how to select reliable paths becomes one critical issue for
routing. Hence, using stable links is crucial for establishing reliable
communication paths between mobile nodes. The routing protocol
must react promptly to recover from link and node failures and to
take advantage of new links. For these reasons, existing routing
protocols designed for fixed networks are unsuitable, and routing in
MANET is a major issue.[25]
2. DYNAMIC SOURCE ROUTING PROTOCOL
The Dynamic Source Routing (DSR) protocol is a simple and
efficient routing protocol designed specifically for use in multi-hop
wireless ad hoc networks of mobile nodes[8]. The DSR protocol
allows source nodes to dynamically finds a route to any destination
node in the ad hoc network. Each data packet sent has in its header
the complete ordered list of nodes through which the packet must
pass, and avoiding the need for up-to-date routing information in the
intermediate nodes through which the packet is forwarded. DSR
cache the routing information for future use. DSR protocol contains
two major phases, route discovery and route maintenance.
Route Discovery: It is the process by which a source node S needs to
send a packet to a destination node D and hence obtains a route to D.
Route Discovery is used only when source node S needs to send a
packet to destination node D, it looks up its route cache to locate an
unexpired route to the destination and if it fails, then it initiates the
route discovery process through broadcasting a Route Request
(RREQ) packet. Each node on receiving a RREQ packet, it
rebroadcast the packet to its neighbors if it has not forwarded
already. Route Request packet (RREQ) contains <Destination
Address, Source Address, route Record, Request ID> [8].
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On receiving the RREQ packet the destination replies the RREQ
packet the destination replies to the source with a Route Reply
(RREP) packet. When an intermediate node detects that the link to
the next-hop node towards the destination is broken, it immediately
remove this link from the route cache and returns a route error
message to the source node. The source node again activates a new
route discovery. DSR works for small to medium size MANET when
nodes speed is moderate and every node has enough battery power.
Its main feature is that every data packet follows the source route
stored in its header. This route gives the address of each node
through which the packet should be forwarded in order to reach its
final destination. Each node on the path has a routing role and must
transmit the packet to the next hop identified in the source route [8].
Route Maintenance: Each node maintains a Route cache in which it
stores every source route it has learned. When a node needs to send a
data packet, it checks first its route cache for a source route to the
destination. If no route is found, it attempts to find new route using
the route discovery mechanism and hereby increases the control
overhead and connection setup delay. To overcome these drawbacks
we propose Preemptive Dynamic Source Routing Protocol for
Wireless Ad-Hoc Networks with Backup Route [6][2].
3. PREEMPTIVE DSR
We have proposed this algorithm in the earlier work[8].
Assumptions:
We assume that all nodes wishing to communicate with other nodes
within the ad hoc network are willing to participate fully in the
protocols of the network. Each node participating in the network
should also be willing to forward packets for other nodes in the
network.
We refer to the minimum number of hops necessary for a packet to
reach from source to destination. We assume that he diameter of an
ad-hoc network will be small(5 to 10 hops), but greater than 1.
Packets may be lost or corrupted in transmission on the ad-hoc
wireless network. A node receiving a corrupted packet can detect the
error and discard the packet.
Nodes within the ad hoc network may move at any time without
notice, and may even move continuously, but we assume that the
speed with which nodes move is moderate with respect to the packet
transmission latency and wireless transmission range of that
particular network hardware in use. Preemptive DSR can support
very rapid rates mobility, but we assume that nodes do not
continuously move with high peed, because it may flood data packet
in ad-hoc wireless networks. The wireless communications link
between each pair of nodes will be bi-directional. But some time the
wireless link between two nodes may be uni-directional also.
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A. Route Discovery:
Step 1: When a source node S wants to send a data, it broadcast the
RREQ packet to its neighbor nodes.
Step 2: When an intermediate node on the route to the destination
receives the RREQ packet, it appends its address to the route record
in RREQ and re-broadcast the RREQ.
Step 3:When the destination node D receives the first RREQ packet,
it starts a timer and collects RREQ packets from its neighbors until
quantum q time expires.
Step 4:The destination node D finds the two (primary +Backup) best
routes from the collected paths (Step 3) within the quantum q time.
Step 5: The destination node D sends RREP packet to the source
node S by reversing (RREQ) packets which includes the two routes
(Primary +Backup) for further communication.
B. Route Monitoring:
Step 1: Each intermediate node on the route starts monitoring the
signal strength.
Step 2: If signal strength falls below the specified threshold T, it will
send a warning message “Path likely to be disconnected”, to the
source node S.
C. The Source node S Communicates with destination node D:
Step 1: The source node S starts Communicating with destination
node D using primary path.
Step 2:On receiving the warning message from the intermediate
node, it starts communicating destination node D with the backup
route also.
Step 3: If source node S receives the acknowledgement form the
destination node D go to step 4 else step 5.
Step 4: Preemption, switch over from Primary to Backup route.
Step 5: Initiates Route Discovery Process.
D. Prediction Mechanism
The main goal of our approach is to avoid sending unnecessary
warning messages. In this work, we consider that anode is in an
unsafe or preemptive region if the signal it receives from a
predecessor node is below a threshold signal strength Pt. Once a
node enters this zone, we make at least three consecutive
measurements of the signal strength of packets received from the
predecessor node, and predict link failure using the Lagrange
interpolation. This interpolation has the following general form:
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We store the power strengths of the three signals and their times of
occurrence. When two consecutive measurements give the same
signal strength, we store the time of the second occurrence. The
expected signal strength P of the packets received from the
predecessor node is computed as follows:

1.
2.
3.

Number of intermediate nodes between S(Source) and
D(Destination) is always n (fixed).
Same mobility for each node and hence every link has
same probability of breakage.
Each node moves for a fixed period of time say m,
randomly and then remains in rest for a fixed period of
time P, which is the pause time. The probability of a node
being stable at time T is given by.

4.
Stability = Total Pause time up to time T/T. The in stability of a node
is, Instability = 1-stability.
Where P0, P1, P2 are the measured power strengths at the
measurement times t0, t1, and t2, respectively. The time t is
the sum of the time needed for discovering an alternative path
(Discovery Period), the last measurement time t2, and the average
value of the measurement times t0, t1, and t2. That is:

F .Mathematical Model
Consider a source node S and a destination node D, and a route Ro
from S to D.
Probability that Ro will not fail (Fo) = Probability that all of the
intermediate links will be stable.
n 1
n 1

Fo   Soij   Soij *Soj

When P is lower than the minimum accepted power (-81 dB) a
warning message is sent to the predecessor node. This node then
starts a local repair procedure to find alternative paths to the
destinations reached using the link to the node that sent the warning
message.

i 1

j i 1

i 1

j i 1

Hence, the probability that Ro will fail = the probability that
communication link will break.
n 1

 G1 1  Fo  Fo 1   Soij

4. MATHEMATICAL ANALYSIS

i 1

A. Node Stability : Let gi be the probability that node i is unstable.

Total Motion time of nodei
gi 
Total motion time of i  total pause time of i

j i 1

1

n 1

1   Soi *Soj

Pause time is the time duration that the node remains stationary. The
node stability is defined as:

i 1

j i 1

Consider two parallel routes R1 and R2 between S and D.
Probability that R1 will not fail,

Si 1  gi

n 1

B. Link Stability : It is the Probability of the link i-j formed by
nodes i and j is stable. Let Si and Sj respectively denote the stability
of nodes i and j. Then the link stability is given by

F1   S1ij
i 1

j i 1

n 1

Sij  Si *S j  1  gi *1  g j 

  S1i *Sij
i 1

j i 1

C. Path Stability: A path is stable if all the intermediate links are
stable. Let Fl denote the stability of the path l and Slij. Be the stability
of the link i-j along the path l. then we have.
n 1

Probability that R2 will not fail,

Fl  Sl12 *Sl 23 *........Sl n 1n   Slij
iji 11
E. Assumptions :
We Assume the following to show that the use of multiple routes
provide increased stability.
36
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n 1

In the following sections we describe the experiments carried out to
analyze the performance of PDSR in a battlefield scenario. It is
found that PDSR achieves high packet delivery fraction, low end to
end delay and normalized routing loads in medium size networks
with lower mobility of nodes.

F2   S2ij
i 1

j i 1

n 1

  S2i *S2 j

Experimental Setup and Metrics
The ns-2 simulator was used for the experiments. We now describe
the traffic pattern, the scenario description and the metrics that were
used for the experiments.

i 1

j i 1

Hence, probability that both R1 and R2 will fail.

 G 2  1  F1  *1  F2 

 n 1
 1   S1ij
 i1
 ji 1

  n 1 
 *1   S2ij 
  i1 
  ji 1 

(i) The traffic pattern
The parameters used were as follows –
Constant Bit Rate
Type of traffic

For simplicity, we assume that the stability of each link is S. So we
have

Slij  S, i, j,k

Therefore we have the probabilities

Packet Size

512 bytes

Packet Rate

4 pkts/sec

Maximum number of
connections

20

n 1

G1 1   S 1  Sn 1

Table1: Traffic pattern

i 1

and
n 1

  n 1 
G 2   1   S  *1   S 
i 1

  i1 
 1  Sn 1  *1  Sn 1 

(ii) Scenario description
BonnMotion is a Java software which creates and analyses
mobility scenarios. It is developed within the Communication
Systems group at the Institute of Computer Science of the University
of Bonn, Germany, where it serves as a tool for the investigation of
mobile ad hoc network characteristics. The scenarios can also be
exported for the network simulators ns-2, ns-3, GloMoSim/QualNet,
COOJA, MiXiM, and ONE. Several mobility models are supported,
namely

 1  Sn 1    G1   G1
2

 Q1  s

2

n 1

 1

In general, for the such parallel routes we would have

G k   G1 

k

So, the probability of communication link breakage between source
and Destination reduces exponentially if parallel routes are used. In
other words, communication becomes more stable when multiple
routes are used.
5. PERFORMANCE EVALUATION OF PREEMPTIVE DSR
IN A BATTLEFIELD SCENARIO
As explained earlier, the Preemptive DSR routing protocol uses a
combination of table-driven and reactive methods to achieve optimal
performance. It has been found previously, that PDSR achieves a
higher packet delivery fraction and lower latency than the tabledriven protocols. Further, it also adapts well to node mobility and
link changes.
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the Random Waypoint model,
the Random Walk model,
the Gauss-Markov model,
the Manhattan Grid model,
the Reference Point Group Mobility model,
the Disaster Area model,
the Random Street model,
and more.[11]
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It generates the movements of nodes in an ad hoc network as a trace
file which can be imported into ns-2..The following metrics were
used to depict a battlefield scenario.

No. of nodes

2000*2000
Reference Point Group
Mobility
Model
(RPGM)
50

Min. speed

1 m/s

Max. speed

5 m/s

Dimensions
Mobility Model

Average
number
nodes in a group
Probability
change
Pause time

of

of

group

i 0

i

i

totalNumberOfPacketsRe ceived

(iv) Research methodology
Three parameters in the battlefield scenario were varied - pause time,
the total number of nodes and average number of nodes in a group
and their impact on the three metrics described above were studied.
The results are discussed in the next section.

10
0.01
60 sec

(iii) Metrics:
The following metrics are used for performance evaluation.
a. Packet Delivery Fraction (PDF): This is the ratio of total number
of packets successfully received by the destination nodes to the
number of packets sent by the source nodes throughout the
simulation.

numberOf Re ceivedPackets
numberOfSentPackets

This estimate gives us an idea of how successful the protocol is in
delivering packets to the application layer. A high value of PDF
indicates that most of the packets are being delivered to the higher
layers and is a good indicator of the protocol performance.
b.
Normalized Routing Load (NRL): This is calculated as the
ratio between the no. of routing packets transmitted to the number of
packets actually received (thus accounting for any dropped packets).

NRL 

AED 

A higher value of end-to-end delay means that the network is
congested and hence the routing protocol doesn’t perform well. The
upper bound on the values of end-to-end delay is determined by the
application. For example multimedia traffic such as audio and video
cannot tolerate very high values of end-to-end delay when compared
to FTP traffic. [17][20]

Table 2: Parameters for the battlefield scenario

PDF 

n

 (timePacketRe ceived  timePacketSent )

numberOfRoutingPacketsSent
numberOfDataPacketsRe ceived

This metric gives an estimate of how efficient a routing protocol is
since the number of routing packets sent per data packet gives an
idea of how well the protocol maintains the routing information
updated. Higher the NRL, higher the overhead of routing packets and
consequently lower the efficiency of the protocol.
c.
Average end to end delay (AED) : This is defined as the
average delay in transmission of a packet between two nodes and is
calculated as follows-

38

6. RESULTS
i. Effect of varying the number of nodes
The number of nodes was varied from 50 to 100 and the effect on
PDF, NRL and AED was studied. The results can be found in table 3
and figures 1, 2 and 3.
It is found that the packet delivery fraction decreases as the number
of nodes in the network increases. This is due to the fact that as
number of nodes increases, the congestion in the network also
increases and hence the number of lost packets due to retransmission
also increases. Further, since PDSR uses a table driven approach, the
processing delay at the nodes also increases with an increase in the
size of the network thereby accounting for the higher end-to-end
delay. The normalized routing load increases with an increase in
number of nodes due to an increase in the routing packets in the
network.

Table 3: Effect of varying the number of nodes
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Figure 1: Effect of varying the number of nodes
on the pause time

Figure 3: Effect of varying the number of nodes on the
Normalized Routing Load
The blue circles in figures 1, 2 and 3 represent the “optimal points”
which corresponds to the highest PDF, lowest end-to-end delay and
the lowest normalized routing load. It is found that for 60 nodes we
achieve this optimal point.
ii.
Effect of varying the pause time
The effect of varying the pause time on the three metrics are shown
in table 4 and the corresponding graphs are shown in figures 4,5 and
6. It can be inferred that as pause time varies, the packet delivery
fraction also increases. This is due to the fact that as pause time
increases, the relative mobility of the nodes decreases, and hence the
congestion also decreases in the network. The end-to-end delay also
decreases as the pause time is increased. This can be explained as
follows – as the pause time increases, the network topology is
relatively stable and hence the number of stale routes in the routing
tables decreases. Thus route discovery and maintenance take less
time. This also reduces the number of routing packets in the network,
thereby decreasing the NRL.

Figure 2: Effect of varying the number of nodes
on the Average end-end delay

Table 4: Effect of varying the pause time
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Figure 4: Effect of varying the pause time on PDF

Figure 6: Effect of varying the pause time on NRL
From figures 4, 5 and 6 it can be inferred that for a pause time of 20
sec (represented by a blue circle), we obtain optimal values for the
three metrics.
iii. Effect of varying the average number of nodes
The effect of varying the average number of nodes on the three
metrics is shown in table 5.The graphs for the three metrics are
shown in figures 7,8 and 9.
Table 5: Effect of varying the average number of nodes

Figure 5: Effect of varying the pause time on average
end to end delay
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From figure 4.9 it can be inferred that the PDF decreases as the
average number of nodes in a group is decreased. This is due to the
face that as the average number of nodes increases, the density
increases, thereby causing more congestion in the network. Since
PDSR uses HELLO messages for neighbor detection, as the node
density increases, the number of such packets also increases, thereby
decreasing the PDF. The effect of increasing the average number of
nodes on the average end-to-end delay is shown in figure 8. It is
found that the delay decreases the density increases, thereby
indicating that PDSR scales well to the network density. Further by
not using source routing, it achieves lower latency due to a lesser
packet overhead.
Figure 8 shows the effect of varying the average number of
nodes in a group on the routing load. In general, PDSR has less
routing overhead achieving a peak load of about 0.32 when the
average number of nodes in a group is 9 (represented by blue
circles in the graphs). From the graphs, it can be inferred that the
optimal point corresponds to 8 nodes per group.
7. CONCLUSION

Figure 7: Effect of varying the average number
of nodes on the PDF

For the battlefield scenario, PDSR has found to perform well for
lower pause times (20 sec), higher density of nodes (9 per group)
and smaller networks. As the network size increases, the
performance drops due to a table-driven approach. However,
since it does not use source routing, it has a much lower end to
end delay for In order to analyze the performance of routing
protocols in practice, such a scenario-based approach is vital. It
also helps identify the suitable routing protocol for an optimal
network size, the mobility of the nodes, the network density and
a given traffic pattern. A more comprehensive study of other
routing protocols such as DSR, TORA, DSDV, etc. is needed to
choose the right protocol for a given scenario.

Figure 8: Effect of varying the average number
of nodes on the AED
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ABSTRACT
Feedback is very essential in any organizational set up and this does not exclude health institutions. With feedback an institution is able
to stay in touch with the needs and expectations of their customers and to also improve on service provision. However, the process of
collecting feedback is of importance. After thorough investigation and observation it was discovered that most health institutions in
Nigeria did not have the necessary means of getting consistent feedback from their patients and customers. This paper therefore
introduces a mobile application that serves as a feedback mechanism between patients and their health institutions.
Keywords- Feedback mechanism, mobile device, health institutions

1. INTRODUCTION

2. EXISTING SYSTEMS

The way and manner in which health care services are delivered in
any nation goes a long way in determining the well-being of the
citizens of that nation. There is need among other things for
continual innovation in order to foster improved quality, value and
patient experiences in health care delivery [Shih et al., 2008].
Innovation will come when feedback is taken seriously [Cirillo &
Fisher, 2005]. Feedback is a necessity in every organizational
setup and this does not leave out health institutions. Through
feedback, health institutions will get to identify with their patients’
experiences and expectations. Being armed with this information,
they would be better informed on how to improve their services.
In recent times, communication is being enhanced through
electronic means such as emails, text messages, and phone calls.
Mobile devices are also becoming ubiquitous among all and sundry
especially across the nations of Africa and Nigeria in particular.
After thorough investigation and observation it was discovered that
most health institutions in Nigeria did not have the necessary
means of getting consistent feedback from their patients and
customers. As results of this, many institutions have not given their
patients the satisfactory care and services they need in order to
improve their health.
Research however, shows that by employing electronic means,
feedback collection could be greatly enhanced [Powney & Hall,
1998] especially by leveraging on the mobile platform [WHO,
2011]. This paper therefore introduces a mobile application that
serves as a feedback mechanism between patients and health
institutions. The rest of this paper is structured as follows: section 2
reviews the existing systems in this domain, in section 3 the
methodology adopted in the research is reported while in section 4,
the results are discussed. Section 5 concludes the work and gives
the scope for future work.
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2.1 Email Feedback System
One interesting approach in this feedback system is that it can be
evaluated by clients and users. Email is not a new concept, but its
use for feedback communication is worth considering [Keil &
Johnson, 2002]. Nicereply is an example of an email feedback
system [www.nicereply.com]. This application turns an email into
a customer service feedback system [McCarthy, 2010]. It functions
by inserting a link at the bottom of every mail sent by an
organization to its customers. With this link, the customers can rate
the response of the organization. It is common to find today
persons who possess at least one email address which makes them
reachable through this channel [Milev, 2010]. The drawback of this
method is spam filter. Oftentimes, emails which get sent from one
and the same server in short periods of time and to a big mass of
recipients are marked as spam. Such messages get hidden from the
user or else directly deleted [Milev, 2010]. This may bring about a
break in communication.
2.2 Telephone-based Feedback System
Survey Crafter [www.surveycrafter.com] is a well-known example
of a telephone-based feedback system. It is software that strives to
make writing, administering, and analyzing web, paper and
telephone-based surveys easy. This however is not a mobile
feedback system, but rather a “direct approach” method to feedback
collection. The clients of the system rent international phone lines
to directly call the potential target groups. This brings fast results.
Owing to the direct communication between the companies which
started the feedback process, its consumers can directly tell their
opinion on the stated questions and can even place questions on
their own. This method has two big drawbacks.
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As a result of the of the rented international phone lines, such
method costs a lot of money, which cannot be covered by smaller
companies. The second drawback is the need for trained
professionals in this sphere, who can carry out the feedback on the
line. The direct approach to the target group demands a measured
approach, big confidence and calmness during the talk and
instantaneous evaluation of the results [Milev, 2010].

Patient

Phone UI

Feedback Form

Medical History

Database

Login
Checks Username and password with database
Validate

2.3 Mobile Health Surveys
This involves the use of mobile devices for health-related data
collection and reporting. A survey conducted by World Health
Organization (WHO) shows that the use of mobile devices for
health surveys was low across the six WHO regions [WHO, 2011].
However, among the six regions, the Americas had the highest with
42%. This is closely followed by the African Region with 31%.
The two regions reported the highest proportion of Member States
with this mHealth initiative [WHO, 2011]. With the increased
ubiquity of mobile devices into the African continent, the use of
mobile health surveys as a means for collecting feedback can only
be on the increase.

Display patient's profile

Fil feedback form
Send to database
Validate
Display Confirmation Message

Fil Medical History Form

3. Methodology

Send to database

3.1 Design Architecture
The mobile feedback system presented in this paper was modeled
using the Unified Modeling Language. It is structured as a 3-tier
application. This consists of a client, middleware and database
server. The client refers to mobile devices with which users send
feedback to their health institution. The middleware serves as an
intermediary between the client and the database server. As an
intermediary, it receives the data from the client and forwards it to
the database server of the health institution where it can be
promptly acted on.

Validate

Display Confirmation Message

Middle Ware
Client/Front-end

Fig. 2: Sequence Diagram for a Patient’s feedback
transmission
A sequence diagram was used to show the flow of feedback from
users to their health institutions. A class diagram on the other hand
was used to show all the entities involved in the feedback system
and the relationship between them.

User Mobile Phone

Database Server
Application and web server

Fig 1: Architecture of the mobile feedback system
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The major advantage of the mobile feedback system is that patient,
health workers, and various governmental and non-governmental
organizations can contribute to the effective management of any
health institution. Also the system serves as a platform in which
provision of ideas especially from patients and medical
professionals can be made.

Feedback form

*

-Fills

-pidn : string
-full_name : string
-medical_insurance :
string
-first_visit : string
-fallen_sick
-diagnosis
-affordable
-prescribed_med
-symptoms
-admitted
-admission_services
-satisfactory_service
-comment

*

Admin

*
1

-Patient_medical_history : string
-patient_record : string
-admin : string
-feedback_form : string
+store patient_record()
+store admin data()
+store form data()
+store feedback form record()
+store medical history record()

Patient
-User Name : string
-Password : string
-PIDN : Integer
+Fill feedback forms()
+Register()
+fill_medical history form()

1
*

1

Feedback System Database

*

-Userame : string
-Password : string
+Add User()
+Edit User()
+Update Information()
+Delete()

1
-Analyses

1

Records officer

-Fills

-Username : string
-Password : string
+Analyse feedback form()
+Analyse medical_history()
+print report()

*
Medical history

1

-pidn : string
-full_name : string
-marital_status : string
-have_children : string
-no_children
-next_kin
-relationship
-asthmatic
-heart_diseases
-diabetic
-have_cancer
-liver_complications

-Analyses

1

*

Fig. 3: Class Diagram for the Mobile Feedback System
3.2 Development Tools
The system was developed as using open source tools namely:
PHP, MySQL, Hypertext Markup Language (HTML), and Android
SDK. HTML was used to develop the user interface of the
application and PHP was used as the server-side scripting language
that allowed for communication between the user interface and
database. MySQL served as the database. The prototype was tested
out on an Android emulator.
4. DISCUSSION
There has been great need over the years for the automation of the
activities of many health institutions in Nigeria to facilitate work
effectiveness, efficiency, reduce cost and increase accountability.
There has also been an increase in the need for patients to express
their views on the operations of their health institutions. With the
adoption of the mobile feedback system, patients are assured of a
smooth running and more effective management of various health
institutions.
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Fig. 4: Screenshot of the Mobile Feedback Form
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Fig 5: The Feedback Analysis Page
5. CONCLUSION
In order to ensure that the Mobile Feedback System is used to
maximum capacity, it is made open for further reviews and
enhancements. Some features and functionalities were not fully
implemented. Therefore, there is still room for further research.
Some suggestions for further research are:



Implementation of more enhanced security measures and
control
The integration of Short Message Service (SMS) module
into the system to enable patients communicate with the
system via SMS.
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ABSTRACT
The advancement of Information and Communication Technology (ICT) and the Internet revolution gave rise to the several learning
technologies on the web and mobile platform. During the last decade, the social media network became available for users to socialise
and collaborate among peer group. Hence, The integration of e-learning and social media using mobile device as access point is to allow
for learning and collaboration anytime, anywhere. This study seeks to provide learning on the social network platform for use rs to view
the application on a mobile device and also foster collaboration among scholars. The system was developed using an open source Content
Management System (CMS) Wordpress and Buddypress running on a WAMP or XAMPP server. MySQL was used as database. The
usability of the System on the different mobile devices used was evaluated by identifying the usability attributes; designing a
questionnaire based on those attributes and then analyzing the results with Statistical Package for Social Science (SPSS). The results
showed that the learning system had a good usability score on mobile devices.
.
Keywords- Collaboration, Mobile Learning, Social Media, Usability, VoiceXML

1. INTRODUCTION
The recent advances in mobile technology are changing the
primary purpose of mobile devices from making or receiving
calls to retrieving the latest information on any subject. In
computer science, mobile computing is mainly about increasing
the capability to physically move computing tools and services
around [1]. Mobility offers the ability to engage learners of all
ages anywhere, anytime [2]. New mobile technology, such as
hand-held cellular based devices is playing a major role in
redefining how we receive information. One issue is crystal
clear and that is mobile learning is not just about learning using
portable devices, but learning among peer and social groups of
people [3].
Advances in computer and communication technologies has
resulted in the development of portable digital devices such as
cell phones, personal digital assistants, netbooks, iPods, video
cameras, Moving Picture Expert Group3 (MPEG3) players,
Global Positioning System (GPS), and portable e-books for
enhanced participation in online communities of learners.
Statistics has shown that 4.7 billion mobile cellular subscriptions
exist globally in 2009 [4]. The pedagogical application of these
devices has lead to the development of ‘Mobile Learning’, a
rapidly expanding area of technology supported learning.
Learners have indicated the need to use portable devices to learn
on motion. As the most important social technology used
worldwide, mobile device plays an important role in education.
A social media network platform is one that provides a medium
for interaction by groups of people making it easy to share
information (such as lecture materials, pictures and ideas) across
a circle of people or groups. Statistics has shown that the use of

48

social network such as Facebook, Twitter and LinkdIn is on the
increase most especially among young individuals, the crop of
which are students of tertiary institutions. The growth and
popularity of online social networks has created a new world of
collaboration and communication. More than a billion
individuals around the world are connected and networked
together to create, collaborate, and contribute their knowledge
and wisdom. Despite the importance of online social networks,
there is relatively little theory-driven empirical research
available to address this new type of communication and
interaction phenomena [5]. Social networking websites are
virtual communities which allow people to connect and interact
with each other on a particular subject or to just ‘‘hang out”
together online.
Students are heavily immersed in Web 2.0 technologies (i.e.
Facebook, twitter, podcasts, wikis, blogs, chats, virtual worlds,
video sharing and photo sharing). They are crafting on-line
niches for themselves that seamlessly blend with their off-line
world). Indeed, the Internet is playing an increasingly important
role in not only students’ social life, but also academic [6, 7].
Educators are now turning to Web 2.0 tools, drawing upon their
ability to assist in creating, collaborating on and sharing content.
As a result of this, the usage of social sharing sites is increasing
daily [8].
Wireless devices are highly individualized with collaborative
communications facility. This advancement give faculty flexible
tools for complementing the existing technologies and extending
the learning beyond the classrooms and homes from remote
places like airports or trains where students do not have access
to computers and the Internet [9]. A learning technology which
is mostly used by the visually impaired learners is Voice-based
e-learning application.

Vol 5. No. 6. Dec 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

Voice-based social network is used to search for ad-hoc
information, documentation and sharing of images and video,
and access to social networking sites. VoiceXML-based mobile
application allows users to connect to a Internet or Intranet
server by simply dialing a telephone number for a mobile phone.
VoiceXML is also known as VXML. It is one of the tools for
developing voice-enabled e-learning applications. It is a webbased markup language for representing human-computer
dialogs, just like the HyperText Markup Language (HTML). But
while HTML assumes a graphical web browser, with display,
keyboard and mouse, VoiceXML assumes a voice browser with
audio output (computer-synthesized and/or recorded), and audio
input (voice and/or keypad tones) [10]. VoiceXML technology
allows a user to interact with the Internet through voicerecognition technology by using a voice browser and/or the
telephone. The major goal of VoiceXML is to bring the
advantage of web-based development and content delivery to
Interactive Voice Response (IVR) system [11].
There are several social media technologies that promote elearning. They include: Edublogs Campus, Elgg, Google
collaborative tools. They offer the potential to encourage
collaboration; enable user-generated content or input; provide
effective way to share resources; and facilitate informal or
formal learning [12]. There exist several social e-learning
systems such as Moodle, Sakai, Claroline, Ilias, Cramster,
Cloudworks, Mixable amongst others.
The main contribution in this study is to show how the
convergence of social network application and mobile learning
has enhanced the accessibility of e-learning system. The
objective of the study is to provide access to e-learning content
across two different platforms to allow for effective
collaboration of peer groups in e-learning.
2. RELATED LITERATURE
Social networking is built on the idea of interaction and sharing.
However, such information sharing and collaboration has some
teething problems such as privacy issues and integrity of friends
on social networking sites. It may also cause health challenges
as a result of staying too long sitting in one place browsing the
Internet. This tends to affect the operation of genes in the body
system. Additionally, social media interaction when used for
learning does not give sufficient room for explanation and
clarification [13]. It is no gain saying the fact that most youths
use mobile device to access social network sites on the Internet.
Despite the high popularity of personal use of online social
media, a low percentage of students and instructors use them for
educational purposes [14]. However, some online social mediabased learning resources have been reported in [15] and [14].
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People use the social media for several other activities including:
communicating, collaborating, seeking expert advice, sharing
multimedia, presenting opinions, sharing reviews, entertainment,
Public health [17], Tax Administration[18], Insurance [19] and
business growth [20]. An increasing number of people are using
social media in their buying decisions. It is so because social
media helps them filter the large amount of information
available by being able to rely on comments from their friends
and like-minded individuals [19]. In terms of outreach, social
media
allows
individuals,
companies,
organizations,
governments, and parliamentarians, to reach large numbers of
people[22].
Recent technological advancement has proved that learning has
moved from being web-based to mobile learning platform.
Reason being that the Internet service for web-based technology
may not always be available everywhere, every time, on real
time basis. With this in mind, it becomes questionable to only
rely on web-based learning to provide all the required social
learning needs. In the field of behavioural psychology, social
learning is defined as the kind of learning by individuals that
happens through observation or interaction with their social
context [23]. One of the key attributes of social learning is
collaboration. Social learning uses behavioural and
observational learning technique to attain collaboration. It is
believed that the behaviour of a learner is influenced by
observing other learners among peer groups.
3. SYSTEMS DESIGN AND ARCHTECTURE
The design of the system as presented in this section contains a
process model and architecture of the system. The process
model of the system shown in Figure 1 contains the sequence of
activity of the system. The symbols used in the model are
Business Process Modeling (BPM) notations which are also
close to flowchart symbols. In Figure 1, a rectangle represented
an activity, rhombus as decision, rectangle with round edges as
action, circle as event and directed arrow as sequence of process
flow. A mobile user login into the system using a mobile phone
via graphical user interface (GUI). The login profile of the user
is authenticated and the service type is determined. If service
type is Group, then Courseware is pulled for the user. If forum is
selected, then comments are ready to be posted. If members are
selected, then chat/messages services are available. The
architecture of the system shown in Figure 2 was drawn using
schematic architectural design.
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Figure 2: The Architecture of the System
The system was developed using an open source Content
Management System (CMS) Wordpress and Buddypress
running on a WAMP or XAMPP server. JavaScript and AJAX
(the scripting language which helps to detect which device is
used to access the application whether laptop or mobile).
MySQL will be used to manage the database of the application.
The usability of the System on the different mobile devices used
was evaluated by identifying the usability attributes; designing a
questionnaire based on those attributes and then analyzing the
results with SPSS software. The results showed that overall the
learning system had a good usability score on the mobile devices
used.
4. SYSTEMS IMPLEMENTATION
Figure 1: Process Model of the System
The description of the architecture in Figure 2 is presented as
follows: The learner connects with the logic layer using a
smartphones. The access path for the application is through
HyperText Transmission Protocol (HTTP).
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The Welcome Page (see Figure 3) shows where a user gets to
after logging into the System. It gives a brief history of the
users’ personal activity on the system. It also allows a user start
getting used to the system by posting comments, uploading
pictures and other activities that shows the user is active on the
System.
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Figure 4. The Profile Menu Page on Blackberry
The usability of the System on the different mobile devices used
was evaluated by identifying the usability attributes; designing a
questionnaire based on those attributes and then analyzing the
results with SPSS. The results showed that overall the learning
system had a good usability score on the mobile devices used.

Figure 3: Welcome page on iPod
The Profile Menu page (see Figure 4) consists of Activity,
Profile, Messages, Friends, Groups, Forums, and Settings. Each
of these links shows users personal activities and gives general
information of users profile. The Profile menu is located as a
drop-down link under the main menu on top right corner of the
welcome page (for the Blackberry phone) and a direct click on
the Profile link for the iPad.
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5.

SYSTEMS EVALUATION

To test the performance of the system users were told to use
their mobile device to access the system in order to observe its
performance i.e which features were accessible on the devices.
After testing the System’s functionality on the mobile platforms,
the findings are summarised in Table 3:
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Table 1: Experiment Findings
System Functionality
iPad
Create Account
Login
Add Friend
View Member Profile and
location
Create Forum
Make comments to existing
discussions
Chat/Messages
Join Groups
Courseware
Edit Profile
Save Profile
View System Activity
Logout

iPod Touch















Android
Tablet/Phone











x
















































According to the ISO 9241-11 standard, usability refers to “the
extent to which a product can be used by specified users to achieve
specified goals with effectiveness, efficiency and satisfaction in a
specified context of use”. In evaluating this System, the following
usability factors were considered: Attractiveness/ Interestingness,
Simplicity,
Browserbility,
Navigability,
Completeness,
Interactivity and satisfaction. A total of 26 people participated in
the usability study. According to [21], this is a suitable number
required for such usability study. The table gives the descriptive
analysis of the data gathered from the questionnaire.
Table 2: Descriptive Statistical Analysis of Questionnaire Data
Usability
Mean
Standard
Variance
Attributes
Rating
Deviation
Attractiveness
4.38
0.590
0.348
Simplicity
4.43
0.598
0.357
Browserbility
4.43
0.507
0.257
Navigability
4.19
0.602
0.362
Completeness
4.05
0.805
0.648
Interactivity
4.19
0.512
0.262
Satisfaction
4.19
0.680
0.462
Numerous usability studies suggest that a System with ‘Good
Usability’ should have a mean rating of 4 on a 1-5 scale and 5.6 on
a 1-7 scale [22]. The 1 – 5 scale approach was used for testing the
usability of this work. We can therefore conclude that this System
has ‘Good Usability’ based on the mean ratings of the usability
attributes, shown in Table 4 above.

Blackberry Phone

Nokia
Phone



x

6. CONCLUSION AND FUTURE RESEARCH
With the on-line social media-based mobile learning system
provided in this study, scholars and instructors can now have a
platform where effective teaching and learning can take place. The
system will allow for collaboration and interaction because of the
integration of the social media concept which is a tool that is
widely used especially by young scholars. Furthermore, due to the
increasing trend towards development and usage of smartphones,
this System can be accessed by mobile devices bringing
knowledge closer to learners and enhancing information sharing at
any given time.
Areas that require further research include Ethical, legal and
privacy issues and a number of pedagogical limitations affecting elearning and social media [4]. The impact of social media usage
habits on the effectiveness of e-learning platforms has not been
examined yet especially in the light of cultural differences [23].
Social learning theory and analysis will also be considered in the
system implementation and evaluation.
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ABSTRACT
Program analysis is a reliable process of revealing the intent of an executable program to determine whether it is malicious or not.
Microsoft Dumpbin software is a program analysis tool that can disassemble executable program. Although this tool can effectively
disassemble executable code of a program, revealing its interaction with the machine of implementation, but it has some restrictions. The
first restriction is that it was developed mainly for console use. The second is that it only displays memory pointer address of a system
function instead of its function name. In this paper, we proposed how to modify Microsoft Dumpbin software to replace its memory
pointer addresses, with their equivalent Application Programming Interface (API) names. This modification will help antivirus
developers to add Dumpbin software as a plug-in to their antivirus engines instead of using it as just a console analysis tool.
Keywords- Assembly Language, Malicious Software and Reverse Engineering

1. INTRODUCTION
The term reverse engineering describes the process of analyzing
a hardware or software product in order to gain insight into their
inner functionality. The field of malicious software analysis is
divided into three groups: static analysis, dynamic analysis and
malicious code de-obfuscation. Static analysis of a malicious
code is a form of reverse engineering whereby an analyst
attempts to determine the full functionality of a malware sample
without actually running the code under study [2]. However, it is
also a way to understand the mechanisms of malicious software,
and the prerequisite for automated semantic virus detection tools.
This process is significantly more time consuming and requires
advanced knowledge of programming languages (most
commonly C and C++). Dynamic analysis of malicious codes
refers to the technique of monitoring a program’s interaction with
the system while it is running on an emulated environment [2]
and [10].
Executable dumping is an important step in reverse engineering
because it tries to expose what an executable program does. An
example of executable dumping tool is Dumpbin; a Microsoft’s
console-mode tool for dumping aspects of portable executable
files. Dumpbin can dump a module’s import and export
directories, relocation tables and symbol information [3].
Disassembler is one of the most important reverse engineering
tools which decode binary machine code into a readable
assembly language text. This process is somewhat similar to
what takes place within a CPU while a program is running.
Therefore, a disassembler is platform-specific, although there are
disassemblers that contain specific support for more than one
platform. The problem with a disassembler is its inability to
produce an output that is as close as possible to an actual
assembler source file that would compile to the same executable
again. Moreover, it aids analysis by also processing information
other than in the code sections, notably the import section which
contains all system and library calls used by the program [6].
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Examples of disassembler tools are OllyDbg; a powerful
disassembler that has the strength of providing powerful
code-analysis features. WinDbg; a disassembler that is
integrated with Windows operating system and it is provided
free of charge to users. Interactive Disassembler (IDA) Pro;
is an extremely powerful disassembler that supports a variety
of processor architectures and is capable of producing a
powerful flowchart for a program’s function [3]
Windows Applications use the Application Programming
Interface (API) rather than making direct system calls. The
API consists of several important Dynamic Link Libraries
(DLLs). For each DLL, the corresponding APIs can be
referenced either by name or by ordinal number. An
executable program which uses the Windows API is called a
Portable Executable (PE) file. This PE file has a format
which includes an import section that determines which
DLLs are imported by the executable file [12], [11] and [9].

2. RESEARCH OBJECTIVES
The objectives of this research are as follows:
1. To modify Microsoft Dumpbin so that memory
pointer addresses are replaced with equivalent API
functions names.
2. To proposed a procedure of how the modified
Dumpbin will be implemented.
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The ebp register is generic and mostly used as the stack base
pointer. The base pointer usually points to stack position right
after the return address for the current function. The register
esp is a processor’s stack pointer. The stack pointer stores the
current position in the stack, so that any thing pushed to the
stack gets pushed below the address, and this register is
updated accordingly [3] and [5]. The mov instruction takes
two operands: a destination operand and a source operand,
and simply moves data from the source to the destination.
Arithmetic operations in assembly language are addition
(add), subtraction (sub), multiplication (mul) and division
(div). Operands are compared using the cmp instruction,
which takes two operands. The operand cmp records the
result of the comparison in the processor’s flag. Function
calls are implemented using two basic instructions in
assembly language. The call instruction invokes a function
and the ret instruction returns to the caller. The call
instruction pushes the current instruction pointer onto the
stack and jumps to the specified address [3].

3. MICROSOFT DUMPBIN TOOL AS A
DISASSEMBLER
Dumpbin software tool is a command-line utility supplied
with Microsoft Visual Studio suite of tools. Dumpbin helps to
examine the contents of a Windows Portable Executable (PE)
file. It is capable of displaying a wide range of information
related to Windows Portable Executable (PE) files. The
options used to operate Dumpbin offer the ability to extract
information from sections of a PE binary, including symbols,
imported function names, exported function names and
disassembled code [5] and [1].
The format for typing Dumpbin is as follows: dumpbin
<options> <filename>. The <filename> command-line
parameter is the name of the program that is about to be
examined. The <options> parameter is a set of optional
command-line arguments that specify the type of information
about the program to be displayed. The option begins with a
slash (/) symbol. For example, /disasm command-line option
is used to disassemble a PE file and the assembly code is
displayed as output result of Dumpbin. Another important
example is the /all option, which is also used to disassemble a
PE file. What make /all option different from /disasm option
is that, apart from disassembly of PE file, it also list all the
library routines a PE calls [4].

Currently, Microsoft Dumpbin tool cannot display API
function names instead, it displays memory pointer addresses
in square brackets. Another problem with Dumpbin is that is
a console tool and was not primarily designed to be used as
program plug-in. The purpose of this research is to modifying
Microsoft Dumpbin tool so that it can accurately display an
equivalent of a disassembled API function of its memory
address pointer.

Segments are memory location areas where different sections
of a PE file are stored during program execution. Some
popular segments of PE displayed by Dumpbin are .text,
.data, .rdata, .bss and .reloc. The .text segment contains the
executable instructions and it has READ and EXECUTE
permission. The .data segment contains the initialized global,
static variables and their values. It usually has READ and
WRITE permissions. The .rdata segment is sometimes called
read-only-data and it contains constants and string literals.
The .bss segment holds variables that do not have any value
until the program is executed. The .reloc segment stores the
information required for relocating the image of a PE while
loading in memory [7].

4. METHODOLOGY
In this paper we proposed a modified Microsoft Dumpbin
software tool that has a feature of having its memory pointer
addresses replaced with API function names. We started the
research by disassembling a PE file using Microsoft
Dumpbin tool. We disassembled the PE file, so that we can
display structures of disassembled codes and header file
section. The portion of the disassemble code of interest are
machine code, assembly code portion, direct call of FF 15
instruction, direct call of E8 instruction, target of direct call
of E8 instruction and indirect call of FF 15. We noticed that
there are two types of file header constructs in a PE file. The
similarities of interest among the type of file headers (file
header 1 and 2) noticed are machine information, section
header and summary information. The differences of interest
among the type of file headers noticed are values assigned to
machine information, number of sections, section where
Dynamic Link Library (DLL) and API function names are
located.

Assembly language is the language of reverse engineering.
The binary code generated by assembler program can then be
decoded by a computer processor. 32-bit registers have eight
generic registers: eax, ebx, ecx, edx, esi, edi, ebp and esp. The
registers eax, ebx and ecx are generic registers that can be
used for any integer, Boolean, logical, or memory operation.
The ecx register is generic and is sometimes used as a counter
by repetitive instruction that requires counting. The esi and
edi are generic registers and they are frequently used as
source and destination pointers in instructions that copy
memory (si stands for source index and di stands for
destination index).

Using the structure of disassembled code and file headers
contents, we labeled the areas of interest in the contents. The
labeling of the contents is to act as tags which will be used to
aid modification of the Dumpbin tool. We then gave a
summarized procedure for modifying Microsoft Dumpbin
disassembler.
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This summarized procedure is a description of how to
navigate through the PE disassembled contents using the
labeling tags. Navigating through PE disassembled contents,
gives the idea of how to replace a memory pointer address in
a disassembled content with its equivalent API function
name, in either of the two file headers contents.

program and predict its behaviour (whether it has malicious
intention or not). In this research, Microsoft Dumpbin
software was used by typing the executable program’s name
at system console prompt. The Dumpbin software
disassembles the executable program into its equivalent
assembly codes and then displays these codes on the screen
or output file. The reason why Dumpbin software was used is
because it displays the details of computer resources used by
a program running in memory of Windows operating system.
Section 4.1.1 shows an illustration of the contents of a
disassembled portable executable program revealed by
Dumpbin Disassembler tool. Sections 4.1.2 and 4.1.3 shows
the illustrations of the contents of file header of a portable
executable program.

4.1 Structure of a Disassembled Program When a portable
executable program is disassembled, its functionality is
revealed and this is where the power of reversed engineering
lies. This power is in terms of showing the behaviour of the
program to determining whether it has a malicious intention
or not. The process of disassembly is the first step taken by
antivirus experts to reveal the contents of a executable

4.1.1 Using Dumpbin to Disassembly Portable
Executable File Code
This section shows a sample of a disassembled executable program using Microsoft Dumpbin tool. For simplicity sake and
ease of subsequence references of the codes, each line of the code is numbered and case labels are attached to some portion
of the code. The illustration of a disassembled executable program is presented below.
1) Dump of file filename.extension
2) File Type: EXECUTABLE IMAGE
3) SECTION HEADER #1
4) .text name
5) ….
6) Execute Read
7)
8) RAW DATA #1
9) a1a2a3a4a5000 : h1h2 h3h4 h5h6 h7h8 h9h10 assembly code1
10) a1a2a3a4a5a6a7a8: h1h2 h3h4 h5h6 h7h8 h9h10 assembly code2
11) …
12)
13) a1a2a3a4a5a6a7a8: 6A 00
push 0
14) a1a2a3a4a5a6a7a8: A1 00 80 40 00
mov eax, [00408000]
15) a1a2a3a4a5a6a7a8: 68 80 00 00 00
push 80h
16) a1a2a3a4a5a6a7a8: 50
push eax
17) a1a2a3a4a5a6a7a8: 6A 00
push 0
18) a1a2a3a4a5a6a7a8: 6A 01
push 1
19) a1a2a3a4a5a6a7a8: 68 00 00 00 C0
push 0C000000Ch
20) a1a2a3a4a5a6a7a8: 56
push esi
21) a1a2a3a4a5a6a7a8: FF 15 0C E2 40 00
call dword ptr ds: [a1a2a3a4a5a6a7a8h]
22) …
23) a1a2a3a4a5a6a7a8: 6A 00
push 0
24) a1a2a3a4a5a6a7a8: A1 00 80 40 00
mov eax, [00408000]
25) a1a2a3a4a5a6a7a8: 68 80 00 00 00
push 80h
26) a1a2a3a4a5a6a7a8: 50
push eax
27) a1a2a3a4a5a6a7a8: E8 77 B5 5C E7
call 0040E20Ch
28) a1a2a3a4a5a6a7a8: 83 C4 04
add esp, 4
29) a1a2a3a4a5a6a7a8: 50
push eax
30) a1a2a3a4a5a6a7a8: 6A 00
push 0
31) a1a2a3a4a5a6a7a8: 6A 01
push 1
32) a1a2a3a4a5a6a7a8: 68 00 00 00 C0
push 0C000000Ch
33) a1a2a3a4a5a6a7a8: 56
push esi
34) a1a2a3a4a5a6a7a8: FF 15 0C E2 40 00
call dword ptr ds: [0040E20Ch]
35) …
36) a1a2a3a4a5a6a7a8: 55
push ebp
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case 1

case 3

case 1
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37) a1a2a3a4a5a6a7a8:
38) …
39) a1a2a3a4a5a6a7a8:
40) a1a2a3a4a5a6a7a8:
41) a1a2a3a4a5a6a7a8:
42) …
43) a1a2a3a4a5a6a7a8:
44) …

8B EC

mov ebp, esp

8B E5
5D
C3

mov esp, ebp
pop ebp
ret

8B 35 BD 10 00 01

mov esi, dword ptr ds: [01001030h]

45) a1a2a3a4a5a6a7a8:
46) a1a2a3a4a5a6a7a8:
47) a1a2a3a4a5a6a7a8:
48) a1a2a3a4a5a6a7a8:
49) a1a2a3a4a5a6a7a8:
50) a1a2a3a4a5a6a7a8:
51) a1a2a3a4a5a6a7a8:
52) …
53)
0040E20C:
54) …
55) Summary
56) 2000 .bss
57) 3000 .data
58) 1000 .idata
59) 1000 .rdata
60) 1000 .reloc
61) 1000 .rsrc
62) 7000 .text

8B 3D AC 10 00 01
50
FF D7
6A 01
6A 00
53
FF D6

mov edi, dword ptr ds:[010010ACh]
push eax
call edi
push 1
push 0
push ebx
call esi

FF 25 0C 40 00

jmp dword ptr ds:[0040E204h]

case 2
case 2

case 4

(a) Machine Information: The machine information
contains file name and its extension. In addition, it
contains one section, raw data, and summary
information. The raw data portion contains the usual
memory addresses. This is followed by the semicolon
character, hexadecimal numbers representation of the
assembly codes and the assembly codes itself. The
structure of the hexadecimal numbers is the machine
code equivalent of the assembly code. This machine
information can be seen in line 1-6.
(b) (b) Assembly code portion: The assembly code section
of interest in this research is as follows:
(i) Direct call of FF 15: The syntax of the hexadecimal
number “FF 15” is equivalent to the assembly code call
dword ptr ds: [a1a2a3a4a5a6a7a8] as shown in line 21.
The equivalent API function name of the address
[a1a2a3a4a5a6a7a8], can be found in the displayed file
header of the portable executable program (see section
4.1.2 and 4.1.3). The push statement displayed from
lines 13, 15, 16, 17, 18, 19 and 20 are the arguments to
the API functions (seven arguments in this example).
There is a similar syntax of hexadecimal number “FF
15” on line 34, and the only difference is that the API
function address uses more than 7 push statement. When
the statement “add esp, 4” is used, it means that there is
a call 0040E204 in 27, inside another call dword ptr ds:
[0040E20Ch] in line 34. The implication of having the
statement add esp, 4 on line 28 immediately after the
call on line 27, is because we are addressing a 32-bit
58

machine (4-bytes), certain measure must be taken to
avoid the stack from crashing. For instance, when a
programmer wants 2 push arguments to be skipped, the
statement add esp, 8 is used. Again, when it is 3 push
arguments, it is add esp, 0C. The generalized form is
when j push arguments wants to be skipped, then the
statement is add esp, 4*j (the result should be in
hexadecimal form). The add esp, 4, gives direction to
the call function statement on line 34 to skip 1 argument
(i.e., the push argument on line 26, when the function is
loading its arguments).
(ii) Direct call of E8: The hexadecimal code “E8” is
another example of an assembly call statement, and the
illustration of its usage is call 0040E204h, shown on line
27. This type of call statement can be either an API
function call or a procedure call. The control must be
returned back to the statement following where the call
was made. If this type of call statement leads to an API
function call, it must pass through a jmp statement, as
shown on line 53. The memory address [0040E20Ch] of
jmp statement on line 53, leads to the location were the
API function name can be found. The difference
between procedure call and jmp statement, is that the
procedure call returns program control to the statement
following the call. The jmp statement never return
control instead, it continues executing instruction
following the target of the jmp location.
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(iii) Target of Direct call of E8: The target of a procedure call, which has a hexadecimal number “E8” must use a ret (return)
statement to pass the program control back to the statement after the call. The only way to know when to return a program control
back to the statement following a procedure call statement, is to look for a return statement called ret. The function of the ret
statement is to pass program control back to the statement following the procedure call.
(iv) Indirect call of FF 15: The indirect call on lines 47 and 51, need a mov instruction on 43 and 45 to assign memory addresses
to the call instruction. For instance, when the call esi instruction is encountered, the address is assigned to register esi and it needs
to be extracted. When we move a bit up to line 43, we see the instruction mov esi, dword ptr ds: [01001030h]. This instruction
means that the memory pointer address [01001030h] is assigned to the register esi, and this register is later called using the call
statement on line 51.
4.1.2 Using Dumpbin to Display Portable Executable File Header 1
This section displays an illustration of how a file header of a portable executable program looks like. The illustrated executable file header
and its set of API function names located in RAW DATA #1 section are displayed below.
31) a1a2a3a4a5a6a7a8 o1o2o3 API3
1) Dump of file filename.extension
…
2) PE Signature found
32) name.dll can be any of msvcrt.dll, advapi32.dll,
3) File Type: EXECUTABLE IMAGE
kernel32.dll, user32.dll, shell32.dll, 33) ntdll.dll.
4) FILE HEAD VALUES
34)
5)
14C machine (i386)
35) SECTION HEADER #2
case 5
6)
3 number of sections
36) .data name
7)
3B7D849F time date stamp…
37) …
8) …
38) Read Write
9) OPTIONAL HEADER VALUES
39) RAW DATA #2
10)
10B magic #
40) a1a2a3a4a5000: h1h2 h3h4 h5h6 h7h8 h9h10
11) …
h11h12 h13h14… h31h32 s1s2…s16
12) SECTION HEADER #1
41) a1a2a3a4a5010: h1h2 h3h4 h5h6 h7h8 h9h10
13) .text name
h11h12 h13h14… h31h32 s1s2…s16
14) ….
42) a1a2a3a4a5020: h1h2 h3h4 h5h6 h7h8 h9h10
15) Execute Read
h11h12 h13h14… h31h32 s1s2…s16
16)
43) …
17) RAW DATA #1
44) SECTION HEADER #3
45) .rsrc name
46) …
47) Read Only
case 7
48) RAW DATA #3
case 6
18) a1a2a3a4a5000: h1h2 h3h4 h5h6 h7h8 h9h10
49) a1a2a3a4a5000: h1h2 h3h4 h5h6 h7h8 h9h10
h11h12 h13h14… h31h32 s1s2…s16
h11h12 h13h14… h31h32 s1s2…s16
19) a1a2a3a4a5010: h1h2 h3h4 h5h6 h7h8 h9h10
50) a1a2a3a4a5010: h1h2 h3h4 h5h6 h7h8 h9h10
h11h12 h13h14… h31h32 s1s2…s16
h11h12 h13h14… h31h32 s1s2…s16
20) a1a2a3a4a5020: h1h2 h3h4 h5h6 h7h8 h9h10
51) a1a2a3a4a5020: h1h2 h3h4 h5h6 h7h8 h9h10
h11h12 h13h14… h31h32 s1s2…s16
h11h12 h13h14… h31h32 s1s2…s16
21) …
52) …
53) Summary
case 8
54) 2000 .data
22) section contains the following imports:
55) 2000 .rsrc
23) name.dll
56) 3000 .text
24) c1c2c3c4c5c6c7
Import Address Table
25) c1c2c3c4c5c6c7
Import Name Table

case 9

26) b1b2b3b4b5b6b7b8 time date stamp
27) b1b2b3b4b5b6b7b8 Index of first forwarder
reference
28)

case 10

case 11

29) a1a2a3a4a5a6a7a8 o1o2o3 API1
30) a1a2a3a4a5a6a7a8 o1o2o3 API2
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(a) Machine Information: From line 1 to 11 contains
the information about the name of the program being
examined and the machine that is used to run the
program. The first part is the header information. The
second part is the minimum processor type that was
used to run the program. The third part is the time the
program was first executable on the computer system.
The final part is the number of sections the header file
has and the time date stamp it takes. Line 1 shows the
filename and extension of the file in the form of
filename.extension. Example of a file name including
its extension is edit.exe. PE (Portable Executable) in
Line 2 shows that the program is a portable executable
file.
b) Section Header: The section header has a section
number, raw data numbers, raw data
information and raw data contents. For each section,
the section and raw data numbers are the same.
Example of section numbers are shown in lines 12, 35,
and 44. Example of raw data numbers are shown in
lines 15, 39, and 48. In the raw data contents,
a1a2a3a4a5000: is an 8-digit address of 32-bit
hexadecimal data and a semicolon. The ai is a
dexadecimal number where i can be 1, 2, 3, 4 or 5.
The last digit of the address is a
0. After the semicolon, is a set of hexadecimal
numbers h1h2 h3h4 h5h6…h31h32 that can represent

a program data or code. The hexadecimal numbers are
placed in two pairs and a character space separating
the pairs. The address takes record of the maximum
number of hexadecimal digits hk, where k is 1, 2,
3,…,32.
On the right side of hexadecimal numbers
are the set of symbols s1s2,s3,…,s16. These symbols
display the numeric and alphabetic equivalent of the
hexadecimal numbers hk. Line 23 shows the dll name
whose API functions the executable program imports.
The code c1c2,c3,…,c7 of line 24 and 25 is the code
type of Import Address Table and Import Name Table.
The code on line 25 and 26, which is 8-digits is
associated with Index date stamp and Index of first
forwarder reference. The memory addresses ai on lines
29, 30, and 31 are equivalent contents of hexadecimal
numbers hk of section 1 which represent addresses to
API function names. The ordinal numbers O1O2O3
are hexadecimal numbers which act as beginning and
end markers for to identify an API function equivalent
names from the hexadecimal numbers hk of section 1
of Dumpbin paragraph.
iii) Summary Information: The section list all
components
of executable
program whose
hexadecimal contents is being displayed. Examples of
the list of file header summary are .data and .text

4.3 Using Dumpbin to Display Portable Executable File Header 2
This section shows the contents of a file header of an illustrated portable executable program whose set of API function names
are located in RAW DATA #3. The displayed file header contents are shown below.
1) Dump of file filename.extension
2) PE Signature found
3) File Type: EXECUTABLE IMAGE
4) FILE HEAD VALUES
5)
14C machine (i386)
6)
4 number of sections
7)
0 time date stamp…
case 12
8) …
9) OPTIONAL HEADER VALUES
10)
10B magic #
11) …
12) SECTION HEADER #1
13) .text name
14) ….
15) Execute Read
case 13
case 14
16)
17) RAW DATA #1
18) a1a2a3a4a5000: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 s1s2…s16
19) a1a2a3a4a5010: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 s1s2…s16
20) a1a2a3a4a5020: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 s1s2…s16
21) …
22) RAW DATA #2
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case 15

case 16

23) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12 … h31h32 API1 s1A
24) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 PI2s2s3
25) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 s4API3
26) …
27) RAW DATA #3

case 17

case 18

28) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 API1 s1A
29) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 PI2s2s3
30) a1a2a3a4a5a6a70: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12… h31h32 s4API3
31) …
32) Dump of file filename.extension
33) section contains the following imports:
34) name.dll
35) c1c2c3c4c5c6c7
Import Address Table
36) c1c2c3c4c5c6c7
Import Name Table
37)
0
time date stamp
case 19
38)
0
Index of first forwarder reference
39)
40)
O1O2O3 API1
41)
O1O2O3 API2
42)
O1O2O3 API3
43) …
44) name.dll can be any of msvcrt.dll, gdi32.dll, comctl32.dll, advapi32.dll, kernel32.dll, 45) user32.dll, shell32.dll, ntdll.dll.
46)
47) …
48) RAW DATA #4
49) a1a2a3a4a5000: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12 h13h14… h31h32 s1s2…s16
50) a1a2a3a4a5010: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12 h13h14… h31h32 s1s2…s16
51) a1a2a3a4a5020: h1h2 h3h4 h5h6 h7h8 h9h10 h11h12 h13h14… h31h32 s1s2…s16
52)
53) Summary
case 20
54) 2000 .bss
55) 3000 .data
56) 1000 .idata
57) 1000 .rdata
58) 1000 .reloc
59) 1000 .rsrc
70) 7000 .text
The file header 2 is similar to file header 1. The differences are: (i) in the machine information part, time data stamp stor es
the value 0 in file header 2, (ii) there are more than 3 section headers in file header 1, (iii) the Dynamic Link Library (DLL)
name is located in section and RAW DATA #3 of file header 2, (iv) the code associated with index date stamp and index of
first forwarder reference is 0 in file header 2, (v) the API names (line 40, 41, and 42) are associated with only ordinal
numbers and no addresses in file header 2, (vi) the API functions can be identified on the hexadecimal numbers hk and the
alphabetic equivalent is displayed in the symbols section of the RAW DATA #3 in file header 2.
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4.4 The Modification of Dumpbin Microsoft Disassembly
Portion
The modification of Microsoft Dumpbin Disassembly portion
is an attempt to find and replace the API function pointer
address, with its equivalent function name.
4.4.1 The Features of a Disassembled Program Contents
The features of a disassemble program contents are explained
by attaching a case label to the different section of the
disassembled program. The disassembled contents are the
results of disassembly of a portable executable program using
a Microsoft Dumpbin disassembly tool. This is explained
using each case label attached to the disassembled executable
code as follows:
Case 1: The label case 1 on line 21 and 34 of section
4.1.1 shows the call instruction type of “FF 15” with its
memory address in square brackets.
Case 2: The label case 2 on line 43 and 45 of section
4.1.1 show the movement of the memory address in
square brackets into registers esi and edi.
Case 3: The label case 3 on line 27 of section 4.1.1
shows the call instruction type of “E8” with its memory
address.
Case 4: The label case 4 on line 53 of section 4.1.1
shows the jmp instruction type of “FF 25” with its
memory address in square.
Case 5: The label case 5 on line 7 of section 4.1.2 shows
the string “time date stamp” and its address.
Case 6: The label case 6 on line 18 of section 4.1.2
shows section 4.2 the equivalent memory address by
displaying the last digit as a ‘0’.
Case 7: The label case 7 on line 18 of section 4.1.2
attempts to trace the 8 digits address of case 6, including
the last digit number from the hexadecimal number
section in a reversed form.
Case 8: The label case 8 on line 22 of section 4.1.2
attempts to identify the string “section contains” so that
to determine the area where the set of API function
names are located.
Case 9: The label case 9 on line 26 of section 4.1.2
checks if a character value ‘0’ is the address of the string
“time date stamp”.

Case 10: The label case 10 on line 29 of section 4.1.2
uses the memory address to read in the API function
name sent from case 7.
Case 11: The label case 11 on line 29 of section 4.1.2
gives the API function name identified by its address.
Case 12: The label case 12 on line 7 of section 4.1.3
checks if a character value ‘0’ is assigned to the string
“time date stamp”.
Case 13: The label case 13 on line 18 of section 4.1.3
contains an equivalent of a API function address in
square bracket. The last digit of the address acts as the
character distance position pointer, where 4 bits of
hexadecimal numbers would be read in reverse
direction.
Case 14: The label case 14 on line 18 of section 4.1.3 is
similar to the description on case 13. The only
difference is that 5 bits of hexadecimal numbers would
be read in a reversed direction instead of 4 bits.
Case 15: The label case 15 on line 23 of section 4.1.3
attempts to read the last 4 bits of address. This address
leads to an API function name of the address read in
reversed direction of case 13 on line 17.
Case 16: The label case 16 on line 23 of section 4.1.3
reads the distance character position pointer using the
last address digit of the address of case 15 on line 23.
Case 17: The label case 17 on line 28 of section 4.1.3 is
similar to the description of case 15 of line 23. The only
difference is that it reads the last 5 bits of the memory
address.
Case 18: The label case 18 on line 28 of section 4.1.3 is
similar to the description of case 16 of line 23. The only
difference is that the last digit of the memory address is
used as the character distance position pointer, for
address of case 17.
Case 19: The label case 19 on line 19 of section 4.1.3
checks the string “time date stamp” for it character value
‘0’.
Case 20: The label case 20 on line 53 of section 4.1.3
shows the summary of the contents of each section.
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4.5 Summary of Procedure for Modifying Microsoft Dumpbin
Disassembler
In determining API call from File header 1, in section 4.1.2, when
an API function address is captured in case 1, the first digit is
checked if it is 0. When it is a 0 of case 8 and the last value of the
address of case 5 is not 0, then the character position pointer
moves to case 6. In case 6 the address captured is traced ignoring
the last digit. When the address is seen, its last digit is used to
move the character pointer to the position where it will read a
memory address that will lead to the API function name. The
position moved to by the character pointer reads the 8 bits address
in a reverse direction of case 7. The address captured by reading a
hexadecimal number in case 7, leads the character pointer to the
position where the address of the API function name can be found.
For File header 2 in section 4.1.3, when an API function address is
captured in case 1, the first digit is checked if it is 1. When it is 1
and the last value of the address of case 12 is 0, then the character
position pointer moves to case 13. In case 13 the address captured
is traced ignoring the last digit. When the address is seen, its last
digit is used to move the character pointer to the position where it
will read a memory address that will lead to the API function
name. The position moved to by the character pointer, reads the 4
bits address in a reversed direction of case 15. The address
captured by reading a hexadecimal number in case 15, leads the
character pointer to the hexadecimal number section of address in
case 16. In the hexadecimal number section, attempt is made to
read the hexadecimal number equivalent of the English alphabet to
get the API function name.
Also, for File header 2, when an API function address is captured
in case 1, the first digit is checked if it is neither 0 nor 1. When it
is neither 0 nor 1, it has the similar principle as when the digit is 1.
The only difference is that the position moved to by the character
pointer reads the 5 bits address in a reversed direction of case 15.
The address captured by reading a hexadecimal number in case 15
lead the character pointer to another hexadecimal number section
of address in case 17. In the next hexadecimal number section in
case 18, attempt is made to read the hexadecimal number
equivalent of the English alphabet to get the API function name.

This kind of program construct cannot be revealed by
conventional disassembly software tools and malicious program
writers can use this technique to make program understanding
very difficult. Also, antivirus experts can now conveniently use
Microsoft Dumpbin software tool as a plug-in into their antivirus
system because, the memory pointer addresses has been replaced
with API function names.
6. CONCLUSION
In this paper, an attempt is made to modify Microsoft Dumpbin
disassembly software tool. The tool also has the ability to expose
detailed nested procedural calls, which other contemporal
disassembly software tools cannot reveal. Dumpbin has two major
disadvantages, the first one is that it cannot display API function
name instead, it shows its equivalent memory pointer address. The
second problem is that it is built to be used as a console programs
analysis tool and not as a programming language plug-in.
This research solves the first problem and proposes how the
second problem can be solved. To solve the first problem,
Dumpbin software tool was modified to identify API function
name equivalent of a memory pointer address. To solve the second
problem, a procedure was given to describe how to identify a
memory pointer address and replace it with its equivalent API
function name. This paper also gave a technique of how to resolve
complex nested procedural calls in a disassembled program
contents. We hope that malicious programs analysts will use the
procedure of modified Dumpbin software to enhance the
performance of their malicious program analysis.
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ABSTRACT
Recursive models have been used in the past to model the variation of number of processes in all the queuing systems of heter ogeneous
parallel computer system. The main reasons for the use of recursive models when modeling the variation of number of processes in all
the queuing systems of a heterogeneous parallel computer system is the inability of the analytic technique to determine the exact
convergence of some mathematical series. The quality of this novel technique of modeling the performance of parallel computer system
needs to be assessed. The assessment of the quality of recursive approach to performance modeling can be done by verifying and
validating the model, which will help to assure us of the accuracy and correctness of the model. However, an alternative to t he use of the
recursive models when modeling variation of a performance metric is the statistical technique of the Z-Transform. The Z-Transform was
developed as a result of the inability of the analytical technique to determine the exact convergence of some mathematical se ries. This
paper uses the Z-transform to validate or assess the quality of the recursive approach to modeling variation of a performance metric of
parallel computer system.
Keywords- Recursive models; performance modeling; Z-Transform; parallel computer; distributed memory; parallel computer system;
queuing network; variations; model verification; model validation.
1. INTRODUCTION
Model verification and validation can be used to assess the quality
of simulation models. Model verification and model validation are
essential parts of model development, which help to assess the
quality of the developed models. If a model is not verified and
validated it cannot be assured of quality, therefore, it can be sent
back to the drawing board. Model verification is done in order to
ensure that the simulation algorithm used to simulate the model on
the computer is correct and the simulation program is correctly
programmed. Model verification eliminates every error that may
occur when implementing the models on the computer. On the
other hand, model validation aims at making the model address the
right problem, address accurate information about the system
being modeled. Model validation compares the results of the
simulated models with the results of real simulated system.
Therefore, model validation tries to establish if the simulation
model is an accurate representation of the real system. However,
for some reasons, it may not be easy sometime to obtain results of
the real system, in such a situation, expert knowledge can be used
to determine if the qualitative data from the simulated model
represents the real system or if it does not represent the real
system [34]. Model validation and verification will be applied to
the models developed in [35] for heterogeneous parallel computer
system with distributed memory, as shown in figure 1. We assume
that the various queues are finite [1, 2, 3, 4] i.e. there is a limit to
the number of jobs that can be admitted into the queues, and
negligible communication overhead. Suppose X1, X2, X3, … , Xn ,
Xn+1, Xn+2, Xn+3, …, Xn+K are the maximum number of processes
that can be admitted into the respective queues.
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We assume that processes arrive at the various queues according
to Poisson distribution, and they are serviced according to
Exponential distribution [5, 6].
2. LITERATURE SURVEY
The author in [36] pointed out that no computational model will
ever be fully verified. He pointed out that a high degree of
statistical certainty could be realized for a model as more cases of
the model are being tested. The authors in [33] pointed out that
one of the ways to carry out the verification of a model is through
extensive testing. According to them, this is necessary because it
will ensure that all conditions that could arise in simulation
operation have been covered by test cases. Furthermore, according
to [36], the reason for developing some models is for insight, not
numbers, such models will help to gain insight into key variables
and their causes and effects.
The authors in [33] argued that though quantitative comparison
will provide the basis for validation, however, it can miss the
qualitative discrepancies or agreements that human are capable of
detecting. They suggested two methods that can be used for
detecting such discrepancies or agreements, which are:
visualization and animation. Visualization, according to them
helps to map numerical data into graphical structure that human
can more readily understand.
This graphical display of the results of the simulated model or the
system behavior will help us to determine if the model is valid or
invalid.
Furthermore, [33] pointed out that quantitative
comparison is needed to make finer distinctions between
behaviors that agree in their basic form, but qualitative
comparison can help to eliminate models that are not in the right
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ballpark. Sometimes a validated model can be used to validate
another model by comparing qualitative and quantitative data of
the two models [36].
3. VALIDATING RECURSIVE MODELS USING ZTRANSFORM

3.

Sum1= Term1(X,
Display Sum1

Term1(X,  ) is the recursive model that determines the xth term
of a series, it is given as:
1, Xi = 0

Suppose Xi denotes the maximum number of processes that can
be in the ith finite queuing system at any time [12, 13, 14], and

i

denotes the utilization factor for the ith queue. When the queuing
network is considered, the utilization factor for the ith queuing
system is modeled in [35] as:

 
  , i  0
 0 i
i  
  i , i  1,2,3,..., n  k

  0 i

 ) + Sum1(X-1,  )

Term1i(Xi,

i )

=

(3)

 i * Term1i(Xi-1,  i ),

Xi



0

The following recursive algorithm can be used to implement the
recursive model in equation (3).

(1)

 is the arrival rate from the outside world into the queuing
network, and  i is the probability that a process will be scheduled
into the ith queuing system and  0 is the probability that a process
will depart from the queuing network after each cpu burst, while
 i is the departure rate for the ith processor, n denotes the number
of parallel processors, while k denotes the number of optional I/O
processors.

Double Term1(int X, double  )
1.
Request data
1.1
Request X
1.2
Request 
2.
Determine Term1
2.1 Term1 = 1 if X = 0 else
Term1 =
3.

 i * Term1i(Xi-1,  i )

Display Term1

The recursive model, called Sum2i(Xi,

 i ) is given as:

1, Xi = 1

The following recursive models have been developed in [35],
which were used to model the variation of a performance metric of
heterogeneous parallel computer system with distributed memory:
1 ,X=0

Sum1(X,

Term2i(Xi)*term1i(Xi-1,  i ) + Sum2i(Xi-1,

 )=

(2)

Term1(X,

(4)

 ) + Sum1(X-1,  ), X



0

The following recursive algorithm can be used to implement the
recursive model in equation (2).

 i ), Xi 

The following recursive algorithm can be used to implement the
recursive model in equation (4).
Double sum2(int X, double  )
1. Request data
1.1 Request X
1.2 Request 
2. Determine Sum2
2.1 Sum2 = 1 if X = 1 else
Sum2= Term2i(Xi)*term1i(Xi-1,  i ) + Sum2i(Xi-1,
3. Display Sum2
The recursive model, Term2i(Xi) is given as:

Double sum1(int X, double  )
1.
Request data
1.1
Request X
1.2
Request 
2.
Determine Sum1
2.1
Sum1 = 1 if X = 0 else
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1, Xi = 1

The recursive model, Term3i(Xi) has been defined in [35] as:
1, Xi = 1

Term2i(Xi) =
(5)
1 + term2i(Xi-1), Xi



Double Term2(int X)
1.
Request X
2.
Determine Term2
2.1
Term2 = 1 if X = 1 else
Term2 = 1 + term2i(Xi-1)
3.
Display Term2
The recursive model, term1i(Xi,  i ) is defined in equation (3).
Therefore, combining equations (2) and (4), this recursive model
has been obtained in [35].

 Sum2 i ( X i ,  i ) 

E ( xi )  
 Sum1i ( X i ,  i ) 

(2*Xi-1) + Term3i(Xi-1), Xi

 i ) has been developed in [35], and it is given as:

1, Xi = 1

Therefore, combining equations (7) and (2), this recursive
model given in equation (9) has been developed in [35].

Term1i(Xi-1,

 i )*Term3i(Xi) + Sum3i(Xi-1,  i ) ,Xi 

1

The following recursive algorithm can be used to implement the
recursive model in equation (7) is given as:
Double sum3(int X, double  )
1. Request data
1.1 Request X
1.2 Request 
2. Determine Sum3
2.1 Sum3 = 1 if X = 1 else
Sum3 = Term1i(Xi-1,

 i )*Term3i(Xi) + Sum3i(Xi-1,  i )

(9)

Therefore, combining equations (6) and (9), the recursive model
given in equation (10) has been developed in [35].
2
  Sum3( X i , i )   i Sum2( X i , i ) 
(10)
  

VAR ( X )   i
Sum
1
(
X
,

)
Sum
1
(
X
,

)
i
i
i
i
i
i

 

Furthermore, the recursive model given in equation (11) has been
developed in [35].

VAR (Y ) 
(7)

1

Double Term3(int X)
1.
Request X
2.
Determine Term3
2.1
Term3 = 1 if X = 1 else
Term3 = (2*Xi-1) + Term3i(Xi-1)
3.
Display Term3

  Sum3( X i ,  i ) 
2

E ( xi )   i
 Sum1( X i ,  i ) 

the ith queuing system. The following recursive model called



The following recursive algorithm can be used to implement the
recursive model in equation (8).

(6)

is a random variable that denotes the number of processes in

Sum3i(Xi,

(8)

1

The following recursive algorithm can be used to implement the
recursive model in equation (5).

Xi

Term3i(Xi) =

2
1  n  k   i Sum3( X i , i )   i Sum2( X i , i )    (11)






(n  k )2  i 1   Sum1i ( X i , i )   Sum1i ( X i , i )   

 

Y is the random variable that denotes the average number of
processes in all the queuing systems of the queuing network, and
equation (11) models the variation of average number of processes
in all the queuing systems of the queuing network.
The Z transform will be used to validate the model in equation
(11). The Z-transform is defined in [15] as:
GXi(z) = E(z x )
(12)

VAR( X i) =

 2 G Xi ( z )
(z ) 2

+

z=1

 G Xi ( z ) 


 (z ) 

z=1

-

3. Display Sum3

 G Xi ( z ) 


 (z ) 
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z=1

(13)
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The expectation has been defined in [15, 23] , statistically as:
Xi

E( x i ) =

x P

xi  0

i

i xi

.

  i xi (1   i )
,  i  1,

X 1
 1  i i
Px i  
 1 ,  1
i
 X 1
 i

(14)

x  0,1,2,3,... X i

(15)

 xi

xi  i (1   i )


z

X

1
 1  i 
xi  0
i



(16)

Simplifying further, we obtain the following:

(17)

X i 2

X i 2

 X i i

X i 1

 X i i

 X i i

X i 1

 i

2

X i 1

X i 1


 i

(23)



(24)

Therefore, using equations (24) and (23) in equation (22), and
using equations (22) and (21) in equation (13), we obtain the ZTransform model for the variation of number of processes in the ith
queuing system. Furthermore, the Z-Transform can be used to
obtain variation of the average number of processes in all the
queuing systems of the queuing network, as shown in equation (25)
below.

1  nk

 VAR ( X i ) 
2 
(n  k )  i 1


However, for  i

 1,

(25)

we obtain the expectation and variance

analytically without the use of recursive models, therefore, there
may not be any need for the Z-Transform approach. In order to
compare the qualitative and quantitative results of the simulation
recursive models and the Z-Transform models, the two sets of
models have been simulated and the results of the simulation are
presented below.

Simplifying further, we obtain the following:

 (1   i )  X i
 ( z i ) xi
G Xi ( z )  
X i 1  
 1  i
 xi 0





v  2 i 1   i  X i

VAR (Y ) 

 (1   i )  X i xi xi
 z i
G Xi ( z )  
X i 1  
1


i

 xi 0

(22)

i



Xi

 (1   i )  1  ( z i ) X i 1

G Xi ( z )  
X i 1 
1


i

 (1  ( z i ))

 2 G Xi ( z )  (1   i )  u  v 



X 1 
4 
(z ) 2
(
1


)
1




i


u  1  i 2 X i ( X i  1) i

 i  1 , we obtain the following:

Simplifying further, we obtain the following:

Furthermore, taking the second derivative of equation (19), with
respect to z and initializing z to 1, we obtain the following:

Simplifying further, u and v are given as:

Simplifying equation (13) further, using equations (14) and (15),

G Xi ( z ) 

(21)

i

The probability density function for the ith queuing system with X i
maximum number of processes in the queuing system and
utilization factor for the ith queue is  , has been defined in [7]
as:

for

G Xi ( z )    1  X X 1   X ( X  1) 



 1   X 1 
z
(
1


)


i



(18)

 



(19)

Therefore, taking the first derivative of equation (19), with respect
to z, and initializing z to 1, we obtain the following:

G Xi ( z )   (1   i )  1  X X 1   X ( X  1) 



 1   X 1 
z
(1   ) 2

i



(20)

i

Simplifying further, equation (20) reduces to:
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4. SIMULATION RESULTS OF THE RECURSIVE
MODELS AND Z-TRANSFORM MODEL
The recursive models and Z-transform model were converted to
computer programs, using Java programming language and the
results of simulation were analyzed to determine how performance
metric under consideration changes as a particular parameter
varies, while other parameters remain constant [10]. Table 1 shows
the result of the simulation, using a two-processor parallel
computer system. If the probability of a process leaving the system
is known to be 0.2 and the probability that a process will join the
first and second queues are 0.775 and 0.025, respectively. Suppose
the first processor is a high-speed processor with high departure
rate of 30, while the second processor is a low speed processor with
a low departure rate of 10. Suppose maximum number of processes
to be allowed into first queue is 20, while maximum number of
processes to be allowed into the second queue is 5. The
experimental trials were carried out several times, in each trial, the
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arrival rate was changed, and the corresponding variation was
obtained as the result of the simulation. The result can be presented
in table 1 and in figure 2.

departure rate increaes, the the variation decreases accordingly, and
as the departure rate decreases, the variation increases accordingly.
5. SUMMARY AND CONCLUSION

The result shows that the behaviour of the variation for noncompute intensive applications (i.e. when the utilization factor for
the ith queuing system is less than 1) is different from its
behaviour for compute intensive applications (i.e. when the
utilization factor for the ith queuing system is greater than 1), for
the various values of the arrival rates. The results show that for
non-compute intensive applications, increasing the arrival rate will
lead to a corresponding increase in the variation of the
performance metric of the heterogeneous parallel computer, while
decreasing the arrival rate will lead to a corresponding decrease in
the variation of the performance metric of heterogeneous parallel
computer system. On the other hand, for compute intensive
applications, increasing the arrival rate will lead to a
corresponding decrease in the variation, while decreasing the
arrival rate will lead to a corresponding increase in the variation.
Furthermore, as we keep the following input parameters constant
for non-compute intensive applications, the probability that a
process will leave the network is 0.2, the probability that a process
will join queue 1 and 2 are 0.775 and 0.025, respectively. The
departure rate for processor 1 and 2 are 30 and 10, respectively,
and the arrival rate from the outside world is 4. By varying the
degree of multiprogramming (maximum number of processes in
the system) for the two queues of a two-processor parallel
computer system, we obtain the corresponding variation shown in
table 2 and figure 3.
Similarly, as we keep the following input parameters constant for
compute intensive applications, the probability that a process will
leave the network is 0.2, the probability that a process will join
queue 1 and 2 are 0.775 and 0.025, respectively. The departure rate
for processor 1 and 2 are 30 and 10, respectively, and the arrival
rate from the outside world is 400. By varying the degree of
multiprogramming (maximum number of processes in the system)
for the two queues of a two-processor parallel computer system, we
obtain the corresponding variation shown in table 3, and figure 4.
The interpretation of the results in figure 3 and 4 is that for both
compute and non-compute intensive applications, the behavior of
the variation is the same as the total maximum degree of
multiprogramming changes. In a similar manner, as we keep the
following input parameters constant, probability of a process
leaving the network is 0.2, while the probability of a process going
to queue 1 and 2 is 0.4. The maximum number of processes that
can be in queue 1 and 2 are 15 and 14, respectively., and the arrival
rate from the outside world is 4. By changing the departure rates of
the two processors, we obtain the corresponding variation of the
performance metric, as shown in table 4 below.
The result shows that the behaviour of variation for compute
intensive applications is different from the behaviour of variation
for non-compute intensive applications, for different values of the
total departure rates. From the results in table 4 and figure 5, we
discover that for compute intensive applications, as the total
departure rate increases the variation increases as well, and as the
departure rates decreases, the variation decreases as well. On the
other hand, for non-compute intensive applications, as the
69

This paper has been able to validate the developed model for the
variation of performance metric of heterogeneous parallel computer
system with distributed memory by using Z-transform. The models
have been simulated on the computer and the results of the
simulat1on for the developed models and the Z-transform show
that both the quantitative and qualitative results of the Z-transform
models are the same as that of the developed models. Therefore,
with the result, it has been discovered when the heterogeneous
parallel computer system with distributed memory will realize
minimum variation.
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TABLE 1: RESULT OF VARIATION AGAINST ARRIVAL RATE

VFM
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
Key to the table:

VFZT
0.05
0.12
0.27
0.57
1.29
3.32
7.45
8.98
5.95
3.32
1.98
1.32
0.97
0.76
0.62

MPQ1: Maximum Number of Processes in Queue 1
0.05
0.12
0.27
0.57
1.29
3.32
7.45
8.98
5.95
3.32
1.98
1.32
0.97
0.76
0.62

MPQ2: Maximum Number of Processes in Queue 2
VFM: Variation from Model
VFZT: Variation from Z-Transform
Variation Against Maximum Number of
Processes
0.6
0.5

Variation

AR

Key to the table:

0.4
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0.2
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Maximum Number of Processes

AR: Arrival Rate

Figure 3: Validated Variation Against Maximum Number of
Processes for Non-Compute Intensive Applications

VFM: Variation from Model

TABLE 3: RESULT OF VARIATION AGAINST MAXIMUM N UMBER OF PROCESSES FOR
COMPUTE INTENSIVE APPLICATIONS

VFZT: Variation from Z-Transform

MPQ1

Variation

Variation Against Arrival Rate
10
9
8
7
6
5
4
3
2
1
0
0

2

4

6

8

10

12

14

16

Arrival Rate

MPQ2
5
8
11
14
17
20
23

VFM
0.236
0.389
0.51
0.554
0.564
0.566
0.567

VFZT
0.08258
0.083
0.08315
0.08316
0.08316
0.08316
0.08316
0.08316

0.08258
0.083
0.08315
0.08316
0.08316
0.08316
0.08316
0.08316

MPQ2: Maximum Number of Processes in Queue 2

TABLE 2: RESULT OF VARIATION AGAINST MAXIMUM N UMBER OF PROCESSES FOR
NON-COMPUTE INTENSIVE APPLICATIONS

3
5
8
11
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17
20

VFM
5
6
8
11
14
17
20
23

MPQ1: Maximum Number of Processes in Queue 1

Figure 2: Validated Variation Against Arrival Rate.

MPQ1

MPQ2
3
4
5
8
11
14
17
20
Key to the table:

VFZT
0.236
0.389
0.51
0.554
0.564
0.566
0.567
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VFM: Variation from Model
VFZT: Variation from Z-Transform
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Variation Against Maximum Number of
Processes for Compute Intensive Applications

Variation Against Total Departure Rate
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Figure 4: Validated Variation Against Maximum Number of
Processes for Compute Intensive Applications.

Figure 5: Validated Variation Against Departure Rate.

TABLE 4: RESULT OF VARIATION AGAINST D EPARTURE RATE

DRP1

DRP2
1
3
5
7
9
11
13
15
17
19
21
23
25
Key to the table:

VFM
3
5
7
9
11
13
15
17
19
21
23
25
27

VFZT
0.28
1.3
4.93
8.3
6.45
3.05
1.62
1.03
0.73
0.56
0.45
0.38
0.32
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DRP1: Departure Rate for Processor 1
DRP2: Departure Rate for Processor 2
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ABSTRACT
We defined voting system as a vital tool to collect and reflect people’s opinion to elect a candidate of their choice to occupy a position or
people to govern them. Obviously, its importance in a democratic system or society cannot be over-emphasized. However, voting system
in developing countries, especially in Sub-Sahara Africa, Nigeria inclusive has witness lot of challenges and electoral fraud during their
elections. Commonly acknowledged types of vote fraud and challenges are: voter registration fraud, dead people voting, voter
suppression, voter caging and purging, voter impersonation, voting more than once, election rigging, result prevarication and litigation
after elections. All these, apart from the economic implications will not only lead to irregular electoral process and instab ility, but also
make the electorates to lose confidence in the electoral system. Hence, the need for an improved automated electoral mechanism. In this
work, we propose an Automated Direct Recording Electronic Voting System (ADREVOS), an improved electronic voting system for
conducting efficient and credible elections in Nigeria that consolidates security as well prevent electoral fraud.
Keywords- Electoral Fraud, Electronic Voting, Rigging, Information Technology, Litigation.

1. INTRODUCTION
In a democratic society, voting system is no doubt a vital tool that
allows people to elect the leader of their choice in government or
society. However, voting process in developing countries Nigeria
inclusive has been faced with lot of challenges associated with
traditional voting systems prone to tampering and security
infringements. Technology security expert considers ten required
features that characterized a successful voting system. These are
accuracy, convenience, reliability, scalability, flexibility,
consistency, democratic, timeliness, acceptability, and privacy
which can be achieved today, with the development and
widespread use of information technologies [11][6]. The use of
computer and information management system has continue to
shaping the society and caused a paradigm shift in decision making
process. They are tools for organizing, evaluating and can be used
to run efficiently, organizational operations [5].
It is therefore imperative, in this technological age to explore and
encourage greater use of information technology (IT) in most
forms of service delivery and use as means of transformation of
any process, electoral process inclusive. With the rapid
development of computer technology and cryptographic methods,
efficient electronic voting systems can be employed to replace an
inefficient and most importantly error-prone human component in
the present electoral process in the country.
1.1 Categories of Voting System
Voting system can be generally categorized into two major types
namely; Traditional Voting System (TVS) and Electronic Voting
System (EVS) [7]. The two basic voting systems without electronic
means are: (i) paper ballot method and (ii) mechanical lever
machine method.

73

The paper ballot system, which is still very common in subSahara Africa, Nigeria not an exemption usually, employs
uniform ballots of various stock weights on which the names
of all candidates and issues are printed. Voter record their
choices, in private by marking or thumb print the boxes next
to the candidate or issue choice they select and drop the voted
ballot in a sealed ballot box. The paper ballot system was first
adopted in the Australian state of Victoria in 1856 and in the
remaining Australian states over the next several years, where
it became known as the “Australian ballot.” New York
became the first American state to adopt the paper ballot for
state wide elections in 1889. As of 1996, paper Ballots were
still used by 1.7% of the registered voters in the United States.
They are used primarily as alternative voting system in small
communities and rural areas [8].
In the mechanical lever voting system, the name of each
candidate or ballot issue choice is assigned a particular lever
in a rectangular array of levers on the front of the machine. A
set of printed strips visible to the voters identifies the lever
assignment for each candidate issue choice. The levers are
horizontal in their unvoted position. And when a voter enters
the booth and closes the curtain by means of a lever, the
machine unlocks for voting. The titles of all elective offices
are listed on the face of the machine along with the party
candidates running for each office. Above each name is a
lever which, when depressed, indicates a vote for that
candidate.
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When the voter pulls the curtain open to leave, the machine
automatically registers the vote and is cleared for use by the next
person. Only one candidate for each office is allowed to be
selected during this process. If all mechanical connections are
fully operational during the voting period and the counters are
initially set to zero. The position of each counter at the close of the
polls indicates the number of votes cast on the lever that drives it.
Interlocks in the machine prevent the voter from voting for more
choices than permitted [10].

The system if espoused will in no doubt bring electoral frauds
to the barest minimum as it will eliminate multiple
registrations and upholds the paradigm of “one voter one
vote”[1]. To enhance the efficiency and accuracy of present
inefficient voting procedures in Nigeria, an improved voting
system that consolidate security and fraud prevention can be
deployed to help automatically collect and count votes
electronically.
2.

In electronic voting system, voter records their secure and secret
ballot electronically using modern technological device such as
computer and mobile devices where the system can compile and
tabulate results automatically. Electronic Voting System (EVS) can
be described as a voting system by which election data are
recorded, stored, and processed electronically, primarily as digital
information [2]. Electronic voting (also known as e-voting)
encompasses both electronic means of casting a vote and counting
the votes. According to Okamoto (1997), e-voting is defined as an
election system that allows a voter to record his or her secure and
secret ballot electronically. The votes data can be digitally stored
in a storage medium e.g smart card using modern technological
device such as computer and mobile devices as a control before
being sent to a centralized location where the system compile and
tabulate results automatically [9].
Electronic voting technology can include punched cards, optical
scan voting systems and specialized voting kiosks including selfcontained direct-recording electronic voting machines. It can also
involve transmission of ballots and votes via mobile devices,
computer, or the Internet under dedicated network and security
system.
In general, two main types of e-voting can be identified:
[3][15]
 e-voting which is physically supervised by
representatives of governmental or independent electoral
authorities (e.g. electronic voting machines located at
polling stations);
 remote e-voting where voting is performed within the
voter's sole influence, though not physically supervised
by representatives of governmental authorities (e.g.
voting from one's personal computer, mobile phone, via
the internet (also called i-voting)) but under a secured
network system.
One major benefit of e-voting technology is the speed at which
election results could be accurately and automatically counted and
tabulated instantaneously. Other benefits include; reduction in the
risk of human and mechanical error, movement restriction from
one location to another during election since election can take
place electronically where voters reside. It also allows easy
accessibility for disabled voters.
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OVERVIEW OF THE CHARACTER OF
ELECTIONS IN NIGERIA

We examine elections and electoral practices in Nigeria in
four phases. (i). Elections in the period of colonial rule which
began with the legislative councils in 1922. (ii). Elections in
the first years of independence, 1960 – 1965. (iii). Elections
during the years of military rule and autocracy. The military
rulers conducted three elections during their period of rule.
These are (a) the elections of 1979, under the first coming of
Obasanjo, (b) the 1992-1993 elections under General
Babangida and (c) the 1999 elections under General
Abdusalami Abubakar, and (iv). Elections under civilian
regimes from 1983 onwards [4]. Common features of these
elections as observed in our survey of elections and electoral
practices in Nigeria over these periods have shared a number
of common characteristics. They have been particularly
characterized by massive frauds and intimidations. That is not
to say that there had not been elections conducted in Nigeria
with fair results, but most of the time had been flawed. They
were those held in 1959, 1979, 1993 and 1999, while the most
chaotic, violent and disputed were those in 1964 and 1983
[13]. The method of voting used in these elections, including
that of 2003, 2007 and 2011 was the Open Ballot System in
which the prospective voter goes through a conventional
process of accreditation, receives a ballot paper from the poll
official and thereafter makes the confidential thumb
impression in favour of the political party or candidate of
choice in a secret voting compartment before dropping the
ballot in the box positioned in the open, in the glare of trusted
and un-trusted officials, security and party agents.
The modified Open ballot system was adopted in the 1993
elections, in which voters filed behind the party symbol or
photograph of the candidate of choice. Voters were physically
counted at the close of polls and the results announced to
officials, security and party agents. Although the method is
simple and produced what many in Nigeria have often
described as the fairest and most peaceful elections in the
country, but the winner of the presidential election was never
officially declared [4].The effect of this since then has
continuously generating issues and crisis in the country.
2.1 Voting System, Electoral Fraud and Crisis in Nigeria
Voting system as applicable to Nigeria is still manual. All
electoral process starting from registration of voters,
accreditation of eligible voters, voting proper and counting of
vote cast are done manually.

Vol 5. No. 6. Dec 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

However, government have proposed a number of possible
methods since voting system commenced in the country to reorganize and improve the electoral and voting process in the
country in order to tackle the challenges of traditional approach
characterized by rigging and intimidations [10]. The most recent
approach was the introduction of the Biometric Direct Data
Capturing Machine (BDDCM), in the last voters’ registration
exercise in 2010 in preparation for the 2011 general elections,
which would have in a great deal assisted in drastically reducing
fraud and incident of multiple registrations which was usually the
starting point in election rigging. But this electronic device was
edged out of the electoral process during the actual balloting
because a section of the Electoral Act forbids the use of electronic
voting system [12]. Sincerely, to increase the efficiency and
accuracy of inefficient voting procedures in Nigeria, an improved
voting system that consolidate security and fraud prevention
cannot be put off or neglected. Hence the need for an automation
system, a technique of making a process, or a system operates
automatically, reducing the need for human intervention, errors
and fraud.
Electoral fraud and crisis has always been a mile stone to cross for
many developing countries in sub-Sahara Africa, Nigeria is not an
exemption. By definition, electoral fraud is referred to illegal
interference with the process of an election. It is also called voter
fraud; the mechanism involved include illegal voter registration,
intimidation at polls and improper vote counting [14]. Various
forms of statistics could be indicators for election fraud; e.g., exit
polls which are very different from the final results (i.e
falsification of election results). Other indicators might be unusual
high numbers of invalid ballots, overvoting or undervoting, ballot
box snatching e.t.c. Generally if the laid down rules for the
registration and conduct of elections are not fairly and equitably
obeyed, arbitration will not only bring about the possibility of
continued abuse (fraud) and crisis, but the process and the result
may be open to prolong legal challenges or litigation. This could
undermine the stability of elected body, office, or political stability
of a nation in general [1,12].
Therefore, there is a need for a secure electoral process that will
naturally paves way for a free and fair election and has the
potential of opening up new opportunities for improved democratic
process which of course is important in the context of good
governance and human rights.

The system can be interlinked with a highly secured network
that allows for quick and accurate voting electronically. It uses
a client/server method which allows voters to cast ballots on
the client terminal. Each client interfaces with the central
server, which keeps track of the entire system. The process
involves registration, verification, authentication, voting and
tallying. The intended voter upon registration has a smartcard/
voters card with his or her bio-data, fingerprint and
photograph printed on it to be used during accreditation and
election on the Election Day. In the design, the voters’
database is only accessible to an Independent National
Electoral body official in-charge at a designated centre at
registration and immediately voters’ data at registration are
validated and locked; only the central authorized administrator
has access to the central database/server.
In the proposed system, voters can mark their votes directly
into an electronic device, using a touch screen, push buttons or
a similar device when voting. The voting terminals are
connected via a dedicated network to the central machine,
recording votes as they are cast. Alternatively, specially made
arrangement could be made for people with physical disability
or illiterate, where paper/write-in ballots are permissible, an
alphabetic keyboard can be provided to allow voters to
cast/write-in votes. These can be received via zip disks or any
other storage devices. Wherever possible the electoral body
(INEC) in Nigeria should let experts assist in the
implementation of the hardware and software, so that another
empire of bureaucracy is not established to maintain and
update the technology. With the proposed system, results are
available real-time via an approved medium. Observers and
voters can view the real-time election results from their
homes, offices or anywhere in the world using web-enabled
devices such as PC, laptops, phones or iPAD by simply
logging onto the designated website.
Meanwhile, the proposed system have been demonstrated
over a Local Area Network during the 2011 National
Association of Computer Science Election in Adekunle Ajasin
University, Akungba – Akoko, Ondo State Nigeria, where
100% of the elections voting system was carried out using
computer and results obtained was 97%. (See appendices AD) for details. Effort is been made to extend this to other
elections in the university.

3. DESIGN OF THE PROPOSED SYSTEM
Figure 1 below depicts Network Model Architecture of our
proposed system, Automated Direct Recording Electronic Voting
System (ADREVOS) for conducting efficient and credible
elections in Nigeria. The mechanism is designed to record votes by
means of ballot display with electro-optical components that can
be activated by the voters, typically by push button or touch
screen; processes votes data by means of a computer program; and
records them in memory components. It can produce tabulation of
the voting data and stored them automatically. The system can also
provide a means for transmitting individual ballots or vote totals to
a central location consolidating and reporting results from
precincts at the central location.
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3.1 Proposed System Components
3.1.1 Registration, Verification and Voting Authentication
The intended voter is expected to register at designated centres
(wards) by the officials of Independent National Electoral
Commission (INEC), (the body in charge in Nigeria). Multiple
biometric traits (e.g fingerprint, face, ear, iris e.t.c) to be
captured to avoid non-universality of traits and a
smartcard/voters card is issued to respective registered persons
with his or her bio-data, and photograph printed on it. The
identity of a person will be checked using the smart card PIN
and any of the trait at a confidence level during
accreditation/verification whether he/she is the legitimate
voter.
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The voting machine verifies and authenticates voters by
comparing their details with the feature already stored in
the database under reduced error rate. If the features and
data matches, it accepts/authenticate the voter else the voter
is denied to vote. This method will enable only legitimate
voters to vote and this can be taken as the first step to avoid
rigging in the election. The process of voter’s verification is
as shown in the form of a flow chart in figure 2 below.



3.2
Voting Process and Counting
Upon successful authentication, the system allows
electorate to vote. There appears a screen on which all the
parties’ candidate’s names with their corresponding
positions and symbols appeared. The user is to select
choice by selecting a radio button in front of each party or
using touch screen. After an option is selected, the voter is
prompted for a confirmation. And once a vote has been cast
for a particular candidate and position, the voting page
scroll off and disallows the voters for any illegal attempt to
vote twice. Based on the option selected, the vote count of
the particular candidates gets incremented automatically.
See appendix A and B. Once a vote is cast the voter is
given a receipt or counterfoil for his/her vote, time of vote
and where the vote was cast.






The machines at the polling boots must be
installed in a secure environment with strong
access control and monitored by cameras, motion
sensors, and various other sensor and personnel
monitoring systems.
Adequate and strong internal control must be put
in place because the opportunity for tampering
applies to persons with inside access and to a
lesser extent, outside hackers. Therefore, the
system must be operated in a secured
environment.
The machines should be delivered to the polling
locations in a manner that prevents anyone from
tampering with them without it being
immediately evident to election poll workers.
The inter-communication network must be
dedicated with high signal strength.
Standby security agents to maintain orderliness at
the voting boots. Only registered voters should be
allowed to vote, logically each voter cannot vote
more than once.

The proposed system is designed desirably of having an
electronic data backup both on-site and off-site. Having
such as parallel simultaneously recording hard drives, other
backup equipment and an uninterruptible power supply
(UPS). This is always desirable in any system using
computer equipment, and it is especially important in the
case of electronic voting machines because of the extreme
public importance of not losing votes and having
uninterrupted service on voting days.

3.3
Basic Security for the proposed system
The following specific security measures must be critically
taken into consideration during implementation of the
proposed system:
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Network Model Architecture of the Proposed Mechanism

Multimodal Biometric
Registration, Verification
& Voting Centres

Secured
Internet/Network
Voters
Location
1,2….n

….

INEC
Official
Location 1,2…n

Generates Voters’
PIN & Smart Cards

Voters’
Voters’
Database
Database
location
Location
1,2..n
1,2…n

Voters
Pooling boot x

Voters
Pooling boot z

INEC Sever

INEC Serveir

Automated online voting
capturing
Automatic votes counting and
tabulation

INEC
System
Administrator
Figure 1: ADREVOS Network Model Architecture
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Voter’s Verification Components and Flowchart
Start

Enter Smart card
pin/ use captured
biometric traits

Biometri
c
Database

Prospectiv
e voters
verified?

NO

Message
“Record not
found”
Voters denied
to vote

YES

Voters allowed to vote

Stop

INEC Server/
Vote Database

Figure 2: Voter’s Verification Component and Flow of control

4.

SUMMARY

5.

The best way to protect the electorate from electoral fraud is
to have an election process which is completely transparent to
all voters, devoid of fraud from nomination of candidates
through casting of the votes and tabulation. A key feature in
ensuring the integrity of any part of the electoral process is a
strict chain of custody. Automated Direct Recording Voting
System (ADREVOS) proposed in this publication has a lot of
benefits over present voting system in Nigeria. It’s accuracy,
convenience, reliability, and efficiency has a lot to offer in the
electoral process of the country and other developing
countries. There is no doubt that, if the proposed electronic
voting system is rightly and fully implemented have the
potential to improve the present conventional voting
procedures by providing added convenience and flexibility to
the voter and electoral bodies. Moreover, since paper work
may not be required as such in the new system; it will be
more economical and counting of votes will be instantaneous,
direct, accurate and automatic. In addition to this, the chances
of people voting more than once, dead people voting e.t.c will
be drastically reduced because of the expert system built in.

CONCLUDING REMARKS

Electricity supply, is one major challenge against the use of
any electronic machine, it is necessary to posit that these
devices can be implemented using a 6 volts battery to sustain
a unit of the equipment for up to forty-eight hours. While not
under any illusion, the adaptation of ADREVOS will
drastically reduce if not completely erase all cases of electoral
fraud in the country. In addition, the present electoral reform
in the country should give room to accommodate this new
move. I am therefore, convinced that this new process will
remove major lapses observed at previous elections and make
it more difficult to perpetrate fraud and subvert the legitimate
desire of the voting public.
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6.

[8].
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ABSTRACT
In a heterogeneous parallel computer system, the computational power of each of the processors differs from one another. Furthermore,
with distributed memory, the capacity of the memory, which is distributed to each of the processors, differs from one another . Using
queuing system to describe a distributed memory heterogeneous parallel computer system, each of the heterogeneous processors will
have its own heterogeneous queue. The variation of waiting time of heterogeneous parallel computer system with distributed memory
needs to be modeled because it will help designers of parallel computer system to determine the extent of variation of the waiting time. It
will also help users to know when to realize minimum variation of the waiting time. This paper models the variation of the waiting time
of distributed memory heterogeneous parallel computer system using recursive models. It also uses the statistical method of Z-Transform
to verify and validate the recursive model.
Keywords- Heterogeneous parallel computer; distributed memory; parallel computer system; queuing network; variation; recursive
models; waiting time; Z-Transform.

I. INTRODUCTION
A heterogeneous parallel computer system is one in which the
computational power of each of the processors differs from one
another. With distributed memory, it means that each of the
heterogeneous processors has its own memory. Describing the
system using queuing network, each of the processors has its own
queue. With a round robin scheduling algorithm, processes can be
scheduled to the various parallel processors, whenever a process
needs to perform an I/O operation, it joins the appropriate I/O
queue. Therefore, the queuing network of a heterogeneous parallel
computer system consists of parallel processors, parallel processor
queues, I/O processors and I/O queues. Suppose there are n
different parallel processor queuing systems and k different I/O
queuing systems. A queuing system in this context is defined as a
processor, together with its own queue.

cpu queue
Parallel
Pocessors
cpu queue

cpu queue
cpu queue

We assume that the various queues are finite [1, 2, 3, 4] i.e. there is
a limit to the number of jobs that can be admitted into the queues,
and negligible communication overhead. Suppose X1, X2, X3, … ,
Xn , Xn+1, Xn+2, Xn+3, …, Xn+K are the maximum number of
processes that can be admitted into the respective queues. We
assume that processes arrive at the various queues according to
Poisson distribution, and they are serviced according to
Exponential distribution [5, 6]. Figure 1 illustrates a model of the
queuing network of a heterogeneous parallel computer system with
distributed memory.

I/O queue
I/O queue
I/O queue
I/O processors
Figure 1: Queuing network of a heterogeneous parallel
computer system with distributed memory.
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There are different performance metrics of a parallel computer
system that can be modeled, however, for distributed memory
heterogeneous parallel computer system, variation of waiting time
is an important performance metric that needs to be modeled. This
is because the various computational resources and processes are
heterogeneous, therefore there is need to measure the extent of
variation between the heterogeneous computational resources and
processes.
2. LITERATURE REVIEW AND LIMITATION OF
CURRENT TECHNIQUE
Queuing approach has been used extensively in the literature to
model the performance of computer systems. However, this has
been done in different ways and for different models of computer
systems. In [20], the authors used a recursive computation
approach to solve the steady state equations, thereby leading to the
modeling of the various performance metrics of a multi-terminal
system that is subject to breakdown. Furthermore, the author in
[24] used a rigorous approach to model the performance of
heterogeneous parallel computer system without introducing any
constraint on the kind of interconnection between the
heterogeneous nodes. Furthermore, in [24], systems with the same
interconnection speed were considered when modeling the
performance of heterogeneous parallel computer system. The
authors in [25] looked at alternative ways of measuring the
performance of heterogeneous parallel computer system, by
modeling linear speed and linear efficiency using simulationmodeling techniques.
In [26], the author showed that Little’s formulae could be
universally applicable, if properly interpreted to take account of
state-varying entrance rates, batch arrivals, and multiple customer
classes. In [27], the author confirmed that Little's formula could be
applied to very general queuing systems (not just M/M/1), even
whole networks! The authors in [28] considered a new performance
metric, variation of the computing power as a unique performance
metric that is ideal for a heterogeneous network of workstations,
though an approach different from queuing approach was used to
do this. In [29], analytic models were used to model the
performance of computer intensive applications of parallel
computers, while [30] used recursive models only to evaluate the
performance of compute intensive application of a parallel
computer system. In [31], recursive models were used to evaluate
various performance metrics of heterogeneous parallel computer
system with distributed memory; however, variation was not part of
the performance metric modeled. In [33], the authors used
recursive model to model the variation of the average number of
processes in the system, though the developed recursive models
were not validated.
Though analytic queuing method has been used in literature [29,32]
to model the performance metrics of various computer queuing
models, however, one limitation of the analytic method is its
inability to efficiently determine the exact convergence of some
mathematical series that are used in modeling variation of waiting
time of distributed memory, heterogeneous parallel computer
system. Therefore, there is the need for another model, rather than
analytic model. The use of efficient linear recursive model [9] can
efficiently model the variation of waiting time of a distributed
memory, heterogeneous parallel computer system.

82

Therefore, recursive models can be used to efficiently determine
the exact convergence of any series used in modeling the variation
waiting time of a distributed memory parallel computer system.
3. DEVELOPING THE RECURSIVE MODELS
The recursive model was developed for one queuing system;
afterwards, it was generalized to consider all the queuing systems
of the queuing network. As a result, the following models have
been developed for one queuing system and for all the queuing
systems of the queuing network.
A. Models Based on a Queuing System
The following models have been developed for one queuing
system
Recursive Probability Density Function of the Number of
Processes in Queuing System.
Let Xi denotes the maximum number of processes that can be
in the ith finite queuing system at any time [12, 13, 14]. Suppose
the arrival rate, xi when xi processes are in the ith queuing system
of the queuing network be described as:

 , xi  0,1,2, ,3,... X i  1
x i   i

(1)

0 , otherwise

Since the various processors are heterogeneous, therefore, it
implies that the departure rate will vary, which can be described as:

 i , xi  1,2,3,4,..., X i
0 , otherwise

xi  

(2)

Using the steady state probability as stated in [7, 16] the
probability that xi processes will be in the ith queuing system is
x

 P , x  X i
Px i   i 0i

0 , otherwise

The utilization factor for the ith queuing system,

i
.
i

(3)

i

is defined as:

To obtain the value of P0i in equation (3), we sum all the

probabilities for the ith queuing system and equate it to 1.
This implies that:
Xi

P

xi  0

xi

 1.

(4)

From equations (3) and (4), it implies that:
P0i+iP0i+i2P0i + i3P0i + i4P0i + … + iXiP0i = 1. (5)
Factorizing equation (5), it implies that
P0i (1 + i + i2 + i3 + … + iX i) = 1.

(6)
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Recursive model can be used to show where the series in (6)
converges. The recursive model is given below as:

Poi =

1 ,X=0

1
Sum1(Xi ,  i )

(10)

Using equation (10) in equation (3), we have the following:
Sum1(X,

 )=

(7)

Pi x
Term1(X,

 ) + Sum1(X-1,  ), X 

0

The recursive algorithm that can be used to implement the
recursive model in equation (7) is given below as:
Double sum1(int X, double  )
1.
Request data
1.1
Request X
1.2
Request 
2.
Determine Sum1
2.1
Sum1 = 1 if X = 0 else
Sum1=Term1(X,  )+Sum1(X-1,  )
3.
Display Sum1

i


 i xi
,

  Sum1(X i ,  i )
0, Otherwise


Equation (11) is the probability density function that models the
probability that xi processes will be admitted in the ith queuing
system.

Furthermore, the average number of processes in the ith
queuing system (i.e the queue and the processor) can be described
statistically as expectation of x i , where x i is the random variable
that denotes the number of processes in the ith queuing system.
This can be written as
Xi

E( x i ) =

i xi

.

(12)

x
Xi 

xi  i i

E ( xi )   

xi 1  Sum1(X i ,  i ) 

(8)
Xi



0

The recursive algorithm that can be used to implement the
recursive model in equation (8) is given below as:
Double Term1(int X, double
1.
Request data
1.1
Request X
1.2
Request 

)

(13)

Equation (13) can be simplified as:







1
 i 1  2 i  3i 2  4 i 3  ...  X i i X i 1 (14)
E ( xi )  
 Sum1(Xi , i ) 
A recursive model has been used in [30,31] to determine the
convergence of the series in equation (14). The recursive model is
called Sum2i(Xi,

Determine Term1
2.1
Term1 = 1 if X = 0 else
Term1=

3.

i

Using equation (11) in equation (12), we obtain the following:
=

 i * Term1i(Xi-1,  i ),

2.

x P

xi  0

1, Xi = 0

i )

(11)

Average Number of Processes in One Queuing System.

Term1(X,  ) is the recursive model that determines the xth term
of the series in (6), it is given as:

Term1i(Xi,

x  Xi

 *Term1i(Xi-1,  i )

 i ), and it is given as:

1, Xi = 1

Display Term1

(15)

Using equation (7) in equation (6), we obtain the following:
Poi Sum1(Xi,

i ) = 1

(9)

Term2i(Xi)*term1i(Xi-1,  i ) + Sum2i(Xi-1,

 i ), Xi 

1

The recursive algorithm that can be used to implement the
recursive model in equation (15) is given below as:

Solving for Poi in equation (9), we obtain the following:
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Double Sum2(int X, double  )
1.
Request data
1.1
Request X
1.2
Request 
2.
Determine Sum2
2.1
Sum2 = 1 if X = 1 else
Sum2= Term2i(Xi)*term1i(Xi-1,  i ) +
Sum2i(Xi-1,
3.

i 

 i
,
 0 i

Variation of Average Waiting Time in all the Queuing
Systems of the Queuing Network
Suppose x i is the random variable that denotes the number of
processes in the ith queuing system. Therefore, the average or mean
processes in all the queuing systems of the queuing network can be
defined as

i )

Display Sum2

nk

Term2i(Xi) is given as:

Y

1, Xi = 1

Term2i(Xi) =
(16)
1 + term2i(Xi-1), Xi

i  1,2,3,..., n  k (18)



1

The recursive algorithm that can be used to implement the
recursive model in equation (16) is given below as:
Double Term2(int X)
1.
Request data
1.1
Request X
2.
Determine Term2
2.1
Term2 = 1 if X = 1 else
Term2= 1 + term2i(Xi-1)
3.
Display Term2

x
i 1

nk

(19)

Little’s formula can be used to related equation (19) to the average
waiting time in all the queuing systems of the queuing network.
Therefore, using the constant of proportionality of Little’s formulae
[7], we can establish a relationship between the average number of
processes in all the queuing systems and the average waiting time
in all the queuing systems of the queuing network., as shown in
equation (20).
 nk
  xi
Ws   i 1
 nk





 1
 e
ff



(20)

The constant of proportionality,
nk

term1i(Xi,  i ) is the recursive model in equation (8).

e ff 

Therefore, using equation (15) in equation (14), we obtain:

 Sum2 i ( X i ,  i ) 

E ( xi )  
Sum
1
(
X
,

)
i
i
i



(17)

B. Models Based on The Whole Queuing Network.
Having developed the models for the performance metrics of one
queuing system, these models can be extended to the whole
queuing systems of the queuing network of a heterogeneous

parallel computer system. It is necessary to define  ii as the
probability that a process will join the ith queue after each cpu
burst, and  0 as the probability that the execution of a process has
been completed. Arrival of processes into the various parallel
processor queues can come from the outside world or from the
various I/O queues or from the particular parallel processor, at the
expiration of the time quantum for that process. Let

i

i


i 1

e ffi

(21)

nk

Using equation (20), we can take the variance of the average
waiting time as:

  nk
   xi
VAR (Ws )  VAR   i 1
nk
 




 1
 e
 ff









(22)

Using one of probability theory laws in [23], we obtain:

VAR (Ws) 

1
2
(n  k ) 2 e ff

nk

VAR x 
i 1

i

be the rate

of arrival of processes into the ith queuing system, and  , the rate
of arrival of processes from the outside world..
Under the steady state, when we consider the queuing network, the
overall utilization factor has been defined in [31] as:

84

(23)

From [23], the variance can be defined statistically as:

VAR ( xi )  E ( xi )  ( E ( xi )) 2
2

Simplifying equation (24) further, we obtain:

(24)
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E ( xi )   xi Pi xi
2

2

(25)

Using equation (11) in equation (25), we obtain:
Xi

E ( xi )  
2

xi 1

2
x


xi  i i


 Sum1 ( X ,  ) 
i
i
i 


(26)

Double Term3(int X)
1.
Request data
1.1
Request X
2.
Determine Term3
2.1
Term3 = 1 if X = 1 else
Term3= (2*Xi-1) + Term3i(Xi-1)
3.
Display Term3
The recursive model that determines the xth terms of sequence2
has been developed in equation (8). Therefore, combining
equation (30) and equation (8), the series in equation (29)

Simplifying equation (25), we obtain:




 2
1
2
 1 i  2 2 i 2  32  i 3  42  i 4  ...  X 2 i  i X i
E ( xi )  
 Sum1i ( X i ,  i ) 



(27)

converges to this recursive model, called Sum3 i(Xi,

 i ), which is

shown below as:
1, Xi = 1

Simplifying equation (27) further, we obtain:





1
2
 1 i  4 i 2  9 i 3  16i 4  ...  X 2i i X i
E ( xi )  
Sum
1
(
X
,

)
i
i
i 




(31)
(28)
Term1i(Xi-1,

Factorising equation (28), we obtain:







1
 i 1  4i  9 i 2  16i 3  ...  X 2i i X i 1
E ( xi )  
 Sum1i ( X i , i ) 
(29)
2

The convergence of the series may not be efficiently determined
analytically; therefore we seek for its convergence using recursive
models. The same approach used earlier can be used to determine
the
convergence
of
the
series,

1  4

 9  i  16 i  ...  X 2 i  i
2

i

3

X i 1

.

1,  , 
i

2
i

,  i ,...,  i
3

X i 1

.

The recursive model

that can be used to determine the xth terms of sequence1 can be
obtained by adding 2X-1, which is the common difference
between the xth term and the (x-1)th term, to the (x-1)th term of
the sequence. The recursive model can be represented as shown
below in equation (30), as:

1

The recursive algorithm that can be used to implement the
recursive model in equation (31) is given below as:
Double Sum3(int X; Double  i )
1.
Request data
1.1
Request X
1.2
Request 
2.
Determine Sum3
2.1
Sum3 = 1 if X = 1 else

Sum3= Term1i(Xi-1,  i )*Term3i(Xi) +

The series

can be considered as two sequences, which are: sequence1 = 1, 4,
9, 16, …, X2, while the other sequence is: sequence2 =

 i )*Term3i(Xi) + Sum3i(Xi-1,  i ) ,Xi 

Sum3i(Xi-1,
3.

i )

Display Sum3

Therefore, using equation (31) in equation (29), we obtain:



  Sum3( X i ,  i ) 
2

E ( xi )   i
 Sum1( X i ,  i ) 

(32)

Using equations (17) and (32) in equation (24), we obtain:

1, Xi = 1

2

Term3i(Xi) =

(30)

(2*Xi-1) + Term3i(Xi-1), Xi



  Sum3( X i ,  i )    i Sum2( X i ,  i ) 
  
 (33)
VAR ( x i )   i
 Sum1i ( X i ,  i )   Sum1i ( X i ,  i ) 

1
Therefore, using equation (33) in equation (23), we obtain:

The recursive algorithm that can be used to implement the
recursive model in equation (29) is given below as:
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 n  k    Sum3( X ,  )    Sum2( X ,  )  2  
  i
i i
i i
 i
   (34)
VAR (Ws) 
2   


 
2
Sum
1
(
X
,

)
Sum
1
(
X
,

)
(n  k ) e ff i 1  
i
i i  
i
i i 


1

Equation (34) models the variation of the average waiting time in
all the queuing systems of the queuing network.
4. VERIFYING AND VALIDATING THE MODELS USING
Z-TRANSFORM
Model verification and model validation are essential parts of
model development that will help to assess the quality of the
developed models. If a model is not verified and validated it cannot
be assured of quality, therefore, it can be sent back to the drawing
board. Model verification is done in order to ensure that the
simulation algorithm i.e. algorithms used to implement the models
on the computer are correct and the simulation programs i.e. model
implementation programs are correctly programmed. Model
verification eliminates every error that may occur when
implementing the models on the computer. On the other hand,
model validation aims at making the model address the right
problem, address accurate information about the system being
modeled. Model validation compares the results of the simulated
models with the results of a real system. Therefore, model
validation tries to establish if the model is an accurate
representation of the real system. However, due to one reason or
the other, it may not be easy sometime to obtain results of the real
system, in such a situation, expert knowledge can be used to
determine if the qualitative data from the simulated model is valid
or invalid [35].
The authors in [34] argued that though quantitative comparison will
provide the basis for validation, however, it can miss the qualitative
discrepancies or agreements that human are capable of detecting.
One of the ways they suggested that can be used to detect such
discrepancies or agreements is through visualization. Visualization,
according to them helps to map numerical data into graphical
structure that human can more readily understand. This graphical
display of the results of the simulated model or the system behavior
will help us to determine if the model is valid or invalid.
Furthermore, [34] pointed out that quantitative comparison is
needed to make finer distinctions between behaviors that agree in
their basic form, but qualitative comparison can help to eliminate
models that are not in the right ballpark [34]. Sometimes a
validated model can be used to validate another model by
comparing qualitative and quantitative data of the two models.

The statistical method of Z-transform can be used to validate the
recursive models. The Z-transform for the ith queuing system,
using the statistical generating function is given as:
GXi(z) = E(z x )

(35)

Therefore, using equation (35), the variance of the ith queuing
system can be expressed in terms of the z-transform as in [25]:

VAR( X i) =

 2 G Xi ( z )
(z ) 2
 G Xi ( z ) 


 (z ) 

z=1

+

 G Xi ( z ) 


 (z ) 

z=1

-

2

(36)

z=1

Simplifying equation (36) further, using the analytic model for the
probability density function for
obtain the following:

i  1 ,

as stated in [33], we

  i xi (1   i ) 

G Xi ( z )   z 
X i 1 
1


xi  0
i


Xi

xi

(37)

Simplifying further, we obtain the following:

 (1   i )  X i xi xi
 z i
G Xi ( z )  
X i 1  
1


i

 xi 0

(38)

Simplifying further, we obtain the following:

 (1   i )  X i
 ( z i ) xi
G Xi ( z )  
X i 1  
 1  i
 xi 0

(39)

Simplifying further, we obtain the following:



 (1   i )  1  ( z i ) X i 1

G Xi ( z )  
X i 1 
1


i

 (1  ( z i ))

 



(40)

Therefore, taking the first derivative of equation (40), with respect
to z, and initializing z to 1, we obtain the following:

G Xi ( z )   (1   i )  1  X X 1   X ( X  1) 



 1   X 1 
z
(1   ) 2

i


i
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(41)
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Simplifying further, equation (41) reduces to:

6. RESULTS OF THE SIMULATION

G Xi ( z )    1  X X 1   X ( X  1) 

 (42)

 1   X 1 
z
(
1


)

i



The results of the simulation have been analyzed to determine how
variation of the waiting time changes as a particular parameter
varies, while other parameters remain constant [10]. Table 1 and
figure 2 show the result of the simulation, suppose the probability
of a process leaving the system is known to be 0.2 and the
probabilities that a process will join the first and second queues are
0.775 and 0.025, respectively. Suppose the first processor is a highspeed processor with high departure rate of 30, while the second
processor is a low speed processor with a low departure rate of 10.
Suppose the maximum number of processes to be allowed into first
queue is 20, while maximum number of processes to be allowed
into the second queue is 5. The experimental trials were carried out
several times, in each trial, the arrival rate was changed, and the
corresponding variation was obtained as the result of the
simulation.

i

Furthermore, taking the second derivative of equation (40),
with respect to z and initializing z to 1, we obtain the following:

i

(43)

Simplifying further, u and v are given as:



u  1  i 2 X i ( X i  1) i



v  2 i 1   i  X i

X i 2

X i 2

 X i i
2

 X i i

X i 1

X i 1

 X i i

 i

X i 1

X i 1

 i



(44)



(45)

AR

Therefore, using equations (44) and (45) in equation (43), and
using equations (43) and (42) in equation (36), we obtain the ztransform model for the variation of waiting time in the ith queuing
system. Furthermore, the z-transform can be used to obtain
variation of the average waiting time in all the queuing systems of
the queuing network, as shown in equation (46) below.

VAR (Ws) 

(n  k ) e ff
2



 VAR ( X i ) 
 i 1

nk

1
2

(46)

However, the z-transform cannot be used to effectively validate
the recursive model for the isolated case when

TABLE 1: RESULT OF VARIATION AGAINST ARRIVAL RATE

i  1.

5. METHODOLOGY
This paper has used recursive models to model the variation of
waiting time of distributed memory, heterogeneous parallel
computer system. A queuing approach, with finite queues has been
used to achieve the above aim, with parallel processors depicting
parallel servers. The statistical method of probability density
function and other probability theory concepts have used [15, 23].
A novel method of deriving the recursive model that determines the
xth terms and the convergence of important mathematical series
have been used to develop the recursive models. The simulation of
the models on the computer has been done using Java
programming language and the statistical regression/trend line
analysis has been used to analyze the results of the simulation [11].
The simulated recursive models have been validated using
statistical method of Z-Transform.

V.From Model

V.From Z-Transform

3

0.00186

0.00186

4

0.00221

0.00221

5

0.00323

0.00323

6

0.00578

0.00578

7

0.00978

0.00978

8

0.00999

0.00999

9

0.00623

0.00623

10

0.00341

0.00341

11

0.002015

0.002015

12
0.001332
0.001332
Key to the Table:
AR: Arrival Rate.
V.from Model: Waiting Time Variation, using
Recursive models.
V.from Z-Transform: Waiting Time Variation, using Z-Transform.
Waiting Time
Variation Against
Arrival Rate
0.012

Waiting Time Variation

 2 G Xi ( z )  (1   i )  u  v 



X 1 
4 
(z ) 2
(
1


)
1



i



0.01
0.008

0.006
0.004
0.002
0
0

5

10

15

Arrival Rate

Figure 2: Variation Against Arrival Rate
The undulating nature of the result shows the various points where
minimum variations and maximum variation can be realized.
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TABLE 2: RESULT OF VARIATION AGAINST DEGREE OF
MULTIPROGRAMMING
TMP

V. from Model

V. from Z-Transform

8

0.0010662

0.0010662

13

0.0015138

0.0015138

18

0.0020149

0.0020149

23

0.0021338

0.0021338

28

0.0021958

0.0021958

33

0.0022076

0.0022076

38

0.0022127

0.0022127

43

0.0022135

0.0022135

48
0.0022138
0.0022138
Key to the Table:
TMP: Total Maximum Number of Processes.
V.from Model: Waiting Time Variation from Model.
V.from Z-Transform: Waiting TimeVariation from ZTransform.

Waiting Time Variation

0.0025
0.002
0.0015
0.001
0.0005
0
10

20

30

40

50

60

Total Maximum Number of Processes

Figure 3:

TMP

V. from Model

OF

V. from Z-Transform

8

2.82E-04

2.82E-04

13

3.09E-04

3.09E-04

18

3.13E-04

3.13E-04

23

3.14E-04

3.14E-04

28

3.14E-04

3.14E-04

33

3.14E-04

3.14E-04

38

3.14E-04

3.14E-04

43

3.14E-04

3.14E-04

48

3.14E-04

3.14E-04

Table 3 and figure 4 show the results of the waiting time variation
against the total maximum number of processes for compute
intensive applications, i.e. when the overall utilization factor is
greater than 1. The behavior of the waiting time variation is the
same for both compute and non-compute intensive applications.
Waiting Time Variation Against Total Maximum
Number of Processes
3.20E-04
3.10E-04
3.00E-04
2.90E-04
2.80E-04
0

10

20

30

40

50

60

Total Maximum Number of Processes

Figure 4: Variation Against the Degree of Multiprogramming

Waiting Time Variation Against Total
Maximum Number of Processes

0

TABLE 3: RESULT OF VARIATION AGAINST DEGREE
MULTIPROGRAMMING

Waiting Time
Variation

Furthermore, table 2 and figure 3 show the simulation results as
we keep the following input parameters constant, the probability
that a process will leave the network is 0.2, the probabilities that a
process will join queue 1 and 2 are 0.775 and 0.025, respectively,
while the departure rates for processor 1 and 2 are 30 and 10,
respectively, and the maximum number of processes in queue 1
and 2 (degree of multiprogramming for the two queues) are 20 and
5, respectively, and the arrival rate from the outside world is 4 (for
non-compute intensive applications) and 30 (for compute intensive
applications). By changing the degree of multiprogramming
(maximum number of processes in the system) for the two queues
of a two-processor parallel computer system, we obtain the
corresponding variations shown in table 2 and figure 3 for noncompute intensive applications.

Variation Against the Degree of Multiprogramming

From the results in table 2 and figure 3, it can be seen that for noncompute intensive applications, where overall utilization factor is
less than 1, as the total maximum number of processes in all the
queues increases, the waiting time variation increases, but
afterwards, it remains constant.

88

In a similar manner, as we keep the following input parameters
constant, probability of a process leaving the network is 0.2, while
the probability of a process going to queue 1 and 2 is 0.4, the
arrival rate from the outside world is 5. The maximum number of
processes that can be in queue 1 and 2 are 15 and 14, respectively.
By changing the departure rates of the two processors, we obtain
the corresponding variations of the waiting time, as shown in table
4 and figure 5. The result shows that the behavior of the waiting
time variation for compute intensive applications, i.e. when the
overall utilization factor is greater than 1 is different from the
behavior of the waiting time variation for non-compute intensive
applications, i.e. when the overall utilization factor is less than 1.
From the results in table 3 and figure 4, increasing the speed of the
processors for compute intensive applications will lead to a
corresponding increase in the waiting time variation. On the other
hand, increasing the speed of the processors for non-compute
intensive applications will lead to a corresponding decrease in the
waiting time variation.
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[5]

Waiting Time
Variation

Waiting Time Variation Against Total Total
Departure Rates

[6]
0.03
0.025
0.02
0.015
0.01

[7]

0.005
0

[9]
0

10

20

30

40

50

Total Departure Rates

[10]
[11]

Figure 5: Variation Against Total Departure Rate
TABLE 4: RESULT OF VARIATION AGAINST DEPARTURE RATE
TDR1
TDR2
WTVM
WTVZT
1
3
0.011495
0.011495
3
5
0.010178
0.010178
5
7
0.015133
0.015133
7
9
0.023701
0.023701
9
11
0.025995
0.025995
11
13
0.018658
0.018658
13
15
0.010034
0.010034
15
17
0.005631
0.005631
17
19
0.003593
0.003593
19
21
0.002543
0.002543
21
23
0.001934
0.001934
Key to the table:
DRP1 Departure Rate for Processor 1
DRP2: Departure Rate for Processor 2
WTVM: Waiting Time Variation from Model
WTVZT: Waiting Time Variation from Z-Transform

[12]

[13]
[14]
[15]
[16]
[20]

[23]

7. SUMMARY AND CONCLUSION
[24]
This paper has been able to model the variation of a waiting time of
heterogeneous parallel computer, using recursive models and
queuing approach. The models have been simulated on the
computer using Java programming language and validated using
statistical Z-Transform method, the results of the simulation have
been analyzed in order to determine when to realize minimum
variation.

[25]
[26]
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ABSTRACT
Usable authentication was given birth to as a result of memorability shortcoming; that is, low memorability of passwords by t he users of
authentication systems. To improve on the flaws of text based authentication schemes, usable authentication schemes have thei r
architecture based on graphics in different varieties and compositions. This paper first presents several usable authenticati on schemes that
are available, examining the architecture they are based upon. Next is a critique of the architecture of the described usable authentication
schemes. Finally, the identified requirement for the described usable authentication systems is reflected upon.
Keywords- Usable authentication, Security, Graphic based password.

1. INTRODUCTION
It is no doubt that user authentication has become a frequently
debated topic in information security as the use of automated
systems has spread its tentacles to almost every path of our
activities. User authentication is one of the important topics in
information security to protect users’ privacy [6]. Several
authentication schemes exist either as text based or graphic based
schemes while other authentication models include biometric
scheme, smart cards etc. Usable authentication encompasses all the
graphical password authentication scheme while graphical
password as defined by [14] is a secret that a human user inputs to
a computer with the aid of the computer’s graphical input (e.g.,
mouse, stylus, or touch screen) and output devices. A definition of
graphical password from whatis.com says it is an authentication
system that works by having the user select from images, in a
specific order, presented in a graphical user interface (GUI).
In a paper written by [28], authentication methods were divided
into three categories which include;

Token based authentication

Biometric based authentication

Knowledge based authentication
Knowledge based authentication is the most used authentication
method under which graphical user authentication and text-based
password fall. With knowledge based authentication, users are
expected to recall a password or identify some set of pass-images.
In a broader sense, knowledge based authentication is divided into
two main categories: recall based authentication and recognition
based authentication. The recall based authentication is further
divided into pure recall and cued recall.
Graphical passwords requiring pure recall are most similar to text
passwords because users must remember their password and
reproduce it without any cues from the system. In cued-recall
systems, the system provides a cue to help trigger the user's
memory of the password (or portion thereof).
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This feature is intended to reduce the memory load on users and is
an easier memory recall task than pure recall. In recognition-based
graphical password systems, users typically memorize a portfolio
of images during password creation and then must recognize their
images from among decoys to log in.
In [28] it was opined that based on the assumption that pictures are
easier to remember than words and a picture is worth a thousand
passwords, many researchers are focusing on the development of
graphical authentication. All these effort by researchers are in
order to provide usable authentication schemes.
2. USABLE AUTHENTICATION SCHEMES
Graphical password schemes exist in different varieties and of
different architecture. In a paper titled “Value of visualization” by
[19], it was established that visualization is of great importance in
information representation. Graphical passwords which are
alternatives to text-based authentication scheme with the aim of
combating the incumbent problems to text based scheme as well as
to aid user’s password memorability, represent the usable
authentication schemes. The architectures of the existing graphical
password schemes are analyzed as below.
2.1 Draw-A-Secret (DAS)
The draw-a-secret password scheme as proposed by [18] is a
knowledge based authentication that demands that users should be
able to draw their picture password on a 2-D grid with the aid of a
stylus or other pointing devices such as mouse. The path on the
grid which the user follows when registering the picture as
password, must be followed when redrawing at login. With this
graphical password scheme, users no longer have to remember
strings of text and numbers thereby improving on the usability of
the system. For this reason, draw-a-secret password can be
regarded as a usable authentication scheme.
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In [22] Nali and Thorpe, carried out an experiment asking
participants to draw 6 “doodles” and 6 “logos” on a 6 x 6 grid. The
drawings which were inspected visually for symmetry revealed
that participants tended to draw symmetric images with few pen
strokes (1-3) and tended to place their drawing approximately in
the centre of the grid. A sample draw-a-secret password scheme is
shown below.

Fig. 2: Login screen for Pass-Go
(Adapted from Tao H. and Adams C, 2008)

Fig. 1: Sample Draw-A-Secret password
(Adapted from Jermyn, Mayer, Monrose, Reiter, and Rubin, 1999)
2.2
Pass-Go
The pass-go authentication scheme was designed by Hai Tao from
the University of Ottawa in Canada. The pass-go scheme is very
similar to the draw-a-secret scheme except that it demands that
user should draw their picture password on the intersections of the
grid and not the in the grids as with draw-a-secret scheme. In
addition to the strengths of draw-a-secret scheme, the pass-go
scheme makes use of colour pen (to increase the variability of
passwords), finer grid and supports diagonal movement unlike
draw-a-secret that allows for only vertical and horizontal
movement. Users selected longer passwords and used colour, both
resulting in greater password complexity than in DAS which in
effect renders dictionary attacks less effective than DAS. The
following figure shows the interface for the pass-go graphical
password authentication scheme.

2.3 Inkblot authentication
This authentication scheme was proposed by Adam Stubblefield
and Dan Simon in [2]. The inkblot authentication is not a full
graphical password authentication scheme as it uses
images/graphics as cues for users to enter strings of text password.
At password creation stage, users type in the first and last letter of
the word/phrase that best describes the inkblot from a series of
inkblots shown to them. In inkblot authentication, an algorithm is
used to generate inkblots. This algorithm takes as input, user
information such as username as well as information about the
authentication target (for instance, the server’s DNS name), and a
random seed. The system generates and stores a new set of random
seeds each time the user changes password, one for each inkblot.
The inkblot graphical password authentication scheme is
illustrated in the following figure.

Fig. 3: Inkblots used in the Inkblot Authentication user study
(Adapted from Stubbleffeld A. and Simon D., 2004)
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2.4 Blonder’s graphical password
This authentication scheme was patented to Greg Blonder in [16].
This scheme required users to touch predetermined areas of an
image in sequence for authentication. The notion behind the use of
an image is for it to act as a cue to help users remember their
password. For instance, in the figure shown below, a password
could consist of clicking on the camera, clock, the picture on the
wall, the money on the bed, and left handle of the wardrobe. The
sequence for which it was registered must be followed by the user
at login. In [28] it was revealed that, Passlogix had a similar
implementation of blonder’s graphical password as a part of their
v-GO system which no longer seems to be available.
The figure below shows Passlogix implementation of blonder’s
password scheme.

Fig. 5: Screenshot of the Deja Vu graphical password system
(Adapted from Dhamija. and Perrig, 2000)
2.6 Passpoints Authentication
This is a cued recall based authentication scheme. It is a slight
variation to the blonder graphical password. At password creation
time, users are presented with an image and all they have to do is
to select a sequence of any 5 click-points (pixels locations) on it by
clicking. During login, re-entry of the click-points must follow the
same sequence for which they were made at creation time.

Fig. 4: Passlogix implementation of Blonder's
graphical passwords.
(Adapted from Suo X., Zhu Y., and Owen G., 2005)
2.5 Deja Vu authentication
This scheme was proposed by [12]. The scheme is based on the
use of random arts as graphics for which user will authenticate.
The selection of these random arts include very attractive images
so as to increase the likelihood that images have similar
probabilities of being selected by users. The architecture of Deja
vu as adapted from Dhamija and Perrrig’s “Deja Vu: A User Study
Using Images for Authentication” in 2000, is as follows.
Using Deja Vu, the user creates an image portfolio, by selecting a
subset of p images out of a set of sample images. To authenticate
the user, the system presents a challenge set, consisting of n
images. This challenge contains m images out of the portfolio. We
call the remaining n - m images decoy images. To authenticate, the
user must correctly identify the images which are part of her
portfolio (Dhamija and Perrig, 2000). The Deja vu scheme is a
recognition based scheme and as such demands that users are able
to identify their set of images required for authentication. The Deja
vu graphical password scheme is shown below.
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A specified tolerance level is specified for each click-point since it
is not possible for humans to click on exactly the same pixel at
different times. The image has no other purpose other than to act
as aid for users to remember the click points. The implementation
of PassPoints requires that for each click-point, an imaginary grid
is overlaid onto the image; if a guessed click-point falls within the
same grid square as the original point, then the guess is accepted.
The number of entries in the theoretical password space for
PassPoints is based on the number of squares in this grid and the
number of click-points in a password as proposed by [8].A
snapshot of the passpoint graphical authentication scheme as
adapted from “Modeling user choice in the passpoints graphical
password scheme” by Ahmet E. et al, is shown in the following
figure.
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Fig.8: Sample panels for the PassFaces graphical password.
On theleft is a sample panel from the original system
Fig. 6: Screenshot of the Passpoint scheme
(Adapted from Ahmet E, Nasir M and Jean-Camille B.,2007)
2.7 Passface authentication
The passface authentication is a recognition based scheme,
introduced by Passfaces (formerly known as Real User
Corporation). It is an information security technology company
based in Annapolis, Maryland. Users are asked to pick their
assigned Passfaces from a 3 x 3 grids containing one Passface and
8 decoys. The faces appear in random positions within the grid
each time. This process is repeated until each of the assigned
Passfaces is identified. (Passfaces website). The operational flow
of the passface graphical password authentication scheme is shown
in figure vii. ([20]). A screen capture of passface graphical
password authentication scheme is shown in fig. 8.

Fig. 7: Operaional flow of the Passface scheme (adapted from
Kok-Chie Daniel Pu, 2006)
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(Adapted from Davis, Monrose, and Reiter, 2004). On the right, a
panel with decoys similar to the image from the user's portfolio
(adapted from Dunphy, Nicholson, and Olivier, 2008).
2.8 Jetafida Scheme
This authentication scheme, designed by [5], is a recognition based
scheme. The algorithm puts together the entire usability feature as
stated by the ISO usability standards; that is, ease of use, ease of
creation, ease of memorizing, ease of learning and acceptable
design and layout.
Consequent to a Survey on Recognition-Based Graphical User
Authentication Algorithms carried out by [15], which includes,
DejaVu scheme, Jetafida Scheme, Passpoint Scheme, triangle
scheme and several others, the Jetafida scheme which is most
recent presents to be the most promising in terms satisfying the
ISO standards for usability . The Jetafida scheme presents users
with a welcome interface that allows existing users to login as well
as lets new user to create an account on the system. The interface
consists of a grid of twenty images of different variety for the user
to select and arrange. The users will select three pictures as a
password and then sort them according to the way he wanted to see
them in login phase. A screenshot of the login interface of the
jetafida authentication scheme is shown below.

Vol 5. No. 6. Dec 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

3.3 Blonder and PassPoint
These authentication schemes use purely graphics and users must
click on certain points in a sequence. These approaches to
authentication are still very much prone to attacks. Programs that
take note of coordinates of click-points on the screen can be used
to track the locations that a user clicks during login. Shoulder
surfing is another challenge that these graphical password schemes
(PassPoint and Blonder’s) are non-resistant to. The entire user
password can be viewed on the screen and as such, at one login by
the user, every points clicked can be captured by shoulder surfing.
Hotspots in the passpoint scheme are said to be point on the
graphic/image that has very high probability of been chosen or
clicked by users as passpoints. PassPoints scheme is vulnerable to
hotspots and patterns within images [25]. Hotspot is a serious
security problem in click-based schemes [17]. In a study carried
out by [13], it was revealed that users can adequately describe their
password (the points to click) to someone else in order to grant
him access. The point here is that, both passpoint and blonders
graphical schemes are susceptible to social engineering attacks.
Fig. 9: Screenshot of the login interface of jetafida scheme
(Adapted from: “Graphical password: prototype usability survey,
Ali Mohamed, E., Norafida. Ithnin.,” 2008 International
Conference on Advanced Computer Theory and Engineering,
2008)
3. CRITIQUES
3.1 Draw-a-Secret and Pass-go
Both the draw-a-secret and pass-go authentication schemes lack
resistance to shoulder surfing as the picture being drawn will have
to take some time before completion and such amount of time may
be sufficient for a person to carefully study what is being drawn by
shoulder surfing.
In [25] a study showed that a large number of passwords from the
experiment involving 16 participants carried out by [22], falls
within predictable categories and can sufficiently help attackers
identify candidate passwords with high probability of success and
launch efficient dictionary attacks. In the same study, the same
findings were made for Tao’s pass-go authentication scheme.
Furthermore, “easy to execute” being one of the attributes of
“satisfaction” as a usability feature specified by the ISO ([4]), is
lacking in the draw-a-secret scheme and can be said to lure users
into circumventing the system as users will have to draw each time
they need to login. This, in effect jeopardises the usability of the
system.
3.2
Inkblot authentication
First, the inkblot authentication scheme is not a fully graphical
password scheme and as such text strings are involved. The
presence of text in the password is a great loophole as the
weaknesses of text based password will still apply to it. Another
thing is that, an attacker, when presented with the same set of
inkblot as an authorised user, may provide the same first and last
letter of what he thinks the inkblot represents as the authorised
user.
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3.4 Deja Vu
This system is a full recognition based authentication scheme and
several studies have shown that humans have outstanding ability to
identify previously seen images even if it was seen for a short time
[26], [23]. In [7], it was opined that from a security perspective,
recognition based systems (which include Deja Vu) are not
suitable replacements for text password schemes, as they have
password spaces comparable in cardinality to only 4 or 5 digit
PINs (assuming a set of images whose cardinality remains
reasonable, with respect to usability). This system, though less, is
non-resistant to shoulder surfing as the whole random arts in the
user portfolio required for authentication can be viewed on the
screen after several logins have been observed to identify all of the
images in a user's portfolio.
3.5 Passface and Jetafida
Peculiar to most recognition based scheme is the problem of
shoulder surfing which does not leave out both Passface and
Jetafida authentication scheme. Jetafida scheme, being a recent
graphical authentication scheme is yet to be studied by many
researchers. Judging from its architecture it is still not completely
shoulder surfing resistant. According to a research by [1], the items
of usability are easy to use, easy to create, easy to memorize and
easy to learn. This research shows that the Jetafida scheme is not
meaningful and not effective. Passfaces on the other hand, is very
susceptive to social engineering attacks as shown by [1].
4. LESSONS AND RECOMMENDATIONS
Our experience with the above studied usable authentication
schemes has led to a number of realizations that may help future
designers of usable authentication systems. It is recommended that
a system that seeks to improve users’ trust in the authentication
system by improving the text based authentication with encryption
and hence aid user memorability by adding graphics making it an
hybrid system should be developed.
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The suggested hybrid system will be able to curb shoulder surfing
problems. The combination of encrypted text and graphics makes
it a better system. The text password will be encrypted with a oneway hash function and stored in a database different from the one
that hosts the graphics. At each login, the positions on all the
images will change just like passpoint scheme. The suggested
hybrid system should be based on the following principle. It
should demand three categories of information from the user,
which include: username, a text based PIN and a set of images.
The username is required to identify a user, that is, who wants to
gain access to a particular system or resource. The other two
categories which include a PIN and a set of images are used to
authenticate the user. The PIN (personal identification number) is
system generated and is of four characters in length. The set of
images contains three user-owned images which must be supplied
at login period.
The first thing the user has to specify is his username followed by
the four-digit PIN which will not be visible on the screen (that is,
no character will be displayed at all) and then he is presented with
a grid containing about thirty images from which he is expected to
choose three (the ones chosen at registration time) in any order. If
all these are supplied correctly, then the user will be authenticated
and allowed access to the system or resource. With this technique,
shoulder surfing attempts will not be productive as an attacker will
have to surf both the screen as well as the keyboard. This
technique will also withstand attacks by software that keep track of
click points as the images will be randomised at every login hence
they cannot keep track of the encrypted system generated PIN’s.
5. CONCLUSION
Almost all of the existing usable authentication schemes have one
or more noteworthy security shortcomings for which shoulder
surfing is a major player. The schemes do not provide mechanisms
that will, to a large extent, protect against shoulder surfing. Some
of these schemes do not suggest good usability as they are difficult
for the users to memorize and adapt to.
An important goal of all usable authentication schemes is to ensure
a usable yet secure system for user authentication. Sometimes this
was done too faithfully, compromising parts of the system
security. Other times, the schemes failed to consider important
aspects of usability; that is, ease of use, ease of adapting, ease of
memorizing and several others.
To ensure that the goals of usable authentication schemes are
achieved, developers should put into full consideration, the users
whilst ensuring high level security of user’s authentication details.
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ABSTRACT
Information Technology is a tool that can help individuals expand their consciousness and capacity for empowering themselves. It
provides people with a better understanding of the technology and its usefulness in our every day life. Its use should increase access to
information which should lead to possible ways of improving people’s wellbeing. This study is an attempt to see how our rural and urban
poor can be empowered, through information technology (IT) to reduce their poverty levels. The study is focused on the impact of IT on
income generation, employment and productivity. The research has been conducted using structured questionnaires to get the vi ews of
the stakeholders. The responses from the questionnaires are analyzed and interpreted. The findings from the result reveal the following:
The poor can be empowered through IT. Empowering people or the youth through IT will increase their income generation. It is
observed that most organizations needed people who are IT empowered. IT empowerment is found to increase job opportunities for
people and also increase production.
Keywords- Impact Evaluation, Information Technology, Empowerment, Income generation, Employment, Productivity.

1. INTRODUCTION

2. RELATED LITERATURE

One of the greatest and most uncomfortable problems facing the
Nigerian economy in recent times is the steady increase in youth
unemployment. According to [12] unemployment in Nigeria is
assuming a crisis-level. Based on the number of graduates and
secondary school leavers without jobs, it is evident that
unemployment rate is growing at geometric progression [12]. This
situation is most disturbing, and when one considers the thousands
of youths that graduate from our tertiary institutions each year one
wonders whether the Federal Government has really appraised
itself of the serious problems (e.g. armed robbery, drug trafficking
etc) of youth unemployment in this country. Apart from youths
engaging in various vices such as armed robbery, drug trafficking
and the like, there is loss of social peace, orderliness, security and
other vices associated with poverty. This has challenged us to
determine the extent IT initiatives can contribute to income
generation, employment and productivity which will lead to
reduction and empowerment of the poor. The impact of IT
initiatives will be determined by its impact on employment and
how economic growth as a result of IT transforms itself into the
creation of productive and remunarative employment. Determining
the impact of IT on income generation, employment and
productivity has become a crucial task. With the speed of
communications and the pace of unemployment constantly on the
increase, the government needs to know how technology is
affecting the youth. The government needs to know whether IT
systems are helping the youth or hindering them for achieving their
goals.

Information Technology has been shown to promote
economic growth. Since the early 1990’s, information
technologies (ITs) and the related services are believed to
have the potential to promote steady and sustainable
growth, to increase competitiveness, to open new job
opportunities and to improve the quality of life to all
Europeans [European
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Commission, 1993 in [9]]. [8] discussed how IT provides
unparallel opportunities to improve the lives of the
world’s poorest people by creating jobs, improving access
to health care, providing education and other services. IT
has helped in connecting community-based artisan
producer groups[3] . It can create job, improve access to
health care, education and other services [8]. Village pay
phones provided a means of communication and a means
of income generation ([6], [5] ,[3]. In Ghana studies
revealed that youth participation in education and skills
training is inadequate hence the vulnerability in terms of
employment. In view of this situation the information and
communication technology sector which has the potential
to generate job opportunities for the youth needs to be
promoted. The regulatory body in the sector has to be
strengthened and given the necessary independence to
provide an enabling environment for private sector
participation for the sector to develop and create the much
needed jobs for the youth [8].
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[11] in his paper discussed the use of IT in poverty alleviation. He
argues that the impact of IT on the lives of the poor goes beyond
income generation. Ultimately, it is important to evaluate the
impact of IT initiatives on income generation, employment and
productivity. The impact of IT on poverty will fundamentally, be
determined by its impact on employment and how economic
growth, as a result of IT, transforms itself into the creation of
productive and remunerative employment. We want to determine
the extent the adoption of IT in different sectors of the economy
enhances overall growth and productivity and generate linkages
with activities that provide livelihoods to people, in a way that
positively impacts on their income generation thereby alleviating
poverty. It has often been felt that lack of access to technology in
rural and remote areas, and by poor and under-privileged women
and minorities in addition to lower levels of literacy contribute a lot
to the subsistence of their poor status.
According to [6] ICT ( Information and Communication
Technology) refers to any artifact, technique or knowledge used to
create, store, manage and disseminate information. This includes
radio, television, video cameras and telephones. IT is defined as
the set of activities that facilitate the capturing, storage, processing,
transmission and display of information by electronic means [16].
They include telegraph, radio, television, computers, internet
services and wireless technologies.

2.1 Research Questions
1. Can the use of IT strategy contribute to income
generation ?
2. Is it possible to create employment opportunities
by the use of IT?
3. How far can the application of IT help in
enhancing agricultural productivity?
4. The general objective of this work is the
exploitation of IT for creating employment,
improving income generatoin of people and
improving agricultural productivity of the
farmers.
The hypotheses for the research are set as follows:
H0: IT empowerment cannot contribute to income
generation.
H0: IT empowerment cannot help in creating
opportunities for employment.
H0: IT empowerment cannot help to improve agricultural
productivity.

3.0 METHODOLOGY
[1] defines ITs by categorizing them based on how they have been
in common use and to some extent the technology used for the
transmission and storage of information.

Data was collected through the following methods:

New IT- this includes computer, satellites, wireless one-to-one
communication (mobile phones). Four characteristics can be used
to describe the modern ITs.
-

-

Interactivity: they are now effective two-way communication
technology. The flow of information can be interactive. It is
no longer only received but can be created and offered more
easily.
Permanent availability: it is available 24 hours a day
Global reach: geographic distances hardly matter any more.
Reduced cost: for many people cost of communication has
gone down to a fraction of previous values and relatively
cheap.

Old IT –Radio, Television, land line and what we may call ‘really
old IT’ such as newspapers, books and libraries. Today a useful
working definition of IT can be seen as an electronic means of
capturing, processing, storing and disseminating information. [11]
believe that information and knowledge are critical components
and information technologies (ITs) offer the promise of easy
access to huge amounts of information useful for the poor. The
research questions are as follows:
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Questionnaires:
Data was collected through the use of questionnaires. The
questionnaires were designed and were distributed to three
categories of respondent namely the youths, parents and
employers of labour. What guided the questionnaire are
the following:
a) The objective of the work
b) The research questions
c) The hypothesis to be tested.
A simple random sampling was done. Within this random
sample a stratified random sample was also taken. The
questionnaires were directed to the stakeholders and the
following parameters were considered:
a) Computer awareness /Computer usage
b) Internet usage
c) Its application areas
d) Awareness of job opportunities
e) Its effects on agriculture
f) Whether it is necessary for most job
g) Its effect on income
Documents
Documents showing how IT initiatives were used in other
countries were used[13]. Results from other studies show
that IT empowerment can help reduce poverty. The
purpose of the research is to see whether IT initiatives can
be an effective tool for income generation for both urban
and rural dwellers in Nigeria..
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3.1 Data Analysis
The questionnaires were analyzed using SPSS (Statistical Package for the Social Sciences). A frequency distribution of the key
variables using a bar chart was drawn. This is shown in fig. 1.

Fig.1: Showing the percentages usage of those key variables.

Chi Square Analysis (Test of Independence)
This analysis was performed to find out how our respondents
answered some questions related to the effect of IT
empowerment on the key variables. To achieve this we first
determine our dependent and independent variables. For the
analysis the independent variable will predict a response with
the dependent variable. The objective of the study is to
determine the effect of IT empowerment on income, creating
job opportunities. From fig. 2 it can be seen that 96.3% of
those with IT training agreed that it has helped to increase
their income earning capacity

From fig.1 it is observed that out of the total population,
97.2% use computers. It is also observed that 86% use it for
word processing and 59.2% use Spreadsheet/Excel, 52.5%
use Presentation software. This shows that most people who
use the computer use it mainly for Word processing, Excel
and Presentation software. Out of the total population
interviewed 84.9% use the internet, 59.9% use it for research
while 82% use it for checking mails. It is also observed that a
major consideration for job offers is the position of IT skills.
The same Fig. 1 indicates that 74.3% of the population
possess IT skills for job offer.

Fig 2: Showing the bar chart of income generation with respect to IT empowerment.
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Test of association between IT empowerment and income generation.
H0.: IT empowerment cannot contribute to income generation.
In this analysis IT empowerment is the independent variable while income is the dependent variable.
Table 1: Chi-Square Tests for Income Generation and IT training
Value
df
Pearson Chi-Square
30.213
4
Likelihood Ratio
28.626
4
Linear-by-Linear Association
16.647
1
N of Valid Cases
179

Asymp. Sig. (2-sided)
.000
.000
.000

From table 1
Chi-Square value (X2 ) =30.213 P< 0.5
Therefore we reject the null hypothesis and conclude at 95% confidence that IT can contribute to income generation.
From Fig.3 it can be seen that 78% of those with IT training agreed that it has afforded them more job opportunities
.

Fig.3: Showing the bar chart of creating oppurtunities for employment with respect to IT empowerment.

Test of association between IT empowerment and opportunities for employment.
H0 : IT cannot create opportunities for employment.
Table 2: Chi-Square Tests for Discovering Job Opportunities and IT Training
Value
df
Asymp. Sig. (2-sided)
Pearson Chi-Square
29.405
4
.000
Likelihood Ratio
28.234
4
.000
Linear-by-Linear Association
9.611
1
.002
N of Valid Cases
179
From table 2
Chi-Square value (X2 ) =29.405 P< 0.1
Therefore we reject the null hypothesis and conclude at 99% confidence that IT training can create opportunities for employment.
From Fig.4 it can be seen that 94.8% of those with IT training agreed that it has afforded them opportunities to improve their
agricultural productivity
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Fig.4: Showing the bar chart of improvement in Agricultral productivity with respect to IT empowerment
Test of association between IT empowerment and improvement in Agricultural
productivity.
H0. IT can help to improve Agricultural productivity.
Table 3: Association between Improvement in Agricultural Productivity and IT Training
Value
df
Asymp. Sig. (2-sided)
Pearson Chi-Square
19.722
4
.001
Likelihood Ratio
18.331
4
.001
Linear-by-Linear Association
10.186
1
.001
N of Valid Cases
179
From table 3
Chi-Square value (X2 ) =19.722 P< 0.5
Therefore we reject the null hypothesis and conclude
at 99% confidence that IT can Improve Agricultural
productivity.

To illustrate how useful IT can be for farmers, consider the
case of farmers in India who in the past were harvesting
their tomatoes at the same time, giving rise to a market glut
that pushed prices to rock bottom. At other times, when
tomatoes weren’t available and the prices shot up, the
farmers had none to sell.[31].Now, they use a network of
Telecentres to coordinate their planting so that there is a
steady supply to the markets and more regulated and
regular prices.

4. RESULT OF ANALYSIS
It is observed that many people use computers. Most of the
people that use computers seem to concentrate on word
processing packages.
Most organization use word
processing in their work, IT training became necessary for
most employment opportunities. Empowering people with
IT reduces the search time for jobs. There is a significant
relationship between IT training and income generation.

IT and
Employment Opportunities and Income
generation
Poor people in rural localities lack opportunities for
employment because they often do not have access to
information. One use of IT is to provide on-line services for
job placement through electronic labour exchanges in
public employment service or other placement agencies. In
this way, unemployed people can use IT to discover job
opportunities. In addition, they can also become employed
in the new jobs that are created through the deployment of
IT. IT is a tool that can help individuals expand their
consciousness and capacity for empowering themselves. It
provides people with a better understanding of the
technology and its usefulness in our every day life. Its use
increases people’s access to information which should lead
to possible ways of improving their wellbeing.

5. CONCLUSION
IT and Agriculture productivity
Achieving high agricultural productivity is done by
delivering useful information to farmers in the form of crop
care and animal husbandry, fertilizer and feedstock inputs,
drought mitigation, pest control, irrigation, weather
forecasting, seed sourcing and market prices [11]. Other
uses of IT can enable farmers to participate in advocacy
and cooperative activities.
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The bulk of poor people live in the rural areas and
information is packaged for them because they have IT to
help them. This can be achieved through equipping their
community/village hall with television that impacts
knowledge on the poor. IT makes education more attractive
using video to teach them in their village halls and this will
reduce mass literacy. Agro based communities can get
information through their village halls on crops, fertilizers
through IT which will help improve on their agricultural
production. IT has an important role to play in reducing
poverty by improving the flow of information and
communication. It is a valuable tool for information sharing
and awareness raising within the wider community
development to combat poverty and advance international
development goals.
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ABSTRACT
Most existing online examinations are limited to atomic, closed form assessment units, such as Multiple Choice Questions (MCQ). This
allows students with poor knowledge of course concepts to pass examination simply by guessing. This type of examination is unsuitable
for testing student true cognitive knowledge. This limitation along with other factors makes MCQ online examination type ineffective in
student assessment. To provide a solution to the problems associated with MCQ, an online essay based assessment system is proposed in
this paper. This discursive examination system uses double blind marking techniques to assess student performances in examination. The
Online Examination architecture was developed and the model formulated was implemented using PHP, HTML and MySQL software.
The software developed was implemented on Osun state University Intranet.
Keywords- E-learning, e-asssesment, essay-based examination, double blind marking.

1. INTRODUCTION
The advent of web applications into the computing
technology has brought about a significant revolution in our
social life including the traditional system of education and
examination. Many institutions are beginning to reevaluate
their traditional methods and have considered providing
pedagogical materials through the Internet. Web-based
testing and assessment systems offer greater flexibility than
the traditional approach because test could be offered at
different times by students and in different locations. As
online teaching and learning become widespread, there is a
growing need for educators to consider modes of assessment
[1], [2].

Assessment systems normally require students showing full
spectrum of competencies by reading the answer carefully
and looking for specific features, such as clarity, logic, and
key points among others. Often, the best assessment is
achieved by awarding scores according to explicit ordered
categories which reflect an increasing quality of response.
These questions should be scored according to a uniform
grading rubric for greater consistency and reliability. To
provide a suitable solution to the problems associated with
MCQ, a suitable online essay based assessment system is
proposed in this paper. This discursive examination system
uses double blind marking techniques to assess the
performances in examination.
2. RELATED RESEARCH

According to [3], the benefits of online assessment include
student motivation, immediate feedback, assess to larger
classes effectively [1]. Beyond this advantages, online
examination in most tertiary institutions have some
constraints in terms of quality,validity,reliability and fairness.
Multiple-choice tests also offer greater efficiency and
reliability in scoring than an essay. The major disadvantage
of a multiple-choice item is that the fixed responses tend to
emphasize recall and encourage guessing. In an essay (or
constructed- response) test, students generate responses that
have the potential to show originality and a greater depth of
understanding of the topic. The essay also provides a written
record for assessing the thought processes of the student.

[5] describes the rapid growth of computer technology use in
workplaces and education as inexorable. This technology
offers the potential to broaden educational assessment beyond
what traditional methods allow. [6] found that valid and
reliable data can be gained through online ability assessment
when comparing online and paper-based intelligence tests.
According to [7] context of assessing essays on screen
demand an enquiry into construct validity; explore whether
the same constructs or qualitative features of essay
performance are being attended to by assessors in different
modes.

However, online exam is limited only to atomic, closed form
assessment units, such as Multiple Choice Questions (MCQ).
This makes it possible for a student with poor knowledge of a
course concept to pass MCQ examination simply by
guessing, and is unsuitable in testing students’ true cognitive
knowledge. This, along with other factors makes MCQ online
examination type to be ineffective.

[8] presents an excellent argument for having online courses.
Their research-based findings support the argument for
having online courses as well as a detailed analysis of the
characteristics of online learners. According to [9],
assessment plays different roles in teaching and learning
process. It provides teachers with a means of evaluating the
quality of their instructions. Students also use it to drive and
direct their learning. Online assessments can be offered at
different time, location or even different test or different
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students. In many cases, online assessments are carried out
using an institutional Learning Management System (LMS)
such as BlackBoard, WebCT, or an in house product via
quizzes, forums and digital assignments[10]. E-assessment
can be justified in a number of ways. It can help avoid the
meltdown of current paper-based systems; it can assess
valuable life skills; it can be better for users – for example by
providing on-demand tests with immediate feedback, and
perhaps diagnostic feedback, and more accurate results via
adaptive testing; it can help improve the technical quality of
tests by improving the reliability of scoring.

numerical marks or identity. E- essay examination model in
this study consist of essay / extended response / short answer
questions (and possibly a mixture of all three). Also some
questions that require drawings and calculations are also
taken care of in this system design.
System Architecture
To successfully represent the traditional assessment model,
the following user requirements were put into consideration
in the design of the architecture:

The earliest online assessment makes use of Multiple Choice
Question Techniques (MCQ). In the view of [11], MCQ
exams can be used not just for testing lower level cognitive
skills, but can be implemented to measure deeper
understanding if questions are imaginatively constructed.
Double blind marking ensure that all the assessments have
been considered thoroughly, conscientiously and objectively,
There are three types of double blind marking according to
[2],[12]

(i)

an intuitive and familiar interface for students when
entering extended answers / essays.

(ii)

secure, distributed, on-screen marking by multiple
markers.

(iii)

secure offline marking such that markers can
download data to laptops for marking as and when,
and support the subsequent synchronization of data
on upload

The System Architecture is shown in figure 1 consisting of
five modules:
System Administrator Module, Instructor
Module, Student Module, Inference Engine and Knowledge
Base.

(i)

Sampled double marking: In this process, all scripts
are firstly marked (in small numbers usually
by the course leader’ or chief examiner and
then a percentage is double marked by a
moderator for the purpose of verification. In
best practice the first marker has put the marks
and comments on the assessed work or the
provided proforma
(ii) Full “seen” or “open” double marking: in this
process, all scripts are marked by two markers
but the second examiner marks with
knowledge of the first marker’s marks and
comments. The second examiner is expected
to exercise independent judgment and the final
marks are awarded by computing the average.
(iii) Full double blind marking: in this process, all
scripts are marked by two examiners and the
second examiner marks with no knowledge of
the marks or comments of the first examiner.
This method maximizes independence in
marking. Marks may be agreed by simply
averaging the scores from the two independent
markers.
For both open and full blind double marking, when
examiners cannot agree, a third party moderator is required.
In the past, this role was often given to the ‘external
examiner’. In this paper, full double blind marking
techniques was employed in the assessment.

(i) System Administrator Module
This module of the solution controls the entire operation of
the system. With this module, the administrator can add
lecturers, instructors and students. The module defines the
registration process. The system administrator can determine
which kind of questions should be available when setting up
a test, period of the exam and other site administrative issues.
(ii) Examiner Module
The examiner module handles the setting up of exams. It is
only accessible to users with the examiners rights and
privileges. This module allows the examiner to create new
exams and set up the exam with the required configuration
that fits the exam the user is administering. Examiner can
later re-edit the examination setting to fit into the maybe a
new session or curriculum. After setting up the examination,
the user can then add questions of different types to the
examination using randomization facility. Also, The
examiner set the score profile of each question to be assessed
manually and allows setting up a number of examiners to
mark the essay type questions. Others include registration of
exam candidates, Create/edit/delete candidate groups.
The examiner can also access candidates who have taken a
test, the time spent on the test and also their respective scores.
The score statistics like average score, pass rate and
cumulative score can also be viewed by the examiner, setting
time limit of the exam and randomizing the questions. When
markers log into Exam Online, they are presented with a list
of questions / papers to be marked. Clicking on a question
brings them to the main marking interface that as shown in
figure 3.

3. METHODOLOGY
A Full Double Blind Marking Technique (FDBMT) is
adopted as the assessment model in this paper. This model
describes scoring written essay exam without an awareness of
other raters and /or visual bias by the result of other graders
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Figure 1: System Architecture
(iii)
Student Module
This module is the aspect that is visible to the ‘examtakers’. If the exam is free-for-all, then any visitor to the
web application can partake in the exam. But restricted
exam will require pre-registration. Examinations to be
taken are visible only to candidates who have the privilege
to take a particular exam. So candidate may be privileged
to take several tests while another may not have any
pending test based on their curriculum and department.
Exams are available only for a period of time set by the
examiner, and the duration of the examination can also be
pre-configured by the examiner. Candidates are served
questions which can be of different types.
(iv)

Inference Engine
This is the intelligent (reasoning) component of the
architecture. The roles which could be broadly categorized
as coordination of all module components as well as
computation roles. This is achieved through the intelligence
embedded using integrated rule and case based reasoning
scheme.

4. E-ESSAY ASSESSMENT MODEL
Assessments of the examinations require detailed human
marking. This is achieved by posting the answers by a
student’s to two independent markers and the average of
the scores are forwarded to the database. We adopt the
following simple model for the generation of the marks for
a student. An essay examination conducted for student i is
marked by marker j and the mark Xi obtained is computed
as the average of the marks returned by all the markers j .

Knowledge base.

This is the knowledge repository for this application
system. It consists of three categories of repositories as
shown in figure 1 which are:
Data Bank

Student /Markers Data

Student Scores

The mathematical model is represented in equation (1)
n

Xi  
j 1
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When two markers are involved, Marker J = 2 so we
Have:
2

Xi  

X ij

(2)

2

j 1

particular question, this question is sent to two blind
markers and the average of the scores obtained returned
by the two markers are stored in the knowledge base by the
inference engine for the final computation.
7. CONCLUSION
In this paper, the limitation of MCQ examination
assessment was highlighted and, online essay examination
assessment was proposed as a remedy. The software design
was conceptualized; the system was implemented using
PhP, HTML, and MySQL. A sample essay- based exam
was used as a test case (CIT 404) for the implementation.
As each student completes a particular question, this
question is sent to two blind markers and the average of the
marks scores returned by the two markers are stored in the
knowledge base by the inference engine for the final
computation. The software was implemented on Osun state
University Intranet. The response from sample users shows
that the assessment is better than MCQ. The future
research work is to develop an intergrated MCQ and essay
based double blind marking technique

Let the score obtained by the same student i in extended
response / short answer be Pi
The total score obtained by the student i is Examscorei:
2

Examscorei  

X ij
2

1

( 3)

 pi

if a student has taken continuous assessment m the total
test score(tts) is
ttsi 

m



Tij

(4)
m

i 1

The final score obtained by the student i is Fscorei:
Fscorei 

2


i 1

xij
2

 pi 

m


i 1
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5. CHOICE OF DEVELOPMENT SOFTWARE
PHP and mySQL were used because of its graphical user
interface (GUI) feature which makes communication with
other user possible by displaying pictures and other
standard objects. It has other enhanced features which
makes it an ideal choice for coding program. Some of its
features include:
i.
It is now object oriented
ii.
Application and components written in PHP
runs on web
iii.
Application developed using PHP run with a
managed runtime environment.
6. IMPLEMENTATION
The System Model in equation (5) was implemented in this
study by storing student data, questions and answers in the
database with the use of mySQL on an Apache server. The
students, administrator, examiner interfaces were designed
using HTML, javascript and other appropriate
programming languages; PHP connects the data in the
database with the user interface. The application was
installed on the university server in the ICT laboratory
housing about 100 systems connected to the university
intranet. Figures 2,3 and 4 show the student, administrator
and examiner scoring modules.
A particular essay- based exam was used as a test case (CIT
404) for the implementation. As each student complete a

107

Vol 5. No. 6. Dec 2012

ISSN

2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

Authors’ Brief.

[9] Allen, I. E. & Seaman, J. Sizing the opportunity: The
quality and extent of online education in the
United States , 2002 and 2003. The Sloan
Consortium, Needham , Massachusetts .
Retrieved
February
12,
2004
from
http://www.sloan-c.org ,2003
[10] Harvey J and Mogey N(1999) Pragmatic issues when
integrating technology into the ssessment of
students. In Brown S, Race, P & Bull J (1999)
Eds), Computer –assisted assessment in higher
education London: Kogan –Page .
[11]A.Ricket D. Pullen and C. Harpers Case study of a
computer based examination system Austalian
Journal of Educational Technology 25(4) , pg
509-523,2009.
.[12] Engelbrecht, J. and HardingA. Combining online and
paper assessment in a web-based course in
undergraduate
mathematics.
Journal
of
Computers in Mathematics and Science
Teaching, 23, (3), 217-231,2003.
[13]Pullen D and Cusack BContent Management systems ;
The potential for open education Fact Sheet,
FS01, Australian College of Educators, Canberra
2008.

Caleb.O. Akanbi is a Lecturer in the
Department of Information and
Communication Technology, Osun
State University, Osogbo, Nigeria .
He holds a Ph.D degree in Computer
Science from Obafemi Awolowo
University, Ile Ife . He is a member of
Computer Professional Registration
Council of Nigeria (CPN) .His research interest are elearning., Agent based System, Mobile Computing. E-mail
akanbico@uniosun.edu.ng , +2348033920834)
Adetunji Abigail Bola is a Senior
Lecturer in
the Department of
Computer science and Engineering,
LAUTEC, Ogbomosho. She holds a
Ph.D degree in Computer Science.
She is a member of Computer
Professional Registration Council of
Nigeria (CPN). Her research interests are Machine
learning, Data Mining, Artificial Intelligence and Database.
She can be reached by phone on +2348034858047and
through E-mail: abadetunji@yahoo.com
abadetunji@lautech.edu.ng.

108

Vol 5. No. 6. Dec 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

APPENDIX

Figure 4:
Examiner Scoring Page

Figure 2: Student login page
Figure 3 : Student Interface
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ABSTRACT
The Internet transport protocol, Transmission Control Prototol (TCP) by design treats all packet losses as an indication of congestion and
reacts to such by reducing its rate. This reduction is not justified on hybrid network where a substantial number of packet losses are due
to random errors of wireless link. It leads to underutilization of network resources. Differentiating the cause of packet loss is thus
important to enable TCP take actions to control congestion only when the loss is caused by congestion. This work presents the use of a
machine learning algorithm-support vector machine (SVM) in differentiating between the two types of losses. The model was built using
a labeled dataset consisting of 26,191 loss instances. The SVM model achieved 95.97% accuracy, this shows a substantial improvement
in throughput without compromising TCP-friendliness on hybrid network.
.
Keywords- TCP, congestion control, machine learning, support vector machine.

1. INTRODUCTION
TCP was originally developed for wired network, where a
packet loss is an indication of congestion on the network. It
therefore reacts by reducing its sending rate in order to
control congestion. Wired/Wireless hybrid networks have
characteristics different from wired network. They are prone
to random packet losses that occur not only as a result of
congestion but other link errors. TCP however has no
mechanism for differentiating congestion induced losses from
error induced losses. It therefore reduces it sending rate each
time a packet loss occurs. This leads to an under utilization of
network resources on hybrid network.
To improve the performance of TCP on hybrid network there
is need for a mechanism that enables it distinguish between
the two types of losses.
In this paper we explore the use of SVM in building a
classification model for the differentiation of the two types of
losses.
The remaining part of this paper is organized as follows.
Related works are described in Sect.2, the classification
algorithm, training and testing dataset in Sect.3.Sect.4 gives
the result and analysis. Finally, conclusions are drawn in
Sect.5

Explicit loss discrimination can be basically divided into
Split Connection Approach and Link Level Retransmissions.
Split Connection completely hides wireless losses from the
sender by terminating the TCP connection at the base station
so that the only losses seen by the sender are congestion
losses. It has the advantage of shielding the sender from
wireless losses. However, [1] shows that it results in poor end
to end throughput. Examples of split-connection based
approaches are M-TCP [2] and I-TCP [3]. Link layer
retransmission hides congestion related losses from the TCP
sender by treating the problem of losses locally. If a packet is
lost in the wireless link, a local retransmission is performed
without letting the fixed host know.
The problem is thus solved at the link layer and the transport
layer need not be aware. Link-layer retransmission has the
advantage that it fits naturally into the layered structure of
network protocols. However, in [4], it is shown that the
competing retransmission by the link layer will only lead to
significant performance degradation if packet loss rate is
more than about 10%. Also, there are cases where link level
retransmissions are unsuitable. These include interactive realtime applications such as VoIP or video-conferencing.

2. RELATED WORKS
A lot of effort has been made to differentiate between
congestion induced losses and error induced losses on hybrid
network. These can be categorized into two: explicit loss
discrimination and implicit loss discrimination. Explicit loss
discrimination relies on the support of network apparatus to
perform differentiation. In this case, the sender is explicitly
informed of the type of packet loss by network routers or the
end receiver.
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Implicit loss discrimination determines the type of packet
loss by assumptions and calculations made on measurements
of network parameters which can be easily obtained at the
end systems. This method requires the least amount of
change in the network and can be implemented by endowing
one of the terminal devices with a classification algorithm.
Loss differentiation decision can be made based on adhoc
rules formed using network parameters such as RTTs,
ROTTs, and IAT.
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For example, Biaz [5], mBiaz [6], and the statistical packet
loss discrimination (SPLD) [7] use packet inter-arrival times,
the Zigzag [7] and the Spike [3] use relative one-way trip
times, and the Vegas predictor [8] uses round trip times. The
limitation of these methods is that the decision-making
thresholds are difficult to be determined. Also, studies [9]
have shown that using only one feature may not provide a
good accuracy.
Another approach is to combine multiple features and apply
algorithms from data mining and machine learning. These
can learn the relationship between the features and make
decision based on a derived model. Machine learning
approach was first used in [10].Multiple features were
combined from which a learning algorithm automatically
builds a model. Based on the derived model, congestion loss
and wireless loss can be differentiated.

Given a training set of feature-labeled pairs (xi, yi), i = 1,
2,…..l represents the features, xi a loss instance and yi the
label denoting the type of loss. yi is either 1 denoting a loss
due to congestion or -1 denoting a loss due to a link error.

3. METHODOLOGY

SVM can be used to learn a linear classifier

Figure 1.SVM binary classification

3.1
Support Vector Machine
SVM is employed here to classify the loss causes. Support
Vector Machines is an effective statistical learning method
for pattern recognition [11]. The SVM based on statistical
learning theory has many advantages. One, unlike other
nonparametric techniques such as nearest-neighbors and
neural network that are based on the minimization of the
empirical risk, SVM operates on another induction principle,
called structural risk minimization, which can overcome the
problem of over fitting and local minimum and gain better
generalization capability. Two, Kernel function method
applied in SVM overcomes the problem of dimensionality
effectively without increasing the computational complexity.
Three, SVM has demonstrated higher generalization
capabilities in high dimensional space and spare samples.
Four, unlike many learning algorithms, SVM leads to good
performances without the need to incorporate prior
information. Moreover, the use of positive definite kernel in
the SVM can be interpreted as an embedding of the input
space into a high dimensional feature space where the
classification is carried out without using explicitly the
feature space.

(1)
where w is a weight vector and b is a bias. When the training
samples are not linearly separable, the sample is mapped to a
higher dimensional feature space (Ф)(x):
(2)
before a linear classification is performed in the new space.
The problem can be solved as the following optimization
problem:

Subject to

(

)+b)

1- ξi

ξi

A classification task usually employs training and testing data
sets that consist of several data instances. Each instance in the
training set contains one target value (class labels) and
several attributes (features). The goal of SVM is to produce a
model that can predict the target values of the data instances
in the testing set given the attributes only. Support Vector
Machines are based on the concept of decision planes that
define decision boundaries. A decision plane is one that
separates between a set of objects having different class
memberships, the SVM modeling algorithm finds an optimal
hyper plane with the maximal margin to separate the two
classes. This is illustrated in Fig. 1.

(3)

The equation can be rephrased as

0 ≤ αi ≤ C, i = 1,…..,l,
subject to yTα = 0

(4)

where ξi is the slack variable that indicates tolerances of
misclassification and C>0 is a constant that balances
maximizing the margin and minimizing the amount of n.e is
the vector of all ones, Q is an l x l positive semi-definite
matrix,
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Qij ≡

K

, and

For selecting the best parameter value, the grid.py in the
libsvm-3.12\tools directory was used.

≡

) is the kernel. The decision
function is

grid.py is a parameter selection tool for C-SVM classification
using the RBF (radial basis function) kernel.
The training set is divided into five subsets of equal size.
Sequentially, one subset is tested using the classifier trained
on the remaining four subsets. Thus, each instance of the
whole training set is predicted once. The cross-validation
accuracy is the percentage of correctly classified data. The
optimal parameters obtained using the above process are C =
128 and γ = 0.5. These parameters are used to conduct a more
efficient training and to accurately predict unknown data.
After cross validation, the best parameters obtained was used
to train the dataset. The model achieved a cross validation
accuracy is 96.184%.

(5)
3.2

Description of dataset

The dataset used in this paper is the one generated and used
in [10] .The database was generated by simulations with the
network simulator ns-2 and contains 35,441 loss instances.
22,426 of which are due to congestion and the rest to link
error. The network topologies, the number of wireless links,
their place in the topology, the error model and the loss rate
were drawn at random.

3.4

Performance metric

The following metrics were used for the performance
evaluation of the model:
True positive (TP): This refers to the group of positive
instances that are correctly classified by the algorithm as
positive. In this case this refers to the number of congestion
losses that are truly identified as congestion.

The parameters measured at the end of a loss event are the
inter-arrival times and the relative one way delay. The interpacket times denotes the arrival time difference between
consecutive received packets. The one-way delay, computed
by one of the two entities, is the difference between the
timestamp of the acknowledgement and the timestamp of the
TCP packet, and is actually the real one-way delay minus the
difference between the clocks of the sender and the receiver.
To make the model independent of the absolute values of
these measures, the values were normalized in different ways
using the average, the standard deviation, the minimum, and
the maximum of the one-way delay and inter-packet time.
The motivation for using this dataset, is for the random
generation of the network parameters. This will make the
model as applicable as possible under different network
condition. In addition, it provides a standard for the
comparative evaluation of our result with that obtained by
[10].

True negative (TN): This refers to the group of negative
instances that are correctly classified by the algorithm as
negative. In this case this refers to the number of wireless
losses that are correctly classified as wireless losses.
False negative (FN): This refers to the group of positive
instances that are wrongly classified by the algorithm as
negative. In this case this refers to the number of congestion
losses that are misclassified as wireless losses. This is
denoted as ERRC.
False positive (FP): This refers to the group of negative
instances that are wrongly classified by the algorithm as
positive. In this case this refers to the number of wireless
losses misclassified as congestion losses. This is denoted by
ERRE

3.3 Training process
LIBSVM 3.12 is used to train and optimize the SVM model.
LIBSVM is integrated software for support vector
classification(C-SVC, nu-SVC), regression (epsilon-SVR,
nu-SVR) and distribution estimation (one-class SVM). The
dataset was randomly divided into two; the training set and
the testing set. The training set contains 26,191 loss instances
selected at random. The testing set contains the remaining
9250 loss instances. Light Data Agent application was used
to put the dataset into the appropriate format.

Accuracy: This is the number of correctly classified
instances over total number of instances. As shown in Figure
4.1, this is
TP +TN
P+N
Misclassification Rate: This is the total number of wrongly
classified instances over total number of instances.
FP +FN
P+N

The RBF kernel was chosen. This is the most appropriate
here because the dataset is quite large and contains very few
number of attributes compared with the number of instances.
Also, RBF kernel nonlinearly maps samples into a higher
dimensional space and so it can handle the case where the
relation between class labels and attributes is nonlinear.
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4. RESULT AND ANALYSIS
The SVM model provides an estimate of the probability of
each class PC and P E such that PC+ PE = 1 for any given
instance of loss. PC is the probability of classifying the loss as
congestion and P E is the probability of classifying it as a link
error.
The class given by the model is a link error if P E is greater
than a threshold PTH and Congestion if otherwise. By default,
the value of P TH is fixed to 0.5 so as to treat each class fairly.
However, by changing the threshold, one can easily favour
the accuracy of the prediction of one class over the other.
Accuracy: The ability of the classifier to correctly identify
the category to which each of the loss belongs to given a new
situation of a loss event is very important. The higher the
accuracy the better the performance of TCP + classifier. The
SVM model used here achieved an accuracy of 95.97% on
the testing data at a threshold of 0.5.This is quite high and
means that the TCP+ classifier has a 0.9597 probability of
making the right decision when faced with a new loss
situation. The accuracy of the classifier is shown in Fig.2 as
the threshold is varied.

Figure 2 .Graph of Accuracy against threshold

Misclassification rate: an algorithm that attempts to classify
each loss into one of two classes can be judged by its
misclassification rate, the fraction of cases which are
classified incorrectly. the svm model here misclassifies only
4.03%. however, since misclassifying a wireless loss as a
congestion loss does not have the same impact as the other
way around, the performance is judged by examining the two
misclassification rates separately.
Error on congestion losses (ERRC ):.This is the % of
congestion losses misclassified as wireless losses. The effect
of this is that the rate will not be reduced when the network is
congested and can lead to congestion collapse if too high. If
there is congestion, the sending rate should be decreased to
maintain TCP friendliness. At a threshold of 0.5 the classifier
misclassifies only 5.52% of congestion losses. Again this is
low enough.

Figure 3. Graph of error on link error against error
on congestion

TCP Friendliness
To maintain TCP-Friendliness, the TCP+classifier should
have a throughput belonging to [1/KBtcp, KBtcp] with K ≤1.78
[12] where Btcp is the throughput of TCP following the same
path as the TCP+classifier. Let p be the proportion of the
packets loss on a network.The TCP+classifier is a normal
TCP except that it reacts only to a proportion p (1- ERRC) of
packets instead of p as in the case of a normal TCP. This
means TCP+classifier will only reduce its congestion rate for
a fraction 1- ERRc of p. Therefore it can be seen that to
maintain TCP friendliness, the misclassification of
congestion should not be too high. If the misclassification of
congestion remains close to zero, the classifier will be TCP
friendly.

Error on wireless losses (ERRE): This is the % of wireless
loss misclassified as congestion loss. Misclassifying wireless
loss as congestion loss does not cause congestion problems
for the network, but it will limit the protocol’s ability to
improve throughput in the case of wireless network. At a
threshold of 0.5 the model misclassifies 26.2% wireless
losses.
Fig.3 shows the graph of the two types of errors when plotted
against each other with threshold ranging from 0.05 to
0.95.As seen an increase in one leads to a decrease in the
other The curve is very close to the origin showing lower
values of errors on both sides. This implies a good model.
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However from figure 4.2, it can be seen that the lower the
value of ERRC, the higher ERRE. If ERRE goes too high, the
gain in terms of wireless link will be compromised. How low
should ERRC be without losing TCP Friendliness and at the
same time maintaining an optimal throughput on wireless
link?
[13] proved that if ERRC is kept below 18%.The
TCP+classifier will maintain both TCP friendliness and an
optimal throughput on wireless link. The value of ERR C
obtained at a threshold of 0.5 is much lower than 18%.

Evaluation of the optimum threshold
Fig.4 below shows the change in the ERRC as the threshold
is varied. As explained above, to maintain TCP friendliness
ERRC should be kept below 18%.This means that the
threshold should always be lower than 0.92.
PTH%
Figure 4 .Graph of Accuracy of both losses
against threshold
In [10] several machine learning algorithms were trained and
tested on the same dataset. It was found that decision tree
boosting achieved the highest accuracy of 93.66. SVM has a
higher accuracy than this(95.97%).
5. CONCLUSION
SVM is employed to differentiate between the two types of
losses that occur on hybrid network. The SVM model
obtained showed a great capability in classifying correctly a
new loss instance. The result showed that when incorporated
into TCP it improved the throughput of TCP substantially on
wired/wireless networks without compromising TCPfriendliness.

Figure 4 .Graph of error on congestion against
threshold
Throughput: In order to have an optimal throughput, the
correct classification of a loss as due to a link error (T wireless )
must be high.
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ABSTRACT
Phone-based learning in civil service is the use of voice technologies to deliver learning and capacity building training services to
government employees. The Internet revolution and advancement in Information and Communications Technology (ICT) have given rise
to online and remote staff training for the purpose of enhancing workers productivity. The need for civil servants in Nigeria to develop
capacity that will enhance knowledge is a key requirement to having competitive advantage in the work place. Existing online learning
platforms (such as web-based learning, mobile learning, etc) did not consider the plight of the visually impaired. These platforms provide
graphical interfaces that require sight to access. The visually impaired civil servants require auditory access to functional ities that exist in
learning management system on the Internet. Thus a gap exist between the able-bodied and visually impaired civil servants on
accessibility to e-learning platform. The objective of this paper is to provide a personalized telephone learning model and a prototype
application that will enhance the productivity of the visually impaired workers in Government establishments in Nigeria. The model was
designed using Unified Modeling Language (UML) diagram. The prototype application was implemented and evaluated. With the
proposed model and application, the visually and mobility impaired worker are able to participate in routine staff training and
consequently enhances their productivity just like their able-bodied counterparts. The prototype application also serves as an alternative
training platform for the able-bodied workers. Future research direction for this study will include biometric authentication of learners
accessing the application..
Keywords- Able-bodied, Civil Servants, Phone Learning, Productivity and Visually impaired.

1. INTRODUCTION
There are various advancement in technology and several elearning applications such as Moodle, Sagai, Blackborn, etc, are
now available on the Internet. Unfortunately, the visually
impaired workers are not among the beneficiaries of these
technologies. Rather, what the visually impaired workers require
for online learning is assistive technology to provide auditory
access to the e-learning functionalities on the web. Using the
web technology as a tool for training development is one of the
key factors to improve productivity. Investment in human
development,
employee
training
and
technological
modernization are areas that deserve serious attention in
worker’s productivity. This is because, one of the most efficient
and effective methods of improving workers productivity is
simply to train them in the skills they need to perform their job
duties [1]. There is no doubt that the goal of e-learning in the
workplace is to enhance individual and organizational
performance [2].
Enhancing the capabilities of individual staff members is the key
to improving overall workforce performance. It is a well known fact that low productivity is a national economic
development problem especially in the public sector.
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Phone learning technology is a type of e-learning that is often
referred to as voice-enabled learning system. It is the use of land
or mobile phone to access learning content on the Intranet or
Internet depending on network coverage availability. It uses
technologies such as speech recognition and text to speech
(TTS) conversion to create a user interface that enables users to
navigate through a dialogue system using telephone and voice
commands. Phone applications have been developed in several
areas such as in e-learning [3,4], banks transactions [5] and a lot
more. Some other e-learning phone-based applications that have
been implemented includes: [6,7,8,9]. Generally, there is dearth
of phone application in the domain of e-learning and the few
existing once lack sufficient intelligence to provide
personalization services beyond learners’ queries and request.
Personalized learning is an attribute of independent or
autonomous learning. Autonomous phone learning platform is
one of the ways management could use to encourage higher
productivity for the visually impaired workers. For instance, as a
staff of a government institution, one may be scheduled to attend
training at the Federal government head quarters in the capital
city. The cost and logistics involved in such trip may be saved
when the staff is made to simply dial a telephone number to
connect to the training materials and receive the lecture through
voice interaction.
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When government employees that are visually or mobility
impaired are not left out in the scheme of training, productivity
is indeed enhanced to their benefit just like their able-bodied
counterparts. This research, aimed to provide a personalized
Phone learning assistive technology to enhance the productivity
of the visually impaired employees, and also serve as an
alternative training platform for the able-bodied workers in the
Nigerian civil service. In workplaces, employees are adults who
have good self-concept, and usually they have a clear
understanding of their learning needs and can learn
independently [10]. Through e-learning systems, learners can
study course contents in an independent manner. They can also
decide when to study, the sequence of the content to study, and
the amount of time to spend for self education, without time and
space barriers [11]. Recently, e-learning systems have been
increasingly adopted by organizations for employee training for
reasons of cost reduction and convenience.
2. PRODUCTIVITY AND E-LEARNING IN CIVIL
SERVICE
Technological advancement have given rise to the online staff
training that hold great promise for productivity enhancement
[12]. This advancement brought about the need for employees to
develop capacity and enhance knowledge for competitive
advantage. Globally, an average employer of labour will expect
the workforce to be productive. Productivity as a concept means
different thing to different people. Productivity is defined as the
efficient use of resources such as labor, capital, land, materials,
energy and information in the production of various goods and
services [13]. Productivity is the relationship between the
amount of one or more inputs and the amount of outputs from a
clearly defined process [1].
Productivity is thus, of fundamental importance to the individual
worker of whatever status, to the organization whether commercial
or not, to the national economy at large, to the upliftment of the
welfare of the citizen and the reduction if not total eradication of
mass poverty [14,15]. In addition, it is recognized as a panacea for a
country's economic woes or ills, it is an attitude of the mind, it is a
springboard for economic growth, it improves overall standards of
living. Indeed, nations of the world now anchor their development
policies and planning strategies on productivity and sustainability.
Against this backdrop, the concern for productivity improvement
especially in the public sector has increased with intensity,
culminating to the establishment of the National Productivity Centre
(NPC) under the Federal Ministry of Employment, Labor and
Productivity [16,17].
NPC is a parastatal charged with the statutory mandate to implement
productivity improvement program aimed at making productivity
the driver of our economic activities both in the public and private
sector. The functions of NPC include inter-alia capacity building
and training services to client organizations, both private sectors and
civil service. The increasing practice of using e-learning in the civil
service has however propelled a gap between two group of
employees - the physically challenged particularly the visually
impaired and the able-bodied employees. Several technology-based
application exist for training such as web-based mobile learning,
117

etc, but they do not consider the plight of the visually impaired in
their interface design and methodological approaches. There are
pedagogical issues when group of people engage in e-learning. The
knowledge level of the learners differs, hence there is need to
deliver learning content to learners based on individual knowledge
level and physical ability to access the learning content. This type of
e-learning service delivering is often referred to as learning content
personalization based on users’ profile.
In a competitive work environment, finding ways to use
employee training program to help enterprises adapt to changes
in the external environment is an important issue [10]. With the
prospect of cost-effective investment in training, many
enterprises have adopted e-learning systems for employee
training to assist in their human capital management in recent
decades [18]. Through the use of e-learning systems, employees
can transfer what they have acquired from the training to their
jobs and thereby increase their productivity [19]. This helps
employees’ renewals of knowledge and skills while also
reducing knowledge gaps between what the organisations have
and what the employees need in order to have competitive
advantage.
3. PROBLEM STATEMENT
A number of voice-based learning technologies exist such as:
[20,4,6,7,9]. Their biggest disadvantage is the rigid structure that
they impose on the end user. While it is convenient to use mobile
telephony application, it can be extremely slow when the user is
forced to drill through several layers of options before finding
exactly what he/she wants [21]. The usage of Phone application is
more rigorous when the visually impaired learner is involved as a
result of their sight impediment. Some level of learning content
adaptation using Artificial Intelligence (AI) is required to serve
the purpose of personalization for the visually impaired group of
learners. This study, thus, provided a personalized voice-based
learning system otherwise known as ‘Phone learning’ to deliver
learning content through voice response that suits individual
visually impaired user, by simply dialing a mobile telephone
number.
4. THE PHONE LEARNING MODEL
The Phone learning model shown in Figure 1 was designed using
Unified Modeling Language (UML) deployment diagram. The
assumptions of the model are as follows: i) There exist some
visually impaired civil servants as employees in the Nigerian civil
service, ii) Government employees in Nigeria make use of mobile
phones as their means of communication, and iii) Government
employees in Nigeria are required to attend routine training outside
their work station. The model shown in Figure 1 has components
that require specific description. The visually impaired civil servants
connects through a mobile phone to the Phone Gateway. The text to
speech (TTS) and automatic speech recognition (ASR) executes the
call interaction with a caller. The Phone Gateway communicates via
web protocols (HTTP) to Phone application server. The web
application server queries the database via apache to dynamically
retrieve information and the TTS translate the lecture content from
text to speech for the caller to hear.
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Figure 1: A Phone Learning Model for the Visually Impaired Civil Servants
The upper layer (web technology) represents the learning
management system (LMS) comprising Moodle, WebCT and
Blackboard. The middle layer (AI technology) represents the
intelligent personalization of learning content using individual
employee profile. The bottom layer (voice technology)
comprise of voice interface, phone gateway and the phone
application server. The implementation of the AI technology is
contained in [20] and it uses case-based reasoning (CBR) and
stemming algorithm.

4.1 The Phone Interface Design and Implementation
Authenticated user of the application will undergo some
questions and answers session, which will be matched against
the content of the database, and the result received by the
caller through interactive voice response (IVR). The partial
call flow for the phone learning application is shown in
Figure 2.
Figure 2: Partial call flow of the application
The model was implemented using the following tools:
VoiceXML for the Voice User Interface (VUI), PHP for Web
User Interface (WUI), Apache as middle-ware, and MySQL
database as back-end. The phone gateway used was provided by
[22] for application development and testing. The choice of these
tools is due to their advantage as Free and Open Source Software
(FOSS) [23]. VoiceXML’s wide acceptance as a standard, huge
industry uptake, suitability for multimodal interaction, and
increased developer productivity clearly demonstrate its
superiority over other tools for developing voice applications
[24].
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The VoiceXML prototype application was deployed on a Voxeo
voice server [25] on the web and accessed from a mobile phone
using the format:<source country int. dial out #> <destination
country code><destination area code><generated voice network
7 digit #>. Evaluation of the Phone learning system was carried
out using [26,27] usability criteria. Statistical Package for
Social Sciences (SPSS) was used to generate the usability
analysis and reports.

Several usability studies suggest the system with “Very Bad
Usability” should have 1 as mean rating, “2 as Bad Usability”, 3
as Average Usability, “4 as Good Usability” and “5 as Excellent
Usability”. It was proposed in [28] that “Good Usability”
should have a mean rating of 4 on a 1-5 scale and 5.6 on a 1-7
scale. Therefore, it can be concluded that the prototype
application developed to validate our model has “Good
Usability” based on the average (AVG) total rating of 4.03.

5. SYSTEMS EVALUATION

6. RESEARCH IMPLICATIONS

The application was evaluated for usability to determine the
level of effectiveness, efficiency, users’ satisfaction, learnability
and memorability. In conducting the usability evaluation,
questionnaire were designed and administered. Each section of
effectiveness, efficiency, user satisfaction, learnability and
memorability contains five questions represented by Q1, Q2,
Q3, Q4 and Q5. The questionnaire aims at eliciting information
from learners to measure the usability of the Phone-based
learning application provided. A total of 70 questionnaires were
administered but only 63 responses were received, analyzed and
reported. The questions were designed using five-point likertscale where 1= strongly disagree, 2 = disagree, 3= undecided, 4
= agree and 5= strongly agree. The usability attributes analysis
of the evaluation has effectiveness 3.96, efficiency 4.12, user
satisfaction 4.03, learnability 4.00 and memorability 4.02 (see
Figure 3). The average total rating of the usability evaluation is
4.03.

The research contain herein has several implications. Lecture
materials are stored in a central server and delivered to learners
through voice interface. To participate in the training, employees
are required to dial a telephone number from a remote location
using a mobile phone that will connect the caller to the lecture
materials. Expectations for continuous performance of
government employees is high, hence the need for an appropriate
training to enhance workers productivity. The aforementioned
highlights the need to design training programs that addresses not
only the needs of the able-bodied learner but also that of the
visually impaired.

3.96

4.12

4.03

4.00

The phone learning system have the following benefits to the
able-bodied and the visually impaired: (i) Learners can learn at
Anytime, Anywhere and Anypace (A3), (ii) productivity is
enhanced, (iii) the time, cost and logistics of bringing people
together is eliminated, iv) the new system can reduce training
related expenses such as travel, accommodation and facilities,
and (v) Government due process policy is avoided.
The issues to consider when using phone learning system are as
follows [3]: (i) A new level of competence and awareness with
ICT is required for the employee, (ii) diverse opinion on high
cost of deployment, (iii) There may also be resistance from
government employees as they are used to attending
classroom/hall session training outside of their office station,
preferably in oversea country.

4.02

The opinion of some school of thought about high cost of
investing in Phone learning application is arguably incorrect.
Research shows that a simple one percent increase in
productivity typically produces more than ten times the impact of
a one percent decrease in training costs [29]. The requirement is
for participating institution to subscribe to a service provider by
paying a periodic token of fee.
7. CONCLUSION AND FURTHER WORKS
In this paper, a model and prototype application has been
provided to brigbe the gap that exist between the visually
impaired worker and their able-bodied conterpart in terms of
productivity enhancement. The prototype application was tested
by some learners, and the result of evaluation shows that the
prototype application developed has “Good Usability” rating of
4.03 out of 5 scale.

Figure 3: Usability attributes analysis

119

Vol 5. No. 6. Dec 2012

ISSN

2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

The findings shows that the users are enthusiastic about using a
mobile phone training tool as another form of assistive
technology to compliment the conventional travelling-based
training method. When employees of government are made to
embrace the new Phone learning system, it follows that the
efficiency and productivity of staff are enhanced which will
have a multiplier effect on the economy in general.
The future research direction for this study is to engage voice
biometric techniques based on speech data. Voice
authentication will be added as additional means of security
mechanism to enhance the authentication of candidates for
examination and quizzes. An improved system will combine
the conventional pin/telephone number authentication and
biometric to increase security of the application.
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Towards Sustainable Energy Development Using Virtual Power Plants
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ABSTRACT
The Nigeria National Grid as it stands today cannot meet existing energy demand and with surging population explosion and an ever
increasing energy demand, alternative energy sources and an efficient management of available energy is becoming the norm. While
alternative energy sources like Renewable Energy Sources (RES) are stochastic in nature, they could with Advanced Metering
Infrastructure (AMI) and an Energy Management System (EMS) be incorporated into the existing grid infrastructure to form a Virtual
Power Plant (VPP). Complementing this VPP could be an increase in the reach of the grid and an interconnection of existing and would
be incorporated components to form an intelligent system. It is envisaged that with such a structure in place, massive load shedding,
frequent grid collapse and power outages could be reduced to minimum. This paper examines such system on a micro scale using
Independence Hall and its surroundings all in the University of Ibadan as a case study.
Keywords- virtual power plant, renewable energy sources, advanced metering infrastructure

1. INTRODUCTION
The ultimate goal of any credible and legitimate government
is to ensure sustained improvement in the standard of living
of the citizenry. To this end, developmental plans that will
facilitate effective mobilization, optimal allocation and
efficient management of scarce resources are evolved [2].
The body charged with such varied responsibilities as power
generation, transmission and distribution including metering
and collection of electricity levies etc. is the Power Holding
Company of Nigeria (PHCN), now defunct as it were,
disintegrated into three separate entities vis-à-vis the
Generation Company of Nigeria, Transmission Company of
Nigeria and the Distribution Company of Nigeria.
While the generation and distribution companies have been
privatized, the transmission company still remains the
property of the Nigerian Government. In the discharge of its
responsibilities, PHCN is adjudged to be the largest single
consumer of natural gas in Nigeria with it accounting for
about 70 percent of the main fuel used in operating
generating plants in Afam, Ughelli, Sapele and Egbin [4].
With increased public outcry against gas flaring and the
insidious environmental and energy consequences it
continues to generate against sustainable (energy)
development in Nigeria [5], it has become imperative that
more and better efficient ways of power generation and an
effective use of (limited) available energy be evolved. As
posited by Eddie Oldfield [7], energy poverty can be
addressed through the use of smarter technologies – which
inform decisions we make as individuals, corporate citizens,
policy makers and elected officials, with its exploration
honing on its ability to affect our choice of energy and
resulting economic impacts. Citing Gadonneix [1], Oldfield
further opines that while electricity is essential for our
heating, cooking and sundry other purposes, it is also linked
to the world’s foremost social and environmental concerns.
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Corroborating Eddie, Helen Clarke [3] opines that energy
plays a central role in addressing two of the world’s greatest
challenges: fighting poverty and addressing climate change.
Smart energy policies have the potential to fight poverty and
address climate change simultaneously.Nigeria has in recent
years been plagued with epileptic power supply consequent
upon corruption, old installations at major generating
stations, weak and obsolete transmission network grid and a
poor distribution network. These have to a large scale
contributed to the poor power supply experienced within the
University of Ibadan Community that led to a near total
overhauling of the energy supply and distribution network of
the university.
In view of the above challenges that have plagued power
generation and its delivery to its users, the University of
Ibadan has come up with some ideas of its own.
The University of Ibadan as Nigeria’s foremost university has
been doing a lot in recent times as regards Research and
Development (R&D), and direct investments in modern
technologies to boost energy supply to and within the
university and to ensure a steady supply of power within its
community. This has led to the purchase of generators,
installation of inverter systems within the halls of residence,
replacement of underground distribution cables and
installation of prepaid meters in staff residential quarters,
business premises etc.All these are being done by the
university in order for it to account for a greater part of its
energy consumption, distribution, create some level of energy
saving consciousness among users and overall reduce its
wastage. Also, management has stepped up the installation of
solar panels at strategic locations within the school
community to ensure steady illumination of walkways and
streets across its length.
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2. THE PROBLEM
As opined by A. Schäfer et al [9], a VPP is a collection of
flexible consumers, which are grouped together and
controlled centrally. It is essentially an aggregation of
Distributed Energy Resources (DERs) with an intelligent
control allowing for their participation in an existing grid
firmware.

Due to the stochastic nature of the RES (photovoltaic power
plants and wind plants), incorporating them into the
university’s distribution grid firmware seems like an uphill
task hence they exist as independent distributed generation
and storage units, serving just the vicinity within which they
are installed. The disadvantage of this is that such DG units
cannot have their stored energy accessed during peak periods,
neither is there any established communication protocol
between such DG units and the control room.

While it is not yet “uhuru” for the university’s management,
a critical appraisal of the ongoing trend is not encouraging
(Uhuru is a a local slang with similar meaning to eureka. As
a foremost institution of higher learning in the country, the
installation of prepaid meters undermines the institutions
resolve at ensuring a greener and more efficient means of
energy management and falls short of expected modern
evolving trend – smart meters.
Optimizing such renewed drive that led to a near total
overhauling of the university’s distribution network should
involve the installation of intelligent switches and the linking
of every available DER including the installation of smart
meters at halls of residence, staff residential quarters and
business districts etc

Virtual Power Plant to the rescue
As posited by A. Schäfer and A. Moser [9], one option of
participation for dispersed generation is the aggregation in
terms of a “virtual power plant”, thus representing one single
generation or demand unit.
Mette Petersen et al [8] posit that electricity is a so-called
just-in-time product which means that it is instantly
consumed at production. This implies that there has to be a
balance between electricity production and its consumption.
Integration of a VPP evens out the discrepancies between
supply and demand via (short term) storage of energy or by
voluntarily displacing consumption in time (Demand Side
Management) [8].

Block A
DG1
-200Ah, 24V (3 units)
+910W, 7150mA

A Block Porter’s
Lodge
+56W, 440mA
JCR, Buttery, walkway
DG4
-200Ah, 24V (3 units)
+224W, 1760mA

Block B
Reserve/Backup
-200Ah, 24V (3 units)
+910W, 7150mA

Block C
DG3
-200Ah, 24V (3 units)
+910W, 7150mA

Cafeteria
+56W, 440mA

LEGEND
- Estimated DER
Capacity.
+ Estimated block
wattage and current.
DG – Distributed
Generation.

Fig 2: Independence Hall
DER Layout.

Block D
DG2
-200Ah, 24V (3 units)
+420W, 3300mA

3. ECONOMIC AND TECHNICAL EVALUATION
As surmised by Abimbola Odubiyi [6], demand will continue
to outstrip supply (in the short to medium term) which
corroborates the earlier held assumption that with surging
population increase, electricity demand will continue to
increase. Abimbola Odubiyi [6] further opines that

overemphasis on costly large centralised electricity supply
facilities is depriving some customers of the benefits that DG
can provide. The case is no different for the University of
Ibadan which will continue to see an increase in its electricity
demand.
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Block A – DG1
- 200Ah, 24V (3 units)
+ 910W, 7150mA
Block D – DG2
- 200Ah, 24V (3 units)
+ 910W, 7150mA
Block C – DG3
- 200Ah, 24V (3 units)
+ 910W, 7150mA
JCR – DG4
- 200Ah, 24V (3 units)
+ 910W, 7150mA

Synchronizer
Control Room

Please note that Block B has been left out and
assumed to serve as a reserve/backup during
an emergency – a scenario not considered in
this write – up.

LEGEND
Controller/Switch
Smartly Connected Loads
Block A Power Flow Path – DG1
Block C Power Flow Path – DG2
Block D Power Flow Path – DG3
JCR Power Path Flow – DG4

Synchronized/Augmented power
Flow
Fig 3: The proposed Independence
Hall VPP Network Layout
In meeting this demand, it becomes imperative that cheaper, efficient, feasible, innovative and “greener” means of electricity
generation be evolved. With abundant sunlight, good wind speeds, the presence of water body and isolated generating plants
scattered within the institution’s vicinity including such pilot schemes as biomass etc., it becomes economical optimizing such
varied options through a VPP. Meeting electricity demands (peak and off peak) through the installation of diesel driven
generators is not only expensive (maintenance and operation cost-wise), but also environmentally unfriendly. In exploiting the
proposed VPP project, we take advantage of its cost effectiveness, efficient energy management system and technical exposition
– as it provides an avenue to exposing staff and students to the technical know-how of such a project.
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Table 1: Average battery Life without VPP
Table 2: Average Battery Life with VPP
Block Mean battery life (hrs.)
Block Min. battery life (hrs.) Max. Battery life (hrs.)
A
11
A
19
21
B
11
B
19
21
C
13
C
19
21
D
16
D
19
21
JCR
21
JCR
19
21

25

20

15
Without VPP
With VPP

10

5

0
Block A

Block B

Block C

Block D

JCR

Fig 3: A simple plot of Tables 1 and 2

25
without VPP
with VPP
20

15

10

5

0
Block A

Block B

Block C

Block D

JCR

Fig 4: A bar chart distribution of Tables 1 and 2
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5. CONCLUSION
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