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ABSTRACT 
An overview of engineering education in Nigeria and the incorporation of Information and Communication Technologies are presented. 
The study traces the historical development and implementation policy towards providing the nation with qualified manpower for 
technological development. The profile of engineering faculties with regards to computing integration is presented with UNILAG as a 
case study. Local efforts in the development and usage of software packages relevant for the engineering profession are identified and 
found to be inadequate. Associated problems and potential solutions were enumerated to enhance the software integration process for 
engineering education in Nigeria. 
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1.  INTRODUCTION    

 
All nations seek sustainable development and improved quality of 
life for the citizenry. These desirable features are by-products of 
technology which is pivoted on engineering. Engineering has been 
defined [1] as a profession concerned with the “application of 

scientific principles to practical ends, as the design, manufacture, 
and control of structures, machines and processes.” The 
knowledge-base and manpower skills of a nation are evidently 
more important than natural resources as Japan, China and the 
Asian countries have now demonstrated. The developed (western) 
countries are world leaders by virtue of their technological 
advancement. Education is pivot to development anywhere and a 
robust engineering education is requisite to a successful 

professional practice necessary for the well-being of any nation. In 
Nigeria, the classical fields of engineering are entrenched and new 
disciplines have emerged to complement them in recent times.  
 
Akanmu [2] produced a compendium on the branches of 
engineering as offered in Nigerian tertiary institutions. His list 
could be updated using the JAMB brochure, due to the intermittent 
introduction of new courses and universities. He showed that while 

disciplines such as Civil, Electrical and Mechanical are pervasive, 
others such as Systems, Marine, etc. are rare. This shows that the 
traditional divisions are entrenched and practitioners in industry 
and academia mostly groom successors in their own fields without 
encouraging diversification. According to Olunloyo [3], Nigerians 
have studied engineering since the late 19th century in overseas 
countries; it was in the 1950s that engineering became available as 
a course of study in higher education and as a professional position 

in the colonial civil service. Engineering education was pioneered 
at the Higher College Yaba (presently YabaTech) in 1950. Her 
graduates were designated assistant engineers or technologists.  

At its inception in 1948, the University College, Ibadan (now 
University of Ibadan) did not offer a degree program in 
engineering. In 1956, the Nigerian College of Arts, Science and 
Technology (NICAST) at Zaria started the professional 

engineering programme which led to the award of an external B.Sc 
degree of the University of London. Hitherto, most enthusiasts had 
to depend on a government scholarship to study abroad. With 
independence and attendant indigenization, coupled with the return 
of several qualified Nigerian engineers to the country and a virile 
Nigerian Society of Engineers (NSE), a new crop of engineering 
career positions became available. There were opportunities for 
projects to service the nation especially in civil engineering since 

development means provision of water, power, roads, bridges, etc. 
It was only natural that engineering education received a boost 
with the establishment of the first generation universities in the 
early sixties. Decades later, similar faculties were established 
nationwide followed by another policy and practice of setting up 
Universities of Science and Technology by the federal and state 
governments. Recently, some of the newly established private 
universities have started their own engineering programs.  

 
For example, the University of Lagos engineering faculty was 
established in 1964 with three departments and less than a hundred 
students. It has grown to seven departments offering nine programs 
to over 5000 students. The mission of the faculty is “to produce 
graduates who will be well qualified to operate and to develop the 
public services, to initiate and carry out engineering designs, to 
engage in industrial management and to pursue development and 
research.” Irrespective of the conflicting demands and expectations 

of employers, each engineering institution must focus on a core 
area of interest to service the host economy and strategize to make 
its products competitive in the global market [4].  
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Engineering Regulation 
Generally, the National Universities Commission (NUC) is 
responsible for the oversight of all universities and performs 
periodic accreditation exercise of academic programmes. 
Nevertheless, engineering professional practice and accreditation 
of engineering certificate awarding institutions is a statutory 
responsibility of the Council for the Regulation of Engineering in 
Nigeria (COREN). This body has performed creditably over the 

years. Surveying programmes are accredited by the Surveyors 
Council of Nigeria (SURCON). COREN now advocates that fresh 
undergraduates should possess individual laptops as a registration 
requirement and this has been adopted by some institutions 
including UNILAG. For these bodies assisted somewhat by the 
NSE, problems of training and re-training of practicing engineers 
must be continually addressed. In Nigeria, a 4-year minimum 
period of practical training after graduation is mandatory before 

registration or licensing as a professional. This ensures tutelage in 
real-world designs, construction, fabrication, etc. and decision 
making from experienced practitioners. The Nigerian Society of 
Engineers (NSE) in recent years has been in the fore-front of 
computer re-education and IT skills acquisition for engineers. The 
Nigerian Academy of Engineering has been active in providing 
expert advice to the national government and influences policy and 
legislation pertinent to engineering.  

 
 

2. REVIEW OF COMPUTING IN ENGINEERING 

EDUCATION IN NIGERIA 
 
Information and Communication Technologies (ICT) essentially 
consists of hardware (the computer and accessories), software (the 
encoded program instructions) and peopleware (the end-users and 

stake-holders) [5] for data capture, storage, processing and 
transmission for utilization. The modern Nigerian engineers must 
be well-schooled in computing and IT education due to 
globalization imperatives. We are fortunate that the expertise, costs 
and time required for software mastery is not as daunting as 
hardware manufacturing. ICT education refers to “the body of 
knowledge encompassing theory, principles, techniques, practice 
and skills spanning such disciplines as Computer Science, 

Computer Engineering, Information Systems, Software 
Engineering, Information Technology and other related disciplines 
[6].” This was pioneered in Nigeria in the mid 1960s when IBM 
assisted in setting up Computer Centers at the federal Universities 
located at Lagos, Ibadan, Zaria, Nsukka and Ife. Nowadays, ICT 
and software development training is not limited to formal 
university education but is now complemented by Certification 
Programs of Industrial players such as Microsoft, IBM, CISCO, 
Oracle, etc. ICT has brought considerable improvement to 

teaching, learning and research especially in engineering 
disciplines. As noted by Massaquoi [7], for African institutions, the 
development and use of ICT provide an opportunity to overcome 
the problem of non-availability of staff, books and even the lack of 
equipment in the laboratories. This requires the provision of state 
of the art computing laboratories and deployment of relevant 
software both as authoring tools and as specialized applications. 
For example, media content is created as documents, e-books, etc. 

and distributed via CDs, the web, or e-learning intranet portals. E-

libraries links to rich databases are accessed based on nominal or 
free subscription and interactive tutorials, educational videos, etc. 
are procured on DVDs.  
 

Table 1.0: ANSTI 2004 Survey of Computer Access for African 

Engineering Tutors 

 
Source: [7] 

 
Table 1.0 show that nearly a decade ago across Africa, in the 

traditional disciples such as Mechanical engineering, an average of 
42% of academic instructors have access to a computer. The 
situation has improved with increased local funding, external aids, 
trainings and mandatory e-literacy for prospective recruits. A 
recent survey on ICT needs across the University of Lagos campus 
reports that the faculties of Science and Engineering have the 
greatest technical requirements, deployments and support services 
for effective productivity [8].  

 

There are two competing models in the software arena; proprietary 
and open-source solutions. Software (OS and other programs) that 
are copyrighted and offered (mostly commercially) under non-
disclosure agreements is usually licensed by proprietary owners to 
end-users while those that are given out (mostly free) with 
accompanying source code for User modification are termed open-
source [5]. There is need for Engineering instructors and 

professional to adopt both models in their training and work 
environment. Many of our professionals are resellers and trainers 
on usage of foreign engineering software such as StruCAD*3D, 
ArcVIEW, STAADPro, Pipeline, Flexriser, etc. Few are beginning 
to create software and train users locally. Examples include: 
 

• HouseCAD, RoadCAD and PipeNet packages by Ojoko O. 

• RCD2000 by Oyenuga V.O. 

• PAD Foundation by Murrey Ekong 

• Transportation software by Dr. Abraham Oba 

• Paradigm 3DVR Graphics ActiveX by this author, 
GeoInfomatics software by several UNILAG researchers, etc.  
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The Nigerian Software Development Initiative (NSDI) [9] 
recommended the establishment of a national software commission 
to oversee the creation of three national software engineering 
institutes and regulate the production and importation of software 
into the country. Although engineering students need not be versed 
in the intricacies of programming as computer science students, 
they should be instructed on how to design and code applications 
given the role of digital information processing, automation and 

control in modern technologies. Indeed, most of the best software 
developers in the Nigerian industry have engineering backgrounds. 
NITDA, ISPON, NCS and CPN are national bodies for IT, 
software and computing practitioners in Nigeria which are trying 
to promote the sector just as ACM and IEEE do on the 
international arena.  
 
 

 
 

Nevertheless, there is a need for the regulators to absorb more 
professionals having an engineering based perspective and that is 
where the Systems and Computer Engineers come in. They need to 
take the lead in automating both the teaching and practice of all 
engineering disciplines. 
 

3. CONTEMPORARY ENGINEERING SOFTWARE 

It is an open secret that several software titles are offered free 

(legally) to engineering students at the University of Minnesota, 
USA through the ITLabs Resources Page [11]. They equally have 
access to Microsoft Developer Network Academic Alliance, where 
one can get free licenses for almost any software that Microsoft 
makes. The UNILAG Systems Engineering department recorded 

some level of success with this option a few years ago. The faculty 
equally besought LG electronics to fund an engineering computing 
laboratory with valid campus wide software user-licenses for staff 
and students.  

 

 

Table 2.0: Engineering Software @ UNILAG 

 

 LG DesignLab 

Software Uses 

Foxit Reader PDF document viewers 

Autodesk Autocad AutoCAD is a CAD software application for 2D and 3D design and drafting. Modern AutoCAD includes a 

full set of basic solid modeling and 3D tools. 

Autodesk 3DStudioMax 

Design 

For making 3D animations. It's frequently used by video game developers, TV commercial studios and 

architectural visualization studios. It is also used for movie effects and movie pre-visualization 

Autodesk Maya Maya is an application used to generate 3D assets for use in film, television, game development and 

architecture. It is used to create interactive 3D applications, including video games, animated film, TV 

series, or visual effects. 

Autodesk Revit 

Architecture 

Revit is building Information Modeling software developed by Autodesk. It allows the user to design with 

both parametric 3D modeling and 2D drafting elements. 

Autodesk Inventor  Used for 3D mechanical solid modeling design software for creating 3D digital prototypes used in the 

design, visualization and simulation of products. 

AutoCAD Architecture Used majorly for architectural purposes with objects being represented in 2D and 3D. 

CMG For reservoir simulation technologies to assist the oil and gas companies to determine their reservoir 

capacities and maximize potential recovery. 

COMSOL Multiphysics For finite element analysis, solver and simulation. It is a software package for various physics and 

engineering applications, especially coupled phenomena or multiphysics. It also offers an extensive 

interface to MATLAB and its toolboxes for a large variety of programming, preprocessing and postp 

rocessing possibilities. 

MASM 32 For used for learning or writing 32 bit Microsoft assembler (MASM). 
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GPSS For simulation of real life events. 

Microsoft Expression 

Blend2 

For a user interface design tool developed and sold by Microsoft for creating graphical interfaces for web 

and desktop applications 

Microsoft Axum For development of portions of a software application that is well-suited to concurrency. 

Microsoft Office Suite For a proprietary commercial office suite of inter-related desktop applications, servers and services for the 

Microsoft Windows and Mac OS X operating systems. 

Microsoft Visual Studio It is used to develop console and graphical user interface applications along with Windows Forms 

applications, web sites, web applications, and web services in both native code together with managed 

code for all platforms supported by Microsoft Windows, Windows Mobile, Windows CE, .NET 

Framework, .NET Framework and Silverlight. 

Microsoft Security Essential For an antivirus software product for Microsoft Windows operating systems that provides protection 

against different types of malware such as computer virus, spyware, rootkits and trojan horses. 

Microsoft SQL Server It is a software product whose primary function is to store and retrieve data as requested by other software 

applications, be it those on the same computer or those running on another computer across a network 

(including the Internet). 

Microsoft Silverlight Microsoft Silverlight is an application framework for writing and running rich internet applications. 

Slim DX SlimDX can be used to develop multimedia and interactive applications (e.g. games). Enabling high 

performance graphical representation and enabling the programmer to make use of modern graphical 

hardware while working inside the .NET framework. 

Direct X Microsoft DirectX is a collection of application programming interfaces (APIs) for handling tasks related 

to multimedia, especially game programming and video, on Microsoft platforms. 

Windows 7 A series of operating systems produced by Microsoft for use on personal computers, including home and 

business desktops, laptops, netbooks, tablet PCs, and media center PCs. 

Windows Server 2008 It is one of Microsoft Windows' server lines of operating systems. 

Power World Power World Simulator is an interactive power systems simulation package designed to simulate high 

voltage power systems operation on a time frame ranging from several minutes to several days. The 

software contains a highly effective power flow analysis package capable of efficiently solving systems 

with up to 100,000 buses. 

Proteus For a Virtual System Modeling (VSM) that combines circuit simulation, animated components and 

microprocessor models to co-simulate the complete microcontroller based designs. This is the perfect tool 

for engineers to test their microcontroller designs before constructing a physical prototype in real time. 

This program allows users to interact with the design using on-screen indicators and/or LED and LCD 

displays and, if attached to the PC, switches and buttons.  

ARES ARES features a state of the art layout database capable of representing the most complex of PCB (Printed 

Circuit Board) designs. 

PROLOG Meridian Systems provides project management software, infrastructure lifecycle, with Integrated 

Financials and Prolog Construction Project Management. 
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Siemens NX Nastran NX Nastran is a premium computer-aided engineering (CAE) tool that major manufacturers worldwide 

rely on for their critical engineering computing needs to produce safe, reliable and optimized designs 

within increasingly shorter design cycle times. 

Siemens Solid Edge For a 3D CAD parametric feature solid modeling software. It provides solid modeling, assembly modeling 

and drafting functionality for mechanical engineers. 

Orbit Setup For comfortably handling all your internet downloads thanks to its perfect integration with popular 

browsers (Firefox, Opera, Chrome, Internet Explorer), a handy "drop zone" to drag and drop links, an 

automatic monitoring tool that catches any download links and customized, user-defined filters 

Wolfram Mathematica Mathematica is a computational software program used in scientific, engineering, and mathematical fields 

and other areas of technical computing. 

 Surveying and GeoInformatics LAB 

ArcGIS A suite of geographic information system (GIS) software for creating and using both maps and geographic 

information in a database 

ILWIS Integrated Land and Water Information System. A remote sensing application for vector and raster 

processing, for digitizing, editing, analysis and display of data and map production. 

IDRISI A PC-based GIS and earth systems dynamics tool for environmental management and resource allocation. 

Surfer A full-function 3D visualization, contouring and surface modeling package. Useful for terrain and 

bathymetric modeling, contour mapping, volumetrics, gridding, etc. 

GRASS Geographic Resource Analysis Support System is a free open source GIS capable of image processing, 

geospatial data management and analysis. 

 
 
 

 OTHER LOCATIONS 

@RISK Decision Tools, QSB+, AHP, VP 

Expert, … 

These are decision support systems in Systems Engineering Dept. 

Borland Delphi & C++ Borland’s visual integrated development environment for Windows and other 

platforms. 

Interactive Differential Equations IDE by Addison Wesley Longman is a tutorial, solver and simulator of DEs. 

Xilinx / FPGA Xilinx is a computational and simulation software for electronic boards and chips 

design 

Process Analysis Process is a software for analysis and simulation of chemical engineering processes. 

MATLAB MATLAB from MathWorks is Matrix Laboratory software with toolboxes for all kinds 

of engineering computations and visualizations. 

MS Encarta   Microsoft’s electronic encyclopedia. 

SPSS Statistical Package for Social Sciences is a versatile tool for statistics. 

Adobe Suite Authoring tools like Acrobat, Dreamweaver, Illustrator, etc 
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Table 2 gives products available to staff and students and those at 
named laboratories are the ones for which we have site or multi-
user licenses. Missing from this list above are titles such as 
LabVIEW, Eclipse, LINDO, ARENA, SimFlex, VisSIM etc. 
which are commonly used in American universities. However, 
comparatively and value wise, we have not fared badly as can be 
seen from the list of applications provided for engineering students 
at North Carolina State University, USA (NCSU) via their EOS 

and Virtual Labs as listed in Table 3.  
 

Table 3.0: NCSU EOS Labs Software Catalog  

Application Software 
License Held 

By 

ABAQUS 6.11 ENGR 

Adams 2010 (now MD Adams) ENGR 

Adobe Acrobat X Professional ENGR 

Adobe Contribute CS5 NCSU 

Adobe CS5 (Creative Suite 5) NCSU 

Adobe Dreamweaver CS5  NCSU 

Adobe Flash Professional CS5 NCSU 

Adobe Illustrator CS5 NCSU 

Adobe InDesign CS5  NCSU 

Adobe Photoshop CS5 Extended NCSU 

ANSYS 13 ENGR 

ArcGIS Desktop 10 NCSU 

ArcInfo Workstation 10 NCSU 

Arena 13.9 ISE 

aspenONE 2006 ENGR 

AutoCAD 2012 NCSU 

AutoCAD Civil 3D 2012 NCSU 

AVR Studio 4 ENGR 

COMSOL Multiphysics 4 ENGR 

Eclipse 3.7 ENGR 

Fortran - NAG Fortran Compiler 5.2 ENGR 

GMS 7.1 CCEE 

IBM ILOG CPLEX Optimization Studio 12.2 ENGR 

Java Development Kit 6 (1.6) NCSU 

JMP 9.0 NCSU 

LabVIEW 2010 ENGR 

LINDO v6.1 ENGR 

LINGO v6.0 ENGR 

Maple 15 NCSU 

Mathcad 15 ENGR 

Mathematica 8.0 NCSU 

MathType 6.7a Statistics 

Application Software 
License Held 

By 

MATLAB 7.12 (R2011a) NCSU 

Microsoft Access 2010 ENGR 

Microsoft Excel 2010 ENGR 

Microsoft Office 2010 Professional ENGR 

Microsoft Office Project 2007 ENGR 

Microsoft Office Visio 2007 ENGR 

Microsoft PowerPoint 2010 ENGR 

Microsoft Visual Studio 2008 Professional ENGR 

Microsoft Word 2010 ENGR 

Microstation V8i ENGR 

Moldflow 2012  ENGR 

NExS Engineering Spreadsheet v1.6 ENGR 

OfficeScan 10 NCSU 

OpenOffice.org 3.3 NCSU 

Opnet 16.1 ENGR 

Origin 8.5 ENGR 

Primavera P6 ENGR 

Pro ENGINEER Wildfire 5.0 ENGR 

PuTTY .61 ENGR 

Python 2.6.2 NCSU 

RS Logix 500 v 8.1 ENGR 

SAS 9.2 NCSU 

SlickEdit 2010 ENGR 

SolidWorks Education Edition 2011-2012 ENGR 

SuperPro Designer 7 ENGR 

SURFCAM Velocity 4 ENGR 

Tecplot 360 2011 ENGR 

TK Solver 4.0 ENGR 

WaterCAD V8i ENGR 

Winedt 5.3 ENGR 

WinSCP 4.3.4 ENGR 

X-Win32 2011 ENGR 

Source: Extracted from http://www.eos.ncsu.edu/software/catalog 
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4. PROBLEMS AND PROSPECTS 

 
Several problems have bedevilled the educational sector in Nigeria 
and engineering education is hard-hit. These include those 
associated with government, the university administrators/students 
and the larger population. Specifically there is poor planning, poor 
funding, poor management, obsolete curricula and equipment, 
inadequate industry and societal cooperation, etc. Since nature 

cannot be cheated and output is always a function of input, the 
quality of engineering graduates and industrial output has 
witnessed a decline over the last two decades. The NUC’s, 
“Quality Assurance in Nigerian Universities Report” of an 
accreditation exercise for 1999/2000, indicated that most of the 
engineering programs in Nigerian Universities were accorded 
interim accreditation status, although the situation has improved of 
recent going by the accreditation report on COREN’s website. 

Below is a list, not the least exhaustive, of specific problems in 
engineering education and probable solutions especially as regards 
software integration; 

1) Poor planning and funding: the government must accord 
proper priority to education, science and engineering 
education in particular. A situation where universities of 
technology are established or located for mainly political 
reasons must stop. Computer hardware, software, 

communication facilities, networking, Internet 
connectivity, multimedia facilities, teaching aids, are 
required for our schools from primary to tertiary levels. 
The proposed national software engineering institutes 
must develop expertise in Reverse Engineering not only 
to accelerate our software development but also for our 
digital security in this age of electronic warfare deployed 
on cyber and economic fronts. 

2) Poor management: university administrators should 
better manage student enrolment and recruit more e-
literate academics for our engineering programs [10]. A 
situation where there are 80 to 150 students in a 
departmental engineering level leading to overcrowded 
classes should be mitigated. There is a need to have 
virtual laboratories where experiments may be simulated, 
provide distant learning facilities like webcasts, etc. 

Prioritized investments and donations should be targeted 
at making such provision. 

3) Academia – Industrial Partnerships: It is unfortunate that 
many academics in Computer Science, Computer 
Engineering, etc. do not embark on applied research 
relevant to our immediate society. There is need for 
collaboration with industry players for adequate 
feedback on our products (students/SIWES) and services 
(Sabbatical, consultancy and sponsored research 

projects). Local software companies/vendors should be 
invited to demonstrate their products for relevant 
university departments and engineering and computing 
students should be invited to critique such with a view to 
enhance their design and debugging capabilities. Indeed 
our faculties can acquire software licenses from global 
companies by signing up to serve as testers for their 
products. This will ensure that we have access to the 

latest tools free and/or at high educational discounts. 

4) Obsolete curricula and equipment: The NUC in 2005 
directed a review of university curricula and some 
expected changes are still not forthcoming for some 
engineering faculties. The UNILAG Systems 
Engineering department pioneered complementing the 
tradition ‘Engineering Drawing’ with Engineering 
Computer Graphics in 2000. After introducing freshers 
to manual sketching and drawing in the first year, we 

jettison the T-square and drawing board for the computer 
and software like AutoCAD in 200 level. We also 
replaced the traditional programming course of 
Fortran/QBasic with modern computing using Microsoft 
Visual Studio and MATLAB. The pedagogy of 
engineering education must improve; the electronic 
blackboards should be adapted to facilitate Online 
Learning and Tutoring. The content of what should be 

taught must be modernized as well as 
university/engineering libraries. Engineering students 
could be integrated by giving them assignments and 
projects that will lead to creation of software utilities that 
will enhance automation within the university system. 
For example, the website of this author’s department 
(http://www.systemsengineeringunilag.com) was 
developed and is maintained by students who entered for 

a special competition; they were all constituted into a 
team and rewarded when their synergy was perceived to 
be more beneficial than their individual presentations.  

5) Manpower requirements should be re-evaluated. 
Consequently, even the teaching and support staff need 
to update their knowledge by attending conferences, 
training workshops and exchange programs with 
international institutions. Modern engineering systems 

are software driven and digitally controlled hence 
engineering faculties need special budgets to address this 
reality. For example, Nigeria has launched satellites in 
Russia built for her by UK. The monitoring stations at 
NASRDA Abuja offices depend much on software 
expertise. Pirated software will not work in this case! 
Our people must acquire the products, skills, manuals 
and necessary support services to truly participate. 

6) Software implementation or integration is an evolving 
not a one-time process. Even educators must recognize 
and appreciate the core subject areas of  software 
engineering [12] namely software systems engineering, 
software project management, specifications of software 
systems, software system and validation, principles and 
applications of software design and software generation 
and maintenance. 
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5. CONCLUSIONS 

 
This study has presented the evolution of engineering education in 
Nigeria as well as the integration of software and ICT facilities. 
Local efforts in the development and usage of software packages 
relevant for the engineering profession are identified and found to 
be inadequate due to the preference for adaptation for foreign 
programs. Scenarios at the University of Lagos were contrasted 

with what obtains in advanced societies. Other problems and 
potential solutions were enumerated and it is concluded that 
though access levels to ICTs have improved, there is a need for 
proper funding/management, staff training, curriculum review, 
student involvement and academia-industry cooperation to enhance 
the software integration process for engineering education in 
Nigeria. 
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ABSTRACT 
 Metrology, the science of measurement, is very important in the development of science and engineering principles if any meaningful 
 progress will be made in these fields. This concept also applies to computer security if decision makers are to rely on judgment based on 
 metrics. Management needs to establish how secured their organizations are, the amount of resources to allocate to various competing 
 sectors, as well as the improvement gained by security expenditure over time. The Internet has revolutionized business transactions in the 
 globalised world economy thereby exposing business transaction to even more danger. The extensive use of Information Technology (IT) 
 in various processes has further increased the question of security implementations in organizations. The proliferation of various new ICT 
 products and applications appear in the market daily via web applications. This resulted in several cases of Web security violations and 

 privacy breaches as well as fraud. Computer Security has generated serious research area today since electronic transactions are  becoming 
the standard.  Security measurement has become extremely important as they are vital for assessing the security status of an 
 organization. Metrics can educate enterprises to scale threats and vulnerabilities as well as the risks they pose to enterprise information 
 systems. This paper examines security metrics available to information systems and proposes a metric model for web page vulnerability 
 measurement and ranking.  
 
 Keywords- Security Metrics, Threats And Vulnerabilities, Security Metric Classification and Ranking.   

 

 

 

1.  INTRODUCTION    
 
Various methods of probing defences for weaknesses in security of 
an enterprise exist. The famous ones include vulnerability scoring, 
red teaming exercises, penetration testing, to mention but a few, 
are currently available for evaluating IT systems and network 
security. These strategies are inadequate in the present scenario 
considering the higher frequency these new vulnerabilities are 
discovered. Practice has revealed that a set of good metrics would 
help organizations to determine the status of its IT security 

performance and to enhance it by minimizing the windows of 
exposure to the new vulnerabilities. Metrics monitor the 
effectiveness of goals and objectives established for IT security. 
They can measure the implementation of a security policy, the 
results of security services and the impact of security events on an 
enterprise’s mission. IT security metrics can be collected at various 
levels and detailed metrics can be aggregated and rolled up to 
progressively higher levels depending on the size and complexity 
of the organization.  

 
It becomes essential to highlight the important difference between 
metrics and measurements. Measurements are instantaneous snap 
shots of particular measurable parameters, whereas metrics are 
more complete pictures, and typically comprised of several 
measurements, baselines and other supporting information that 
provide the context for interpreting the measurements. Metrics is 
usually discussed with respect to time.  

 

 

2. RELATED WORKS &  EXISTING METHODOLOGIES 

 
Security measurement using metrics has attracted great interest in 
recent years with the help of guidelines, practices and standards 

accepted worldwide and with the efforts of international 
organizations. Code of practices like BS7799, ISO17799,[1,2] 
NIST SP800-33 provide a good starting point for organizations in 
this context.[3] In 2004, Security Metrics Consortium (SECMET) 
was founded to define quantitative security risk metrics for 
industry, corporate and vendor adoption by top corporate security 
officers of the sector. The Metrics work group of International 
Systems Security Engineering Association (ISSEA) has lead 

another standardization effort in this area.  
 
This group develops metrics for System Security Engineering – 
Capability Maturity Model (SSE-CMM). One model used widely 
for conveying the vulnerability severity is the Common 
Vulnerability Scoring System (CVSS). This provides the end user 
with an overall composite score representing the severity and risk 
of a vulnerability. Score is derived from metrics and formulas. The 

metrics are in three distinct categories that can be quantitatively or 
qualitatively measured. Base metrics contain qualities that are 
intrinsic to any given vulnerability that do not change over time or 
in different environments. Temporal metrics contain vulnerability 
characteristics which evolve over the lifetime of vulnerability. 
Environmental metrics contain those vulnerability characteristics 
which are tied to an implementation in a specific user’s 
environment.  
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The particular constituent metrics used in CVSS were identified as 
the best compromise between completeness, ease-of-use and 
accuracy. They represent the cumulative experience of the model’s 
authors as well as extensive testing of real-world vulnerabilities in 
end-user environments. There are seven base metrics that represent 
the most fundamental features of vulnerability. The environmental 
score (ES) is considered as the final score and used by 
organizations to prioritize responses within their own 

environments. CVSS differs from other scoring systems (e.g. 
Microsoft Threat Scoring System, Symantec Threat Scoring 
System, CERT Vulnerability Scoring or SANS Critical 
Vulnerability Analysis Scale Ratings) by offering an open 
framework that can be used to rank vulnerabilities in a consistent 
fashion while at the same time allowing for personalization within 
each user environment. As CVSS matures, these metrics may 
expand or adjust making it even more accurate, flexible and 

representative of modern vulnerabilities and their risks. 
 

3. SECURITY METRICS 

 
A security metric is a computable function that gives some 
indication of how secure the system is. The term is often used 
today, but with a range of meanings and interpretations. Metrics 
are tools designed to facilitate decision making and improve 

performance and accountability through collection, analysis, and 
reporting of relevant performance-related data. The purpose of 
measuring performance is to monitor the status of measured 
activities and facilitate improvement in those activities by applying 
corrective actions, based on observed measurements. While a case 
can be made for using different terms for more detailed and 
aggregated items, such as ‘metrics’ and ‘measures,’ this paper uses 
these terms interchangeably.”[4, 5] “Measurements provide single-

point-in-time views of specific, discrete factors, while metrics are 
derived by comparing to a predetermined baseline two or more 
measurements taken over time. Measurements are generated by 
counting; metrics are generated from analysis.  
 
In other words, measurements are objective raw data and metrics 
are either objective or subjective human interpretations of those 
data.” [6] For information system security, the measures are 

concerned with aspects of the system that contribute to its security. 
That is, security metrics involve the application of a method of 
measurement to one or more entities of a system that possess an 
assessable security property to obtain a measured value. The 
business logic associated with a metric follows a simple processing 
pattern: [5] 
 

� ● Create: Obtain primary input data from one or more 
authoritative providers, including commercial products 

or home grown customer applications. 
� ● Compute: Apply a series of analytic operations (called 

actions) on the primary data to derive a result and store 
the result in the metric results database in the form of 
one or more rows in a table. 

� ● Return Result: Communicate the metric results in any 
of the following formats: default visualization, email 
notification, email alert based upon detection of some 

policy violation. 

4. SECURITY METRICS TYPES 

 
Security metrics had been classified in several ways. Some 
classified metrics as technical IA metrics, product development 
process metrics, acquisition process metrics or certification level 
metrics [11]. Others grouped metrics as objective/subjective, 
quantitative/qualitative, static/dynamic, absolute/relative or direct 
/indirect metrics. Metrics for organizational security was classified 

also as IA program development, policy management or process 
maturity metrics whereas support metrics is grouped as personal 
support or resource support metrics [11, 12]. These categories of 
metrics and their various types are summarised in the classification 
taxonomy proposed by [11] and modified in figure 1.   
 

5. BASIC INDICATOR FOR SECURITY  

 

As described, none of the approaches above allows assessing the 
overall organization’s information security. The most important 
problem seems to be the lack of an appropriate basic indicator 
allowing security expression of an entire organization.  A good 
starting point for this basic indicator seems to be the intuitive 
understanding of security. According to this, total security is 
reached if nothing is lost (over a long period of time). Moreover, 
an organization is judged more secure than another if it possesses 

the same set of assets but lost less than a competitor.  Incorporating 
this into a single formula, the indicator S for security of an 
organization can be calculated by:  
 
S = 100% - [percentage of lost assets] [7] ……………(i)  
 
This basic indicator is time-dependent. This means that it will be 
different if different time periods are analyzed. One year seems to 

be an appropriate period of time for security evaluations, but 
generally every other value may be taken from the concept level.  
As the term “percentage of lost assets” and the example given 
above suggest, the basic indicator is based on incidents. Thus, the 
losses of incidents are counted and summarized. Finally it shall be 
mentioned that S might possibly be negative. However, this 
indicates that more than assets available are expected to be lost 
during the given period of time. This is theoretically possible as 

assets can be repaired. However, it is probably unbearable for an 
organization, thus in reality it is rather unrealistic to occur. 
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Fig. 1: IA Metrics Classification 
 
 

Another way to look at metrics measurement is with respect to two 
parameters: one a parameter and second how much impact this 
parameter has on the security. Since security is not just dependent 
on any one parameter, so we first have to decide on different 
parameters. These parameters may be fixed by an organization or 
may differ as per the project. Once the parameters have been 
identified the next task is to find ways to measure them. In other 
words, we have to map the qualitative parameters to some 
quantitative parameters, which can be used to calculate the security 

metrics.  
 
Thus we try and identify the measurable potential weak spots for 
the parameter. Depending on the project, these potential weak 
spots may be a continuous function dependent on some variable or 
it may simply be a discrete value, which can be measured, based 
on some criteria. Secondly the impact of every parameter will vary 
as per the project, so we need to assign some weighted value to the 

parameter. Based on this a standard security metrics would be:    

SM =  WiXi   [8] …………………………………..(ii) 
                          
 
Where 

SM = Security Metrics 
n = Number of parameters 
W = Weight value or impact value 
X = Measurable potential weak spots for a parameter 
 

All the research work done in this field moves around this metrics. 
The basic difference lies in which scenario the metrics is working. 
Based on the project what may differ is, the parameters of security, 
the weighted values and the method of calculating it.  Whatever the 
case may be the end result is that security metrics is nothing but 
the weighted sum of the number of potential weak spots identified 
within a project.  

n 

i=1 
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An attempt has been made to map equation (ii) to the security of a 
web page which is a common platform for modern business 
transactions globally. 

 

6. MEASURABLE PARAMETERS OF A WEB PAGE 

 
Any web application contains the following vulnerabilities: [9] 

• Cross-Site Scripting  

• SQL Injection/ Blind SQL Injection  
• File Inclusion  
• Cookies poisoning  
• Sessions Management problems  
• Weak hash function  
• Cross-Site Request Forgeries  

 
A web application scanner is looking for two major types of 

security problems in a web page - vulnerabilities and architectural 
weaknesses. The following list of problems to test was mostly 
extracted from the Web Application Security Consortium’s Threat 
Classification version 2.0. [www.webappsec.org]. They include: 
Authentication, Authorization, Client-side Attacks, Command 
Execution, Information and Disclosure. The details of the 
examples of the various types of vulnerabilities and architectural 
weaknesses can be seen in the web site above. 

 
No single metrics suite can handle all the possible vulnerabilities 
and architectural weaknesses in a modern and technology rich 
website as listed in [www.webappsec.org]. The choice of which 
ones to test depends on the nature of the web application in 
consideration.   To apply equation (ii) to measure the strength of a 
web site, the evaluator decides the security parameters, 
vulnerabilities and architectural weaknesses to measure and the 

impact of each. The choice of a higher impact for any security 
parameter, vulnerability or architectural weaknesses depends on 
the severity of the parameter and the number of them that are 
implemented in the web site. This model is called web application 
security evaluator (WASE). 
 
The WASE measures the security vulnerabilities found in any web 
page to enable individuals, merchants as well as commercial 

software developer determine the security strength of their web 
sites before putting them into e-business transactions on the 
Internet. The model performs the following steps: 
 

1. Accepts any valid Uniform Resource  Locator (URL), 
2. Parses the contents of the web page to extract security 

vulnerability information, 
3. Classify the vulnerabilities according to the number of 

each found in the page, and 

4. Score/Rank the security status of the web page in 
percentage based on vulnerabilities found. 

 
The model is shown in Figure 2.0. 
 

 

 

 

 

7. WASE EVALUATION MODEL 

 
This evaluation model uses a common yardstick to measure and 
compare web sites [10]. Tables 1 and 2 show two evaluation 
models for measuring the security strength of three web sites. The 
measurable security parameters of each site are obtained from 
WASE software which crawls through the sites to extract the 
security vulnerability parameters and assign a specific value to 

each parameter.  Table 1 shows the result extracted by WASE 
model from the three web sites. Table 2 adds an impact factor to 
the sites. In this example, each evaluation parameter receives a 
rating based on its severity.  Although the initial scores are the 
same in both models, notice that web site 1 has the highest total 
points in table 1 and, but web site 3 emerges as the most secured in 
the weighted model. The graphs of tables 1 and 2 are shown in 
figure 3 and 4 respectively.  Unweighted evaluation model for 

three web sites rates the sites on a scale from 1 (low) to 10 (high), 
and then adds the site’s score to calculate total points. 
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Total                             26        24        25 

Security Parameters  Site 1  Site 2  Site 3 

 

Web sites 

Authentication           6          5          9 

Authorization           2          5          8 

 Client Side Attack          8          8          5 

Command Execution     10         6          3  

Table 1: Unweighted Evaluation model for Three web sites. 

 

 

   WASE  

   System 

Web 

Site A 

Web 

Site n 

Web Server Web Server 

            Parser  

(breaks web page into  

              Matcher 

       (compares tags) 

Computation Section 

Displays metric result 

Request 

Web page 

Request 

Web page 

Figure 2.0: Web Application Security Evaluator (WASE) Model 

WSSE System       The Internet 

… 

Table 2: Weighted evaluation model for three web sites 
 

Authentication                  25                6*25=150   5*25=125     9*25=225  

Authorization                  25                2*25=50     5*25=125     8*25=200 

Client Side Attack                35                8*35=280    8*35=280    5*35=175 

Command Execution            15               10*15=150   6*15=90      3*15=45  

Total Points                       100                    630              620              645 

Security Parameters  weighted factor  Site 1         Site 2      Site 3 

Web sites 
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Graph of unweighted Evaluation Model for 
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Figure 3: Graph of Unweighted Evaluation Model for three 

Web Sites 

 

 

Graph of Weighted Evaluation Model for 3 

Web Sites
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Figure 4: Graph of Weighted Evaluation Model for three 

Web Sites 

 

 
 

Weighted evaluation model rates the same web sites on a 

scale from 1 (low) to 10 (high), then multiplies each site by 

the weighted (impact) factor and adds each site’s score to 

get total points. 

 

 

8. RESULT INTERPRETATION    

Tables 1 and 2 show security metrics parameters for three 

web sites to have the same initial ratings, but the two 

evaluation models produce different results. In the 

unweighted model, web site 1 has the highest total points 

and seems to be the most secured. However after applying 

weighted factors, web site 3 becomes the most secured.  

 

9. CONCLUSION 
 

Metrics can be an effective tool for security managers to 

discern the effectiveness of various components of their 

security programs, the security of a specific system, product 
or process, and the ability of staff or departments within an 

organization to address security issues for which they are 

responsible. Metrics can also help identify the level of risk 

in not taking a given action, and in that way provide 

guidance in prioritizing corrective actions. Additionally, 

they may be used by web designers to specify common 

vulnerabilities in web sites so as to know where more 

attention will be paid during web analysis and design 

process. Finally, with knowledge gained through metrics, 

security managers can better answer questions from their 

executives and others, such as: 

•  Are we more secure today than we were before? 

•  How do we compare to others in this regard? 

•  Are we secured enough? 
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ABSTRACT 
 Medical prescription plays an important role in ratifying that a prescribing physician takes full responsibility for the clinical care of their 
 patient and the outcome of such treatments. Medical prescription are typically handwritten on paper but, with the advent of electronic 
 method of prescription, known as electronic prescription, which involves the use of ICT tools to create, support, speed up, secure and 
 deliver medical prescriptions to pharmacies. With electronic prescription, most of the regular incidences of prescription errors which 

 could potentially cause serious problems to patient as well as death in a severe case are expected to be reduced. This paper presents the 
 evaluation of a secure intelligent e-prescription system carried out using the modified Delphi panel process recommendations for e-
 prescribing system. This method was used to estimate the effects of the system on improving patients’ safety, health outcomes, 
 maintaining patient privacy, promoting clinician acceptance and prescription security. The result of the system evaluation carried out on 
 six indices of the modified Delphi method with twenty-four recommendations showed that the system on the average met over 70% of 
 the recommendations expected to improve medical prescription process unlike the conventional approach. 
 
 Keywords- e-Prescription, Delphi evaluation, biometrics prescription, secured prescription, intelligent systems. 

 

 
 
1.  INTRODUCTION    
 
Electronic prescribing (e-prescribing) may substantially improve 

health care quality and efficiency, though the available systems are 
complex and their heterogeneity makes comparing and evaluating 
them a challenge. However, studies have shown that the paper-
based approach to medical prescription is prone to errors which 
pose detriment to patient health, as well as increases the call-back 
time from pharmacist for further clarity. Unfortunately, from the 
reviewed works, the adoption of e-prescribing has been difficult to 
attain owing to numerous barriers throughout the health industry 

[1]. Such acceptance barriers include lack of technology trust, 
associated system costs, and risk of unsecure patient health and 
medical information.  
 
Electronic prescribing promises to improve medical prescription 
writing with decision support features such as drug allergy, drug-
drug interaction warnings and timely information available to 
physician. Likewise, majority of piloted e-prescription projects and 

fully deployed systems demonstrated the wide usage of smart cards 
for authentication and security by the prescribing physician. 
Though smart cards are universal, portable and safe, since they 
contain the holder’s identity, anyone who is able to access their 
information can steal their identity. Hence with improved 
intelligence features and security measures, electronic prescribing 
will greatly contribute to the health industry and their outcomes 
[5].  

 

2. RELATED WORKS 
 
Medication errors are common, and while most of such errors have 
little potential for harm they cause considerable extra work in 

hospital settings. A fraction of these errors do have the potential to 
cause injury, and some cause preventable Adverse Drug Effects 
(ADE). [2] carried out an evaluation of the impact of computerized 
physician order entry (POE) with decision support in reducing the 
number of medication errors. The research employed a prospective 
time series analysis, with four periods. All patients admitted to 
three medical units were studied for seven to ten-week periods in 
four different years.  
 

The baseline period was before implementation of POE, and the 
remaining three were after and the sophistication of the POE 
increased with each successive period. The main outcome measure 
of the research is medication errors, excluding missed dose errors. 
In his conclusion, computerized POE substantially decreased the 
rate of non-missed-dose medication errors. A major reduction in 
errors was achieved with the initial version of the system, and 
further reductions were found with addition of decision support 

features. However, commercially available electronic prescribing 
systems may vary in their effects on patients' health outcomes and 
on patients' ability to manage costs.  
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Several factors need to be considered in determining the most 
relevant features. In [3], an expert panel convened to identify and 
recommend specific features that would enable electronic 
prescribing systems to advance these goals. The panel authored 
sixty recommendations and rated each using a modified Delphi 
process. Ratings identified fifty-two recommendations as clearly 
positive for patient safety and health outcomes and forty-three 
recommendations as achievable in the average clinician's office 

within three years. Overall, these recommendations offer a 
synthesis of evidence and expert opinion that can help guide the 
development of electronic prescribing policy.  
 
The focus on preventing medical errors has advanced the 
arguments for widespread implementation of electronic 
prescribing. The choice of systems as well as the variation in 
functionality is large. Value and return on investment depend on 

the functionality provided. [4] also agrees that, the paper by [3] 
defines the functionalities that are required and desirable to ensure 
patient safety and quality of care. He stated that health data 
standards are a prerequisite for the interoperability to support 
electronic prescribing and he identified some of the barriers and 
problems in producing and adopting those standards.  
 
A descriptive field study of ten commercially available ambulatory 

electronic prescribing systems, each of which had established a 
significant market presence was carried out by [6]. The authors 
compared the functional capabilities being offered by commercial 
ambulatory electronic prescribing systems with a set of expert 
panel recommendations. Data were collected from vendors by 
telephone interview and at sites where the systems were 
functioning through direct observation of the systems and through 
personal interviews with prescribers and technical staff. For their 

evaluation, the capabilities of electronic prescribing systems were 
compared with 60 expert panel recommendations for capabilities 
that would improve patient safety, health outcomes, or patients' 
costs. Each recommended capability was judged as having been 
implemented fully, partially, or not at all by each system to which 
the recommendation applied.  
 
Vendors' claims about capabilities were compared with the 

capabilities found in the site visits. In their result, on average, the 
systems fully implemented 50% of the recommended capabilities, 
with individual systems ranging from 26% to 64% implementation. 
Only 15% of the recommended capabilities were not implemented 
by any system. Prescribing systems that were part of electronic 
health records (EHRs) tended to implement more 
recommendations. Vendors' claims about their systems' capabilities 
had 96% sensitivity and 72% specificity when site visit findings 
were considered the gold standard. [6] pointed out that, 

commercial electronic prescribing marketplace may not be 
selecting for capabilities that would most benefit patients. 
Electronic prescribing standards should include minimal functional 
capabilities, and certification of adherence to standards may need 
to take place where systems are installed and operating.  
 
 
 

In conclusion, from the review works, it could be drawn that the 
features selected for evaluation may be modified depending on the 
environment of study even when evaluating based on the 
recommendations in [3] to effectively decide the minimal factors 
that would significantly contribute to patients’ treatment and 
outcome and this approach was utilized in this paper. 
 

3. SYSTEM ARCHITECTURE  

 
In the operation of the developed e-prescription system whose 
architecture was represented in Figure 1, a patient visits a 
registered physician using the e-prescribing system. Physicians 
access to the e-prescribing  system  is through multi-factor 
authentication that is, fingerprint biometrics scan , a user id and a  
password  to  enforce and ensure  that  only registered physician  
can  generate  the prescription. The physician identifies the patient 

record within the e-prescribing system health record. If the patient 
is not found, the physician registers the new patient into the 
system. After the consultation with the physician, the result of the 
medical consultation is submitted to the e-prescribing system by 
the physician. Based on this, the system ensures that only 
medications that relates to what the patient was diagnosed for are 
made available during prescription writing thus reducing the 
likelihood of selecting wrong medication.   

 
To further reduce incidences of prescription error, the developed e-
prescription system has intelligence features with which the system 
can generate currently selected patient medication pattern from 
which new prescription can be made from and this in addition help 
in making decision on the right medication that works well with a 
particular patient. The system intelligence feature also provides 
prescriber with information about the prescribed drug, 

contraindications, and other important drug prescription 
information. The system can as well automatically validate 
prescription by checking for common prescription errors such as 
the popular incomplete prescription errors before sending to the 
national prescription database. 
 
 All prescriptions generated are automatically ratified with the 
prescribers licence ID which can also be verified by the dispensing 

pharmacy and this makes prescription sources traceable and thus 
reducing cases of prescription forgery. The patient visits the 
registered pharmacy specified on the prescription to pick up the 
drug. Patients are also identified through their fingerprint 
biometrics at the pharmacy. Also, reports could also be available to 
the ministry of health for documentation and other relevant 
purposes.  
 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 18 

 

 

 
 

Fig 1: System Architecture of the Developed Electronic 

Prescription System [5] 
 

 

4. EVALUATION METHOD AND RESULTS 

 

The e-prescription system evaluation was conducted at the 
university clinic of the Bells University of Technology, Ota, Ogun 
State. In evaluating the developed e-prescribing system, list of 
tasks are completed by the targeted users of the system with the 
support of a questionnaire, there responses were charted based on 
the modified Delphi panel process recommendations excerpt 
proposed for e-prescribing system in [3]. This research used an 
eight point rating scale that ranged from 0 to +7, where 0 

represented the largest negative impact on the dimension and +7 
represented the largest positive impact. Table 1, Table 2, Table 3 
Table 4, Table 5, and Table 6 showed average system ratings by 
the medical practitioners at the Bells University Clinic. Twenty-
four recommendations (C1- C24) were evaluated from six features 
of electronic prescribing systems. Features include:  Patient 
Identification, Access to Patients’ Historical Data , Medication 
Selection , Alerts and Messages, Data Transmission and Storage, 
and lastly, Security and Confidentiality Step of Electronic 

Prescribing. 
 
Figure 4.16 shows the chart of the recommendations for the Patient 
Identification Step; Figure 4.17 show the chart of the 
recommendations for the Access to Patients’ Historical Data Step; 
Figure 4.18 shows the chart of the recommendations for the 
Medication Selection Step; Figure 4.19 shows the chart of the 
recommendations for the Alerts and Messages Step, Figure 4.20 

shows the chart of the recommendations for the Data Transmission 
and Storage Step , Figure 4.21 shows the chart of the 
recommendations for the Security and Confidentiality Step.  

 

 

 

 

Table 1: Patient Identification Recommendation (C1 – C3) 
 

(C1 – C3) Patient Identification Step Of 

Electronic Prescribing 

System 

Rating 

( 1 - 7) 

 

 

C1 

Make the patient’s name, 
gender, and date of birth or age 
visible in the user interface 
throughout the process of 
creating a prescription 

7 

 

 

C2 

Import patient identification 
and demographic data from 

electronic medical record 
(EMR) or practice management 
systems (PMS) used by the 
health care organization 

7 

 

 

C3 

Provide a method for manual 
entry of patient identification 
and demographic data when 
importing this information 

from an EMR or PMS is not 
possible 

4 

 

 

 

Table 2:  

Access to Patients’ Historical Data Recommendation (C4 – C6) 

 (C4– C6) Access to Patients’ Historical 

Data Step Of Electronic 

Prescribing 

System 

Rating  

( 1 - 7) 

C4 Indicate when an external 
interface that provides data for 
decision support is not 
operational 

5 

C5 Provide the patient’s complete 
current medication list, based on 
open prescriptions from all other 
clinicians, for prescribers who 
have care responsibility for the 
patient 

7 

C6 Provide a means for entering 

medications the patient is 
currently taking that have not 
been prescribed through the 
system and are not available 
through external interfaces 

2 
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Table 3:  

Medication Selection Recommendation (C7 – C13) 

 
 

 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 

Table 4:  

Alerts and Messages Recommendation (C14 – C17) 
 
 

 

Table 5:  

Data Transmission and Storage Recommendations  

( C18 – C20)  
 
 

 (C18 – C20) Data Transmission And 

Storage Step Of 

Electronic Prescribing 

System 

Rating  

( 1 - 7) 

C18 Prescribers should be able 

to transmit prescriptions 

electronically to the 

patient’s pharmacy of 
choice (mail-order or 

retail) 

7 

C19 Transmissions should use 

National Provider 

Identifiers when they 

become available 

4 

C20 Prescribers should be 

notified of transmission 

failure of a prescription to 

a pharmacy 

6 

 

(C7 – C13) Medication Selection Step 

Of Electronic Prescribing     

System 

Rating  

( 1 - 7) 

C7 Display a list of medications 
appropriate to the diagnosis 
when a diagnosis is entered 

7 

C8 Allow efficient prescribing 

without the entry of a 
diagnosis and with the entry 
of speculative or tentative 
diagnoses 

3 

C9 The display of medication 
options should not be 
influenced by promotional 

considerations 

3 

C10 Make the meaning of any 
symbols or special fonts 
immediately available during 
the prescribing Process 

4 

C11 Give prescribers immediate 
access to the rationale for any 

medication choice that the 
system displays as being 
recommended or preferred 
for the current patient 

6 

C12 Omit from suggested 
medication menus options 
that would be medically 
contraindicated for the 

patient 

3 
 

C13 Provide for selection from 
the  dosages and forms that 
are available and appropriate 
for a given medication 

3 

(C14 – C17) Alerts And Messages 

Step Of Electronic 

Prescribing     

System Rating 

 ( 1 - 7) 

C14 Alert the prescriber when 
a medication is selected 
that has a contraindication 

or significant precaution 
based on the patient’s 
allergies, current 
medications, conditions, 
or laboratory findings 

6 

C15 For every message, 
provide immediate access 

to an explanation of its 
rationale, including 
disclosure of all criteria 
and financial support used 
in its development 

3 

C16 Alerts and messages 
should display the date 
that the underlying 

decision support rules 
were last updated 

7 

C17 Provide a way for 
prescribers to correct or 
flag patient information 
that they believe to be 
erroneous 

4 
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Table 6: Security & Confidentiality Recommendations  

(C21 – C24) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 

 
 
 

 
 

Figure 2: Recommendations for the Security  

and Confidentiality Step 
 
 
 

 

 
 

Figure 3: Recommendations for the Patient Identification Step. 

 
 

 
 

Figure 4: Patients’ Historical Data Step  

 
 

 
Figure 5: Recommendations for the Data  

Transmission and Storage Step 

 

(C21 – C24) Security And 

Confidentiality Step Of 

Electronic Prescribing 

System 

Rating  

( 1 - 7) 

C21 Record user activities in a 
reliable audit trail that is 
accessible only to authorized 

personnel responsible for 
enforcing data privacy and 
security 

6 

C22 Each user should be 
individually identified in the 
system and have role-based 
access privileges 

7 

C23 Support a method for 
checking the integrity of 
stored or transmitted data 

5 

C24 Prevent unauthorized access 
and use of e-prescribing  
System 

7 
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Figure 6: Recommendations for the Alerts 

and Messages Step . 

 
 

Figure 7: Recommendations for the Medication Selection Step . 
 
 

5.  RESULTS AND DISCUSSIONS  

 
From Figure 2, the developed electronic prescribing system 

received a rating of approximately eighty-nine percent (89%) 
satisfying the recommendations for the security and confidentiality 
step in electronic prescribing. The potential users were asked to 
login to the application using their user_id, password and 
fingerprint biometric scan.  Based on the consistency and standards 
principal, the users felt comfortable interacting with the login 
window due to the similarity to other input interfaces where users 
needs to enter his or her user name and password. They accepted 

that the electronic prescription system will be more secured with 
the inclusion of a biometric before login. 
 
From Figure 3 recommendations for the patient identification step 
received a rating of approximately eighty-six percent (86%). After 
the users logged into the application, they were asked to search for 
a patient. Due to the aesthetic and minimalist design of the e-
prescription system interface, the physicians did not hesitate when 

they looked for the search textbox located in the right corner of the 
window.  

Also, physicians found the search feature very useful, where with 
just entering the first letter of the patient, a list of patients starting 
with that letter was displayed so it speeds up the process of 
entering and retrieving the patient information 
 
In Figure 4 recommendations for the access to patients’ historical 
data step received a rating of  sixty-seven percent (67%). 
Recommendation (C6), provide a means for entering medications 

the patient is currently taking that have not been prescribed 
through the system and are not available through external 
interfaces, has the lowest rating since most of the physicians are 
already used to paper prescribing this is expected because the 
system forces the prescriber to prescribed from drugs identified by 
the system and this drug database is updateable.  
 
In Figure 5, recommendations for the data transmission and storage 

step for the developed e-prescribing system received a rating of 
eighty-one percent (81%) and this shows that the prescribers 
should be able to transmit prescriptions electronically to the 
patient’s pharmacy of choice (mail-order or retail). In Figure 6, 
recommendations for the alerts and messages step of electronic 
prescribing had a rating of seventy-one percent (71%). As this 
forms part of the system intelligence. As reviewed from literature 
alerts and messages could confused prescribing physician and they 

are to be kept minimum. Most of the alerts provided by the 
developed e-prescription system are only available based on 
physician request except for few like incomplete dosage and so on.  
 
In Figure 7 recommendations for the medication selection step for 
the system had a rating of seventy-three percent (73%). As the 
intelligent system only display a list of medications appropriate to 
the diagnosis when a diagnosis is entered and provide for selection 

from the dosages and forms that is available and appropriate for a 
given medication. In conclusion, the result of the e-prescription 
system evaluation showed that the system would benefit patients, 
the health care settings and also promises to improve and 
successfully replace the paper approach to medical prescription. 

 

6. CONCLUSION 
 

This paper reviewed papers on electronic prescription evaluations 
and carried out similar evaluation on a designed system using the 
modified Delphi panel recommendations but with minimal and 
specific recommendations extracted to focus on the most relevant 
features in the environment of settings that would have the greatest 
impact on the patient. The result of the evaluated system showed 
that the system would improve the process of medical prescription. 
This also indicates that the prescriber takes responsibility for the 
clinical care of the patient and the outcome. In the end, the 

research has shown that the Information and Communications 
Technologies opens up new opportunities for transferring medical 
prescription information securely and faster. 
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ABSTRACT 
 Extensive literature search was conducted to computationally analyze the relationship between key perceived road fatality factors and 
 public health impacts, in terms of mortality and morbidity. Heterogeneous sources of data on road fatality 1970-2005 and that based on 
 interview questionnaire on European road drivers’ perception were sourced. Computational analysis was performed on these data using 
 the Multilayer Perceptron model within the dtreg predictive modeling software. Driver factors had the highest relative significance. 
 Drivers played significant role as causative agents of road accidents. A good degree of correlation was also observed when compared 
 with results obtained by previous researchers. Sweden, UK, Finland, Denmark, Germany, France, Netherlands, and Austria, where road 
 safety targets were set and EU targets adopted, experienced a faster and sharper reduction of road fatalities. However, Belgium, Ireland, 
 Italy, Greece and Portugal experienced slow, but little reduction in cases of road fatalities. Spain experienced an increase in road fatalities 
 possibly due to road fatalities enhancing factors. Estonia, Slovenia, Cyprus, Hungry, Czech Republic, Slovakia and Poland experienced a 
 fluctuating but decreasing trend. Enforcement of road safety principles and regulations are needed to decrease the incidences of fatal 
 accidents. Adoption of the EU target of -50% reductions of fatalities in all countries will help promote public health and safety. 
 
 Keywords- Fatality factors, public health, road fatality, road safety. 
 

 
1.  BACKGROUND    

 
Road fatalities are currently one of the major problems of public 
health. It represents one of the major problems in many European 
countries associated with high rates of mortality. The impact of 
this menace ranges from mild to increasingly alarming and 
devastating consequences, which acts as potential threat to public 
health. Road fatalities incidence among European countries has 
been a major concern over the years due to perceived contributory 
and other causative factors [1-5]. One of the ways to effectively 
control road fatalities is to identify and control the key causative 
and perceived contributory factors. 
 
Despite concerted efforts by governmental agencies, public and 
private non-governmental health agencies to offer effective control 
measures to eradicate road fatalities, the problem still persists. 
Over the years, computational insights have been applied on 
developing control measures for road accidents and fatalities [6-9]. 
The aim of this survey was to conduct computational analysis on 
perceived road fatality causative factors among some European 
countries towards promoting public health.   
 
 
 

 
 
The objectives were to provide for better understanding of the 
importance of key classified underlying perceived road accident 
contributory factors in explaining the number of road fatalities at 
country level and to explain the impact of reducing fatalities and 
its effects on public health, based on survey results. This study 
explored the application of a computational approach towards 
classifying perceived road fatality contributory factors, based on 
available heterogeneous sources of data. The results presented in 
this research and the recommendations thereafter, were intended to 
facilitate the promotion of public health and safety among the 
countries studied. 
 

2.  RELATED LITERATURE  

 
Driving, as a complex process, requires physical, emotional, social, 
psychological skills and composure [13]. However, over the years, 
there have been incidences of road accidents and fatalities as a 
result of some contributory factors. In the research conducted by 
Brodie and colleagues [14], the causative factors for road injuries 
and fatalities were classified into environmental factors, driver 
factors, vehicle factors and occupational factors.  
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In a tri-level US study of pre-crash factors, human errors were 
determined to be fully or partially responsible the definite cause of 
92.6% of road crashes, while environmental factors accounted for 
33.8% and vehicular factors were only responsible for about 12.8% 
of the crashes [15]. According to Treat, vehicular factors had the 
least due to poor vehicle maintenance by the drivers. Previous 
researches have estimated that in 95% of all traffic accidents, 
human or driver factors, either alone or in combination with other 
factors have significantly contributed to road accidents and 
fatalities [15-16]. 
 
Over the years, road traffic accidents have constituted a major 
problem to public health. Three major factors have mostly 
contributed to road accidents. These are: the human factors or 
driver factors, vehicular factors and the environmental factors. 
Over speeding accounted for 32.8%, dangerous driving accounted 
for 16.0%, and mechanical defects of vehicles (vehicular factors), 
accounted for 13.3% [17]. Death and injury from car accidents 
have been a most unpalatable experience [18]. However, such 
incidences are not without cause [19]. Contributory factors have 
their relevance in the cause of road fatalities [20]. Road fatalities 
have been attributed to both risk and exposure contributory factors 
[21]. These factors have played major role as infringement on 
public health. In the Victoria speed camera program [22], it was 
reported that three contributory factors were responsible for road 
fatalities namely; road conditions (environmental), vehicle 
performance, and road user behavior (driver behavior).  
 
This section described studies on relative importance of the 
constituents of the major road fatality contributory factors earlier 
mentioned, and their corresponding impacts on public health 
[23][24][25][26][27]. One of the leading causes of road fatalities is 
driver factors. A major component of driver factor is speed. Over 
speeding is one of the major contributory factors to fatal crashes 
and fatalities [28][29], which has resulted in the deaths of many. 
Some literatures have revealed the negative impact of over 
speeding on public health [30][31][24]. Mehmood conducted a 
study on the impact of speeding behavior of drivers [32]. The 
evolution of top speed in the last twenty years and possible future 
policies were also enumerated in another study [33]. Evidence 
from evaluation studies revealed the relationship between speed, 
road safety and its corresponding impact on public health [34][35]. 
In Denmark, from 1968-2004, speed was identified as a major 
contributory factor to road fatalities [36].  
 
Studies on individual data in Spain revealed that over-speeding and 
use of alcohol constitute a threat to public health [37][38]. Actual 
incidences of injury fatalities in France showed that excessive 
speed was one of the contributory factors [39]. Excessive speed 
has been a major contributory factor to the death and injury of 
many [40] in USA and the UK. Over-speeding was also noted as a 
major threat to public health in Sweden [41]. Among 15-17 
European countries, excessive speed by drivers was identified as 
one of the major factors responsible for increased accident 
frequency and severity [42]. Other studies also revealed the effects 
of over-speeding on public health [17][43][44][45]. 
 

Second, health conditions and status of drivers have been a major 
concern to public health [46][47]. Use of alcohol and harmful 
drugs are among issues of concern among drivers. The negative 
impact and detrimental effects of psychoactive drug usage among 
drivers, in some countries of the world, cannot be underestimated. 
This has posed danger to public health by causing road fatalities. 
Several drugs have been known to interfere with a driver’s ability 
to drive and subsequently increase the risk of road traffic injury. 
Alcohol is the most well studied of these [48][49]. Other 
psychoactive substances, including illicit and licit drugs, also 
increase the risk of road traffic injuries by affecting driver 
alertness, visual acuity, reaction time, judgment and the decision 
making of a driver [50][51] thus endangering public health.   
 
Third, driver personality characteristics can have detrimental 
effects on public health. The role personality plays in traffic safety 
[52][53] cannot be ignored. Such characteristics include; impaired 
risk perception, hostility, aggressiveness, disinhibition, 
susceptibility to boredom and sensation seeking 
[54][55][56][57][58].  
 
Fourth, distractions caused by cellular phone usage have become 
an apparent problem and most detrimental technological 
distractions to public health. In most cases, increased risk of road 
accidents is inevitable. This occurs because the act of talking on a 
cellular phone while driving is a dual-task [59][60]. Furthermore, 
drivers involved in such act, underestimate the level of distraction 
posed by such devices when they drive, thus undermining the 
likelihood of an accident to occur [61]. Finally, Driver 
inexperience has contributed to cases of road fatalities among 
European countries [62] [63][64][65][66][67][68][69][70]. Other 
studies also reveal that driver factors have been largely responsible 
for increase in road fatalities [71][72][73][74][75][76][48] 
[49][77][78][79][80][81][82][83][84][85][86][87][88][89][90]. 
 
Vehicular factors, a prominent contributory factor to road fatalities, 
have had negative effects on public health [91][92][93]. According 
to insight gained and categorization done from the works of Brodie 
and colleagues [14]. Vehicular factors are mostly defects or faults 
associated with vehicles driven by drivers. These include but are 
not limited to errors or defects within the engine, brakes, clutch, 
gear system, accelerator of the car, defects in the design of the air 
bag of the car, and other vehicular faults [14].  
 
Occupational-related fatal accidents are common occurrence over 
the years. Occupational factors play a prominent role in road 
fatality incidences [94] [95] and constitute great threat to public 
health. Truck driving was among the occupations with the highest 
risk for fatal injuries [96]. It was also observed world-wide that 
work related traffic crashes were the leading causes of 
occupational deaths. For instance, in the UK and New Zealand, 
work related traffic crashes were considered the single largest 
cause of occupational fatality [97]. Similar trend was applicable to 
Australia and France, with about 50% and 60% respectively 
[98][99].  
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In the USA and Canada, however, occupational traffic crashes 
made up 25% and 30% of work related deaths respectively 
[100][101].  The negative impact of environmental factors on 
public health and safety cannot be underestimated 
[102][103][104][105] [106][107][108][109][110]. An example of 
this is drivers’ inability to see clearly oncoming vehicles at road 
intersections due to bad weather conditions [111][112]. Finally, 
research from in-depth accident investigations from the TRACE 
((TRaffic Accident Causation in Europe) project depicted that 
factors responsible for road fatality were classified by categories 
and sub-categories into: Driver behavior, Driver state, Driver 
Experience, Road environment, Traffic condition and Vehicle 
[113].  
 
3. MATERIAL AND METHODS 

 

Data collection was obtained from and granted by permission and 
authorization by the International Road Federation (IRF). The first 
set of data, managed by the International Road Federation (IRF), 
came from reports of road accidents and fatalities from 1970 
through 2005 from the European Road Statistics 2007 Report. The 
report was published at a government website 
(http://www.irfnet.eu/images/stat/2007/ERF_stats2007.pdf), and 
has been updated in a timely fashion. The author spent extended 
time mining and analyzing the data. The road accidents and 
fatalities data used, was over a 35-year period for twenty-one 
selected European countries for the purpose of this research. The 
second set of data came from survey reports reflecting the 
perceptions of European road users on contributory factors 
responsible for road fatalities.  
 
The data was sourced from the results obtained from the face-to-
face interviews conducted with fully licensed, active car drivers 
among 23 European countries based on representative national 
samples of not less than 1000 respondents for each country [10]. 
This was achieved by administering a questionnaire containing 
questions about rating 15 causes of road accidents, using a six-
point ordinal scale as shown in Table 1. Permission to use the 
SARTRE data for our work was granted by INRETs (Institut 
National de recherché sur les transports et leur securite) in France. 
We extracted the data for 21 countries used in our study [11-12]. 
These data were analyzed by using the Multilayer perceptron 
model embedded within the dtreg neural network software. 
 
3.1 Description of Survey Data 
According to the SARTRE 3 reports, a multidimensional scaling 
was performed on the perception of European drivers concerning 
the causative factors of road accidents in all 23 European countries 
considered in their study [114]. Permap version 11.2a was used to 
assess the validity of the two-dimensional representation of the 
multidimensional data. Based on the results generated by the 
analysis performed by the SARTRE project, individual fit measure 
per country was generated as shown in Table 2 and the subject 
space for the 23 European countries was also produced as shown in 
Figure 1. However, for our study, only 21 European countries were 
considered. 
 

Based on SARTRE 3 report, various perceived road fatality 
causative factors fell into different regions of the quadrants. The 
perceived causative factors in the SARTRE 3 report were re-
classified into driver, vehicular, environmental and occupational 
factors in our study. The first quadrant represents region with 
“High perceived risk: Low perceived prevalence” of these 
perceived causative factors. The 2nd quadrant represents region 
with “High perceived risk; High perceived prevalence” of the 
perceived causative factors. The 3rd quadrant represents region 
with Low perceived risk: High perceived prevalence of the 
perceived causative factors. The 4th quadrant represents region 
with Low perceived risk: Low perceived prevalence of the 
perceived causative factors.  
 
In our study, the individual space of each of the 21 European 
countries considered was used for analysis. A careful study was 
made on how dimensions 1 and dimensions 2 of the subject weight 
of each European country attributed either towards the risk 
dimension or the prevalence dimension. Based on the 
interpretation of the individual spaces of each country, the 
perceived accident cause in the individual space, with respect to 
risk dimension and prevalence dimension were extracted; the 
extracted results of the 21 European countries used for this study 
were rescaled for analysis. The rescaled interpretations over the 
years, for each country studied, were entered into the Exp 
Data5.csv data sheet accordingly. In summary, the process 
involved studying the individual spaces of each country with 
respect to their risk and prevalence dimensions. Comparison was 
then made with the perceived road fatality causative factors in their 
group space; then these were rescaled based on the distribution 
observed in the various quadrants and matched appropriately with 
the corresponding years for each country. The rescaled data was 
prepared in a format suitable for analysis. 
 
4. DATA ANALYSIS 

 
After extraction, the data were transformed into an Excel-format. 
The Excel-format file was later converted into a .csv extension file, 
suitable as input data into neural network software. An artificial 
neural network module within predictive modeling software was 
used for this analysis. The Multilayer perceptron architecture 
within the dtreg modeling software was applied on the road 
accident and fatalities data to classify various factors responsible 
for such incidents. The factors were obtained from relevant 
literatures. This was analyzed using the DTREG (version 10.0.0) 
Software. Dtreg software has been applied to other studies 
[115][116][117][118][119][120]. DTREG is an artificial neural 
network software. Artificial neural network have previously been 
applied towards road fatality, public health and safety research 
[121] [122][123][124][125][126][127][128]. In the experiment 
carried out using this neural network model, the following 
parameters were set as key parameters in predicting the outcome of 
the classification of the relevance of each accident enhancing 
factor. These were: environmental factors, occupational factors, 
vehicular factors and driver factors. The number of network layer 
used in building this model was three. We specified the neural 
network model to automatically optimize the hidden layer.  
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This helped to evaluate how well the selected number of neurons 
fit by using cross validation or a hold-out sample. Over fitting 
detection and prevention was also done by enabling this option. 
This allowed the Multilayer perceptron model to hold out a 
specified percentage of the training rows and used them to check 
for over fitting as model tuning is performed. The tuning process 
used the training data to search for optimal parameter values. The 
percentage (%) training row to hold out was 20%. Maximum steps 
without change was also 20. V-fold cross validation value was 10. 
The hidden layer activation function and output layer activation 
function was the Sigmoid (Logistic) activation function. Insight 
gained from the work of Brodie [14] was applied to regroup and 
categorize road fatality factors and its possible components.  
 
5. RESULTS AND DISCUSSION 
 
Data spanning 1970-2005, was used for this study. For the 21 
European countries, it was observed that the neural network model 
was able to perform intelligent classification by classifying each 
road fatality contributory factor by relative significance values and 
presenting the most prominent of these factors. The results 
revealed driver factors had a relative significance of 100.000; 
vehicular factors, 86.620; occupational factors, 68.384 and 
environmental factors, 24.100 as shown in Figure 2. These results 
only reveal estimates of the contribution of each perceived road 
fatality causative factor to road fatality among the survey data of 
the 21 European countries.  
 
Results revealed that drivers played significant role in the cause of 
road accidents. Driver attitudes have been largely responsible for 
high road fatality. Results also revealed that out of all the 
perceived road fatality contributory factors, driver factors had the 
highest significance value of 100.000 (See Figure 2). The 
implication of this is that driver factors have been the most 
prominent factor responsible for most road fatalities. This 
corroborates the fact that driver factors are the key contributory 
factors in road accidents and drivers themselves play a major role 
in the cause of road fatalities. Thus, the negative impact of driver 
factors on public health and safety cannot be underestimated. 
Unchecked driver factors can constitute potential danger to public 
health. Thus, uncontrolled driver factors, has the tendency of 
increasing casualty and mortality rate among road users. 
 
When the result of our study was compared with the results of 
Treat and Taylors’, [15]; [16], it was observed that they estimated 
that human or driver factors, either alone or in combination with 
other factors, have significantly contributed about 95% to road 
accidents and fatalities.vThe result of our study was also compared 
with SARTRE report [11][12]; driver factors have been attributed 
to be largely responsible for most road fatalities in the report. 
When we compared our results with the TRACE 2009 report 
[113], driver factors played major role in the cause of road 
fatalities, thus validating the results obtained in our present study. 
 
 
 
 
 

Based on the computational analysis performed on the perception 
data of European drivers on road fatality contributory factors, 
vehicular factors had a high significance value. The implications of 
a high predicted value for vehicular factors, as a perceived factor 
responsible for road fatality on roads, cannot be underestimated. In 
comparison with the study earlier carried out by Treat [15]. Treat 
estimated that vehicular factors were responsible for some 
percentage of vehicular crashes and road fatalities. The reason he 
gave was due to poor vehicle maintenance by the drivers. Treat did 
not however consider in details the possible defects present in 
those manufactured cars, and its long-term impact on road safety 
and public health. Over the past thirty years, vehicular defects 
could have resulted in the injury or death of many drivers, car 
users and pedestrian alike, thus posing great danger to public 
health and safety.  
 
The perceptions of European drivers as analyzed in this study 
showed that occupational factors have direct influence on driver 
behavior, thus affecting drivers’ performance. Occupational factors 
have undisputable and undeniable negative impact on driver’s 
health and public health at large. Occupational factors such as 
drivers’ driving hours, stress due to employment arrangements, 
supervision related depression, work pressure, drivers’ sleepiness 
and fatigue and other related occupational hazards [14] can 
negatively affect road safety and public health. In comparison with 
the study conducted by [15] Treat and Taylor, [16], they estimated 
that human or driver factors, either alone or in combination with 
other factors have significantly contributed about 95% to road 
accidents and fatalities.  
 
Environmental factors constitute a menace to public health and 
safety. These include: bad weather conditions, bad road network, 
landscape problem, traffic congestion and poor road infrastructure 
responsible for road fatalities. From our result, environmental 
factor accounted for a relative importance of 24.100.  In 
comparison with the work carried out by Treat, [15], 
environmental factors accounted for 33.8%.  From Table 3, 
countries like Sweden, UK, Finland, Denmark, Germany, France, 
Netherlands, and Austria, where road safety targets were set and 
EU targets adopted, experienced a faster and sharper reduction of 
road fatalities over the years. However, other countries like 
Belgium, Ireland, Italy, Greece and Portugal experienced slow, but 
little reduction in cases of road fatalities because road safety 
targets were not set in such countries, although they have adopted 
the EU target. Spain, however, experienced an increase in road 
fatalities due to road fatalities enhancing factors.  
 
Between the years (2000-2005), the following countries 
experienced a fluctuating but decreasing trend in cases of road 
fatalities. They are: Estonia, Slovenia Cyprus, Hungry, Czech 
Republic, Slovakia and Poland. In most of these countries, road 
safety targets were set, thus the decreasing trend. Moreover, most 
of these countries have adopted the EU target -50% reduction of 
fatalities to 2012 [127; 128]. 
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Figure 1: The subject space of the European countries.   
Source: SARTRE 3 report (SARTRE, 2004) and (SARTRE, 2003) 

 
 
 

 
Figure 2: Results Of Predictive Modeling Software on the  

Classification of Different Perceived Road Fatality Contributory Factors 
 
Table 1 

The survey question, consisting of 15 items (a–o) to be rated on an ordinal six-point scale 
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How often do you think each of the following factors is the cause of road accidents? 

 

(a) Driving when tired                                                     1             2            3               4             5              6 

 

(b) Drinking and driving                                                  1             2             3              4             5              6 

    

(c)  Following the vehicle in front too closely                1             2             3               4              5              6  

 

         (d)     Driving too fast                                                         1              2          3                4             5             6 

 

         (e)     Taking medicines and driving                                   1              2          3                4             5              6 

 

         (f)     Taking drugs and driving                                           1              2           3                4            5              6 

 

         (g)     Poorly maintained roads                                            1              2           3               4             5              6 

 

         (h)     Using a mobile phone (hand-held) and driving         1              2           3               4             5              6 

        

         (i)      Using a mobile phone (hands-free) and driving        1              2           3               4             5              6 

 

         (j)      Traffic congestion                                                     1               2           3               4             5              6 

 

         (k)     Bad weather conditions                                             1               2           3               4              5             6 

 

         (I)      Poor brakes                                                                1              2           3               4              5             6 

 

         (m)    Bald tyres                                                                   1              2           3               4              5            6 

 

         (n)    Faulty lights                                                                    1                2             3               4              5             6 

 

         (o)    Defective steering                                                           1                2             3               4              5             6 

Source:(Vanlaar & Yannis, 2006; SARTRE, 2003; SARTRE, 2004) 
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Table 2 

Source: SARTRE 3 Report (SARTRE, 2004) 
 

Country Subject’s weight Explained 

Variance 

 Dimension 1 Dimension 2  

Poland (PL) 0.36721 0.66588 0.58 

Germany (DE) 0.55846 0.53328 0.60 

Denmark (DK)  0.56067 0.46611 0.53 

Austria 0.74331 0.42514 0.73 

Belgium 0.54229 0.50164 0.55 

Spain 0.64284 0.55395 0.72 

Finland 0.51868 0.48877 0.51 

France 0.73445 0.44067 0.73 

United Kingdom 0.67478 0.40914 0.62 

Greece 0.55548 0.51594 0.57 

Ireland 0.57887  0.49813 0.58 

Italy 0.52584 0.59196 0.63 

Netherlands 0.67089 0.42925 0.63 

Portugal 0.59289 0.48094 0.58 

Sweden 0.57478 0.48477 0.57 

Czech Rep. 0.60229 0.56993 0.69 

Slovakia 0.52175 0.58496 0.61 

Hungary 0.58013 0.57151 0.66 

Slovenia 0.53463 0.51361 0.55 

Estonia 0.40994 0.56251 0.48 

Cyprus 0.59748 0.44326 0.55 
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Data presentation 

Table 3:  Road Fatalities Statistical data from 1970-2005 for 21 European countries 

 

Countries/Years 1970 1980 1990 2000 2001 2002 2003 2004 2005 

Belgium (BE) 2950 2396 1976 1470 1486 1315 1353 1162 1089 

Denmark (DK) 1208 690 634 498   431 463 432 369 331 

Germany (DE) 21332 15050 11046 7503 6977 6842 6613 5842 5361 

Greece (EL) 1099 1445 2050 2037 1880 1654 1605 1619 1614 

Spain (ES) 5456 6522 9032 5777 5516 5347 5399 4741 4442 

France (FR) 16448 13672 11215 8079 8160 7655 6058 5530 5339 

Ireland (IR) 540 564 478 418 412 376 339 379 399 

Italy (IT) 11004 9220 7137 6410 6682 6736 6015 5625 5426 

Estonia (EE)  
 

NA NA NA 204 199 224 164 170 168 

Netherlands (NL) 3181 1997 1376 1082 993 987 1028 804 750 

Austria (AT) 2507 2003 1558 976 958 956 931 878 768 

Portugal  (PT) 
 

1842 2941 3017 1874 1671 1655 1546 1294 1247 

Czech Rep. (CZ)  
 

NA NA NA 1486 1334 1431 1447 1382 1286 

Hungary (HU)  
 

NA NA NA 1200 1239 1429 1326 1296 1278 

United Kingdom 
(UK)  
 

7770 6240 5402 3580 3598 3581 3658 3368 3336 

Slovakia (SK)  
 

NA NA NA 628 614 610 645 603 560 

Poland (PL)  
 

NA NA NA 6294 5534 5827 5640 5712 5444 

Sweden (SE)  
 

1307 848 772 591 583 560 529 480 440 

Slovenia (SI)  
 

NA NA NA 313 278 269 242 274 258 

Cyprus (CY)  
 

NA NA NA 111 98 94 97 117 102 

Finland (FI)  
 

1055 551 649 396 433 415 379 379 371 

Source: http://www.erf.be, sourced on the 18th of February, 2008 
Source: International Road Federation - Brussels Programme Centre 
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6. RECOMMENDATIONS 

 
Adoption of the EU target of -50% reduction of fatalities setting 
2012 as a target [127, 128], will help promote public health and 
safety. Enforcement of road safety principles will help achieve a 
reduction of road fatalities. Thus, enforcement of road safety 
regulations is needed to decrease the incidences of fatal accidents, 
which will ultimately promote public safety. 
 

7. CONCLUSION 

 

The occurrence of road fatalities has been associated with 
perceived risk factors from four major perspectives such as driver 
factors, vehicular factors, occupational and environmental factors.  

 

End Notes  

Our study was able to justify that driver factors represents the 
most perceived and prominent road fatality contributory factor, 
among the countries surveyed. Addressing these perceived factors 
will help promote public health and safety. Future work can be 
directed towards investigating in details, the predicted impact of 
each perceived factor on road fatalities, validating the predicted 
impact of control measures on road fatalities and their 
corresponding effects on public health, based on insight obtained 
from other works [129]. 
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ABSTRACT 
 In this paper, search methods/ techniques in problem solving using artificial intelligence (A.I) are surveyed. An overview of the 
 definitions, dimensions and development of A.I in the light of search for solution to problems were undertaken. Dimensions and 
 relevance of search in A.I research were reviewed. A classification of search in terms of depth of known parameters of search was also 
 examined. Finally, the prospects of search in AI research were highlighted. Search is observed to be the common thread binding most AI 
 problem-solving strategies together. 
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1.  INTRODUCTION    
 
Artificial intelligence (AI) is the intelligence of machines and the 
branch of computer sciences that aims to create it. Many authors 
have different perception of AI like. 
i. It is the science and engineering of making intelligent 

machines, especially intelligent computer programs. It is 
related to the similar task of using computers to 
understand human intelligence but AI does not have to 
confine itself to methods that are biologically observable 

[1]. 
ii. The study and design of intelligence agents [2]. Where 

intelligent agent is a system that perceives its 
environment and takes action that maximizes its chances 
of success [3][24]. 

iii. As a system that think like humans: - This is the exciting 
new efforts to make computers think ---machines with 
minds, in full and literal sense. The automation of 

activities that we associate with human thinking, 
activities such as decision-making, problem solving, 
learning --- [4]. 

iv. As a system that act like human: - This is the act of 
creating machines that perform functions that require 
intelligence when performed by people. Also, it is the 
study of how to make computers do things at which at 
the moment, people are better [5]. 

v. As a system that think rationally: - this is the study of 
mental faculties, through the use of computational 
models [6]. Also, it is the study of computations that 
makes it possible to perceive, reason, and act [2]. 

vi. As a system that act rationally: - Here, computational 
intelligence is the study of the design of intelligent 
agents [3], [8]. Also, it is concerned with intelligent 
behavior in artifacts  

 
 
 

 
 
 
However, the term artificial intelligence was coined by John 
McCarthy in the year 1956 [7]. This field was founded on the 
claim that a central property of humans, intelligence – The 

sapience of Homo sapiens – can be so precisely described that it 
can be simulated by a machine. This raises philosophical issues 
about the nature of the mind and ethics of creating artificial beings, 
issues which have been addressed by myth, fiction and philosophy 
since antiquity [4]. Artificial intelligence (AI) has been the subject 
of optimism but has also suffered setbacks and today has become 
an essential part of the technology industry, providing the heavy 
lifting for many of the most difficult problems in computer science 

and engineering especially by applying search techniques. The 
central problems of AI include such traits as; Reasoning, 
Knowledge, Planning, Learning, Communication, Perception, The 
ability to move and manipulate objects [8]. 
 

1.1 Search and Artificial Intelligence 
The last 50 years of research witnessed the developed a large 
number of AI tools for solving the most difficult problems in 

computer science and engineering. These tools are; Search and 
optimization, Logic, Probabilistic methods for uncertain reasoning, 
Classifiers and statistical learning methods, Neural networks, 
Control theory and, Languages. 
 
Many problems in AI can be solved in theory by intelligently 
searching through many possible solutions [9]. Reasoning has been 
shown to be reduced to performing a search. For instance, logical 

proof can be viewed as searching for a path that leads from 
premises to conclusions, where each step is the application of an 
inference rule [3]. Planning algorithms search through trees of 
goals and sub goals attempting to find a path to target goal, a 
process called MEANS-END ANALYSIS [3]. Robotic algorithms 
for moving limbs and grasping objects use local searches in 
configuration space [8]. Many learning algorithms use search 
algorithms based on optimization. 
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Simple exhaustive searches [10] are rarely sufficient for most real 
world problems for most real world problems. The search space 
(The number of places to search) quickly grows to astronomical 
numbers. The result is a search that is too slow or never completes. 
The solution, for many problems, is to use “heuristics” or “rules of 
thumb” that eliminate choices that are unlikely to lead to the goal 
(called pruning the search tree). Heuristic supply the program with 
a “best guess” for what the solution lies on [8], [9], [10]. A very 

different kind of search came to prominence in the 1990s, base on 
the mathematical theory of optimization. For many problems it is 
possible to begin the search with some form of a guess and then 
refine the guess incrementally until no more refinements can be 
made. These algorithms can be visualized as blind hill climbing. 
We begin the search at a random point on the landscape and then, 
by jumps or steps, we keep moving our guess uphill, until we reach 
the top. Other optimization algorithms are simulated annealing 

beam search and random optimization [8], [9], [10].         
 
2. PLACE OF SEARCH IN AI 

                                            

2.1 Definition Of Search in AI  
This is a central concept in artificial intelligence. It is inherent to 
artificial intelligence (AI) problem solving techniques. 
Fundamentally, artificial intelligence problems are inherently 

complex. Attempt to solve problems which humans handle by 
applying innate cognitive abilities, pattern recognition etc using 
computers invariably must turn to considerations of search [11]. 

 

2.2 Classification Of Search Techniques  
All search techniques can be found to belong to one of two 
categories of search method which are: 

• Exhaustive (blind) method   

• Heuristic or informed method  

 
 

2.2.1 Exhaustive (Blind) Methods 
Exhaustive search of a problem space (or search space) is often not 

feasible or practical due to the size of the problem space. In some 
instances, it is however necessary more often, we are able to define 
a set of legal transformations of a state space (moves in the world 
of games) from which those that are more likely to bring us closer 
to a goal state are selected while others are never explored further. 
This technique in problem solving is known as SPLIT and 
PRUNE. In artificial intelligence, the technique that implements 
split and prune is called Generate and test. The basic procedure is 
as follows: 

 
Repeat: 
� Generate a candidate solution 
� Test the candidate solution until a satisfactory solution is 

found or no more candidate solution can be generated. 
� If an acceptable solution found, announce it, otherwise, 

announce failure. 
 

 
 
 

A good candidate solution generator usually will produce all 
possible solutions and will not suggest redundant solutions. They 
are also informed, that is, they will limit the solutions they propose 
or pursue. 
 

2.2.1.1 Means-End Analysis 
This is another state space search technique apart from generate 
and test method. Its aims at minimizing the differences (distance) 

between the present state and a next (goal) state, given an initial 
state. Determining ‘distance’ between any state and a goal state 
can be facilitated by difference procedure tables which can 
effectively prescribe what the next state might be. The procedure 
for performing means-end analysis is as follows: 
 

Repeat  
� Describe the current state, the goal state and the 

difference between the two 
� Use the difference between the current state and goal 

state, possibly with the description of the current state or 
goal state, to select a promising procedure. 

� Use the promising procedure and update the current 
state, until the GOAL is reached or no more procedures 
are available. 

� If the GOAL is reached, announce success otherwise, 

announce failure. 
 

2.2.1.2 Means-End Analysis   

 

Depth First Search (DFS) 
This is one of the most basic and fundamental blind or exhaustive 
search algorithms. It facilitates probing deeply down a potential 
solution path in the hope that solutions don’t lie too deeply down 

the tree. That is, DFS is a good idea when you are confident that all 
partial paths either reach dead ends or become complete paths after 
a reasonable number of steps. In contrast, “DFS is a bad idea if 
there are long paths, long paths, that neither reach dead ends nor 
become complete paths [2].  
 
When applying this search technique we start with the root node 
and completely explorer the descendants of a node before 

exploring its siblings (and siblings are explored in a left-to-right 
fashion). [12]. 
 

Procedures in conducting a DFS:- 

 
a. Put the start node on the list called OPEN 
b. If open is empty, exit with failure; otherwise continue 
c. Remove the first node from OPEN and put it on a list 

called closed call this node n. 

d. If the depth of n equals the depth bound, go to (b) 
otherwise continue. 

e. Expand node n, generating all successors of n, put these 
(in arbitrary order) at the beginning of OPEN and 
pointers back to n. 

f. If any of the successors are goal nodes, exit with the 
solution obtain by tracing back through the pointers; 
otherwise go to (b). 
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Figure 1.  Depth First Search 
 
DFS always explores the deepest node first. That is, one which is 
farthest down from the root of the tree. To prevent consideration of 

unacceptably ling paths, a depth bound is often employed to limit 
the depth of search. The DFS would explore the tree in Fig 1 in the 
order: 
 

A – B – E – I – F – C – G – H – D. 
 
However, DFS with iterative deepening deals with many of the 
deficiencies of the DFS. The idea is to perform a level by level 

DFS. It starts with a depth bound of 1. If a good is not found, then 
it performs a DFS with depth bound of 2. This continues, with the 
depth bound increasing by one with each iteration, although with 
each increase in depth, the algorithm must re-perform its DFS to 
the prescribed bound. The idea of iterative deepening is credited to 
Slate and Adkin (1977) with their work on the Northwestern 
university chess programme [11]. 
 

2.2.1.3 Breadth First Search  
This always searches closest to the root node first, thereby visiting 
all nodes of a given length first before moving to any longer paths. 
It pushes uniformly into the search tree. The problem with 
(Unbounded) depth-first search is that it can be difficult to 
correctly estimate a good value for the bound. Such problems can 
be overcome by using breadth-first search where we explore (right-
hand) siblings before children [12].  
 

 
Breadth first search is most effective when all paths to a goal node 
are of uniform depth. It is a bad idea when the branching factor 
(average number of offspring for each node) is larger or infinite. 
For tree in Fig 3, breadth first search would proceed alphabetically.  
 
 
 

 

The algorithm for breadth first search is as follows: 
i. Put the start node on a list called OPEN 
ii. If OPEN is empty, exit with failure, otherwise continue 
iii. Remove the first node on OPEN put it on a list called 

CLOSED call this node. 
iv. Expand node n, generating all of its successors, if there 

are no successors go immediately to (ii). Put the 
successor at the end of OPEN and provide pointers from 

these successors back to n. 
v. If any of the successors are goal nodes, exit with the 

solution obtain by tracing back through the pointers 
otherwise go to (ii). 

 
The problem with (unbounded) depth-first search is that we may 
get lost in an infinite branch while there could be another short 
branch leading to a solution. The problem with depth-bounds 

depth-first search is that it can be difficult to correctly estimate a 
good value for the bound. BFS is most effective when all paths to a 
goal node are of uniform depth. It is a bad idea when the branching 
factor (average number of offspring for each node) is large or 
infinite. BFS is also preferred over DFS if you are worried that 
there may be long paths (or even infinitely long paths) that neither 
reach dead ends nor become complete paths. [2]. 
 

 

2.2.1.4 Bidirectional Search    
To this point all search algorithms discussed (with the exception of 
means-end analysis and backtracking) have been based on forward 
reasoning. Searching backwards from goal a node to predecessors 
is relatively easy. Combining forward and backward reasoning in 
searching for solution is called bidirectional search [13]. The idea 
is to replace a single search graph, which is likely to grow 

exponentially, with two smaller graphs..one starting from initial 
state and one starting from goal. The search is approximated to 
terminate when the two graphs intersect. This algorithm is 
guaranteed to find the shortest solution path through a general 
state-space graph [14]. 
 

2.2.2 Heuristic Search Method  
Heuristic is a rule of thumb that guides search which probably 

leads to a solution. Heuristic plays a major role in search strategies 
because of exponential nature of the most problems. Heuristic 
comes handy in minimizing the number of alternative from an 
exponential number [15] [16].  In AI, heuristic search has a general 
meaning and a more specialized technical meaning. In a general 
sense, the term heuristic is used for any advice that is often 
effective but is not guaranteed to work in every case within the 
heuristic search architecture; however, the term heuristic usually 
refers to special case of a heuristic evaluation function [16]. 

Tendencies are to seek formal and rigid algorithmic solutions to 
specific problem domains rather than the development of general 
approaches which could be appropriately selected and applied for 
specific problems. 
 
 
 
 

A 

C D B 
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The goal of a heuristic search is to reduce the number of nodes 
searched in seeking a goal. In other words, problems which grow 
combinationally large may be approached. Through knowledge, 
information, rules, insight, analogies and simplification in addition 
to a host of other techniques heuristic search aims to reduce the 
number of objects examined. Heuristic do not guarantee the 
achievement of a solution, although, good heuristics should 
facilitate this. 

 
Heuristic search is defined by authors in many different ways: - 

i. It is a practical strategy increasing the effectiveness of 
complex problem solving [14]. 

ii. It leads to a solution along the most probable path, 
omitting the least promising ones [18]. 

iii. It should enable one to avoid the examination of dead 
ends, and to use already gathered data [19]. 

 
The use of heuristic in the solution construction process increase 
the uncertainty of arriving at a result due to the use of informal 
knowledge (rules, laws, intuition, etc) whose usefulness have never 
been fully proven. Heuristic methods allow us to exploit uncertain 
and imprecise data in a natural way. The main objective of 
heuristics is to aid and improve the effectiveness of an algorithm 
solving a problem. Most important is the elimination from further 

consideration of some subsets of objects still not examined.  
 
Most modern heuristic search methods are expected to bridge the 
gap between the completeness of algorithms and their optimal 
complexity [20]. Strategies are being modified in order to arrive at 
a quasi optimal instead of an optimal solution with significant cost 
reduction [21]. 
 

 

2.2.2.1 Hill Climbing  
Hill climbing is a DFS with a heuristic measurement that orders 
choices as nodes are expanded. The heuristic measurement gives 
the value of the estimated remaining distance to the goal state. The 
effectiveness of hil climbing is completely dependent upon the 
accuracy of the heuristic measurement. The basics for conducting a 
hill climbing search are:  

 
� Form a one element queue consisting of a zero-length 

that contains only the root node. 
 

Repeat. 
� Remove the first path from the queue. 
� Create new paths by extending the first path to all the 

neighbors of the terminal node. 
� Reject all new paths with loops. 

� Sort the new paths, if any, by the estimated distance 
between their terminal nodes and the goal, until the first 
path in the queue terminates at the goal node or the 
queue is empty. 

� If the goal node is found, announce success, otherwise 
announce failure.  

 
 

 

 
The potential problems affecting hill climbing has been lucidly 
explained [2]. They are related to issue of “local vision” versus 
“global vision” of the search space. The foothills problems is 
particularly subject to local maxima where global ones are sought, 
while the plateau problem occurs when heuristic measure does not 
hit towards any significant gradient of proximity to a goal. The 
ridge problem illustrate just what it’s called. You may get 

impression that the search is taking you closer to a goal state, when 
in fact you are traveling along a ridge which prevents you from 
actually attaining your goal [9]. 
 
 

2.2.2.2 Best First Search 
This is a general algorithm for searching using heuristics any state 
space graph. It finds applications in searches that are data and goal 

drivens and supports a variety of heuristic evaluation functions. 
Best first search can be used with variety of heuristic ranging from 
a state’s “goodness” to sophisticated measures based on the 
probability of a state leading to a goal which can be illustrated by 
examples of Bayesian statistical measures.  
 
Similar to the depth first search and breadth first search algorithms, 
the best-first search uses lists to maintain states. OPEN to keep 

track of the current fringe of the search and CLOSED to record 
states already visited. In addition, the algorithm orders states on 
OPEN according to some heuristic estimate of their “closeness” to 
a goal. Thus, each iteration of the loop considers the most 
“promising” state on the OPEN list. [9]. Just where hill climbing 
fails, it is short-sighted, local vision, is where the best first search 
improves. The following description of the algorithm closely 
follows that of Lugar and Stubble Field [9]. 

 
At iteration, best first search removes the first element from the 
OPEN list. If it meets the goal condition, the algorithm returns the 
solution path that led to the goal. Each state retains ancestor 
information to allow the algorithm to return the final solution path. 
If the first element on OPEN is not a goal, the algorithm generates 
its descendants. If a child state is already on OPEN or CLOSED, 
the algorithm in checks to make sure that the state records the short 

of the two partial solution paths. Duplicate states are not retained. 
By updating the ancestor history of nodes on open and closed, 
when they are rediscovered, the algorithm is more likely to find a 
shorter path to a goal. 
 
Best first search then heuristically evaluates the states on OPEN 
and the list is sorted according to the heuristic values. This brings 
the “best” states to the front of open. It is noteworthy that these 
estimates are heuristic in nature and therefore, the next state to be 

examined may be from any level of the state space. Opens when 
maintained as a sorted list, is often referred to as priority queue [9]. 
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For instance, 

 
  A – 5  

B – 4   C – 4 D – 6  

 

E – 5  F – 5   G – 4      H – 3     I       J 

 

K L    M    N  0-2    P-3   Q     R 

S T   GOAL                       

 
Figure 2. Hypothetical State Space With Heuristic Evaluations 

 
Figure 2 shows a hypothetical state space with heuristic 
evaluations attached to some of its state. The states with attached 
evaluations are those actually generated in best-first search. The 
states expanded by the heuristic search algorithm are indicated in 
BOLD, note that it does not search all of the space. The goal of 

best-first search is to find the goal state by looking at as few states 
as possible; the more informed the heuristic, the fewer states are 
processed in finding the goal. 
 
A trace of the execution of procedure Best-first search appears 
below. P is the goal state in this example. States along the path to P 
tend to have low heuristic values. The heuristic is fallible. The 
state o has a lower value than the goal itself and is examined first. 

Unlike hill climb in, the algorithm recovers from this error and 
finds the correct goal. 
 
1. Open = {A5}; Closed = {  } 
2. Evaluate A5; Open = {B4, C4, D6}; Closed = {A5} 
3. Evaluate B4; Open = {C4, E5, F5, D6}; Closed = {B4, A5} 
4. Evaluate C4; Open = {H3, G4, E5, F5, D6,}; Closed = {C4, 

B4, A5,}. 

5. Evaluate H3; Open = {O2, P3, G4, E5, F5, D6}; Closed = 
{H3, C4, B4, A5}. 

6. Evaluate O2; Open = {P3, C4, E5, F5, D6,}; Closed = {O2, 
H3, G4, B4, A5}. 

7. Evaluate P3; the solution is found. 
 
The best first search algorithm always selects the most promising 
state on open for further expansion. Even though the heuristic, it is 
using for measurement of distance from the goal state may prove 

erroneous; it does not abandon all the other states and maintains 
them on open. If the algorithm leads search down an incorrect 
path, it will retrieve some previously generated “next best” state 
from open and shift its focus to another part of the space. In the 
example above, children of state B were found to have poor 
heuristic evaluations and hence, the search shifted to state C. 
however, the children of B were kept on open and returned to later. 
 

 

3. APPLICATIONS OF SEARCH IN AI PROBLEM  

    SOLVING 
 
1. Many real-time search methods can use heuristic 

knowledge to guide planning, be interrupted at any state 
and resume execution at a different state and improve their 
plan execution time, as they solve similar planning tasks, 
until their execution is optimal.  

2. In computer science, AI researchers have created many 
tools to solve the most difficult problems in computer 
science which are search techniques. These were adopted 
by mainstream computers science and are no longer 
considered a part of AI.  

 
3. In finance, Banks use search techniques to organize 

operations, invest in stocks and manage properties. In 

August 2001, Robots beat humans in a simulated financial 
trading competition. Financial institutions have long used 
artificial neural network systems to detect charges or claims 
outside the norm, flagging these for human investigation. 

 
4. In medicine, search techniques saw application in 

organizing bed schedules, make a staff rotation, and 
provide medical information. Artificial neural networks are 

used as clinical decision support systems for medical 
diagnosis.  

 
5. In telecommunications, many telecoms companies make 

use of heuristic search in the management of their 
workforces, for example BT group has deployed heuristic 
search in a scheduling application that provides the work 
schedules of 20,000 engineers.  

 
However, it also found application in areas of; Robotics, Aviation, 
Automated reasoning, Semantic web, Data mining, Concept 
mining etc. 

 

4. PROSPECTS OF SEARCH IN AI RESEARCH 

 
Search algorithms thus far have relied on links to serve up relevant 

results, but as research in artificial intelligence (AI); natural 
language processing (NLP) and input methods develop the 
techniques likely will adapt. However, keeping in view with the 
intense trend of search techniques in AI research, it is believed that 
sooner than later we will be talking to our computers more than 
typing on them. That is having conversation with your computer, 
with the internet, with Google- that’s a much more efficient way of 
extracting information and learning. The advent of the linguistic 
user interface (LUI) will be as transformative for humanity as the 

graphic user interface (GUI) was.  
 
It is also speculated that with the trend of search in artificial 
intelligence research, in years to come we shall be talking about 
autonomous intelligence instead of artificial intelligence because it 
will no longer be artificial. Eventually, it will be just another life 
form. You won’t be able to tell the difference between AI and a 
human being. 
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Thus, artificial intelligence will become autonomous intelligence 
and it will transform the way search algorithms determine what is 
considered relevant and important [22].       

  

5. CONCLUSION  
 
Almost all artificial intelligence (AI) programs can be said to be 
doing some form of problem-solving. Search is one of the central 

issues or goals in problem-solving systems. It becomes so 
whenever the system, through lack of knowledge, is faced with a 
choice from a number of alternatives, where each choice leads to 
the need to make further choices, and so on until problem is 
solved. The amount of search involved can be reduced if there is a 
method of estimating how effective an operator will be in moving 
the initial problem state towards a solution. This is where 
heuristics search methods becomes more effective in finding 

solution. 
 
There is a tension in AI between the investigation of general 
purpose methods that can be applied across domains and the 
discovery and exploitation of special knowledge, heuristics, tricks 
and shortcuts that can be applied in particular domains to improve 
performance. The big challenge to researchers is the ability to 
manipulate the various problem-solving techniques, namely, search 

algorithms that have, been developed for a variety of conditions. 
We have presented in this paper a classification that is hoped to 
reduce this bottle-neck.  

 

 

REFERENCES 
[1] “What is Artificial Intelligence”, Retrieved on 

15.09.2011 from 

http://www.formal.standford.edu/jmc/whatisai/node1.ht
ml 

[2] P. H. Winston, Artificial Intelligence. Reading, 
Massachusetts: Addison-Wesley, 1984.   

[3] D. Poole, A. Mackworth and R. Goebel, Randy,  
Computational Intelligence: A logical Approach New 
York: Oxford University Press, 1998.  

[4] P. McCorduck, Machines Who Think,  (2nd ed) Natick, 

MA: A.K. Peters Ltd, 2004. 
[5] Retrieved on 19.10.2011 from 

http://www.cs.edu/afs/cs.cmu.edu/academic/class/15381-
s06/www/introcol.pdf 

[6] Retrieved on 19.10.2011 from 
http://www.exampleessays.com/essay_search/Charniak_
McDermott.html 

[7]  Retrieved on 19.10.2011 from 
http://en.wikipedia.org/wiki/history_of_artificial_intellig

ence 
[8] S. J. Russell, P. Norving, Artificial Intelligence; A 

Modern Approach (2nd Ed). Upper Saddle River, New 
Jersey: Prentice Hall, 2003. 

[9] G. Luger, and W. Stubble Field, Artificial Intelligence: 
Structures and Strategies for Complex Problem Solving 
(5th ed). The Benjamin/Cummings Publishing Company, 
Inc, 2004. 

[10]  N. Nilsson, Artificial Intelligence: A New Synthesis. 
Morgan Kaufmann Publishers, 1998. 

[11] Retrieved on 19.10.2011 from 
http://citeseer.ist.psu.edu/viewdoc/summary?doi=10.1.19
1.288 

[12] Retrieved on 19.10.2011 from http://www.cs.ubbcluj.ro/-
csatol/log_funk/prolog/slides/7-search.pdf 

[13] Retrieved on 19.10.2011 from 

http://en.wikipedia.org/wiki/bidirectional.search 
[14] Retrieved on 19.10.2011 from 

http://www.sci.brookyln.cuny.edu/-
kopec/publications/publications/O_5_AI.pdf 

[15] L Bolc, and J. Cytowski, Search Methods for Artificial 
Intelligence, London; Academic Press, 1992. 

[16] Retrieved on 19.10.2011 from 
http://en.wikipedia.org/wiki/How_to_Solve_It 

 
[17] E. Feigenbaum and J. Feldman, Computers and Thought,  

New York; McGraw-Hill, 1963.  
 
[18] S. Amarel, On Representation of Problems of Reasoning 

About Actions, Machine Intelligence, No. 3, pp. 131- 
171, 1968. 

[19] D. Lenat, Theory Formation By Heuristic Search: Search 

and Heuristics, J. Pearl (Ed.), New York, North Holland, 
1983.  

[20] M. Romanycia, and F. Pelletier, What is Heuristic? 
Computer Intelligence,  No. 1, pp. 24-36, 1985. 

[21] J. Pearl, Heuristic: Intelligent Search Strategies For 
Computer Problem Solving, Addison-Wesley, 1985. 

[22] H. C. Inyiama, V. C. Chijindu and Ufoaroh S. U., 
Intelligent Agents - Autonomy Issues, African Journal of 

Computing & ICT,  Vol 5. No. 4, pp 49-52, June 2012. 
 

 

Author’s Brief  
 
Engr. Chijindu Vincent Chukwudi is a 
Lecturer at the Department of Electronic 
Engineering, University of Nigeria, Nsukka, 

Nigeria. Presently is on doctorate at the 
Department of Electronic and Computer 
Engineering, Nnamdi Azikiwe University 
Awka, Nigeria. His current research 
interests include employing artificial 

intelligence techniques in medical diagnosis and applying 
electronic multimedia in providing enhancement to learning and 
business (via such technologies as e-learning, e-commerce,    e-
medicine etc). He was formerly a Research Fellow with the 

Industrial Development Centre (IDC) of Anambra State University 
of Technology, Enugu, Nigeria and an Assistant General Manager 
– Organisation with Mercedes-Benz ANAMMCO Ltd. Enugu, 
Nigeria. He can be contacted via e-mail: 
vincent.chijindu@unn.edu.ng or chidi.chijindu@yahoo.com. 

 

 
 
 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 43 

 

 

 

A Fuzzy Association Rule Mining Expert-Driven (FARME-D) Approach 

 to  Knowledge Acquisition 

 
1O.O. Oladipupo, 2C.K. Ayo & 3C.O. Uwadia  

1&2Department of Computer Science and Information Sciences, 
Covenant University, Ota, Nigeria. 

 

3Department of Computer Science 
University of Lagos, Akoka, Lagos, Nigeria  

1funke.oladipupo@covenantuniversity.edu.ng,  2ckayome@yahoo.com, 3couwadia@yahoo.com  
 

ABSTRACT 
 Fuzzy Association Rule Mining Expert-Driven (FARME-D) approach to knowledge acquisition is proposed in this paper as a viable 
 solution to the challenges of rule-based unwieldiness and sharp boundary problem in building a fuzzy rule-based expert system. The 
 fuzzy models were based on domain experts’ opinion about the data description. The proposed approach is committed to modelling of a 

 compact Fuzzy Rule-Based Expert Systems. It is also aimed at providing a platform for instant update of the knowledge-base in case new 
 knowledge is discovered. The insight to the new approach strategies and underlining assumptions, the structure of FARME-D and its 
 practical application in medical domain was discussed. Also, the modalities for the validation of the FARME-D approach were discussed.  
 
 Keywords: Fuzzy Expert System (FES), Fuzzy Association Rule Mining, Knowledge-base acquisition, Rule-base, Coronary   
      Heart Disease (CHD) 

 

 
 

1.  INTRODUCTION    
 

The Fuzzy Association Rule Mining Expert-Driven (FARME-D) 
approach to knowledge acquisition is the proposed solution to the 
challenges of the sharp boundary problem, rule-base unwieldiness 
and instant knowledge-base update in building an expert system 
especially in medical domain. This paper presents FARME-D as an 
approach which incorporates domain experts’ opinion factors 
(where experts determine the rules consequences) into the existing 
Fuzzy Association Rule Mining technique to extract relevant rules 
which correspond with the expert perception of the domain. The 

proposed approach is committed to the extraction of interesting 
knowledge from domain experts’ past experiences based on the 
experts’ perception of the data. Instead of using data-driven 
approach (where data partitions are generated automatically from 
the data table), this proposed solution uses expert-driven approach 
which involves the domain expert’s opinion in calibrating fuzzy 
membership functions and determining the mined rules’ 
consequences. This is used for modelling a compact fuzzy rule-

based expert system. This paper provides insight to the proposed 
solution strategies and underlining assumptions.. 
 
The extensive review of related works is presented in section 2. 
The structure of FARME-D architecture in section is presented 3. 
Also, the modalities for the validation of the FARME-D approach 
and expected results are discussed in section 4. The paper closes 
with conclusion and further research areas in section 5.  

 
 
 

 

2. RELATED WORKS 

 
An Expert System (ES) is an intelligent computer program that 
uses knowledge and inference procedures to solve problems that 
are difficult enough to require significant human expertise for their 
solutions [1]. One of the approaches of modelling expert systems is 

the rule-based approach [2]. The rule-based expert systems collect 
the small fragments of human knowledge into a knowledge-base in 
form of if–then rules, used to reason through a problem, by 
knowledge that is appropriate [3]. Rule-based expert systems are 
easy to formulate; they emulate human cognitive process and 
decision-making ability; and finally, they represent knowledge in a 
structured homogeneous and modular way [2]. To enhance rule-
based system fuzzy logic has provided a framework to model 

uncertainty, the human way of thinking, reasoning, and the 
perception process [3,4]. 
 
Fuzzy rule-based expert system (FES) is simply an expert system 
that uses collection of fuzzy membership functions and rules 
instead of the Boolean logic to reason about data in the inference 
mechanism [5,6]).  A fuzzy expert system consists of fuzzification 
process, inference mechanism, knowledge-base, and 

defuzzification subsystems. Fuzzy if-then rules and fuzzy 
reasoning are the backbone of fuzzy expert systems, which are the 
most important modelling tools based on fuzzy set theory.  
However, there are several limitations to these systems, which 
include large numbers of rules in the knowledge-base that causes 
the system to become unwieldy because of the presence of rules 
that might not be relevant to the application domain [2].  



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 44 

 

 

For instance, using standard rule-base formulation, such that given 
M dimensions where each dimension is partitioned into N 
subspaces, there exist up to NM rules in the fuzzy system [7]. The 
larger the N the larger the number of rules and, according to [7], if 
all the possible rules are used, then the system is not compact 
because of the redundant rules   (rules that are not relevant to the 
application domain). These have three negative effects on expert 
system: 1) it increases the knowledge-base memory usage, since 

extra space is needed to store the redundant rules; 2) the existence 
of large number of rules reduces the rule access rate which 
ultimately slows down the response time of the ES; 3) it also 
makes the knowledge-base unwieldy which inevitably complicates 
the system maintenance especially in the case of subtle updates [2]. 
Therefore, the problem now is, how do we evolve a knowledge-
base that is complete, void of Sharp boundary problem and with 
minimize redundant rules.  

 

2.1 Knowledge Acquisition 
Knowledge acquisition is a crucial part of the knowledge 
engineering processes in modelling a rule-based expert system. It 
is the process of gathering the relevant information about a domain 
from human experts for an expert system [8].  The information 
gathering could be deductively from the human experts or 
inductively by learning from examples. The knowledge acquisition 

represents the extracting, structuring and organizing process of 
knowledge, out of one or many sources, so that the solving 
expertise of a matter can be stored in an expert system, in order to 
be used in solving the issues [9].The method of knowledge 
acquisition can be divided into manual, semi-automated and 
automated [8,9]. 
 
Automated knowledge acquisition uses an induction system with 

case histories and examples as input to derived knowledge-base. 
This is also known as machine learning.  Automated knowledge 
acquisition eliminates the role of knowledge engineer and 
minimizes the role of domain expert in the knowledge extraction 
[10].  In most existing rule-based expert systems, the knowledge-
base rules are generated by experts in the area, especially for 
control problems with only a few inputs. With an increasing 
number of variables, the possible number of rules for the system 

increases exponentially, which makes it difficult for human experts 
to define a complete rule set for good system performance. 
Therefore, an automated way to design fuzzy systems might be 
preferable [11]. Also automated method of knowledge acquisition 
becomes more important especially where some domain experts 
are not available and there are case histories and examples.  
 
Different techniques have been introduced in the literature to 
actualize the automated knowledge acquisition approach. These 

include clustering [12], classification [13,14], neural network 
[5,11], hybrid system of fuzzy and neural [15,16], rough set [17], 
and fuzzy evolutionary [18]. In most other cases, such as in [19] 
rules were generated by standard rule-base formulation as 
described in [7].  In [20], the Fuzzy logic concept and data mining 
approach was implemented to improve intrusion detection system.  
 
 

The improved Kuok fuzzy data mining algorithm which modified 
apriori algorithm was used to generate the fuzzy rules for the 
knowledge-base that reflect common way of describing security 
attacks. The report shows that the approach performed efficiently 
based on data driven-approach (where data interval boundaries  
and rule concequences were automatically generated from the data 
tables). The limitation of this approach is that rules extracted using 
data-driven approaches could not correspond intuitively to human 

perception of the domain [21].  
 
Some other approaches that have been used to evolve knowledge-
base are not free from sharp boundary problem, which could either 
overestimate the boundary values or underestimate them because 
of quantitative nature of some databases [22]. Some exhibited rule 
inconsistency, membership function not corresponding with the 
intuitive human perception and some evolve large number of rules 

in the knowledge-base. All these shortcomings intimate the context 
of this paper where fuzzy association rule mining based on expert-
driven approach is introduced to knowledge acquisition process in 
modeling a compact fuzzy expert system. 

 

3. OVERVIEW OF PROPOSED FARME-D APPROACH  

 
FARME-D incorporates domain experts’ opinion into existing 

fuzzy association rule mining process.  Domain expert determines 
data interval partitions for calibrating fuzzy membership functions 
and the mined rules’ consequences. FARME-D is committed to 
modelling of Fuzzy Rule-Based Expert System simply called 
Fuzzy Expert System (FES). It is a specialized pattern discovery 
technique that involves domain experts’ opinion. It excels in 
extracting interesting knowledge in form of rules which correspond 
to the domain expert perception and void of sharp boundary 

problem. FARME-D enhances FES comprehensibility while 
accuracy is maintained; it also aims at providing a platform for 
instant update of the knowledge-base in case new knowledge is 
discovered. The integration of FARME-D with FES standard 
architecture would enhance the expert system instant update. 
Further details on FARME-D approach structure are presented 
next. 

 

3.1 Limitations And Assumptions 
The application of FARME-D in modelling fuzzy expert systems is 
constrained by a set of preconditions that guarantees its 
practicability in knowledge acquisition.  
 
These are: 

1. Data and technical description of the problem domain is 
used as stated by the domain expert and literature. 

2. In modelling expert systems, the simplicity advantage of 

production rule knowledge representation is adopted. 
3. Only structure historical database is accommodated in 

the mining process. 
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In addition, FARME-D is based on the following assumptions: 
1. The determinant factors for solving problems are known 

and predetermined in advance by domain experts. 
2. Data stored in organizations are quantitative in nature 

and growing in an increasingly rapid way with increasing 
number of variables. 

3. Organizations have structured historical data bank where 
the past human experts’ experiences could be retrieved. 

 
FARME-D is designed for specialized automated knowledge 
acquisition for modelling FES. It does not address the entire 
structure of FES. As such, the limitations and assumptions of 
FARME-D are all directed from the principle that governs the 
practice of automated knowledge acquisition and fuzzy association 
rule mining processes [9, 22]. The limitations are meant to provide 
a guide on how the knowledge acquired could be managed to 

enhance the ES knowledge-base. The set assumptions, on the other 
hand, are those that facilitate the most utilization of fuzzy 
association rule mining technique and specify the scenario when 
FARME-D is optimally applicable. 

 

3.2 Components of Farme-D Knowledge Acquisition 
FARME-D adopted the CRISP-DM (Cross Industry Standard 
Process for Data Mining) model framework for the mining process 

[24]. It focuses on the extraction of interesting knowledge from 
past examples based on domain expert perception of the data. 
FARME-D comprises of application domain historical database, 
fact from domain experts, fuzzification engine, and expert-driven 
data mining engine and rule interpretation process. The framework 
for FARME-D knowledge acquisition is shown in Figure 1.  
  

3.2.1  Historical Database 

The historical database is an important component of FARME-D 
approach, since the proposed approach is acquiring knowledge 
from the domain experts’ past experience. One of the assumptions 
of FARME-D as stated in section 3.1 is that every organisation has 
historical database for the human experts’ past experiences from 
solved problem instances.  
 

The database is in a structured form which includes the description 
of the data stored, input variables and the result variable. The 
database model platform supported by FARME-D is Relational 
Data Based (RDM) model. 
 

3.2.2Domain expert  
The expert here refers to the domain human expert who is ready to 
supply every piece of information (fact) necessary for mining and 

fuzzification process. Information collection could be achieved 
through an oral interview, questionnaire approach, or literature. 
The information includes the description of each attribute in the 
historical database and the application domain business rules and 
features. This information would help in fuzzification process to 
calibrate fuzzy membership models for each attribute and to 
determine the rules’ consequences in mining process. This is to 
avoid over estimation or under estimation of boundary values, 

simply called sharp boundary problem and enable the rules to 
correspond to human perception. 
  

3.2.3 Expert-Driven Fuzzification Process 
Prior to the mining process fuzzification is very important to avoid 
sharp boundary problem. The information gathered from the 
domain experts is put together to determine the dimensions and the 
subspaces (fuzzy set) for both the input and output variables 

(linguistic variables). Also, the membership function for each 
linguistic fuzzy set was calibrated following the expert’s opinion 
about the data description to enhance the effectiveness of the fuzzy 
models. Using expert-driven and data-driven approach (where data 
intervals are generated automatically from the data table), one may 
expect rules obtained to be significantly different. Hence, the 
membership functions obtained from data-driven approach such as 
clustering may not correspond with the most intuitive human 

perception of concept. So, this introduced approach engages the 
expert-driven approach to enhance the mining capacity of the 
existing fuzzy association rule mining algorithm. 

 

 

 

 

 
Figure 1 The Framework for FARME-D Knowledge  

Acquisition Approach  

Fact 
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3.2.4 Data Mining Engine 
The data mining processes start from data pre-processing and end 
with Fuzzy Association Rule Mining (FARM). The activity 
involved in this section is termed rule elicitation. To evolve the 
interesting knowledge-base, with least amount of redundant 
records, there is need for mining application domain historical 
database. This is very crucial in order to access different domain 
human experts’ knowledge for enriching the knowledge-base.  To 

achieve this, Fuzzy Association Rule Mining (FARM) algorithm 
has proved sufficient over the years. FARM is a data mining 
technique that hybridizes the fuzzy concept and association rule 
mining in order to enhance the functionality of the traditional 
association rule mining algorithm for mining quantitative data 
attributes. The concept of Fuzzy Association Rule Mining is based 
on the measure of support and confidence. Any rule that could not 
maintain support and confidence value above zero is obvious not 

relevant in the application domain. So, such rule is eliminated 
during the mining process. The input to the algorithm is the crisp 
data set from the application domain historical database, and the 
fuzzy models. The intermediate output is the fuzzy database got as 
a result of data transformation (fuzzification process). The final 
output is the set of rules in the form: 
 

 
 
 

3.2.5 Rule Interpretation/Knowledge Representation 
After extracting all the relevant rules (interesting rules) within the 
context of the application domain, the next thing is to interpret the 
rules according to the domain expert perception. Also there is need 
to represent the rules in a standard knowledge representation 

format that will support the choice of the programming language 
and tools for building the expert system.  
 

 

 

 

 

 

 

 

 

4. PRACTICAL APPLICATION OF FARME-D 

KNOWLEDGE ACQUISITION APPROACH IN 

MEDICAL DOMAIN  
 
In order to validate the applicability of the proposed knowledge 
acquisition approach a fuzzy expert system to determine CHD risk  
ratio is designed. The system knowledge-base is evolved using 
FARME-D. The existing fuzzy association rule mining Apriori-

like algorithm proposed in [25] was adopted. The algorithm was 
adjusted such that only the 4th order rules were extracted (rules 
with 4 attributes antecedent and one attribute consequence). Also 
unlike data-driven approach (where data interval boundaries and 
the rules consequences are automatically generated from the data 
tables) the data interval boundaries and the rule consequences are 
determined by the experts’ opinion according to ATP III (Adult 
Treatment Panel) Guidelines for CHD risk ratio determination by 

National Cholesterol Education programme [22,26]. 
 
The Cleveland Clinic Foundation and Hungarian data-set from 
University of California, Irvine (UCI) repository were integrated 
for the mining process. The data-set was used in conjunction with 
ATP III. The Framingham CHD risk point score was used to 
determine the percentage risk for each record in the sample data-
set [26]. For this work 7 attributes of Age, Sex, Blood pressure, 

Cholesterol, Smoke status, Family History of CHD, History of 
Diabetes were used to determine the risk. The data description of 
the seven attributes is shown Table 1. 
 
For the mining process, the data-set of 389 records of non-smoking 
men with no diabetes history from the two databases was used with 
5 attributes as a pivot test. The 5 attributes are quantitative in 
nature. The input attributes are age: year; cholesterol: mg/dL; high 

density lipoprotein cholesterol: mg/dL (HDL-C); and systolic 
blood pressure level: mm/Hg. The output attribute is CHD risk 
ratio. These attributes were selected based on determinant factors 
for CHD risk according to experts and literature [19,26,27]. The 
fuzzy sets for each attribute are described in Table 2. The 
minimum support and confidence values are set to zero so as to 
allow for the expert system’s knowledge-base completeness. The 
mining process yielded 79 rules as against 108 rules generated by 

standard rule-base formulation in [19]. The snapshot for the mining 
process is shown in Figure 2. 
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Figure 2 The Snapshot for  FARME-D Output 

Table 1: Description of Coronary Heart Disease determinant factors 

 
Attribute Description Value description 

Age Age (year) Numerical 

Sex Sex Categorical 

Bp Systolic blood pressure (mmHg) Numerical 

Cholesterol • Total Serum Cholesterol (mg/dl) 

• High density Cholesterol (HDL-C) (mg/dl) 

Numerical 

Smoke  Smoke status Categorical 

FH  Family History of CHD Categorical 

HD History of Diabetes Categorical 

 

Table 2: Linguistic variables and their fuzzy sets 
 

Linguistic 

variable 

Domain Fuzzy set Membership 

function 

Age Input YoungAge, Middle Age, Old Age trapmf 

Cholesterol Input Low, Normal, High  trapmf 

HDL-C Input Low, Middle, High trapmf 

Blood Pressure Input Low, Middle, High, Very High trapmf 

CHD risk ratio Output VeryLow, Low, Middle, High, Veryhigh trimf 
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4.1 Application Result and Discussion 
The prototype system was tested using test case approach. The test 
cases are 20 records from non-smoking men outside the mining 
data set to examine the completeness of the knowledge-base. The 
essence of these test cases is to determine the accuracy similarity 
percentage between the result we are going to have from our 
proposed approach with 79 rules and 108 rules knowledge-base.  
 

All other factors remain constant. The results of the test cases are 
shown on Table 3. Columns 6  shows the ATP III result, which  

represent the domain expert result. Column 7 and 8  show the 
actual crisp values for each record according to the two approaches 
investigated FES with 108 rules represents the standard rule-base 
formulation knowledge acquisition approach and the FES with 79 
rules represent the proposed approach. Columns 9,10,11 show the 
linguistic values for the three experiment.  

 
The linguistics values represent the fuzzy values for each 
approach. The fuzzy value is more appropriate for medical 
decision interpretation compare to the actual values. 
It was observed that for the test cases, the 79 rules and 108 rules 
fuzzy systems gave the same risk ratio value except in one instance 
regardless of the number of rules. This implies that there exist 29 
redundant rules among 108 rules which could make the 

knowledge-base unwieldy and negatively affect the system 
response time.   The graphical interpretations of the result are 

shown in Figure 3 and 4. Figure 3 shows the graphical comparative 
expression of actual crisp result got from the two approaches.  
Also, the graphical comparative expression of the linguistic values 
is shown in Figure 4.   
 

Table 3:  Non-Smoking men Test Case  

Patient no 

 

Age 

 

 

Cholesterol 

 

 

HDLC 

 

 

Blood 

Pressure 

 

ATP 

III 

 

 

FES 

With 

108 

Rules  

FES 

With  

79 

Rules  

 

ATP III  

CHD risk 

Linguistic 

value 

FES CHD 

risk 

Linguistic 

value with    

(108 rules) 

 FES CHD 

risk 

Linguistic 

value with     

(79 rules) 

1 30 180 37 160 0 1.5 1.5 VeryLow VeryLow VeryLow 

2 35 190 45 145 0 4.4 4.4 VeryLow VeryLow VeryLow 

3 48 260 33 120 8 10.1 10.1 Low Low Low 

4 57 300 67 110 8 9.3 9.3 Low Low Low 

5 65 250 54 170 18 19.9 19.9 Middle Middle Middle 

6 75 290 25 135 30 31.5 31.5 High VeryHigh VeryHigh 

7 30 160 49 160 0 1.5 1.5 VeryLow VeryLow VeryLow 

8 40 310 33 140 8 15.5 15.5 Low Middle Middle 

9 55 300 26 200 30 26.9 25.5 High High High 

10 60 230 39 110 11 11.2 11.2 Low Low Low 

11 70 210 45 130 16 15.5 15.5 Middle Middle Middle 

12 30 240 50 150 0 1.5 1.5 VeryLow VeryLow VeryLow 

13 35 180 65 160 0 5 5 VeryLow Low Low 

14 45 300 47 155 9 15.5 15.5 Low Middle Middle 

15 55 300 49 160 16 18.9 18.9 Middle Middle Middle 

16 65 250 41 140 18 15.6 15.6 Middle Middle Middle 

17 70 260 38 190 30 28 28 High High High 

18 44 210 37 180 5 9.2 9.2 Low Low Low 

19 55 250 30 200 11 18 18 Middle Middle Middle 

20 66 250 26 200 28 24.6 24.6 High High High 
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The statistical evaluation of the Colum 6, 7 and 8 using ANOVA 

indicates that with significance level α = 0.05, the f statistic < f 

critical (0.246< 3.16)  and p value > a (0.78> 0.05) , therefore the 
hypothesis that the three means are the same at 95% confidence is 

accepted. This confirms the similar performances of the three 
approaches regardless of the number of rules. 
 
 
 
 

 
 

Figure 3 ATPIII, FES with 108 rules and FES with 79 

rules CHD %  

risk value diagrammatic representation 

 
 

 
 

Figure 4: The linguistic % CHD risk diagrammatic 

representation  

for ATP III,FES and QBES 
 

5. CONCLUSION 

 
In this paper Fuzzy Association Rule Mining Expert-Driven 
approach was proposed as a viable technique for knowledge 
acquisition in modelling a compact fuzzy expert system. The 
involvement of  experts’ opinion in the mining process makes the 
extracted rules to correspond more intuitively to expert’s 
perception and enhances the system accuracy. The mining process 

eliminates the rule that is not relevant in the application domain 
based on the experts’ past experiences. This in turn reduces the 
number of rules and makes the prototype system more compact 
according to [7]. The integration of the proposed approach into the 
standard fuzzy expert system architecture also would provides for 
knowledge-base instant update as new knowledge is discovered 
and validated by the experts.  
 

FARME-D was able to achieve 27% reduction in the number of 
rules evolved for the prototype system at a reduced storage usage 
of 20% while the system accuracy is maintained..  Therefore, the 
case study scenario has proved the viability of FARME-D 
knowledge-base acquisition approach in medical domain with 
fewer number of rules void of Sharp boundary problem and 
correspond with domain expert perception. 

 

6.  FUTURE WORKS  
 
The paper provides several opportunities for further research in the 
immediate future. The FARME-D approach, as modeled and 
implemented in this paper, directly inherited some limitations from 
its parent concept of fuzzy association rule mining. Notably, there 
exist ample of research possibilities to enhance the concept in the 
following areas: 

• Mining process: extension of the mining process to involve 
text mining, image mining, voice mining and web mining in 

order to extend the scope of knowledge acquisition which 
will turn out to enrich the knowledge-base. 

• Knowledge representation: extending the knowledge 

representation beyond production rule representation to 
semantic net and case bases. 
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ABSTRACT 
 It is commonly believed that every cryptographic algorithm can be broken, however the complexity of the utilized algorithm and the 
 generated key(s) strength can makes the attack tougher or futile. In an initial work, a novel multifactor key generation algorithm 
 (MKGA) was developed that incorporates the strengths of textual passwords, graphical passwords and fingerprint biometric to 
 dynamically generate and regenerate the private key(s) of user as required by the hosting systems.  MKGA generates a two-way 
 cryptographic key that has the ability to generate and regenerate several private keys utilize for users authentication into computer 
 systems.  The focus of this paper, and an important part of MKGA capabilities, is authenticating transmitted messages.  The message 
 authentication mechanism employed by MKGA operates by means of users generated keys to encrypt transmitted messages prior to 
 submissions and decrypt received messages to derive the plaintext messages.  A presentation is made of the messages authentication 

 fragment of MKGA and a cryptanalysis experimentation involving brute force attack was performed to measure its performance with 
 three prime key generated models from the domain of alphanumeric codes, graphical systems and biometric systems using the same 
 stream of message bits transmitted through a network. 
  
 Keywords- Cryptography, Security, Privacy, Public Key, Private Key. 

 

 
 

1.  INTRODUCTION    
 
Cryptography is one of the various methods used in data security 
and it aims at protecting data by making it unintelligible to use. 
Modern cryptography protects data transmitted over high-speed 
electronic lines or stored in computer system. There are two 
principal objectives: secrecy (or privacy) to prevent unauthorized 
disclosure of data and authenticity (or integrity) to prevent 
unauthorized modification of data. It embodies four kinds of 

controls: cryptographic controls, access controls, information flow 
control and inference controls. It also embodies procedure for 
backup and recovery.  Cryptography is an important component of 
secure information and the design of a cryptosystem focuses 
mainly on the secrecy of data. It involves the design of the 
encryption and decryption algorithm that will be used and also the 
private and public keys that will create the cryptosystem. With the 
advent of information communications technology, data can now 

be sent over long distances and this transmitted data can be 
tampered with by modifying the data en route to its destination.  
 
It is therefore important to employ a cryptographic method in 
ensuring the security of the transmitted data. Cryptography aims at 
making this information unintelligible, thereby establishing data 
security. Generally, there are two types of key structures used in a 
cryptographic system, the asymmetric and symmetric. The 
symmetric system is a single-key cryptosystem in which both 

parties uses the same key and this type of encryption relies on each 
user to keep the key a secret and properly protected.  Each pair of 
user who wants to exchange data using symmetric key encryption 
must have their own set of keys.  

 
 
 
Unlike asymmetric keys, symmetric systems are faster and harder 
to break. Generally symmetric systems requires a secure 
mechanism to deliver keys properly and each pair of users needs a 
unique pair of keys, so the number of keys grow exponentially. 
Also, although it can provide confidentiality, it cannot provide 

authenticity or non-repudiation. In asymmetric, two pairs of key 
are utilized: the public key and private key. The public key can be 
known to everyone and the private key must only be known to the 
owner. The strength of asymmetric key structure include: a good 
provision of confidentiality, authentication and non-repudiation, a 
good key distribution and scalability. Conversely, in public key 
cryptography, the security of private keys is very importance, for if 
ever compromised, it can be used to decrypt secret messages. 
Existing cryptographic techniques either make use of ciphers 

substitution or transposition; these techniques do not provide 
adequate security.  
 
The real strength of any cryptosystem lies in its ability to withstand 
attacks. Conventional methods that use textual keys, graphical keys 
and single modal biometric systems that are used to encryption and 
protect private keys do not provide adequate security due to users 
choices of low entropy keys. An encryption technique that can 

alter itself using the same key to produce different encrypted 
outputs, which requires a unique key to decrypt, is a feature of a 
high-quality encryption technique [6]. 
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The key in a symmetric system makes a cipher text a unique 
scrambled piece of information. The key entropy and key length is 
what actually gives an encryption method its strength. The more 
lengthy and complex a key is in terms of the classes of character 
set it is selected from (i.e. alphabets, numbers, low-case alphabets 
e.t.c.), the stronger the encryption. If a key has a large password 
space and entropy, then it can defend against brute force attack.   
 

A typical key should be 8-bit ASCII characters (256) or 64 bits, 
this generates a key length of size 648 = 2.8x1014 [11, 9]. But even 
this is not as good as it might appear because the 128 possible 
combinations of 8-bit per character are not equally likely; users 
usually do not use control characters, non-alphanumeric characters 
or key with high entropy. For example a key of length n from a 
character set of size c, will have a key length of size kp = cn . Users 
usually utilize keys that are 3 to 6 characters long.  By increasing 

the length of the key to 8 digits, a key length of 108 = 100000000 
is obtained, whereas keeping the same length but increasing the 
allowed input characters to include all lowercase alphabetic 
characters and digits yields a key length of (26+10)8 = 
2821109907456, which is larger [3].  
 
In public key algorithms higher key lengths that exceed 273 bits are 
required to keep pace with current computational power. To 

generate private keys various models have been used in the past 
[13, 1, 10] with different degrees of success in terms of the key 
generated size. They either involve the use of textual codes, 
graphical passwords, tokens or biometrics. Approaches using 
textual codes should be 8-bit ASCII characters (256) or 64 bits, 
this generates a key length of size 648 = 2.8x1014 [11, 9]. But even 
this is not as good as it might appear because the 128 possible 
combinations of 8-bit per character are not equally likely; users 

usually do not use control characters, non-alphanumeric characters 
or password with high entropy.    
 
Graphical password generated keys is sometimes lower [15] than 
that of textual passwords.  For example Déjà Vu [14, 2] model 
yields a key size of N!/K!(N-K)! (Where N denotes total set of 
images and K subset for authentication) which yields a 53130 ≈216 
key size with a search time less than 0.5 seconds [13]. However, 

(Weinshall and Kirkpatrick, 2004) generated a key size of , 

where N = 80 and N = 30, which yields a key size of 273, with a 
search time more than 570, 776 years [13].  To increase the real 
strength of the cryptographic key such it exceeds what an identity 
attacker can contend with and that meet the current security 

requirements of any public key, approaches using biometric 
models were also proposed.   
 
But modal biometric systems have drawbacks also in the length of 
the keys that can be generated.  For example [12] proposed a 
cryptographic key from voice characteristics of a user, which 
generated a 46-bit key length generated from a roughly two second 
spoken password. Hao and Chan [8] proposed an on-line 

handwritten signature for private key generation which efficiently 
generates a 160-bit key. Feng and Wah [5] convert a template 
information into point lists in 2D space, which implicitly hide a 
given secret key of 128-bit length.   

To improve the length, entropy and security of private keys, a 
novel multifactor key generation algorithm (MKGA) was 
developed, which dynamically generate and can regenerate several 
private keys from the same legitimate user with a significant high 
overhead and acts as a two-way cryptographic key that: encrypts 
transmitted messages prior to submissions and decrypts received 
messages to derive the original messages.  MKGA capability is 
increase because it uses three keys merged into one, each of the 

sub keys are derived from the users’ choice of textual codes, 
graphical password and fingerprint. In an initial work, MKGA 
ability to dynamically generate and regenerate several private keys 
from the same user that is used with a public key for authentication 
was presented.  
 
The focus of this paper, and an important part of MKGA 
capabilities, is its messages authentication potential that enables it 

to encrypt and decrypt messages. A presentation is made of the 
messages authentication fragment of MKGA and a cryptanalysis 
experimentation involving brute force attack was performed to 
measure its performance with three prime key generated models 
from the domain of alphanumeric codes, graphical systems and 
biometric systems using the same stream of message bits 
transmitted through a network. 
 

1. MKGA MESSAGE AUTHENTICATION MECHANISM 
The following are the sequential phases of the encryption 
algorithm: 
Step 1: Create an empty character array Bc with size 1x Mw 

Step 2: Create an empty character array Ac with size 1x Mw 
Step 3: Input Mw elements into Ac 

Step 4: Create an alphanumeric array Alc  
Step 5: Align Ac with Alc side by side 

Step 6:  For Ai<Aik<An, read Ai from a character position Pc in 
Ac and read the corresponding character position Pcp in 
Alc 

Step 7: Square Pc in Alc and store derived value in Pi 
Step 8: Square Pcp in Alc  
Step 9: Derive Scp by summing the square of Pc and the square of 

Pcp  
Step 10: Multiply Scp by Ky to derive SKcpy 

Step 11: Divide SKcpy by Alc size to derive G. 
Step 12: Let Qg = quotient of G  
Step 13: Store Qg  
Step 14: Compare the value of Modulo of G with the 

corresponding value position in Alc and derive Ec.  
Step 15: Ec = Ai  
Step 16: Store Ec in character array Bc with size 1x Mw 
Step 17: Read Aik and continue from step 6. 
 

To perform encryption, three empty character arrays denoted as Ac, 
Alc and Bc are created. Ac and Bc has size 1x Mw.  To encrypt a 
message, each word message Mw to be transmitted is entered into 
array Ac and each character of Mw assumes a number according to 
its position in Ac. Alc is an alphanumeric character code array that 
is made up of 81 alphanumeric characters. Each character Ai to An 
where n is the last character in the plaintext message stream is next 
read from Ac sequentially from left to right.  
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For each character encountered including spaces, the position of 
the character denoted as Pc in Ac is searched for and squared.  
Next, the corresponding character position Pcp among the 81 
alphanumeric characters is determine and also squared. The sum of 
the square of Pc and the square of Pcp is then computed to derive 
Scp. The MKGA generated cryptographic key denoted as Ky is next 
multiplied by Scp to obtain SKcpy, which is next divided by the size 
of Alc (i.e. 81 in this case) to derive G.  Store the quotient of G in 

Qg. The value of the modulo of G is utilized to determine a 
position in Alc, any character found in that position in Alc, becomes 
the new encrypted character Ec. The quotient of the division is 
stored in another array so that it can be used for the decryption of 
the plaintext. Compare the value of Modulo of G with the 
corresponding value position in Alc and derive the character Ec in 
Alc position as the new encrypted character and store in the array 
Bc. 

   
The following are the sequential phases of the decryption 
algorithm: 
Step 1: Retrieve Ec from array Bc. 
Step 2: Let Ec position value becomes Modulus G 
Step 3: Let Ea = Qg x size of Alc  
Step 4: Add Ea and modulus G and store in Sa 

Step 5: Divide Sa by Ky to derive the position of the  character 

Pc 

Step 6: Square Pc, subtract derived value from Pi and store the 
final value in L 

Step 7:  Let  equals the character in the alphanumeric 

character code array, Pcp
  

 
Step 8: Read Bi from the character position Pcp in Alc and read the 

corresponding character position Pc in Al 
   
To perform decryption, the position of the character Ec is retrieved 
from array Bc, this position value becomes the modulus of G. 
Multiply Qg by the size of Alc and store the solution in Ea. Add Ea 

to modulus G and store the value in Sa. Divide Sa by the key Ky. 

Find the square of position Pc from the encrypted text and subtract 
it from the Pi, the square root of this answer gives the character in 
the alphanumeric character code array which becomes the 
decrypted character Bi. 
 

 

2. RELATED WORKS  
 
Goldreich, [7] employed cryptography in the diffusion of plaintext 

and encrypted plaintext using a cipher and an XOR operation 
within a stochastic field (the cipher) where both the plain-text and 
cipher are represented as binary streams compounded in a 
particular partial differential equation (e.g. the wave equation). 
Fabian [4] propose the use of voice characteristics for generating a 
cryptographic key with a key size of 46-bit key. Feng and Wah [5] 
posited the idea of using on-line handwritten signatures for private 
key generation which can be used to generate a 160-bit key.    

Hao and Chan [8] proposed an on-line handwritten signature for 
private key generation which efficiently generates a 160-bit key.  
Monrose [12] proposed a cryptographic key from voice 
characteristics of a user, which generated a 46-bit key length 
generated from a roughly two second spoken password.  
 

3. CRYPTANALYSIS EXPERIMENTATION 
 

The experimentation was implemented on an Intel Pentium Dual-
core Processor (1.73GHz) with memory of 1014Mb and 32-bit 
operating system, with a high-resolution 19-inch monitor. The 
programming software used for designing the cryptosystem 
application is Visual basic.NET because it has a very rich 
application development tools with a rich user interface that is 
interactive and gives the programmer power to build rich 
applications, it is also an object oriented language that is flexible 

and effective.  
 
To carry out a cryptanalysis, it is assumed that not only the 
ciphertext of several messages is known but also the plaintext of 
these messages. The aim is to deduce the key(s) used to encrypt the 
messages. A brute force attack is utilized against the encrypted 
data, which involves systematically checking all possible keys 
until the correct key is found. In the worst case, this involves 

traversing the entire search space.  
 
The established alphanumeric key length, which comprises the set 
of all possible key bits that are possible for a given setting of 
parameters, is the 8-bit ASCII characters (256) [11, 9].  But an 
alphanumeric key size of 13-bit derived from a textual password 
model was used to encrypt and decrypt the same message stream. 
The probability that an attacker will succeed is: 

1/25613  =  4.9 x 1063  
 
The graphically generated key size is:  
 

 

and the probability that an attacker will succeed is  

which depended on the choice of N, the number of images in the 
challenge set, and M, the number of portfolio images shown. For N 
= 225 and M = 10, which is the most number of users generated 
key length allowed by the system, we get: 
 

For MKGA, the full key length employed is:   
 

 
 
 
 

N             N!                    225!           

M    * F = M!(N-M)! * F = 10!(115)! * F  
          
            = 1.1x10269 x 1064 = 1.1x10833                       (4.2) 

 

N        N!            225!           
M    =   M!(N-M)!  =  10!(215)!  =  7.4 x1016    (4.1) 
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1            1             1 
N  =     225  =    225!     = 1.3 x 1048        (4.3)      
M          6       10!(215)!       
 

And the probability of an attack is: 

 
 

 
This makes the MKGA key very hard to crack and so far more 
effective at counteracting brute-force attacks.   
 

 

4. CONCLUSION   

 
One of the major issues affecting cryptography is the nonchalant 

attitude of individuals and some organizations in employing 
cryptographic techniques as a means of protecting data. When data 
which is considered confidential is left unprotected it can be seen 
by anyone. Many companies understand the need to use firewalls, 
intrusion detection systems, access controls, and so on to protect 
the data from theft, but few consider it important to mask or hide 
the data through the use of cryptography. It is commonly believed 
that every cryptographic algorithm can be broken, but from this 

work it has been established that the complexity of the utilized 
algorithm and the generated key(s) strength does make an attack 
futile.  Assuming that not only the ciphertext of several messages 
is known but also the plaintext of these messages, a cryptanalysis 
involving brute force evaluation was performed to measure MKGA 
performance in comparison with three other key generating 
models, with the aim of deducing the key(s) used to encrypt the 
messages. MKGA algorithm complexity and generated key size 

makes it effective at counteracting brute-force attacks.   
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ABSTRACT 
 The need to have a visual perception of signals in order to monitor events in time and value brought about the development of a 
 measuring instrument referred to as oscilloscope. Designed to accept electrical voltage signals, virtually any type of signal can be viewed 
 with the use of a corresponding transducer. This instrument visually displays signals in form of a waveform that both represent the signal 
 in magnitude and time. This paper presents a novel approach to the development of a low-cost digital oscilloscope that is void of the 
 complexity of the modern day scopes but providing adequate capability and functionalities. It uses light emitting diode (LED) technology 
 for its display as a substitute for the cathode ray tube (CRT). The use of Phase Locked Loop (PLL) in its time base generation, produce a 

 range of sweep frequencies with high pulse fidelity. With the use of real-time sampling, the signals are captured as they occur. This 
 bridges the gap between the digital storage scopes and the analogue ones while not involving the complexity in digital phosphor 
 oscilloscope (DOP) development. 
 
 Keywords - Oscilloscope, Waveform, PLL, LED, Digital, Phosphor, CRT.  

 

 
 

1.  INTRODUCTION    
 
The oscilloscope is basically a graph displaying device – it draws a 
graph of a voltage signal [1]. In many applications the graph shows 

the variation of signal amplitude (Y-axis) with time (X-axis). The 
brightness or intensity of the display can be regarded as a third axis 
– the Z-axis. The oscilloscope accepts voltage signals at its inputs, 
but virtually any type of signal (vibration, heartbeat, ECG, speed 
of objects, sound, light flashes, etc.) can be viewed in an 
oscilloscope with the use of transducers. Sound for example from 
the vocal cord of a singer can be displayed and analyze in a scope 
through the use of a microphone as a transducer. Early 

oscilloscopes were analogue in nature and display the signal 
waveform in a CRT display, similar to that use in television 
displays. However, the need to store these waveforms results to the 
development of storage type oscilloscopes. Since it is much easier 
to store information digitally, digital oscilloscopes are then being 
developed. Furthermore, with the advent of microprocessors and 
digital signal processing (DSP) techniques, the present day 
oscilloscope are becoming much complex and have grown higher 
in their frequency of operation.  

 
It is therefore important to employ a cryptographic method in 
ensuring the security of the transmitted data. Cryptography aims at 
making this information unintelligible, thereby establishing data 
security. The trade-off for all these improvements is the high cost 
of this versatile instrument. Only few scientists, engineers, 
technicians and others, who need the oscilloscope as an 
indispensable device in the laboratory can, really afford it.  

 

 
 
Yet this instrument needs to be available to even students as a 
personal companion in the field of science and technology. 
 

1.1 The Graph 
A simple graph drawn on an oscilloscope screen tells yon several 

things about a signal. It tells you the value of the signal at all 
points in time and as well reveal the nature of the signal. From the 
graph: 
 
You can determine the time and voltage values of a signal. You 
can calculate the speed (or frequency) of an oscillating signal. You 
can tell how often a particular portion of the signal is occurring 
relative to other portions. You can tell if a malfunctioning 
component is distorting the signal. You can find of out how much 

of the signal is direct current (DC) component or alternating 
current (AC) component. You can tell how much of the signal is 
noise and whether the noise is changing with time. You can make 
comparison between signals are added to each other. 
 

1.2 Uses 
The oscilloscope is an indispensable piece of equipment in the art 
of designing and repair of electronic equipments. Since it is 

completely electronic in nature, the oscilloscope can reproduce HF 
waves which are too fast for electro mechanical devices to follow. 
Thus the oscilloscope has simplified many test and measurements 
[2]. However, the usefulness of an oscilloscope is not limited to the 
world of electronics. With the proper transducer, an oscilloscope 
can measure all kinds of phenomena [1].  
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Transducers are devices that convert physical stimuli such as light, 
sound, heat, mechanical stress, pressure, etc, to electrical signal 
response. This signal response in form of voltage is then applied 
appropriately to an oscilloscope to produce a graph of the physical 
stimuli. 

 
An automotive engineer uses an oscilloscope to measure engine 
vibrations. A medical researcher uses an oscilloscope to measure 

brain waves. It is used in electromyography (EMG) to view the 
continuous recording of the electrical activity of skeletal muscles 
for the diagnosis of some nerve and muscle disorders. 
Oscilloscopes are widely used throughout the industry and in 
scientific laboratories to test and adjust electronic equipment and 
to follow extremely rapid oscillations in electric voltages. 
 

1.2 Analogue Vs Digital Oscilloscope 
Electronic equipment can be divided into two types: analogue and 
digital. Analogue equipments work with continuously variable 
voltages, while digital equipment with discrete binary number that 
may represent voltage samples. Oscilloscope also comes as 
analogue and digital types. Fundamentally an analogue 
oscilloscope works by applying the measured signal voltage 
directly to an electron beam moving across the oscilloscope screen 
(usually a CRT). The CRT oscilloscope is basically an electron 

beam voltmeter [2]. The range of frequencies an analogue scope 
can display is limited by the CRT. At very low frequencies, the 
CRT writing speed defines the limit. The fastest analogue scopes 
can display frequencies up to about 1GHz. Analogue oscilloscopes 
are preferred when it is important to display rapid varying signals 
in real time. Analogue scopes provides the user with an intensity 
grading, a form of a third axis (Z-axis), which gives more 
information about the signal.  

 
The intensity tells you how frequent a signal occurs at a point. In 
contrast, digital oscilloscopes takes the input signal and convert it 
into a digital signal, through an analogue-to-digital converter 
(ADC), Which is then analyzed and used to plot an image of the 
original signal on liquid crystal display (LCD) screen. The digital 
oscilloscope acquires the waveform as a series of samples. These 
samples are then stored until it accumulates enough samples to 

describe a waveform. The advantage of these types of scopes is 
that a trace can be saved and displayed alongside others for 
comparison or calibration. Digital oscilloscope can allow you to 
capture and view events that may happen only once – transient 
event. DSOs are thought of as two-dimensional instruments.  
 
But there is actually a third dimension to a scope: the z-axis. This 
third dimension shows continuous waveform intensity gradation as 
a function of the frequency of occurrence of signals at particular 

X-Y locations [6]. In analog oscilloscopes, intensity grading is a 
natural phenomenon of the scope’s vector-type display. Digital 
displays that provide this intensity grading in DSOs are still 
developed and improved upon.  
 
 
 
 

 

1.3 Digital Storage Oscilloscope (DSO) Vs Digital Phosphor  

      Oscilloscope (DPO) 

 
Digital oscilloscope is of two major types. The first type is the 
digital storage oscilloscope (DSO). The DSO have a digital data 
acquisition memory through which it acquires a signal waveform 
digitally before they are being process by a microprocessor and 
displayed. DSOs allow you to capture and view events that may 

happen only once. This is due to their ability to store an acquired 
waveform. However, DSOs have no real-time intensity grading; 
therefore they cannot express varying levels of intensity in the 
live signal [1]. 
 
The DPO on the other hand uses a purely electronic digital 
phosphor (not based on chemical phosphor use by analogue 
scopes) as a continuously updated data acquisition process. The 

digital phosphor is graded into cells with each cell mapped into a 
display location (pixel) on the screen. Each cell representing a 
screen location that is touched by the waveform gets reinforced 
with intensity information. Thus intensity information builds up 
in cells were the waveform passes most often. Through parallel 
processing architecture, the DPO manipulates its data without 
slowing down acquisition process. 
 

The digital phosphor oscilloscope bridged the gap between the 
analogue and digitizing scope technologies. While it is suitable 
for high frequency waveforms and transients as does the DSOs, it 
is equally suitable for viewing low frequency waveforms and 
signal variation in real time as in the analogue scopes. It also 
provide the intensity grading (Z-axis) of the analogue scope 
which is not possible with the DSOs. 
 

2. THE DIGITAL LED OSCILLOSCOPE 
 
The digital phosphor oscilloscope seems to be the needed solution 
for the ideal scope. It possesses both the characteristics of the 
digital storage oscilloscope and that of the analogue scope. 
However, the development of this scope (the DPO) is quite 
complex and expensive.The digital light emitting diode (LED) 
oscilloscope on the other hand is a low cost non-complex solution 

to the development of general purposes oscilloscopes. The scope 
uses a matrix LED arrangement for its display screen. An LED 
array can be used to display graphical information [9]. Hence the 
range of frequencies these oscilloscopes can support are 
determined by the switching speed of the LEDs used. LEDs are 
semiconductor devices and posses good switching speed. In 
recent years, the speed of LEDs has increase tremendously. Again 
the size these LEDs have become very small to support a very 
fine resolution needed for oscilloscope development. LEDs are 

current driven devices, the amount of current passed through 
them determine their brightness.  
 

Therefore the screen brightness can be easily controlled. LEDs are 
energy efficient, long-lasting, low maintenance light source [7], in 
different colours that enable easy signal waveform separation on 
screen. Though LED display may not be as good when compared 
to liquid crystal display (LCD) [8], used in modern day DSOs, it is 

low cost with ease of use.  



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 58 

 

 

The architecture of the LED scope presented here is shown in 
figure 1 and is different from that of the conventional digital 
scopes. On the low scale, this type of oscilloscopes does not 
require a storage memory and a microprocessor for it to display an 
applied signal waveform. 

 
The first stage of the LED scope is a vertical input amplifier. The 
amplifier helps to match the output impedance of the signal source 

to the input of the vertical sweep control which is the second stage 
of the LED scope. The vertical system converts the applied 
analogue signal to their digital equivalent by a way of voltage 
value weight. The weight of the signal is then use to determine row 
on the LED screen to be powered as shown in figure 2. The 
horizontal sweep system is used to apply a time based signal to 
each column on the screen which determines the placement of each 
signal value with respect to its time and frequency of occurrence 

on the display. The time base sweep frequency is set by the time 
base oscillator (which is either internal or external to the scope). 
The entire system is managed from a control panel. 
 

 
Fig. 1: Block Diagram of LED Based Oscilliscope 

 
To enable the LED oscilloscope view transients as in DSOs; 
analogue-to-digital converters (ADCs), digital-to-analogue (DACs ), 
memory units and a microprocessor can be added to the  control 
unit. With the use of a microcontroller, more features such as 

display of operational information, soft control, etc can be added at 
very low cost. 

  

 

 3. THE SWEEP SYSTEM 

 
 The vertical and horizontal sweep block work in synchronization to 

enable a signal applied to the input to be displayed in the screen. A 

proper adjustment of control knobs and buttons in the control panel 
block is what is needed however to achieve this. 

 

  A. Vertical 
 
  The vertical sweep of the LED scope as presented in the block 
  diagram uses comparators with a resistor network to weigh the 
  input voltage signal as shown in figure 2. The output of each 

  comparator therefore represents the amplitude of the input signal 
  value screen. 
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Fig. 2: The vertical sweep Circuitry of the LED 

 
  B. Horizontal 
 

The horizontal sweep of the LED scope is an organization of both 
sequential (counter, latch) and combinational (decoders and gates) 
logic devices. The horizontal sweep works to controls each clock 
pulse from the time-base to power each LED column at a time. The 
amount of time a display column ON is therefore depended on the 
time-base clock frequency. 
 
 

 
 

Fig. 3: Horizontal Sweep Circuitry 
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4. SENSITIVITY AND RESOLUTION OF THE LED  

    OSCILLOSCOPE. 
 

The reference voltage Vref, to the resistor network of figure 2, 
fixes the weigthed voltage value to the non-inverting input of 
each comparator in the vertical system. The value of the voltage 
weight Vx at each non-inverting input is given by: 

 

   ………………………………..  Equ (1) 

 
Where x is the terminal point with the terminal voltage VX and n 
is the number of resistors in the network. 

 

As seen from the network equation, two factors determine the 
sensitivity and resolution of the LED oscilloscope. The sensitivity 
can be adjusted by varying the reference voltage Vref to the 
resistor network. This also means that more detail information 
about a signal will be revealed by proper adjustment of the 
reference voltage. A smaller Vref means that each terminal point 
voltage (VX) will be small, giving a fine definition of the applied 
signal. 

 
 The other factor that affects the resolution of the LED scope is the 

number of resistors Rn in the resistor network. The higher the 
number of resistors in the network, the more information the 
screen can define with a fixed Vref value. This however, means 
more comparator stages are to be added and more LEDs needed 
for the screen development. 

 

 Due to the physical characteristics of the resistors in the network, 
there is a limit to which the Vref could be adjusted. The limit for 
resolution setting is therefore affected by the supply voltage and 
the physical environment of the resistor network. 

 
 Ideally, 

                    ……………………….. Equ (2) 

 
 Resolution in volts (Vresolution) is given by: 
                  

                    …………………… Equ (3) 

 

 5. TIME BASE GENERATRION WITH PHASE LOCK  

      LOOP (PLL) 

 
 Several simple ways are available for the generation of time-base 

clock signal to the horizontal sweep of the LED oscilloscope. The 
most popular is the use of 555 timers.  These oscillators have a 
restricted limit to the maximum clock frequency they can 
generate. More so, their output waveforms are quite unstable and 

constitute a lot of noise and jitter. Low frequency jitter is caused 
by imperfections on the system clock source and slow 
temperature and operating voltage variations. This type of jitter 
can be tracked reasonably well by employing a phase locked loop 
[10].  

 A nice way to increase the frequency, and create stability with 
good pulse fidelity is to lock the clock frequency at a selected 
frequency using a PLL. New VLSI circuits use advanced clock 
generation and distribution circuitry based on embedded analogue 
PLLs [3]. Available off-the-shelf are various PLL integrated 
circuits (ICs) that are easily adaptable for use in many applications. 

 
  In this design, the output of a simple oscillator (555 timer Astable 

  multivibrator) is fed to the PLL system which corrects the output 
  pulse and locks it to a required frequency. Multiplication of the 
  base frequency is also possible with the use of a binary counter in 
  the phase locked loop. A simplified block diagram based PLL 
  block embedded in the LED scope is depicted in Figure3.  
 
  The PLL block can provide sa synthesised clock signal with 
  frequency  fout. 

 

                         fout = fin    ………………………………Equ (4) 

 
  Where fin is the frequency of the 555 timer or external input clock 
 source. 
             n is a reference clock value. 
             m is feedback clock value 

             k is a post-divider value 
 
  The reference , feedback and post-divider values n, m, can vary 
  from one to several hundred in FPGAs[4,5], or to several  
  thousands in ASICs. 
 

  

Fig. 4: Simplified Block Diagram of an  

Embedded PLL Circuitry  
 

 5.THE 6. SAMPLING PROCESS 
 
  Digital oscilloscope can use either real-time, interpolated real-time, 

  or equivalent-time sampling to collect sample points [1]. In this 
  case the input signal waveform is sampled (i.e. collected bit by bit 
  at different voltage levels) and then reconstructed to form the 
  signal shape. The shape of the waveform is reconstructed by 
  joining the sample levels together [2]. This processes of sampling 
  and reconstruction introduces some form of delays and signal 
  misrepresentation as it passes through stages of circuitries before 
  getting to the display unit. 
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Certain conditions therefore must be met to properly reconstruct 
the original waveform. Real-time sampling is ideal for signals 
whose frequency is less than half the scope’s maximum sample 
rate. In real-time sampling with interpolation, the sample rate 
should be at least four times the signal bandwidth for accurate 
representation. 

 
 The LED based oscilloscope presented here, employs an on-

screen sampling process. The clock generated from the time-base 
system of the scope is applied to construct the waveform directly 
on the LED screen through a multiplex-decode gated system. This 
gated system becomes the horizontal sweep of the scope. Since 
no reconstruction is needed, delays are greatly reduced with high 
chances of constructing the signal waveform as it is. In this sense, 
the major restriction to the signal frequency to be displayed is the 
switching speed of the LEDs in use and the range of frequencies 

that the chips used in the system can support. However, as LED 
technology improves, very high frequency oscilloscopes could be 
developed using this process. 

 

  7. CALIBRATION AND MEASUREMENT 
 
 Calibration of the LED scope can easily be carried out if we 

realize that the LED screen is a matrix with a number of rows and 

columns. With a matrix of n x m LEDs, the n rows determine the 
amplitude measurement while the m columns determine the 
period. With an input voltage range 0-V, the voltage/division 
(Volt/Div) is calibrated thus; 

 

                     Equ (5)   ………………………………… Equ (5) 

 
  Where, Y is the unit increment in Volt/Div which must not be less 

  than Vresolution of the vertical system. 
 
  The amplitude of the signal is therefore measured by taking the 
  number of rows occupied by the waveform (say n) and multiplying 
  it with the amount of increment (say aY) on the Volt/Div Knob. 
 
  Therefore amplitude A is given by; 
 

                      …………………………………… Equ (6) 

 
  Where m is the number of Y steps on the volt/div knob. 
 
  Again, to determine the period, the bandwidth of the oscilloscope 
  should be the limiting factor. If the lowest frequency the scope can 
  display is f Hz, the longest period expected will be Pmax = 1/ f 

  seconds and the unit increment on the time/division (Time/Div), T 
  is; 
 

                    ………………………………………… Equ (7) 

 
  Where M is the number of columns occupied occupy by Pmax 

 
 
 

  If the number of columns occupied by the period, P of a waveform 
  is m, then; 

                    ……………………………………….  Equ (8) 

 
  aT is the amount of increment on the Time/Div knob. 

 
  The signal frequency is therefore given by; 
 

                     …………………………………………...  

Equ (9) 
 
   

  8. RESULTS 
 
  It was found out that the LED based oscilloscope produced the 
  same waveform as that of other oscilloscopes when subjected to 
  test with all available signals. The PPL time base enabled the LED 
  scope to be switched to operate at different range of frequencies. 
  Though few jitters occurs when moving from one frequency set to 
  another, the signals are perfectly produced on the screen with high 

  pulse fidelity once they settle at a specific frequency point. It was 
  found also that by adjusting the time/division appropriately, the 
  signal waveform can be made to stand on the screen at which point 
  the proper measurements can be taken. The calibration effort using 
  equations 5 to 9 yielded a good result with about ±0.5% deviation 
  which is eminent with this kind of scope. The use of an industrially 
  manufactured LED screen with the correct precision, and better 
  adjustment of Vresolution and the base frequency steps will help 

  eliminate measurement errors. 
 

  9. CONCLUSION 
   
  The development approach used in this paper is to find new ways 
  of making the oscilloscope less expensive and more available as an 
  everyday tool for the scientist, engineer and the technologist. The 
  method can be made to support higher frequencies. The LED 

  oscilloscope is low cost and void of the complexity use in the 
  development of conventional scopes. It produces comparative 
  results. It is a choice for all non-critical work that goes on  
  everyday in the laboratory and in out-of-lab measurements due to 
  its portability. 
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ABSTRACT 
 In earlier work, the author conjectured that under two special conditions relating to theorems on the determinant of a matrix: the absence 
 of a zero row (column) and the absence of similar rows (columns), a non-zero determinant value certifies the existence of a Directed 
 Hamiltonian Path in an arbitrary adjacency matrix. Here, a formal proof is provided by means of deductive logic to establish that in an 
 arbitrary adjacency matrix of size n (n rows and n columns), a non-zero determinant value verifies the existence of a Directed 
 Hamiltonian Path in the adjacency matrix. 
 
 Keywords: P vs NP, Matrix Determinant, Directed Hamiltonian Path, proof, deductive logic, axioms. 

 

 
 

1.  INTRODUCTION    

 
The decision version problem of the directed Hamiltonian cycle 
problem asks, “Given a graph G, does G have a Hamiltonian Cycle 
(Path)?” A directed graph G consists of a finite, non-empty set of 
vertices and edges – which are ordered pairs of vertices [1]. Graph 

G is said to have a Hamiltonian cycle or path if there exists a 
sequence of one-way edges across all vertices. This problem is 
known to be Non-Polynomial complete (NP-complete) [2] and as 
such not likely to be in class P – the class of problems with feasible 
algorithms i.e. polynomial-time algorithms [2]. An adjacency 
matrix – a square matrix of 0’s and 1’s, denoting the absence (0) or 
presence (1) of edges between vertices of a graph G is a common 
representation of a graph G [1].  

 
An adjacency matrix contains a fixed zero diagonal from left to 
right. By this definition it is deducible that an adjacency matrix is a 
representation of combination of edges of a directed graph across 
the n rows and n columns of an adjacency matrix of size n. The 
determinant of a square matrix A is a special scalar denoted by |A|. 
In an arbitrary square matrix of size n (n rows and n columns), 
under two special conditions relating to theorems on determinants 

with proofs given in [3]: the absence of a zero row (column) and 
the absence of similar rows (columns), the determinant of a matrix 
is non-zero.  
 
In previous work [3], the author conjectured that under these two 
conditions the non-zero determinant value of an adjacency matrix 
certifies the existence of a Directed Hamiltonian path in an 
arbitrary adjacency matrix – a representation of a directed graph G. 
Here, the author gives a formal proof by means of deductive logic 

that given an arbitrary adjacency matrix of size n, the absence of a 
zero row (column) and the absence of similar rows (columns) i.e. a 
non-zero determinant value certifies the existence of a directed 
Hamiltonian path. 

 

2. PROOF 

 
A proof is provided by means of deductive logic where six 
preceding axioms are linked to reach a conclusion that is logically 

valid. 
 

1) An adjacency matrix is a square matrix representing the 
combinations of edges of a directed graph across n rows 
and n columns of adjacency matrix of size n. An 
adjacency matrix has a fixed zero diagonal from left to 
right. 

2) The rows (columns) of an adjacency matrix are listed as 

row (column) 1, 2, 3, …, (n-3), (n-2), (n-1), n in an 
adjacency matrix of size n. 

3) The presence of edges per row (column) of an adjacency 
matrix is denoted by 1’s while their absence by 0’s, so a 
combination of edges per row (column) of adjacency 
matrix size n is represented by a combination of 0’s and 
1’s. 

4) Since the combination of edges per row (column) of an 
adjacency matrix is represented by a combination of 0’s 

and 1’s, in order to satisfy the dual conditions of the 
absence of a zero row (column) and the absence of 
similar rows (columns) across the n rows (columns) of 
adjacency matrix, each row (column) is assigned at least 
one edge (1) and a different combination of 0’s and 1’s is 
applied across row (column) 1, 2, 3, …, (n-3), (n-2), (n-
1), n of adjacency matrix size n. 

5) Different combinations of 0’s and 1’s applied across row 

(column) 1, 2, 3, …, (n-3), (n-2), (n-1), n of an adjacency 
matrix size n implies different permutations or sequences 
of 0’s and 1’s (permutations of edges) across the 
respective rows (columns). 
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6) In an arbitrary adjacency matrix, a directed Hamiltonian 
path is a unique sequence of one way edges across rows 
(columns) 1, 2, 3, …, (n-3), (n-2), (n-1), n. In effect a 
directed Hamiltonian Path is a unique permutation of 
edges across row (column) 1, 2, 3, …, (n-3), (n-2), (n-1), 
n.  

7) Therefore for an arbitrary adjacency matrix of size n 
satisfying the dual conditions of the absence of a zero 

row (column) and the absence of similar rows (columns) 
– implying a non-zero determinant value for the 
adjacency matrix, there exists a directed Hamiltonian 
path. 

  

Proved 

 

3. DISCUSSION AND CONCLUSION 

 
This paper gives a formal proof using the axioms of deductive 
logic to establish that under two special conditions: the absence of 
a zero row (column) and the absence of similar rows (columns) – 
implying a non-zero determinant value, an arbitrary adjacency 
matrix, which is a common representation of a directed graph, 
encodes for a directed Hamiltonian path or cycle. In the axioms, 
precedence is given to the combination of 0’s and 1’s over the 

combination of edges because different combinations of 0’s and 
1’s applied in the n rows (columns) automatically implies different 
combinations of edges in the n rows (columns) of the adjacency 
matrix but not vice-versa. Different combinations of edges in the n 

rows (columns) of an adjacency matrix could result in a similar 
combination of 0’s and 1’s, and hence similar rows (columns) of 
an adjacency matrix.  
 

Matrix determinants can be computed in polynomial-time 
(matrices are an aspect of linear algebra), therefore given 
adjacency matrices satisfying the dual conditions above, a non-
zero determinant value gives an efficient way of verifying the 
existence of a directed Hamiltonian path or cycle. 
 
As this technique does not verify the existence of a directed 
Hamiltonian path for adjacency matrices that do not satisfy the two 

stated conditions, this solution does not imply that the decision 
version of the directed Hamiltonian path (cycle) problem is in class 
P. It does prove however that the decision version of the directed 
Hamiltonian path (cycle) problem which is an NP-complete 
problem hence in class NP, when expressed as an adjacency 
matrix, can be solved in polynomial-time when the distribution on 
its inputs satisfies the two stated conditions. 
 
 

This draws from Levin’s theory of average-case completeness [4, 
5], where it is relevant to ask whether every NP problem with a 
reasonable probability distribution on its inputs can be solved in 
polynomial-time on average. 
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ABSTRACT 
 The mobile phone usage in women entrepreneurs has dramatically increased and continues to increase in developing countries. Despite a 
 sporadic boom of mobile phone ownership by entrepreneurs, scholarly research of the social-economic implications on women 
 entrepreneurs are limited. In addition, studies have been limited to individual countries, districts, organizations with limited focus on 
 comparative country studies. The study uses Activity and Gender theories to explain various activities of women entrepreneurs in Kenya 

 and Uganda using the mobile phone as a mediating tool to achieve the desired or expected object (benefits). This study used a mixed 
 method approach, multistage, purposive and convenience samplings were applied.  Questionnaires, face to face interviews and focus 
 group discussions were employed to study women entrepreneurs. Results revealed that women owned micro and small enterprises that 
 belong to the informal sector in Uganda and Kenya. Results also indicated that mobile phone services and mobile money services 
 influenced enterprise performance through operational, transactional and interactional benefits. However, mobile phone usage in women 
 enterprises is curtailed by challenges within and beyond access and ownership of mobile phones. Chief among these is network failures, 
 buying air time, content control by their spouses and lack of awareness.. 
  

 Keywords: Women, Entrepreneur, Usage, ICTs, Mobile phone, Kenya and Uganda 

 

 
 

1.  INTRODUCTION    
 
The explosive growth of mobile phones has sparked off an 

information revolution. Mobile phones are revolutionalizing access 
and usage of computational devices and internet. This revolution 
continues to evolve day by day. Not only do entrepreneurs and 
consumers go online or stand in queues to pay bills, buy tickets, 
purchase goods and services, and stay connected to their friends, 
but they are also adopting mobile phones at an incredible rate. 
Mobile phones have become personal computers with a wide set of 
input, output and communication features. This has changed the 

way women entrepreneurs work, consume, purchase and interact. 
The phenomenon growth is attributed to availability of cheap 
mobile phones and new telecom companies entrants in the market 
[38][8] and  Mpogole et al [23].  
 
Presently, the mobile phone is the predominant mode of business 
communication in the developing countries [39]. Mobile phone 
usage has spread across the World at a stunning space. The 
percentage of Africans accessing mobile phones leapt from10 % in 

1999 to more than 75% by 2010 [39]. For the majority of the poor 
population, the mobile phone is the mediating tool connecting 
them to the information society 
 
It is continuing to be the only ICT (Information Communication 
Technology) device, where developing countries are speedily 
catching up [15]. Today, many services have gone mobile, namely, 
banking, entertainment, trade, health and learning. Mobile phones 

have become a significant part of ICT investment in the world. 
Mobile phones have started to play an increasing role in every 
sector such as industry, business, agriculture, education, 
government, health and many others. 

 
 
 
The usage of mobile phones has dramatically increased in 

developing countries. According to UCC (Uganda Communication 
Commission) and CCK (Communication Commission of Kenya), 
Kenya had 29.2 million mobile phone users by the end of March 
2012 while Uganda had 14 million in June 2011. This increase in 
the number of subscribers is attributed to the expansion of telecom 
operators who have improved network coverage. For years, 
Ugandans and Kenyans have been under the monopoly of Posts 
and Telecommunication Companies, which had few fixed 

telephone lines reaching rural areas. This meant that majority of 
the populations were underserved, as the services were poor and 
characterized with limited choices and high costs [38][ 8].  
 
Currently, there is limited research on women’s entrepreneurship 
in developing countries. Women the world over have been and 
continue to be marginalized in all development sectors. They are 
abused and dehumanized because of ignorance, and society lacks 
knowledge and information of who women are in economic 

development of any country. An appreciation of gender issues is 
important if we are to improve women competiveness in the digital 
economy. 
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Women are major players in informal business and own one- third 
of all firms in Africa Elena et al [17]. Therefore, there is need to 
combine efforts with governments, development agencies and 
women organizations to participate, understand, intervene, assess 
and evaluate mobile phone usage in women enterprises. With real 
timely information as an economic resource, women may transact 
their business efficiently.  More so, the usage of mobile phones in 
women entrepreneurs remain under researched. There was no 

comparative study on mobile phone usage in women enterprises in 
East Africa. However, similar research was conducted in Bombay 
India among female micro entrepreneurs Aneela et al [4].    The 
goal of this research was to compare the mobile phone usage in 
women entrepreneurs in Uganda and Kenya. Uganda was chosen 
because it is a land locked country and the second largest 
telecommunications market in East Africa. Kenya was selected 
because it is the largest telecommunications market in East Africa.  

 
In particular, the research investigates the following questions: 
First, what are the goal motives of using mobile phone services in 
business transactions?  Second, to investigate how the mobile 
phone is being used in women entrepreneurs as a tool to access and 
use information in their enterprises?  Third, what are the outcomes 
of mobile phone usage in their enterprises (see page 10-15)?  
Fourth, to identify challenges and barriers women entrepreneur 

face while using mobile phone services in their enterprises (see 
page15-16)? 
   

2.  THEORETICAL PERSPECTIVES    

 
2.1. Trends in Mobile Phone Development 
Mobile phone penetration has grown at unprecedented rate [39]. 
There were more than 500 million mobile phone subscribers in 

Africa [32]. The number of mobile phone subscribers has grown 
steadily both in Kenya and Uganda since the liberalization of 
telecommunication sub-sector through the 1998 communication act 
[8] [38]. Kenya had 29.2 million mobile phone users by the end of 
March 2012 while Uganda had 14 million by end of June 2011. 
The increase in the number of subscribers was attributed to the 
expansion of telecom operators who have improved network 
coverage. The number of mobile phone companies had risen and 

there were six in Uganda ( Orange, MTN, UTL, Warid, Air tel and 
itel) and seven in Kenya (Safaricom, Zain, YU, Orange, Econet 
and Telkom Kenya).  
 
The number of subscribers increased tremendously and the mobile 
phone was the relevant technology for enterprises in developing 
countries [37]. The attracting things about the mobile phones were; 
it can be used by both the rich and poor compared to other ICTs 
like personal computers, laptops, tablet personal computers and 

others. In addition, it is affordable or cheap, flexible (can be used 
for text and voice) and has a two- way communication compared 
to radio and television Asheeta et al [5]. In turn, the mobile phones 
have low barriers to entry. It is easily accessible and low priced 
compared to personal computers and other hand held devices. 
 
 
 

 

2.3. Mobile Phone usage in Enterprises 
Research has shown and still demonstrates crucial traces of mobile 
phone usage in enterprises presented in research literature [13]. 
Jensen [20] illustrates the usage of mobile phones in the fishing 
industry in Kerala, India. It was found that mobile phone usage 
reduced price variations, reduced waste and increased consumer 
and producer welfare. Similar results were examined in a detailed 
survey conducted by Salia et al [35] on mobile phone usage and 

fishermen in Ghana. Findings point out that mobile phone usage 
facilitated fishermen to increase their profits; expand their markets 
by gaining more customers, felt more secure at sea and remained in 
closer touch with their both families and fishermen. Conversely, in 
Uganda, mobile phones are being used by fishermen in Kasensero, 
Rakai district for banking services. In Kasensero, fishermen use 
mobile phones to deposit their earnings, to settle utility bills and 
pay local traders [27]. 

 
Despite the above facts, mobile phones have not eliminated the 
role of intermediaries in the value chain [13]. For example, in a 
Nigerian case study of Aso Oke industry by Jagun et al [19], 
mobile phones could not be substituted for intermediaries. 
Intermediaries played a crucial role in the clothing industry 
because buyers were more informed on price, quality and design. 
Furthermore, mobile phones could not be used to carry out 

inspection of design, finished cloth and level of order completion.  
More examples where mobile phones could not substitute business 
intermediaries are presented by Abraham from India [1] and 
Molony [22] from Tanzania. Other findings like Aker [2] from 
Niger, Donner, [10] from Kigali Rwanda, Donner [12] from India, 
and Esselaar et al [18] from 13 African countries did not 
investigate the issue of middlemen or brokers. Therefore, it is 
important to critically investigate how mobile phone usage can 

help to check market prices, quantity and quality of products to by 
pass middlemen in the value chain [13]. 
 
The fishing and agriculture sectors share similar environments and 
challenges. Entrepreneurs in these sectors search for markets 
where to sell their products to improve their standards of living. 
These agriculturalists require knowledge of the market prices 
through reliable access to information facilitated by mobile 

phones. According to Aker [2], mobile phones were used to search 
for markets of grains in Niger. Likewise, Bjorn and Matotay [7] 
found out that mobile phones helped farmers to hire and negotiate 
prices for tractors in rural Tanzania. More so, they were used for 
market research and to coordinate the work of intermediaries and 
others that increased opportunities and reduced risks for rural 
farmers. The analysis of these studies shows that mobile phones 
enabled business owners to earn significant economic benefits. 
This is further confirmed in a survey conducted by Souter et al [37] 

in Tanzania, India and Egypt. The study, however, found out no 
economic gain realized. There was no relationship in any of the 3 
countries between income and frequency of mobile phone usage 
and access to information. 
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On the other hand, the trade sector has also benefited from mobile 
phone usage. Examples are presented by Jugun et al [19] from 
Nigeria, Donner, [10] from Rwanda, Donner [11] from Kigali 
Rwanda, Donner [12] from India and Aneela et al [4] from India. 
The studies suggested that entrepreneurs used mobile phones for 
mobility, which mobility facilitated procurement, marketing, 
increased sales, acquiring more customers, starting new business 
and social benefits.  These findings however, are sex disaggregated 

and herein a need to investigate further how mobile phones can 
eliminate brokers, facilitate procurement process, access real time 
market information, increase productivity, improve business 
processes, transform enterprises and the security issues of actors in 
the value chain.  More so, there was no comparative analysis of the 
impact of mobile phone usage across countries and subsectors [13]. 
Therefore, the main purpose of this research was, to come up with 
comparative analysis of the mobile phone usage in women 

entrepreneurs using activity and gender theories in Kenya and 
Uganda.  
 

2. 3   Gender Theory and Women Entrepreneurs 
Gender theory is relevant to this study because it illustrates how 
women are marginalized in information communication 
technologies (ICTs) and economic development discourse. Gender 
theory advocates for promotion of human rights for the 

marginalized groups in society, by sex, age and race [21]. Gender 
has been theorized into different contexts by different feminist 
philosophers [43]. Gender can be seen as the sexual division of 
labor. Gender can also be seen as the meaning to which people 
attach and organize social activity and lastly, it can bee seen on a 
personal or individual level [43]. Both gender and ICTs have been 
redefined and negotiated with dynamic changes brought out by 
time, and therefore can not hold one static definition [43]. 

 
 Feminist analysis has paved the way in offering a corrective to 
gender blindness in the development of ICTs. Research 
investigations on the adoption, diffusion and impact of ICTs must 
recognize the gender relations found in society as whole [43]. In 
addition, Rakow and Navarro [31] asserted that there are gender 
differences in the way mobile phones are purchased and are made 
use of. For example, when the mobile phone was first introduced 

in Uganda and Kenya in the early 1990s, women mostly used the 
calling service to maintain their relationships with their husbands 
and taking care of their families. Therefore, men generally 
believed that women required mobile phones habitually for 
security reasons [31]. 
 
The theoretical aspects in the gender theory shows that gender 
dynamics play a crucial role when it comes to the study of women 
entrepreneurs. In this research, gender theory gives insights by 

shading light on the following; 
� Gender theory suggests that equal access to resources, 

ICTs inclusive leads to economic development. From a 
gender theory of viewpoint, communication technologies 
such as the mobile phone can increase women’s 
emancipation in the economy, if they have equitable 
access to mobile phone services and maximize their use. 

 

� Gender theory deals with gendered use of ICTs, 
including the mobile phone. It is significant while 
investigating the research question on the benefits 
derived from mobile phone usage in women 
entrepreneurs in Uganda and Kenya. More so, gender 
theory aims to correct gender blindness in ICTs usage 
and women entrepreneurships. 

� Lastly, gender theory hypothesizes that women are more 

often than not the last actors to benefit from ICTs as an 
economic resource in society. This hypothesis helps to 
deal with the research question that investigates the 
challenges women entrepreneurs face in using mobile 
phone services in Uganda and Kenya. 
 

2.5 Activity Theory and the mobile phone. 

 

 Activity Theory (AT) was developed by the Russian psychologists 
and incorporates different psychological, developmental, 
educational and cultural approaches [42][40]. The Activity Theory 
is a framework for enhanced understanding actors’ activities within 
social, economic and organizational contexts, attempting to link 
actors actions within the relevant contextual elements [16]. The 
framework has been used in different areas including enterprise 
engineering [36], learning Kouzmin et al [28] to mention but a 

few. Activity Theory is relevant to this study because its principles 
can be applied to analyze problems of human computer interaction 
and the mobile phone usage is not an exception. Activity Theory in 
this study will help to understand how ICTs are used in the context 
of real activity. The theory facilitates the analysis of the features 
that manipulate the performance of an activity by a subject, using 
artifacts, subject to certain rules, and divided among members of 
the community to act in specific roles, to accomplish object and 

ultimately an outcome that influences the organization (Parks, 
2000). Figure 1 depicts the activity theory adopted from Engestrom 
[16]. 

 

                                            

                                            

 

 

    

 

 

 

Instruments 

Subjects 
Object 

Rules                               Community            
Division of labor 

Outcome 

 
Figure1: Components of the activity theory 
 

� The subject is the actor or group whose belief is adopted. 
� Object is the raw material at which the activity is 

directed and transformed into outcomes with the help of 

instruments or tools. 
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� Tools mediate the object of an activity. They can be 
external, material (for example a mobile phone, a 
computer, a textbook) or internal (language, mobile 
Phone services).  Tools (mobile phones) assist in the 
transformation of the object into the desired or expected 
outcome. 

� Community refers to the participants of an activity who 
share the same object. 

� The division of labor (types of businesses) involves the 
division of tasks and roles among actors of the 
community and the separations of power and status. 

� Rules or regulations are explicit and implicit norms that 
regulate actions and interactions within the system [16]. 

 
Activity Theory has been understood as a body of knowledge for 
assessing social economic issues in a given environment. However, 

the theory is universal and gender blind. This research adopts 
activity theory to conceptualize how women entrepreneurs in 
Uganda and Kenya interact with the mobile phone to perform 
business transactions in a networked environment. The activity 
(what entrepreneurs do) which is the form of transacting that 
comprises many social actions. Actions are undertaken by actors 
(subjects) who are motivated towards achieving the stated aim. The 
object (purpose of using the mobile phone) is transformed by 

entrepreneurs (subjects) to motivate and achieve the goals of 
activity. This is mediated by tools (artifacts or mobile phone) in 
collaboration with a networked computer and others in the 
business environment (community). The activities in the business 
environment are guided by rules to mediate cooperation within and 
participation of the subject in the business environment or 
community. 
 

The theoretical aspects in the activity theory then, shows that 
activity principles play a crucial role when it comes to the study of 
women’s entrepreneurship and the mobile phone usage. In this 
research activity theory gives insight by shading light on the 
following; 

� In the context of ICTs usage, Activity Theory allows us 
to move away from ICTs as the focus of interest to 
understanding of ICTs as an element of the large scope 

of human activities [26]. Activity Theory is a significant 
measure to analyze the activity of an organization that 
involves the mobile phone usage [25].  Inhere, the 
researchers focus on the structure of the actor’s activities 
and the extent to which mobile phones facilitate or 
constrain attaining the actors’ motive or object, and the 
impact of technology on achieving the desired or 
intended outcome. 

 

� As noticed from Activity Theory, the mobile phone and 
other embedded ICTs are simply tools for mediating the 
interaction of women entrepreneurs within the business 
community. It is argued that Activity Theory can 
facilitate understanding of how technology advances and 
penetration influence change and how mobile phones 
lead to developmental transformation, and in this paper, 
the focus is on mobile phone diffusion in women 

entrepreneurs. 

3. RESEARCH APPROACH 

 
Triangulation method was used to study mobile phone usage in 
women enterprises’ business processes and to examine the benefits 
of its use on enterprise performance. Cohen and Manion [9] 
recognizes mixed method as having the ability to give room for 
probing for in-depth information, discovering new ideas and 
simultaneously generating information on emerging concerns on 

the line of thought. The triangulation approach was considered the 
most appropriate because it describes the existing conditions, and 
actors behavior through observations and interpretation, and this is 
what this research intended to do. Based on Cohen and Manion [9], 
the suitability of triangulation research approach for this study 
rests on the fact that human beings (women entrepreneurs) live by 
interpreting phenomenon around them. The study was carried out 
in Uganda and Kenya.  In Uganda, the study concentrated in 

Kampala and Ibanda. Kampala the capital city of Uganda, 
represented urban women entrepreneurs and Ibanda district 
represented rural women. In Kenya, Westlands in Nairobi city was 
selected for the study. Westlands is located in the central region of 
Nairobi, Kenya.  It comprises of different markets and has good 
representation of both rural and urban population of female 
entrepreneurs. We selected Maasi market because of its 
convenience and women trade in shoes and beads, then, Parklands 

market for groceries and lastly the Village market because of its 
diverse ethnic backgrounds and represented women who transacted 
in textiles, hotels and groceries. The population of this study was 
composed of women entrepreneurs who owned mobile phones.  
 
The study sample was reached as follows: 

� Selection of study countries: Uganda and Kenya were 
randomly selected out of the five developing countries in 

East African Region.  
� Selection of study districts: Kampala, Ibanda and Nairobi 

city were purposively selected on the basis that the 
research participants for the study had experience in the 
phenomenon. 

� Selection of sample size in Uganda: Multistage sampling 
was employed to come up with 200 participants in 
Kampala and 80 in Ibanda. Focus group discussions 

were conducted both in Kampala and Ibanda with 20 
participants each. Further more; convenience sampling 
was used in Kenya to select 100 women participants. 
According to Roscoe’s [33] rule of thumb, a sample size 
between 30 and 500 is sufficient for most studies. A 
sample of 100 participants is convincing enough as a true 
representative of the population. Likewise, it is in 
conformity with Bailey [1994] who stated that a sample 
size of 100 participants is efficient. More so, 20 

respondents were interviewed by the researcher.  
 
Questionnaires, focus group discussions, and face to face 
interviews were used for data collection during this 
phenomenological study. In order to ensure that the questionnaires 
and interview guide were clear, unbiased, and likely to yield the 
information sought in this research, the researchers’ pilot tested the 
research tools. Academicians in the Netherlands and Uganda were 

selected to review the questionnaires and interview guides.  
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The research tools were refined to capture useful data from field 
studies. Data generated from the field studies was recorded and 
analyzed using SPSS. 
 

4. RESULTS 

 
The analysis covered a comparative analysis of Activity Theory 
principle’s on the mobile phone usage in women entrepreneurs. 

The mobile phone was found out to be the means which mediate 
relations between activities in the value chain.  
 

4.1 Subjects (Women entrepreneurs) 
The results showed that the age of entrepreneurs influenced the 
usage of the mobile phone.  The age group of 15-29 and 30-44 are 
the cohorts that mostly used the mobile phone in Uganda and 
Kenya. This is in line with Mpogole et al (2011) findings in 

Tanzania. In addition, this is in agreement with Reynolds et al [34] 
findings, which revealed that people between age of 25 and 44 are 
most likely to own mobile phones. When one considers the level of 
education, virtually more than 75% of women entrepreneurs were 
literate. Reasons that would have contributed to higher literacy 
rates in this sector include lack of employment opportunities for 
university graduates, career dissatisfaction, desire to control and be 
independent   and to integrate work and family to increase their 

income. About 31.8% of Ugandans had diplomas and above 
compared with 28.6% Kenyans, while 21.8% Ugandans had 12 
years of education (secondary) compared with 48% Kenyans.  
Only 26% Ugandans and 8.2% Kenyans had not completed 
primary level. This disagrees with the common belief that the 
business sector has a large percentage of illiterate women. 
 
 

 

 

Table1: Subject Characteristics 

  Variable Category Percentage 

      Uganda Kenya 

A 

Age 15-29 43.5 37 

  30-44 40.8 46 

  45-59 14.3 15 

  60 and above  1.4 2 

B 

Education Level Less than  Primary level 26 8.2 

  Completed Primary 20.4 14.3 

  Completed Secondary 21.8 49 

  Completed Diploma/ Degree and  above 31.8 28.6 

C 

Type of   Business Micro Enterprises 82.9 84.7 

  Small Enterprises 11.8 15.3 

  Medium Enterprises 5.4 0 

 

 

4.3: Division of Labor or Categories of Women enterprises 

studied 
Entrepreneurs (subjects) operate within the community; they share 
the responsibility for the achievement of the object (Profits and 
other outcomes). This is realized through division of labor.  

 
 
 

 
 
The division of labor consisted of micro, small and medium 
enterprises. The majority of women enterprises under the study in 
Kenya dealt in agricultural products (38.1%) compared to 18.2 % 
in Uganda (see Chart1). In Kenya, women dealt more in 
perishables crops such as fresh fruits, vegetables, and banana while 

in Ugandan women concentrated in trading of textiles. 
 
 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 69 

 

 

 
 

Chart 1: Women owned Enterprises 

 

 

4.4 Operations performed by Women Entrepreneurs in 

Uganda and Kenya 
The operations are performed by the mobile phone. These 
operations are performed to carry out an action. SMS and voice 
calling were common operations used in women enterprises in 
Uganda and Kenya (See Chart 2). Forty five percent of Ugandans 
reported using SMS and voice calling to transact their business 
while Kenyans used 59% of voice calling and 29% of SMS. 

Through interviews, Patience in Kenya revealed that; “it is only 

voice calling, SMS and beeping I use most of the time. When I beep 

or flash a friend, she knows I have a business deal to communicate.    
Further more, women confirmed that the growth in SMS usage was 
attributed to increased usage campaigns by mobile phone operators 
especially the use of M- Money in both countries. Where money is 
transferred via text and the actor at the far end can cash it in at any 
mobile money agent. The use of mobile money has created and 

continues to create a micro- economy in urban and rural areas. The 
MTN mobile money, ZAP, Warid Pesa, M-sente, and M-Pesa each 
used to pay for transacted goods and services, water and electricity 
bills, school fees, parking tickets, loan repayments from Micro 
finance institutions and others. 

Chart 2:  Popular Mobile Phone services used 

 
On the contrary, mobile mails were used in Kenya (2%) only, an 
indication that it was a new innovative service that Ugandan 
women entrepreneurs are not yet aware of. Therefore this research 
suggests an intensive sensitization of users by service providers in 
Kenya and Uganda.  

 

4.4 Reasons for using Artefacts in Women Enterprises 
Regardless of the selective portion of money invested in mobile 

phone, certain stimuli exist that encourage and push women 
entrepreneurs to invest in mobile phone services. The main driving 
force for investment was found out to be convenience. Mobile 
money enterprises in both countries confirmed that the most 
stimuli for purchasing mobile phones was convenience with 100% 
(See Chart 3 ), next was schools in Kenya (95%), agricultural firms 
in Kenya (67%)  and then beauticians in Uganda (56%). However, 
multiple calls, messages and missed call alerts created confusion 

which meant lost sales and frustrated customers. It was explored 
hat there was an urgent need to design a client innovation that can 
reduce the confusion. 
 
In turn, communication was also mentioned as a reason why 
women entrepreneurs purchased the mobile phone. This was seen 
in clinics (70%) and Textiles (62%) in Kenya compared to 50% of 
agricultural enterprises in Uganda who agreed to the statement. On 

the issue of mobility, respondents agreed that, the power and 
functioning of women enterprises is always at hand with mobile 
phones. For example Winfred a lawyer in Kenya can track billable 
time (time worked) while Lillian in Kampala, Uganda can order 
textiles from Nairobi any where any time, just as she could if she 
was at her shop.  
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Chart 3:  Reasons given for using Mobile Phones 

 in Women Enterprises 
 

 

4.5 Outcomes of the mobile phone usage in women  

      entrepreneurs. 

The motive of business transaction (activity) is in its shared object, 
in what the object transforms into during the activity, which the 
outcome (benefits) of mobile phone usage. Women engage in 
business in order to earn profits. The mobile phone mediates 
activities in the community to enable women entrepreneurs 
increase their profits. It was observed that women enterprises that 
invested in mobile phone services generated high revenues (See 
Chart 4). In Kenya, 92.6% agreed that the use of mobile phone 

increased their turnover compared to 54.6% of women enterprises 
in Uganda. This finding implies that Kenyans are more informed 
and aware of mobile phone services (mobile money, emails, SMS,) 
compared to Ugandans.  
 

 
Chart 4: Respondents perception on generation of 

Profits 
 
 
 
 

 
 
 

This is in line with Jensen [20] findings on fishermen in Kerala 
state in India, where it was observed that mobile phone usage 
increased fishermen profits and consumer welfare by reducing 
price variation in different markets. On the other hand, Ugandans 
had mixed feelings on revenue generated from mobile phones. 

More than 45% refuted to the statement.  
 
This implied that, women entrepreneurs are not yet aware as to 
how mobile phone usage could increase the flow of information 
among businesses actors in the value chain. More so, the results 
suggested that evidence on increased profits had started to emerge 
in enterprises and needed further investigations. 

 

Similarly in Uganda and Kenya, respondents agreed that increased 
profits were attained through business networking; cheaper 
communication, reduced transport, service delivery and immediacy 
(See Chart 5). Business networking increased communication with 
customers that assisted women entrepreneurs to bring new 
customers or suppliers in the transaction chain. This concurs with 
Donner and Escobari [13] findings from a review of 14 studies, 
where it was argued that mobile phone brought more customers 

and supplies in the value chain through cheaper communication.  
 

Furthermore, it was confirmed by respondents that mobile phone 
usage reduced transaction costs. Respondents argued that 
information flows between actors in the value chain allowed and 
continue to allow for the exchange of information without 
travelling. However, there is still a mixed picture in which some 
journeys can not be substituted with mobile phone usage [28].  

Julian, a business woman who deals in textiles in Kampala had this 
to say;  ‘indeed, mobile phones have reduced transaction costs but  

sometimes I have  to travel in order to get good quality products”,  
Akoth, a Kenyan grocer in Parkland market , reported that mobile 
money ( M-Pesa) had substituted for long journeys. “I use mobile 

money to  pay for goods  without travelling to the point of sale, I 

can receive money from debtors, send money to my family, pay 

school fees for my children and clear utility bills while at work but 

I have to travel to purchase vegetables from suppliers”.  This 
implies that, face to face interaction still plays a crucial role in 
business transaction process. Physical inspection of goods remains 
important in developing countries where regulatory laws are still 
being formulated. 
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Chart 5: Reasons provided for using mobile phone 
 
 

4.6 Enterprise Productivity 
Relevant and timely information attained through mobile phone 
use helped eliminate middlemen, thereby increasing the number of 
customers in the transaction chain of women entrepreneurs (See 
Chart 6). This implies that mobile phone use in women 

entrepreneurs increased productivity in both Kenya and Uganda. 
Sixty three percent of Ugandans agreed that mobile phone usage 
reduced business intermediaries (63.9%), while 55 % Kenyan 
women entrepreneurs supported the statement. These findings add 
to emerging evidence that mobile phone usage eliminates 
middlemen. This contradicts previous research findings by Jagun 
et al [19] [2][28]. Their research findings, found out that mobile 
phone usage permitted intermediaries to perform their business 

activities effectively. However, since this research studied two 
countries, more studies to examine middlemen roles in different 
sectors and countries may yield rich research findings. Thus, there 
has been a reduction of intermediaries in the value chain but not 
complete elimination.  
 
More so, women entrepreneurs gained more customers through 
business networking (See Chart 6). Entrepreneurs were able to 

reach their business any time any where, appointments and orders 
were made over the phone, increased networks and business 
publicity and advertisements displayed phone numbers of various 
clients. This is consistent with Abraham [1] and Jensen [20] 
findings in the fish industry in India, where entrepreneurs used 
mobile SMS messages to gain buyers and sellers. Similarly in 
Niger, entrepreneurs used mobile phones to find markets for their 
grains [2]. Likewise, Soutel et al [37] in their studies from 

community and business survey’s in South Africa, Tanzania and 
Egypt revealed similar results. Ugandan women entrepreneurs, 
32% on the other hand felt that mobile phones did not assist in 
acquiring more customers. This concurs with Donner [10] findings 
in Hyderabad–India. Who found out that mobile phone usage was 
less useful in acquiring and retaining customers in the value chain. 
Thus, more detailed comparative studies still lacks to provide hard 
evidence on customer acquisition and retention in the different 

sectors, countries, developed and developing nations could yield 
better results 

 
Chart 6: Factors which increased Productivity in 

Women Enterprises 

 

4.7 Price and Marketing Outcomes 
Chart 7 provides suggestive evidence of the resulting efficiency in 
market prices and performance. Eighty five percent of 
entrepreneurs stated that mobile phones are useful when they need 
to purchase and negotiate prices of goods and services: “within 
three minutes, I am able to make five calls and choose the cheapest 

and decide when to get the goods”, said Immaculate, while Janet 
stated that: “I call suppliers in Dubai; when in Kampala city while 

continuing with my business transactions….I can talk and agree on 

the price of goods and services. At the end I save about 605 USD 

on flight charge and time. Sincerely, mobile phones speed up 

transactions and help us achieve better prices”. 

 

Women entrepreneurs who dealt in agricultural products especially 

groceries in Kampala and Nairobi stated that in the past we had to 
travel to different village farms and markets to search for suitable 
suppliers for our products. But, with the use of the mobile phone it 
has been made easier. “I talk directly with my suppliers from 

Nakasero, Kasubi, Owino and Kalerwe markets about prices of 

perishables in the evening before they deliver my order in the 

morning.  I then compare market prices and usually choose the 

cheapest supplier”. Says; Florence, a grocery vendor in Wadegeya. 
This implies that mobile phones enable women to reduce price 

variations, increases market efficiency and income of women 
entrepreneurs. More so, they do not need to move from market to 
market in search for better market prices. 
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Chart 7: Mobile phone use in Price and Marketing 

 
This concurs with Jensen [20] findings in India among fishermen. 
Fishermen with mobile phones helped them to call potential buyers 

who would in turn search for other buyers in various markets 
before they could decide where to sale their catch. Another 
research conducted in Tanzania on fishermen established that 
mobile phones increased their bargaining power and market 
opportunities [24]. Likewise, Aker [2] found out that grain trades 
with mobile phones were able to secure more customers and to sell 
in various markets. Similar studies were conducted in a weaving 
sector in Nigeria (Jugun et al [19].  

 
This case study proved that weavers that owned mobile phones 
were able to place and receive several orders compared to their 
counterparts who did not have. In Tanzania mobile phones were 
used to hire and negotiate prices of tractors by farmers in Bahati 
district [7]. In turn, mobiles helped to reduce risks in case farmers 
faced problems with the tractor in the farms.  
 

4.8 Enterprise Transformation 

The main drivers of business transformation were improved 
business processes, increased competition, increased performance 
and new business opportunities (See Chart 8). There was strong 
evidence that mobile phones usage in women entrepreneurs 
facilitated competitive advantage both in Uganda and Kenya. More 
than 75% reported that mobile phone usage enabled them to place 
and receive orders from suppliers compared to 95% respondents in 
Kenya. This agrees with previous findings in Aso oke, a weaving 

industry in Nigeria. Where, weavers used mobile phones to place 
orders (Jagun et al[19 ]. Further more, they argued that traders 
without mobile phones lost orders to the haves. 
 
More of respondents were able to access and use new business 
opportunities offered by mobile phone service provides. These 
included; Mobile money, internet, emails and others. For example 
with the use of mobile money, 72% of Ugandans  compared to 

91% Kenyans reported using it to do other business like money 
transfer, selling air time and mobile money banking that increased 
their income. 
 
 

 
Chart 8: Factors that influenced Enterprise Transformation 

through Mobile Phone Use 
 
Another enterprise transformation enabler not yet much reported in 
discussion of enterprises and mobile phones was improved 
business processes.   It was found out that mobile phones increased 
the speed of communication, and reduced the cost of information 
in the value chain. Further more, mobile phones delivered real time 

information that enabled women entrepreneurs to make just in time 
decisions. In turn this speeds up business transactions hence 
improved enterprise processes.  
 
One further enterprise transformative factor was increased market 
performance. This was gained through commodity searches using 
service providers menu. Respondents confirmed that by browsing 
through a list of commodities, they were able to find availability 
and price of goods in different markets, reduced brokers’ 

exploitation, and reduced the information gaps between the rural 
and urban women entrepreneurs.   
 

4.9 Challenges of Mobile Phone Usage in Women Enterprises 
Coupled with explosive growth and diffusion of mobile phones in 
women enterprises, users experienced serious challenges. The 
biggest challenge faced by Ugandans was, buying airtime (33.9%) 
and network failure (13.9%). Similarly, Kenyans reported network 

failures (51.9% and network trafficking (22.2%) as major 
problems.  Like elsewhere in the world, problems faced by mobile 
phone users are almost similar. 
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Chart 9: Challenges face by Women Entrepreneurs through Mobile Phone Use 

 

 

 

5.  DISCUSSION 

 
The main contribution of this paper is to apply the basic principles 
of AT for analyzing mobile phone usage in women entrepreneurs. 
The results are presented in the gender based theoretical 
framework in figure 2. Transacting was found out to be an activity 
in women enterprises and information accessed through mobile 
phones impacted on the business activity to produce outcomes. 
While mobile communication was an action which is mediated by 

means of coordination and communication using the mobile phone. 
 The major aim of an entrepreneur is to maximize profits and 
minimize costs. For an entrepreneur to achieve her objectives she 
has to secure products, knowledge and experiences and this is 
through mobile communication. The mobile phone was the means 
by which women entrepreneurs acted upon the object, and the 
means which mediated the relationship between women 
entrepreneurs and other actors in the community. The networked 
social-economic environment was made up of the community, 

government, subjects and division of labor. The subjects operate 
within the community with the desired aim of achieving the object.  
 
 
 

 
 
 

 
The community is the business environment in which women 
entrepreneurs operate. The study showed that there were 
noteworthy differences in the utilization of the mobile phone 
services between rural and urban women entrepreneurs of Kenya 
and Uganda.  The second element of the networked social-
economic environment is the subject which involves women 
enterprises in the study. The third one is the government which sets 

ICT policies to guide actors in their value chain. The rules and 
regulations are made by the government through the 
communication commission of Uganda and Kenya respectively. 
The ruling government is the regulator of mobile phones and 
controls subjects on mobile phone usage. Finally the fourth 
element was the division of labor. This included all types of 
women enterprises. It was found out that women entrepreneurs 
operated micro and small enterprises, which belong to the informal 
sector. The MSEs included: Textiles, agricultural, beauticians, 

mobile banking and hotels. Therefore, mobile transacting in MSEs 
is then mediated by mobile phones, networks, ICT policy 
documents which are used as artefacts that are considered in 
relation to ICT policies of the governed country. 
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Figure 2: Activity Theory – Based Assessment of Mobile Interaction on Women Entrepreneur Activities 

 

 

6. CONCLUSION AND RECOMMENDATIONS 

 
Activity theory principles provided insights to the researcher into 
how enterprise transformation may occur with the mobile phone 
usage in women enterprises. The current mobile phone usage in 
business transactions suffers from lack of gender based theoretical 

frameworks to accumulate knowledge in the enterprise domain.  
 
 

 
 
The paper makes a step towards developing a gender based 
theoretical framework for mobile phone usage in business 
enterprises. The usage of mobile phones in women enterprises 
have lessened and continues to lessen down the magnitude of size, 

space and time in the enterprise sector.  
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If mobile phones are smartly used, they hold great promise in 
helping the growth of mobile commerce in developing countries 
that majority can afford to use.  
Mobile phone usage had transformed women enterprise, reduced 
intermediaries, increased productivity and improved business 
processes. The experience gained during field studies laid the 
ground work for giving some recommendations on how mobile 
phone use can benefit women enterprises. The following 

recommendations were made: 
1. The government of Kenya and Uganda should assist in 

reducing down the price of air time. Air time is one of 
the constraints to using mobile phones in women 
enterprises. During focus group discussions and 
interviews, respondents expressed discontent with the 
cost of air time (Also see Chart 9). 

2. Awareness campaigns need quick attention. Efforts 

should be made by governments and service providers 
to ensure women entrepreneurs are made a ware of new 
applications and innovative services that are of use to 
the business sector. Governments should encourage 
television, and radio advertisements of new application. 
Further more, mobile alerts should be sent to every 
subscriber explaining how these new innovations can 
help women entrepreneurs to improve mobile 

commerce. 
3. In addition sensitization seminars and courses on mobile 

phones in intuitions of learning should be enforced. 
Though some institutions of higher learning have of 
recent started training course in mobile applications and 
services, more efforts should concentrate on mobile 
phone usage in all development sectors. Through media 
advertisements (televisions, radios, newspapers, 

billboards and others), service providers need to educate 
the women entrepreneurs and the public at large on  
third generation mobile phones (3Gs), blackberries,  
mobile modems that provide access to internet, and free 
mobile phone internet of   6 gigabits which is a human 
right for every actor who owns the mobile phone. 

4. To sum up, government support is needed to develop 
sound business models, foster skills through 

establishment of software incubation centers in 
universities, and to ensure that the infrastructure is in 
place and affordable. Further more, governments need to 
make more bandwidth available for broadband usage to 
manage impending data deluge, which threatens to 
swamp mobile broadband networks. 
 

This study provides a baseline against which countries can assess 
their incremental gains, analyze demand for mobile applications 

and develop policies and strategies that are responsive to women 
entrepreneurs, empowering all the actors with the benefits of 
effective participation in the information era. Further research 
effort could be made using a larger sample from different 
developed and developing counties before any generalization could 
be made. The study focused on women entrepreneurs, hence 
further studies in male owned enterprises could help to reveal the 
effects of mobile phone use on income, enterprise transformation, 

business processes and productivity.  

Also, the demographic characteristics of male could help to 
demonstrate how age, gender, education, and others may perhaps 
influence entrepreneur’s perceptions on mobile phone usage. It is 
important ant to bear in mind that women and men entrepreneurs 
are likely to differ in their motivation for mobile phone usage. In 
addition, this study applied activity and gender theories to study 
mobile phone usage and its benefits in women entrepreneurs, 
application of different theories could yield better results.  Further 

studies could focus on the development of business value models.  
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ABSTRACT 
 Fault tolerance in distributed knowledge management is of vital importance as knowledge management is becoming an important aspect 
 of organizational routines, processes, practices and norms. This paper presents a fault tolerance model for a distributed knowledge 
 management. It provides a novelty of knowledge replication which is estimated through weibull distribution, and group structures. The 
 weibull distribution is used to evaluate the survival rate of the replicated knowledge objects. This model provides algorithms for 
 maximizing reliability in the presence of failure, thereby minimizing the time between failures. This is required to ensure that a user get 
 access to the right piece of knowledge as at when needed. The proposed model is easy to implement and provides a new direction for 
 research in distributed knowledge management systems. 
 
 Keywords: Fault tolerance, Knowledge replication, distributed knowledge management, knowledge object, knowledge group, host.   
 

 
 
1.  INTRODUCTION    

 
Fault is usually characterized by failure in a system and it is 
experienced whenever a system is not really performing to desired 
expectations. This has been a major concern in most real time 
systems. One example of such real time systems is the Distributed 
Knowledge management System (DKMS) which is fast gaining 
popularity in most organizational routines and it has recently 
emerged as one of the areas of research that is drawing the 
attention of researchers. In particular, it becomes crucial for 
organizations to support the creation of communities of workers in 
which knowledge can be created, organized and shared. In a non-
distributed KMS a failure is almost total, which means that all part 
of the system may fail thereby bringing the whole system to a halt. 
In a distributed KMS this is rarely the case.   
 
A Distributed Knowledge Management Systems (DKMS) are 
autonomous systems that manage the integration of distributed 
objects/components into a functioning whole thereby producing, 
maintaining, and enhancing a business knowledge base [9]. This 
definition is meant to apply to any intelligent, adaptive system 
composed of interacting adaptive components.  According to [15], 
increase in the number of components in such systems increases 
the failure probability. 
 
For this reason, fault tolerance is of vital importance in this new 
distributed knowledge management paradigm as it is expedient to 
guarantee a successful knowledge sharing. Fault tolerance is the 
property that enables a system (often computer-based) to continue 
operating properly in the event of the failure of (or one or more 
faults within) some of its components [8].  
 

In the past, different techniques for tolerating faults have been 
roughly classified into replication and checkpointing. The 
replication technique utilizes redundant severs in order to mask 
failures during computation [10]. When one server is down, the 
computation still continues by using the results from other servers. 
Replication is a widely used method for providing high availability 
[17,18],  fault-tolerance and good performance in distributed 
systems [16,5]. Thus, replication provides users with fast, local 
access to shared knowledge, and protects availability of 
applications because alternate data or knowledge access options 
exist. In contrast to replication is the Checkpointing [12], which on 
the other hand, saves the intermediate execution into a stable 
storage so that the execution can be resumed in case of a failure. 
This technique may however imply that even incomplete or faulty 
process or object can equally be saved in addition to increased 
memory usage. 
 
In this paper, we propose a fault tolerance model based on 
replication and introduction of group structure. The survival of 
each replicated knowledge objects is estimated through the weibull 
distribution. The major indication of this distribution is to define 
reliability of the system and also to determine a measure to 
ascertain the increment in Mean-Time-Between-Failure in other to 
reduce the Mean-Time-To-Recover from failures.  
 
2. NATURE OF DISTRIBUTED KNOWLEDGE  

    MANAGEMENT (DKM) 

 
The Distributed knowledge Management consists of one or more 
knowledge nodes that contain valuable and indispensable 
intellectual capacity of an enterprise or organizations. The 
characteristics of the DKM, the nature of the relationships that 
management has established with other business units and the 
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maturity of technology markets will determine access to adequate 
knowledge. It is expected that the more collaborative the 
relationship, the more freely will knowledge be exchanged 
between companies or within organizations. Studies of informal 
exchange of technology between engineers have shown the 
importance of mutually beneficial exchange relations, which 
means that only if you have something to offer yourself will you 
receive something from others [7]. The relationships between 
business units in DKM may also find predecessors in the more 
formal inter-organizational relations.  
 
The generic idea of DKM combines the interdependence of one 
partial experience to others with the idea of knowledge acquisition 
rather than just the operational exchange relationship. The 
exchange relationship nurtures opportunities for growth, 
enhancement, and improvement beyond the present state of affairs. 
In fact, the very idea of the complete knowledge hosts sets the 
agenda for DKM. In terms of knowledge creation, the DKM 
structure emphasizes the opportunities of learning from gaining 
access to knowledge about contingencies and implications of 
organizational activities. One of the characteristics of DKM is the 
idea that knowledge sharing is not about sharing the “same” 
information, but about gaining access to the specific information 
that will enhance and develop the particular knowledge of an 
organization. This idea reflects a division of labor penetrating KM, 
but with the difference from the manufacturing division of labor 
that knowledge has less specific boundaries than any particular 
product. Sharing knowledge requires an inter-organizational 
network for an efficient recurrent interchange of specific 
information.  
 
The advent of distributed knowledge management systems and the 
vast availability of computing resources make possible the 
realization of powerful virtual computers, or metasystems, that 
harness resources on a global or national scale. Managing 
knowledge in a distributed environment is crucial and the main 
idea is to allow Community-of –Practice (CoP) members usually 
knowledge users to capture, locate and share knowledge on areas 
of common interest. One of the technological challenges that must 
be solved before such virtual machines can be used in knowledge 
management activities is the adoption of fault tolerance techniques 
for various users’ application areas. From the fault tolerance 
perspectives, distributed knowledge management systems have a 
major advantage: It can be made redundant which is the core of 
fault tolerant techniques. Unfortunately, distribution also means 
that the imperfect and fault- prone physical world cannot be 
ignored which means that distributed KMS may also be the source 
of failures.   
 
3. BACKGROUND ON FT-DKMS 
A Fault Tolerant Distributed Knowledge Management System 
(FT-DKMS) includes one or more Knowledge Host (KH) with one 
or more knowledge object group(s) and in total, a KH can be part 
of several fault tolerance knowledge nodes that is managed by a 
replication manager. This is necessary because many systems 
requiring fault tolerance have a complex and large number of 
objects and a fault tolerance domain is defined for managing these 

structures [11] which allows the structure to grow in network with 
desired size.   
 
Access to adequate knowledge in a fault tolerance domain and 
non-restricted access to knowledge in different knowledge node is 
achieved through FT-DKMS structure. Fault tolerance structure is 
often implemented through replication of process or objects in a 
real time distributed system [4]. The specification for this structure 
is the determination of replication style and the number of replica 
of knowledge objects on a distributed knowledge management 
system which is a necessary condition for the design of fault 
tolerance structure. This specification cannot be altered during the 
execution time and the knowledge replication style cannot be 
changed on execution time. The use of this mechanism for 
consistent dynamic changes in the demonstration of the 
polymorphic behavior of knowledge objects is considered to be of 
great advantage. This approach in addition is expected to provide 
an adjustable platform for FT-DKMS through the use of an 
efficient algorithm at runtime. The algorithm adopts replication 
and process resilience [2] that incorporates techniques by which 
one or more processes can fail without seriously disturbing the rest 
of the system.  

 
3.1 Considerations For Fault     Tolerance In A DKMS 

 
In a distributed knowledge management system or in general, fault 
tolerance [13] is the technique to give the required services in the 
presence of fault or error within the system. The aim is to avoid 
failures in the presence of faults and provide services as per 
requirement. In a distributed knowledge management system there 
are three main considerations [13]. 

1. Feasibility- This means that a task running should be 
finished on its deadline even though there is a fault in the 
system. Deadline in distributed knowledge management 
system is the major issue because there is no meaning of 
such a task which is not finishing before its deadline. So 
the question is that which method is to be applied by 
which the task can finish on deadline in the presence of 
fault. 

2. Reliability- In distributed knowledge management 
system reliability means availability of end to end 
services and the ability to experience failures or 
systematic attacks, without impacting knowledge users 
or operations. 

3. Scalability –It is about the ability to handle growing 
amount of work, and the capability of a system to 
increase total throughput under an increased load when 
resources are added. 

 
4. Now the question arise how these faults can be detected 

and removed or tolerated from different environment. A 
task running in distributed knowledge management 
environment should be finished on its deadline. It may be 
hard or soft depending on task requirement. In hard 
deadline a task should be finished by its deadline sharply 
but in soft deadline task can finished nearby its deadline. 
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3.2 Knowledge Replication Model 
The Weibull distribution (Antonios et al, 2007) is often used to 
model the time until failure of many different physical systems 
and, for this reason, it is more suitable for our study compared to 
other distributions it interpolates such as the Poisson distribution 
(discrete variable that has probability density function of number 
of events in a unit interval) or exponential distributions 
(continuous random variable). The parameters in the weibull 
distribution offers a great deal of flexibility to model systems in 
which the number of failures increases over time, decreases over 
time, or remains constant with time (e.g. failures caused by reasons 
that are external to the system)  
 
The random variable X with the probability density function,  

is defined as the limit of the probability that an individual 
knowledge object fails in the short interval t to ∆t, or simply the 
probability of failure in a small interval per unit time, expressed by 
 

 
      
Which can simply be verified as thus: 
 

i.                  

ii. ……(1)  

 

Let u =  

 

 

  

When x = 0; u = 0 
When x = ∞; u = ∞ 
 

Thus,    

             = -       

             = -      

             = 1 
 
From (i) and (ii) above,  is a probability density function. It is 

a weibull distribution for x>0, with scale parameter  and 

shape parameter  . In particular, for the case       the 

weibull distribution is identical to the exponential distribution. 
Also, from (1) it is evident that a typical knowledge object in a 
distributed knowledge management is liable to failure. 
 
The cumulative distribution function (cdf ) of X is: 
 

   

             , 

 because   

 
   

   

 

                

 

   

 

             

 
Therefore, 

                 

 
              
The reliability function R(x) of a machine that follows a specific 
distribution is the probability that the machine does not fail in the 
time interval [0, x]. It is one minus the cdf, and thus,for the 
Weibull distribution, is given by: 
 

 
 
A system that follows a Weibull failure law (WFL) has a hazard 
function (instantaneous failure rate function) of the form: 
 

 
 
where α and ρ > 0. There are three cases, according to the values of 
α. 
 
Case I: If α = 1, then the hazard rate is constant and the  Weibull 
failure law is an exponential Failure Law. 
 
Case II:  If α > 1, the hazard function increases as the system gets 
older.In most areas of application, this is the most common case. In 
this case, the system has memory and remembers its age. 
 
Case III: If α < 1, the hazard function decreases as              the 
system ages. 
 

3.3 FT-DKMS Model 
The basic concept of the proposed fault tolerance model is 
described as follows;  A distributed knowledge management 
system network D, consists of one or more knowledge    host, Kis, 
Thus;  
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For each Ki є D(n), a heap structure is defined for each node 

ni є Ki .Each ni contains a knowledge objects which exhibit 
adjustable or polymorphic properties of flat and hierarchical 
grouping depending on some set of indicators such as time 
complexity and safety level of knowledge retrieval or update. 
The time complexity for any node ni is modeled as 

 

   :  

                                       

 For a time critical transaction , the polymorphic hierarchical 

grouping is adopted. This is because of the efficient response of 
hierarchical grouping system which always aimed at reducing 
the Mean-Time-To-Recover (MTTR) by assigning a knowledge 
object to act as a coordinator in a time critical system failure. 
 
However, in a safety critical transaction, the adjustable or 
polymorphic flat grouping is adopted. This is required to 
guarantee a successful transaction in knowledge retrieval and 
update operation by sending out votes to all knowledge objects 
in other to reach a consensus among participating knowledge 
objects for an efficient recovery process.  
 

Each node   has a membership function MS, consisting 

of the main module; 
        MS = { RS, RM, FM} 
            Where RS = Recovery Service 
                       RM = Replication Manager 
                       FM = Fault Manager 
 

The RS  MS, each knowledge Object (KO) adopts a 

checkpointable interface that trap and retrieves state transfer 
handler for the purpose of fault recovery. For every RS, there is 
a trap_state( ) function as depicted in the algorithm below; 

 
Procedure  Recovery_State( )  

  For all Process_log loop 

 IF (Process_Failure := False) THEN 

   Continue execution 

ELSE { Activate trap_state( ); 

      State transfer handler 

     Activate set_state( ); 

   Duplication detection; 

 Store or keep log; 

 } 

  EndIf 

 EndLoop 
End Recovery_State() 

Figure 3.1:   Algorithm for Recovery Interface 
 
 
 

The RM  MS is modeled as RM = {PM1, KPR, PM2, KPlog} 

as indicated in table 1. For each RM, we choose determinable 
characteristics for description of type of fault. These 
characteristics include; Replication Styles, minimum number 
of replica, consistency style, membership style check and point 
interval. The relationship between the services in RM is bi-
directional and fault type (as is being analyzed by the fault 
manager and rectified by the process manager) are updated and 
managed by the properties described above in an attempt to 
enhance the efficiency of future detection, response and 
classification as a way of increasing the Mean-Time-Between-
Failure (MTBF) and reducing the Mean-Time-To-Recover 
(MTTR).  

 
 The RM uses a replication state( ) to update the K-descriptors 
that contains specifications about the fault tolerance structures 
and decisions about the properties of fault tolerance that must 
be made. It also attempts to measure the survival rate of each 
of the knowledge objects that participates in the knowledge 
transfer process by using the weibull distribution. Also, the 
KPlog directly stores the resolutions being made by the PM2 

based on some predefined specification. The information in the 
KPlog is later mined using an association rule through the 
introduction of a partition algorithm(fig 3.4) in order to find an 
efficient way of addressing similar pattern of fault without 
directly repeating the path leading to the K-descriptor, this is 
depicted below;         

 
Procedure Replication_State( ) 

 IF (KG := Time Critical true) Then 

  PM1 KD { 

    Determine: replication 

style; min number of replica;    consistency style; membership 

sytle; checkpoint interval; 

    } 

  PM2 := Hierarchical group; 

  Else 
  PM2 := Flat group; 

  EndIf 
 Store or keep log; 

End Replication_State( ) 

Figure 3.2 : Algorithm for Replication Interface 
 

   P = partition-KPlog 
   n = Number of partitions 
    for i = 1 to n begin // Phase I 

 read_in_partition (pi є P) 
   L’ = gen-large-itemsets (pi) 

  end 
  for (i = 2; Lj

i ≠ Ø , j = 1, 2, . . , n; i++) do 
 CG

i  = Uj = 1,2,…n L
j
i // Merge Phase 

    for i = 1 to n begin // Phase II 

   read_in_partition (pi є P)  
for all candidates c є CG  gen-count(c, p;) 

   end 

  LG = { c є CG  | c.count ≥ 2 minSup} 
 
Figure 3.3: Partition Algorithm for knowledge process mining 
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The FM є { Fd, Fn, Fa} frequently detects fault by sending 
are_u_there( ) message. The Fd detectect any fault f, and in 
turn transfer f to the Fn and thereafter send it to Fa. The FM 
exhibit transitivity function for any f detected in the node ni . 
The fault is later processed using the algorithm below; 

           
Procedure fault_manager( ) 

 For all Process_log loop 

 Check for failure (send are_u_there( )); 

   If (FD := Failure) Then 

{ 

FN := Error_message( ); 

 Analyze fault (either as time or safety-critical); 

Generate feedback To FN; 

    } 

Replication_state( ); 

Else 
Continue execution 

     EndIf 

 EndLoop 
End fault_manager( ) 

 

Figure 3.4: Algorithm for Fault Manager Interface 
 

 
Table 1: List of Notations 

NOTATIONS MEANING 

PM1 Property Manager 

KPR Knowledge object Replicator 

PM2 Knowledge object Manager 

KPlog Knowledge object Log 

KG Knowledge Generator 

KD Knowledge Descriptor 

Fn Fault Notifier 

Fd Fault Detector 

Fa Fault Analyzer 

 

4. CONCLUSION AND FUTURE WORKS 

In this paper, we studied a novel approach of fault tolerant model 
for a distributed knowledge management system based on 
replication and group structure. The knowledge objects are 
replicated and grouped on the basis of their failure probability and 
desired fault tolerance level. The estimation of the failure 
probability for knowledge to be transferred is estimated based on 
weibull reliability model.  

The FT-DKMS model uses recovery interface algorithm, 
replication algorithm, partition algorithm and fault management 
algorithm in a creating a robust fault tolerant framework. This 
framework provides high reliability in a safety and time critical 
transaction in other to minimize Mean-Time-To-Recover 
(MTTR) and maximize Mean-Time-Between-Failure (MTBF).  
The notion of group structure as proposed by process resilience 
still demands more researches in terms of ensuring both flat and 
hierarchical group structures for a single transaction. This 
research provides a theoretical background for community-of-
practice to explore the potentials of distributed knowledge 
management system in knowledge transfer. Future works include 
integrating the proposed architecture into a grid system. 
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ABSTRACT 
 This paper investigates the effect of the Distributed Generation (DG) and its size on voltage flicker and voltage sag which is considered 

 recently as urgent power quality problems that can affect motor starting, temperature rise, overloading of generators, motors and may 
 cause health risk problems due to the annoying light flicker which is consequence of voltage fluctuation. The effect of different sizes of 
 DG on the voltage flicker and voltage sag in different buses of IEEE 34 buses radial distribution system has been investigated. To support 
 this argument, simulations are achieved on MATLAB/SIMULINK, where the results reveal the amount of effect of DG on voltage flicker 
 and voltage sag for different types of buses of radial distribution system. 
  
 Keywords: Distributed Generation (DG); power quality; voltage sag; voltage flicker  

 

 
 

 

1.  INTRODUCTION    
 
In recent years, Distributed Generation (DG) gained much 
attention due to its widespread use and the expectation of the 

increase of using these DGs in the future especially as the electric 
power market is undergoing liberalization. Some studies [1] - [3] 
shows that within the next two or three years, distributed 
generation may represent up to 30% of all new generation. There is 
a great consensus on the positive impacts of these DGs on the 
electric distribution systems [3]-[11]. Some of these positive 
impacts are voltage support, improved reliability, line loss 
reduction, and transmission and distribution capacity release. 

Moreover, Distributed generation has lower capital cost because of 
the small size, also renewable energy based DGs (such as wind or 
solar) can produce near zero pollutant emissions [12]. DGs can 
operate as backup in case of interruption, or for peak shaving 
during time of high demand, or as net metering for feeding power 
back into the distribution system [13].  
 
However, the negative impacts of distributed generation include 
some operating conflicts for fault clearing, reclosing and 

interference with relaying [14]. Also islanding (where a portion of 
the utility system that is disconnected from the remainder of the 
utility system while it is still being energized from distributed 
resources [15]) may occur, leading to poor power quality for this 
portion and voltage rise which may damage the customers’ 
equipments.  Other negative effects on power quality include 
harmonic distortion due to power electronic converter interface, 
voltage regulation problems due to lack of coordination between 

DGs and utility voltage regulation equipments. The relationship 
between power quality and distribution system has been a subject 
of interest for several years. The concept of power quality 
describes the quality of the supplier voltage in relation to the 
transient breaks, falling voltage, harmonics and voltage flicker 
[16].  

 
 
 
 
Voltage Flicker is the disturbance of lightning induced by voltage 
fluctuations. Very small variations are enough to induce lightning 

disturbance for human eye for a standard 230V, 60W coiled-coil 
filament lamp. The disturbance becomes perceptible for voltage 
variation frequency of 10 Hz and relative magnitude of 0.26% [16-
17]. Huge non-linear industrial loads such as the electrical arc 
furnaces [18-19], pumps, welding machines, rolling mills and 
others are known as flicker generators. In this respect, the quality 
of supplied voltage is significantly reduced in an electrical power 
system and the oscillation of supplied voltage appears to be a 

major problem. Electric arc furnace, the main generator of voltage 
flicker, behaves in the form of a constant reactance and a variable 
resistance. The transformer-reactance system is modeled as a 
lumped reactance, a furnace reactance (included connection cables 
and busses) and a variable resistance [20] which models the arc. 
Connecting this type of load to the network produces voltage 
variation at the common point of supply to other consumers. 
 
In this paper, the effect of distributed generation on voltage flicker 

and voltage sag has been studied. The effect of three different sizes 
of DG on the voltage flicker and voltage sag in different buses of 
IEEE 34 buses radial distribution system has been investigated. 
The measurement of voltage flicker and voltage sag has been done 
on the different buses (near the DG and far from the DG). It starts 
with an introducing for voltage flicker in section II. DG are 
discussed in section III. Section IV provides the results and finally 
Section V contains our conclusions. 
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2. VOLTAGE FLICKER 
 
Voltage flicker become a power quality problem in recent years. It 
is defined as “an impression of unsteadiness of visual sensation 
induced by a light stimulus, whose luminance or spectral 
distribution fluctuates with time” [21]. The effect of voltage flicker 
is that it may affect the starting torque, slip, starting current and 
temperature rise. Moreover, it can lead to overloading of 

generators and motors, reduces the lifetime of the electronic, 
incandescent, fluorescent and CRT devices [22]. Since voltage 
flicker phenomena is related to voltage magnitude fluctuation for 
frequency change from 0.5 to 30 Hz, it has been reported that this 
may affects the visual perception of light which represents a health 
risk problem for people who are prone to epilepsy[23]. The known 
sources of voltage flicker are arc furnaces, welders, rolling mills 
[24], Variable Frequency Drives (VFD) generating interharmonics 

[25], switching loads and motor starting including elevators, fans 
and pumps. Also variations in the load current due to repetitive 
events such as air conditioners, washers, refrigerators, 
photocopiers and dryers may cause voltage flickers [26]. 
Voltage flicker stems from fast changes in voltage magnitude 
leading to what so called voltage fluctuations. 
Figure 1 shows the voltage waveform 50 Hz fundamental 
component modulated with 10 Hz Component. 

 

 
 

Figure 1. Voltage flicker represented as amplitude modulation. 
 
Fig.2 shows the voltage variations or voltage fluctuation obtained 
due to speed variation of synchronous generator. This waveform 
was produced using the Lab-Volt station available in the power 
system lab at Dalhousie University [27]. 

 
 

Figure 2. Voltage flicker due to frequency variations 

 
The Lab-Volt station consists of 120V DC source/208V AC 
source; Synchronous Generator rated 120VA-1800 rpm, 208 V. 
The generator is driven by 175 Watts-1800 rpm, 120V DC motor. 
The figure shows that due to rotor speed variation, voltage 
frequency variation occurs which leads to voltage fluctuation. 
Normally the utility voltage frequency variations is very small, 
however in the case of distributed generation some deviations in 

the power system frequency component occurs and with the 
widespread use of these DGs large deviations may exist. 
 

3. DISTRIBUTED GENERATION 
 
There is no generally accepted definition of DG in literature as 
confirmed by the International Conference of Electricity 
Distributors (CIRED) in 1999, on the basis of a questionnaire 
submitted to the member countries [4]. Some countries define 

distributed generation on the basis of the voltage level at which it 
is interconnected, whereas others start from the principle that DG 
is directly supplying consumer loads. Other countries define DG 
through some of its basic characteristic (e.g. using renewable 
sources, cogeneration, being nondispatched). 
 
This section shows some of the main definitions that appeared in 
literature for DG: 

 
1. The International Council on Large Electricity Systems 

(CIGRE) defines distributed generation as all generation 
units with a maximum capacity of 50 MW to 100 MW, 
that are usually connected to the distribution network and 
that are neither centrally planned nor dispatched [5]. 

2. The IEEE defines DG as the generation of electricity by 
facilities that are sufficiently smaller than central 

generating plants so as to allow interconnection at nearly 
any point in a power system. 

3. The International Energy Agency (IEA) defines DG as a 
generating plant serving a customer on-site or providing 
support to a distribution network, connected to the grid at 
distribution-level voltages[6]. 
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4. In [2], a broader definition for DG was given. DG was 
defined by the authors as “an electric power source 
connected directly to the distribution network or on the 
customer site of the meter”. The distinction between 
distribution and transmission networks is based on the 
legal definition which is part of the electricity market 
regulation. 

 

4. SIMULATION AND RESULTS 
 
Figure 3 shows the IEEE 34-bus distribution system, with 
synchronous DG and local load connected at the end of feeder; i.e. 
at node 848. The utility supply is at the beginning of the main 
feeder; at node 800. This system is simulated on 
MATLAB/SIMULINK software. The purpose of the simulation is 
to study the effect of different sizes of synchronous DG on voltage 

sag and voltage flicker is studied by measuring the voltage near the 
supply (node 802), at the end of near feeder to the DG (node 846) 
and at the end of far feeder (node840), in four cases without DG 
and with three different sizes of DG. 
 

 
 

Figure 3. IEEE 34-bus distribution system with DG 
 
 

Figure 4 shows the voltage of bus 802 (utility supply bus) with 
local flicker load at bus 848. This bus voltage doesn’t affect from 
flicker load and its voltage doesn’t change by adding the DG and 
changing of its size. 
 

 
Figure 4. Voltage of bus 802 with local flicker load, that is 

approximately same for four cases 
 
Voltages of buses 840 and 846 with local flicker load at bus 848 

are shown in figures 5 and 6 respectively. The voltages of buses 
840 and 846 measured in four different cases: without DG, with 
small DG, with medium DG and with large DG that represents in 
figures 5 and 6 a to d respectively. As seen from figures 5(a) and 
6(a), the local load flicker on the bus 848 cause to voltage 
fluctuation and voltage sag on the voltages of buses 840 and 846 
that these voltage problems are bigger in bus 846 (near bus to the 
flicker load) in compared with the bus 840 (far bus to the flicker 
load). 

 
The effect of DG and its size on the voltage fluctuation and voltage 
sag of buses 840 and 846 are shown in the parts b, c and d of 
figures 5and 6. As seen from these figures increasing of DG size 
decreases the voltage fluctuation and voltage sag of both buses 840 
and 846. Also, as seen from figure 8 that DG improve the voltage 
sag of both buses 840 and 846 but increasing of DG size 
compensate the voltage sag of bus 846 in compared with 840. In 

the figures 7 and 8 effect of DG and its size on voltage fluctuation 
and voltage sag of buses 840 and 846 are compared. It can be seen 
from figure 7 that DG mitigates the voltage fluctuation of bus 840 
as well as bus 846 and the voltage fluctuation of both buses 
compensate by increasing the size of DG. 
 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 87 

 

 

 
 (a) 

 
(b) 
 

(c) 
 

(d) 
 

Figure 5. Voltage of bus 840 with local flicker load, (a) without 

DG, (b) with small DG, (c) with medium DG, (d) with large DG 

 
(a) 
 

(

b) 
 

 
(c) 
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(d) 
 
 

Figure 6. Voltage of bus 846 with local flicker load, (a) without 

DG, (b) with small DG, (c) with medium DG, (d) with large DG 
 
 

 
 

Figure 7. Effect of different sizes of DG on the voltage 

fluctuation 
 
 

Figure 8. Effect of different sizes of DG on the voltage sag 
 
 

 
 
 
 

5. CONCLUSION 
 
DG has several system support benefits which include voltage 
support, improved power quality and reliability, loss reduction, and 
transmission and distribution capacity release. Voltage fluctuation 
and voltage sag are from most important power quality problems 
especially in distribution systems. In this paper the effect of three 
different sizes of DG on the voltage flicker and voltage sag in 

different types of buses of radial distribution system has been 
investigated. Simulations result that DG mitigates the voltage 
fluctuation of all buses of radial distribution system and the voltage 
fluctuation of all buses improve by increasing the size of DG. 
Also, DG improves the voltage sag of all buses of radial 
distribution system but increasing of DG size compensate the 
voltage sag of near bus to the DG in compared another buses. 
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ABSTRACT 
 Image segmentation is the most critical functions in image analysis and processing. Fundamentally segmentation results affect all the 
 subsequent processes of image analysis such as object representation and description, feature measurement, and even the following 
 higher level tasks such as object classification. Hence, image segmentation is the most essential and crucial process for facilitating the 
 delineation, characterization, and visualization of regions of interest in any medical image. Manual segmentation of medical image by the 
 radiologist is not only a tedious and time consuming process, but also not very accurate especially with the increasing medical imaging 
 modalities and unmanageable quantity of medical images that need to be examined. It becomes therefore necessary to review current 
 methodologies of image segmentation using automated algorithms that are accurate and require as little user interaction as possible 
 especially for medical images. In the segmentation process, the anatomical structure or the region of interest needs to be delineated and 
 extracted out so that it can be viewed individually. In this paper we project the important place of segmentation of images in extracting 
 information for decision making. Subsequently we present the most common methods according to three classifications highlighting the 
 strengths and weaknesses with respect to suitability for medical image segmentation applications. 
 
 Keywords:  segmentation, image engineering, structural, stochastic, hybrid  
 

 
1.  INTRODUCTION    
 
Medical images play vital role in assisting health care providers to 
access patients for diagnosis and treatment. Studying medical 
images depends mainly on the visual interpretation of the 
radiologists. However, this consumes time and usually subjective, 
depending on the experience of the radiologist. Consequently the 
use of computer-aided systems becomes very necessary to 
overcome these limitations. Artificial Intelligence methods such as 
digital image processing when combined with others like machine 
learning, fuzzy logic and pattern recognition are so valuable in 
visualization and analysis of medical images [1].  
 
Image techniques can be grouped under a general framework; 
Image Engineering (IE). This is comprised of three layers: image 
processing (lower layer), image analysis (middle layer), and image 
understanding (high layer), as shown in Fig 1. Image segmentation 
is shown to be the first step and also one of the most critical tasks 
of image analysis. Its objective is that of extracting information 
(represented by data) from an image via image segmentation, 
object representation, and feature measurement, as shown in Fig 1.  
 

 
 
Result of segmentation; obviously have considerable influence 
over the accuracy of feature measurement [2]. The computerization 
of medical image segmentation plays an important role in medical 
imaging applications. It has found wide application in different 
areas such as diagnosis, localization of pathology, study of 
anatomical structure, treatment planning, and computer-integrated 
surgery. However, the variability and the complexity of the 
anatomical structures in the human body have resulted in medical 
image segmentation remaining a hard problem [3].  
 
 
Moreover, there is a wide variety of medical imaging modalities. 
To detect prostate cancer, imaging modalities such as Magnetic 
Resonance Imaging (MRI) and Trans-Rectal UltraSound (TRUS) 
are relied on. MRI images are more comprehensible that TRUS 
images which are corrupted by noise such as speckles and 
shadowing. However, MRI screening is costly, often unavailable in 
many community hospitals, time consuming, and requires more 
patient preparation time.  
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Therefore, TRUS is more popular for screening and biopsy guidance for prostate cancer. It is a safe means of imaging the human body 
because it emits no ionizing radiation, and it uses low-power sound waves. It is relatively cheaper and portable to handle.  
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Figure 1:  Image engineering and image segmentation [2]. 
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2. IMAGE SEGMENTATION DEFINITION 
 
Generally, image segmentation can be defined as a procedure for 
partitioning a digital image into multiple regions (set of pixels). 
Image segmentation separates an image into regions with no 
overlapping. Each region possesses different features including 
colour, intensity, texture or other statistical properties.  The goal of 
segmentation is to simplify and/or change the representation of the 
image into something that is more meaningful and easier to 
analyze. The result of image segmentation is either a set of regions 
that collectively cover the entire image or a set of contours 
extracted from the image [4]. From the foregoing general 
definition, a more specific definition can be given; the process of 
delineating and separating the anatomical structure (region of 
interest) so that it can be viewed individually in order to achieve 
important objectives such as patient diagnosis, radiotherapy 
planning, and advanced surgical planning and research. 
 
 
 
 
 

 
 
If the domain of the image is given by I, then, the segmentation 
problem is to determine the sets whose union is the entire image I. 
Thus, the sets that make up segmentation must satisfy: 

        K 

 I =  U Sk     

    ………………………..(1) 
        K=1 

where Sk ∩ Sj = Ø ∀ k ≠ j, and each Sk  is a connected region.  

 
Ideally, segmentation method defines those sets that belong to 
distinctive anatomical structures or regions of interest in the image 
[3].   
 
One direct way to segment an image is by applying an edge 
detection technique, especially if the image consists of clear 
objects on a different intensity background. However, this method 
can fail, if the image contains noise. It is usually necessary to 
conduct validation experiments so as to quantify the performance 
of a segmentation technique. It can be done by comparing the 
automated segmentation with the manual segmentation of an 
expert. An alternative is using physical phantoms or computational 
phantoms [5].  
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3. IMAGE SEGMENTATION METHODS 
 
Many segmentation techniques exist. However, there is no single 
or standard segmentation technique that works well for all images. 
This section highlights three classes [6] of segmentation 
techniques. The most common image segmentation techniques 
among the classes are examined.  
 
3.1 Structural Segmentation Methods 
These methods utilize information about the structural features of 
the image to implement segmentation of the target image. Some of 
the common structural methods include edge-detection, graph 
searching, deformable models, isosurface and level set. We 
highlight some. 
 
3.1.1 Edge-Detection  

The problem of detecting edges in an image is a basic function in 
image analysis. It involves characterizing the object boundaries in 
an image using edge information. It then makes edge detection 
very handy for segmentation. Edge detection techniques are 
commonly used for detecting edges in an image to perform 
segmentation. The classical edge detection techniques usually use 
the edge detection operators, which are based mainly on the 
gradation such as Sobel, Robert, and Prewitt edge detectors [7]. 
Usually edges occur at the point of intersection of two region with 
varying intensities. The advantage of these techniques is that they 
work very well only on images with good contrast between 
different regions. Their disadvantages include; they detect all the 
edges; hence, it is very difficult to find the relation between the 

edges and the region of interest. In addition, those algorithms are 
sensitive to noise. 
 
3.1.2 Graph-Searching Algorithms 
Graphs are an abstract representation consisting of a set of vertices 
V = {v1 , ·  · ·  , vn }, and a set of edges E = {..., {vi , vj } , ...}, 
where e k = {vi  , vj } indicates that there is an edge (arc) from 
vertex i to vertex j. Each edge has an associated weight 
representing the cost of transition from vi  , vj  as shown in Fig. 
2(b). In these algorithms, edges and surfaces are represented as 
graphs, and the algorithm tries to find the lowest-cost path, (Cpq) 
indicated in Fig. 2 (a), between two nodes of the graph using any 
search algorithm. 
Those algorithms have the advantage that they can perform well 
even if the separations between regions are broken. Their 
disadvantage is that of requiring surfaces to be represented as 
graphs, which could be tricky. 
 
 
3.1.3 Deformable Models 
Deformable models are physically motivated, model-based 
techniques for delineating region boundaries using closed 
parametric curves or surfaces that deform under the influence of 
internal and external forces. To delineate an object boundary in an 
image, a closed curve or surface must first be placed near the 
desired boundary and then allowed to undergo an iterative 
relaxation process 
 
 
 

 
 

  
  
 
 
 
 
 
 
 
 
 
 
 
 
 

 
  (a) Fully connected graph     (b) Graph representation 
 

  Figure 2:   Graph Search Algorithm [3] 
 
 
Internal forces are computed from within the curve or surface to 
keep it smooth throughout the deformation. External forces are 
usually derived from the image to drive the curve or surface 
towards the desired feature of interest. Mathematically, a 
deformable model moves according to its dynamic equations and 

seeks the minimum of a given energy functional [8], [9]. The two 
components of the forces are indicated in eq. (2). The process of 
deformation is performed by minimizing the energy function E(c) 
that is designed in such away that its local minimum is obtained at 
the boundary of the object [10]. 
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The main advantages of deformable models are their ability to 
directly generate closed parametric curves or surfaces from images 
and their incorporation of a smoothness constraint that provides 
robustness to noise and spurious edges. Moreover, they offer sub-
pixel accuracy for the boundary representation, which may be 
important to medical applications.  An important drawback of the 
snakes is that they require manual interaction to place an initial 

model or to choose appropriate initial parameters. Besides, they 
cannot be used in non-interactive applications, unless they are 
initialized close to the structure to be segmented because they are 
designed as interactive models. 
 
 

                           1          1          1 

 

E(c) = α  ∫0   | c’(q) |
2
 dq + ß  ∫0   | c’’(q) |

2
 dq  –  λ  ∫0   ∇f(c(q)) | dq  ……………….(2) 

 
 
 
         Internal forces           external forces 

 
Furthermore, the internal energy constraints of snakes can limit 
their geometric flexibility, and prevent a snake from representing 
long tube-like shapes or shapes with significant protrusions or 
bifurcations. Additionally, since classical deformable contour 
models are parametric and are incapable of adapting topological 
changes without additional machinery, the topology of the 
structure of interest must be known in advance. Finally, they are 
non intrinsic because the energy is A disadvantage is that they 
require manual interaction to place an initial model and choose 
appropriate parameters. 
 
3.2 Stochastic Segmentation Methods 
Stochastic methods are based on statistical analysis. These 
methods operate on discrete pixels of the image without 
consideration to the structural information of the region of interest. 
Among these are clustering, thresholding, classifiers, and markov 
random field models.  
 
3.2.1 Thresholding Methods 
The thresholding technique is the simplest image segmentation 
technique. It is based on the assumption that the objects and the 
background in the image have a bimodal distribution. Typically, 
this assumption is not valid for most images, especially medical 
ones. The key point in this segmentation technique is to determine 
an intensity value, called the threshold, which separates the desired 
classes.  
 
 

Thresholding segmentation transforms input image, I, to a binary 
image, g, by grouping the pixels with intensities, higher than the 
threshold into one class, and the other pixels into another class. For 
any 2D digital image [11], 
 
I(i, j)  for i = 1, 2, …, M   and   
 j = 1, 2, ….., N          ………………………  (3) 
 
The thresholding technique is defined as: 
 
  1 for  I(i, j) ≥ T 
g(i, j) =              …………… (4) 
  0 for  I(i, j)  ˂ T  
 
Some images can be segmented by using more than one 
thresholding point, which is called multi-thresholding, as depicted 
in Figure 3, where T1 and T2  are the two thresholds segmenting 
the image. The output image, resulting from multi-thresholding, is 
no longer binary, but consists of a limited number of grey levels as 
follows: 
 
   0   for   I(i, j)  ˂  T1 
   1 for   T1 *  I(i, j)  ˂ T2  
g(i, j) =     .             ..……… (5) 

    . 
  N for   Tn  *I(i, j)  ˂ T Ng - 1 
 
  
where Ng = the number of grey levels in the image (256) 
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Figure 3:  Histogram showing three apparent classes 

using two thresholds T1 and T2 
 
There are two main methods of thresholding segmentation. The 
simplest and fastest method is called global thresholding, where 
one threshold value is used for the entire image. The second 
method is called local thresholding, where a different threshold 
value is assigned to each sub-image. Although the second method 
is more accurate than the previous one, the second one is more 
computationally complex. To determine the threshold value, the 
histogram of the image is calculated and the minimum value of the 
histogram is used as the threshold value 
 
The histogram can be mathematically described as in [5] [12]. 
Thresholding is used to detect the pubic arch in TRUS during 
transperineal prostate brachytherapy [13]. The technique is also 
used at the initial stage in multi-stage segmentation techniques. It 
yields coarse estimation of the objects in the image, which can be 
modified [14]. One limitation of the global thresholding technique 
is that it does not include the spatial information of the image. This 
causes it to be sensitive to noise and intensity inhomogeneities. 
Both these artifacts essentially corrupt the histogram of the image, 
making separation more difficult. One solution is the connectivity-
based thresholding algorithm, proposed by Chulhee et al. [15]. 
However, the thresholding technique is not powerful enough for a 
complicated problem such as prostate segmentation in TRUS 
 

3.2.2 Classifiers 
Classifier methods are pattern recognition techniques that seek to 
partition a feature space derived from the image using data with 
known labels [16]. A feature space is the range space of any 
function of the image, with the most common feature space being 
the image intensities themselves. A histogram, as shown in Figure 
4, is an example of a 1-D feature space. Figure 4 shows an 
example of a partitioned 2-D and 3D feature space with two 
apparent classes. All pixels with their associated features would be 
grouped into one class. Although the features used can be related 
to texture or other properties, we assume for simplicity that the 
features are simply intensity values. 
 
Classifiers are known as supervised methods since they require 
training data that are manually segmented and then used as 
references for automatically segmenting new data. There are a 
number of ways in which training data can be applied in classifier 
methods.  

 
� Non Parametric Classifiers 
These do not depend on any assumptions about the statistical data 
structure. Some examples of non parametric classifiers include:  

• KNN (K-nearest neighbour) classifier: Each pixel is 
classified in the same class as the training datum that has 
the nearest intensity. 
• Parzen window classifier: The classification is made 
according to the majority of the pixels confined within a 
predefined window of the feature 

(for example, intensity) centered at the unlabeled pixel intensity. 
 
� Parametric Classifiers 
These work with the assumption that pixels intensities are 
independent samples from a mixture of probability distributions, 
usually Gaussian. Bayes classifier is a parametric classifier. It is 
based on a probabilistic model specification [17]. 
 
Classifiers are non-iterative, they are relatively computationally 
efficient. Unlike thresholding methods, they can be applied to 
multi-channel images. A disadvantage of classifiers is that they 
generally do not perform any spatial modeling. Another 
disadvantage is the requirement of manual interaction for obtaining 
training data.  
 
Training sets can be acquired for each image that requires 
segmenting, but this can be time consuming and laborious. On the 
other hand, use of the same training set for a large number of scans 
can lead to biased results which do not take into account 
anatomical and physiological variability between different subjects 
[18]. 

. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Classifier for 2D and 3D [3] 
 
 
3.2.3 Clustering  
Clustering algorithms essentially perform the same function as 
classifier methods without the use of training data. Thus, they are 
termed unsupervised methods. In order to compensate for the lack 
of training data, clustering methods iterate between segmenting the 
image and characterizing the properties of the each class. In a 
sense, clustering methods train themselves using the available data.  
 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 95 

 

 

Three commonly used clustering algorithms are the K-means or 
ISODATA algorithm, the fuzzy c-means algorithm, and the 
expectation-maximization (EM) algorithm [18]. K-means starts by 
partitioning the input pixels into k initial clusters. It then calculates 
the mean pixel, or centroid, of each cluster. It constructs a new 
partition by associating each point with the closest centroid. Then, 
the centroids are recalculated for the new clusters, and the 
algorithm is repeated by alternate application of these two steps 
until convergence, which is obtained when the pixels no longer 
switch clusters (or alternatively centroids are no longer changed), 
is reached. 
 
In FCM, each pixel has a degree of belonging to a number of 
clusters, as in the fuzzy logic, rather than belonging completely to 
just one cluster, which is the case in K-means. Thus, pixels on the 
edge of a cluster, may be in the cluster to a lesser degree than 
pixels in the center of cluster. In other words, FCM allows labels to 
be -”fuzzy,” that is, a pixel can be partially in one cluster and 
partially in others. FCM can also provides information on how 
well a pixel ”fits” a cluster. Since in clustering techniques there is 
no need for training data, they are termed as unsupervised 
techniques [19].  
 
The EM algorithm applies the same clustering principles with the 
underlying assumption that the data follows a Gaussian mixture 
model. It iterates between computing the posterior probabilities 
and computing maximum likelihood estimates of the means, 
covariances, and mixing coefficients of the mixture model. 
Although clustering algorithms do not require training data, they 
do require an initial segmentation (or equivalently, initial 
parameters). The EM algorithm has demonstrated greater 
sensitivity to initialization than the K-means or fuzzy c-means 
algorithms [18]. Like classifier methods, clustering algorithms do 
not directly incorporate spatial modeling and can therefore be 
sensitive to noise and intensity inhomogeneities. This lack of 
spatial modeling, however, can provide significant advantages for 
fast computation.  Robustness to noise can be incorporated using 
Markov random field modeling [20]. 
 
3.3 Hybrid Segmentation Methods 

These methods combine information about the structural features 
of the image as well as statistical analysis by operating on discrete 
pixels of the image to implement segmentation of the target image. 
Some of the common ones include artificial neural network, atla-
guided, region growing, split and merge and watershed. 
 
3.3.1 Artificial Neural Network 
Artificial neural networks (ANNs) are huge parallel networks of 
processing elements or nodes that simulate biological learning. 
Each node in an ANN has the ability of performing elementary 
computations. By adaption of weights assigned to the connections 
between nodes learning is achieved.  ANNs represent a paradigm 
for machine learning and can be used in a variety of ways for 
image segmentation. ANNs are mainly used in medical imaging as 
a classifier [21], [22] where the weights are determined using 
training data, and the ANN is then used to segment new data. 
ANNs can also be used in an unsupervised fashion as a clustering 
method [23], [24] as well as for deformable models [25].  

Although ANNs are inherently parallel, their processing is usually 
simulated on a standard serial computer, thus reducing this 
potential computational advantage. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 5: Artificial neural network [26] 

 
 
ANNs partially deals with the limitations of the conventional 
segmentation algorithms based on structural knowledge, which 
often require considerable user expertise. Furthermore, it is not 
difficult to incorporate spatial information into its classification 
procedures. The highly interconnected and tied processing large 
number of elements makes accounts for it. 
 
 
3.3.2 Atlas-Guided Methods 

Atlas-guided approaches are a powerful tool for medical image 
segmentation when a standard atlas or template is available. The 
atlas is generated by compiling information on the anatomy that 
requires segmenting. This atlas is then used as a reference frame 
for segmenting new images. Conceptually, atlas-guided approaches 
are similar to classifiers except they are implemented in the spatial 
domain of the image rather than in a feature space.  The standard 
atlas-guided approach treats segmentation as a registration problem 
[27]. It first finds a one-to-one transformation that maps a pre-
segmented atlas image to the target image that requires 
segmenting. This process is often referred to as atlas warping. The 
warping can be performed using linear [28], [29] transformations 
but because of anatomical variability, a sequential application of 
linear and non-linear [30], [31] transformations is often used. This 
process results in a correspondence field, which maps each pixel in 
the atlas space to one in the patient coordinate system. The spatial 
priors are then applied to correspondence field resulting in patient 
specific spatial priors, which guide the segmentation as indicated 
in Fig. 6. 
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Figure 6:  Segmentation using atlas-guided approach [3] 
 
 
 
Atlas-guided approaches have been applied mainly in MR brain 
imaging. An advantage of atlas-guided approaches is that labels are 
transferred as well as the segmentation. They also provide a 
standard system for studying morphometric properties [32], [33]. 
Their disadvantage is that even with non-linear registration 
methods accurate segmentations of complex structures is difficult 
due to anatomical variability. Thus, atlas-guided approaches are 
generally better-suited for segmentation of structures that are stable 
over the population of study. One method that helps model 
anatomical variability is the use of probabilistic atlases [33] but 
these require additional time and interaction to accumulate data. 
 
3.3.3 Region Growing Methods 
Region growing takes advantage of an important fact that the 
pixels close together have similar gray values. The main idea of 
this approach consists in the observation that the pixels belonging 
to one element of the object can possess similar properties, for 
example, the gray value. Therefore if the considered pixel has gray 
value that is near the common gray value of the region, this pixel 
can be associated into this region. This technique generally 
consists of the following three steps:  
 
Initially, a new region consists of only one pixel which is called 
the seed pixel is selected. This pixel is determined by user, and is 
used as a-priori information. The given initial pixel determines the 
8-neighbour where all pixels are sequentially checked. If a pixel 
does not belong to any other regions it can be associated into the 
given region if the difference between the gray value of the pixel 
and the averaged gray value of the whole region is less than a 
predefined threshold, T [34].  Second, when the pixel is connected 
to the region the averaged gray value of this region is re-calculated. 
After all the neighbouring pixels are reviewed, new neighbourhood 
for the enlarged region will be determined and the first step is. 
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ABSTRACT 
 User Authentication Schemes play a significant role in today's information security. With the reduction in the cost of computer system, 
 there is increased demand and high reliance on the use of computer in many applications such as data transfer, data sharing, login to e-
 mail or Internet. Due to increased number of users, it can be inferred that there is increase in the amount of data stored in databases. 
 Strong text-based passwords have been typically used to offer some assurance of security, but users end-up writing them down on pieces 
 of papers because of the problem of memorability. Thus the introduction of graphical-based password becomes imperative, because 
 Psychologist opined that human beings have natural inclination to remember images more easily than text. Generally passwords have two 
 essential aspects: usability and security. This paper presents a review of the security and usability features of different graphical password 
 authentication schemes and presents what to be considered in having a balance between usability and security of graphical password as a 
 future work. 
 
 Keywords: User Anthentication, Graphical Password, Usability, Security 
 

 
 
1.  INTRODUCTION    
 
With the reduction in the cost of acquiring computer system and 
increasing demand and reliance on the use of computer in many 
applications, such as data transfer, data sharing, login to e-mail 
or Internet, the number of users have certainly increased. It can 
be inferred that there is increase in stored data in databases. This 
in turn translates into a challenging task for system and network 
administrator in the context of determining user authentication. 
Authentication has been the catalyst for business organization in 
information protection and security. [1] stated that 
Authentication is the process of determining whether a user 
should be allowed access to a particular system/resource or not. 
[2] opined that Authentication is the process of verifying the 
identity of a certain person. User Authentication involves issues 
of both usability and security.  
 
Too often one or the other is ignored even when it is clear that 
both are important and necessary. Information Technology 
security could be enhanced by using multiple methods to 
authenticate users, such as combining "something you know" 
(e.g. a password) with "something you have" (e.g. a smartcard or 
token) and "something you are" (e.g. a biometric characteristic). 
Although the use of biometrics and smartcards is growing, 
passwords are still the most common, and sometimes the only 
authentication mechanism used by many organizations [3]. 
Therefore, it is important to find ways to improve password 
effectiveness. To be effective as an authentication mechanism, 
passwords must simultaneously satisfy two conflicting 
requirements: they must be difficult to compromise, yet easy to 
remember.  
 

 
This challenge underscores the importance of considering user 
behavior when developing security solutions. If users are 
allowed to create their own passwords, they tend to use common 
words such as names, dates, or other personal information that 
can be easily remembered [4]. Such passwords, however, can 
also be easily guessed by attackers with knowledge about their 
intended victim. In addition, user-generated passwords are often 
easy to compromise by various types of Permutation attacks that 
use pre-compiled dictionaries or word-lists [5]. If organizations 
attempt to mitigate this threat either by developing strict 
guidelines for creating passwords or by assigning users system-
generated passwords that are comprised of random characters, 
users can find such complex passwords difficult to remember 
[6]. Therefore, they often write the password down and store it 
insecurely (e.g., by attaching it to the monitor or placing it under 
the keyboard). Even if users store the written-down password 
securely (e.g., in their wallets), doing so changes it from being 
"something you know" to "something you have," thereby 
reducing the number of different authentication factors being 
used [7]. 
 
[8] introduced the term “user-centered security", and was 
followed by [9] and [10]. They drew further attention to the need 
to integrate security and usability research. In particular, this 
demonstrated that usability problems can lead directly to 
security vulnerabilities. Today, Usable security remains an 
active and growing research area. Designing user interaction for 
security applications and user authentication systems 
specifically raises some interesting challenges. The area of 
usable security can be drawn from existing Human-Computer 
Interaction (HCI) knowledge. 
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2. PROBLEM STATEMENT 

It can be said that computer security and computer usability are 
directly composite or what one can call inversely proportional to 
each other. By these, as security of an authentication system 
becomes more strict, so does it lessen the strengths of its 
usability. However, there have been many cases where both 
computer security and computer usability go hand in hand with 
each other and actually improved together. In recent times, 
authentication has been one of the most debated issues in 
information security. Increase in the use of distributed systems 
has given birth to major concerns on the security of data and 
services [11]. Nowadays, having to know “who” is having 
access to “what”, is of great importance to system owners, 
administrators as well as service providers which has led to the 
increase in the number of various types of authentication 
schemes available.  
 
Traditional text based password has been in use over the years 
and, today, is being faced with several challenges. 
Authentication using text based password can be considered as 
weak due to reasons such as; habit of writing down of passwords 
by users, sharing of passwords among users, weak choice of 
passwords by users as well as memorability issues. Traditional 
text based passwords, having gain popularity over the years, has 
spread its tentacles into almost every authentication systems 
being developed until recently when the idea of graphical 
passwords came up. Though text based passwords has grown in 
terms of security but its weakness has been largely found.  
 
Graphical password was preferred to text password because the 
psychologist have established that it is easy to memorize 
graphical password than text password but graphical password 
also come along with its drawbacks such as eavesdropping 
where an attacker is able to intercept communication between 
the server and client would be able to capture graphical 
portfolios transmitted from the server, and the images selected 
by the user, thus stealing the entire graphical password. Another 
attack is shoulder-surfing when an attacker can also steal a 
graphical password by using a video camera during the selection 
of graphical session or when an attacker position himself/herself 
where he/she will be able to capture the graphics/image selected 
during login session. 
 
Due to the fact that above different methodologies have failed to 
give us usable and secure authentication system in this era of 
internet when individual and organization have many data and 
information to keep and also retain the quality, integrity, 
confidentiality and availability then there is need to subject 
different graphical password schemes to user tasks for security 
and usability features. 

3.  AUTHENTICATION 

Authenticating is the process of verifying the identity of a 
certain person. This has been used for many different purposes 
throughout history e.g., scouts and other messengers needed to 
authenticate themselves to city guards and sentries in the past 
before they were given access to different areas [2]. 

In the modern electronically wired information society, 
authentication has gained an even more important role, where 
user authentication is used to grant access control for many 
computer systems (UNIX, Linux and Windows). User 
authentication on these operating systems is usually based on 
password authentication. 
 
The user will hold a username and a password that also is known 
to the operating system. The authentication process is successful 
and access is granted if the username and password entered 
matches the stored values in the operating system. Password 
user authentication is the most common type of authentication 
used to ensure system or document protection and it is therefore 
important to use a more secure authentication scheme for these 
purposes [12]. Password authentication can also be denoted as 
shared secret authentication, because the user that needs to be 
authenticated shares a common secret with the operating system. 
 
Figure 1 illustrates different types of authentication, which is 
commonly used in the modern information society.  

i. A smartcard can be used in a token based 
authentication system.  

ii. The lock expresses an authentication system, where 
the user needs a key to authenticate.  

iii. The login box is a standard secret based authentication 
system from Windows and 

iv. The finger scan expresses a form of biometrics that 
authenticates the user on the biological characteristics. 

 
In medieval times scouts could authenticate themselves by the 
use of seals or similar tokens, but it could also be done through 
passwords that helped the authorities distinguish foreign people 
from local citizens. Today we normally use pin codes, 
passwords, passports, keys, smartcards or other things to 
authenticate for different purposes, and sometimes a 
combination of several of these things is required for a specific 
authentication system. For example an employee usually needs 
both a key and a pin code for the alarm to access work. It is 
important to provide strong security for authentication systems. 
The harder it is for an attacker to gain access the better the 
security of the system is. 
 

 
 

Figure 1: Different authentication methods 
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Authentication is usually said to be based on different principles 
[13]. It is something you have (ownership factor), know 
(knowledge factor), do or are (inherence factors) as illustrated 
by Figure 2. [13] only mentioned three different principles 
because something you do is included as an inherence factor. 
Each of these attributes illustrates different requirements a user 
has to fulfill if it should be possible to authenticate against a 
certain authentication system. These abilities will be described 
as shown in figure 2: 
 

 
Figure 2: The 4 different principles used for authentication 

i. Are: If you should authenticate yourself by proving 
that you are someone, the most common thing is to 
use biometrics. This could be fingerprints, voice 
recognition, retina scan or other things, which proves 
the identity of the person. Things like fingerprints and 
retinas are considered unique, and thereby an attacker 
would have to obtain a copy of the required biometrics 
to be granted access to the system. 

 
ii. Have: This kind of authentication requires something 

you have. This could for example be some kind of a 
smartcard that identifies you or a normal key required 
to open up a door. These things belong to the owner, 
which means that it provides some kind of 
authentication for the user. A token is usually 
embedded with some kind of unique information, 
which is needed if it should be possible for an attacker 
to duplicate the token. 

 
An authentication token that belongs to a person like a 
smartcard or a key is easily stolen by someone who 
wants to obtain the person’s identities. This is a 
security issue in using a physical token that can be 
stolen by a thief or some other person that wants the 
permissions which the authentication token grants. To 
provide a better security solution the authentication 

process should include both a token and something the 
person knows like a password. 

 
Passports, driver's licenses or health insurance cards 
are other things that can prove the identity of a certain 
person. It could also be assumed that a person should 
authenticate himself by proving he has a specific 
employment or belongs to a university. This could be 
done with different kind of identity cards issued by the 
authority to which the person belongs. Authenticating 
by using something you have might involve severe 
security risks because of the possibility to make false 
identity cards and authenticate as someone else. 

 
iii. Know: By using this form of authentication the user 

reveals something he or she knows. This is most likely 
a password or a passphrase, which has been used for 
millenniums when people authenticate themselves for 
different purposes. 

 
Unix and Windows do also use this kind of knowledge 
authentication for their traditional login system. It is 
not easy to obtain a password from another person, but 
it might be achieved by using social engineering, key 
loggers, key sniffers or looking over someone's 
shoulder. 

 
iv. Do: With this form of authentication, it is something 

that a person does. This could for example be a 
signature. A person signs a document or anything else 
to prove that he is the right person. A signature could 
also be duplicated by another person. It is difficult to 
make a perfect duplicate, but it might be possible to 
commit fraud by making a signature that looks like the 
real one. [14] stated that trained document examiners 
can have a false acceptance rate of around 25% and 
untrained personal like bank employees will accept 
almost 100% in practice. This is a security issue for 
something you do to prove your identity. 

 
All of these authentication types define some examples of what 
a person could do to authenticate him and prove that he is the 
person he claims to be. Signatures and personal identity cards 
could be duplicated and tokens could be stolen. This means that 
the security of the authentication provided by these methods is 
rather weak on its own. This could be increased by combining 
the authentication types by using a multifactor authentication 
system. If a person both uses something, which is known and a 
token, then the security is increased by a great margin. An 
attacker would need to obtain the information needed for both 
authentication types and thereby the security of the 
authentication system increases. This could also be described as 
a layered authentication approach, where several layers of 
authentication strengthen the overall security of the system. 
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4.  GRAPHICAL PASSWORDS 

For over a century, psychology studies have recognized the 
human brain's superior memory for recognizing and recalling 
visual information as opposed to verbal or textual information 
[15]. The most widely accepted theory explaining this difference 
is the “dual-coding theory" [16], suggesting that verbal and non-
verbal memory (i.e., word-based or image-based) are processed 
and represented differently in the mind. Images are mentally 
represented in way that retains the perceptual features being 
observed and are assigned perceived meaning based on what is 
being directly observed. Text is a form of knowledge 
representation. Text is represented symbolically, where symbols 
are given arbitrary meaning that describes the object represented 
by the text, as opposed to perceived meaning. For example, `X' 
may represent the Roman numeral 10 or the multiplication 
symbol; the exact meaning is assigned based on some deeper 
concept. Furthermore, images may be encoded twice, 
perceptually and symbolically, if meaning is assigned to the 
image. 
 
Graphical passwords are intended to capitalize on this human 
characteristic in hopes that by reducing the memory burden on 
the user, more secure (e.g., longer or more complex) passwords 
can be produced and users will not resort to unsafe practices in 
order to cope [17, 18]. Graphical passwords can be categorized 
into Pure Recall, Cued Recall and Recognition. 

4.1 Pure Recall 

Graphical passwords requiring pure recall are most similar to 
text passwords because users must remember their password and 
reproduce it without any cues from the system. This is a difficult 
memory task [19] and users sometimes devise ways of using the 
interface as a cue even though it is not intended as such. For 
example, we have evidence that users often include the name of 
the system as part of their text passwords [20]. 
 
i. Draw-A-Secret (DAS)  
With DAS users draw their password on a 2D grid using a stylus 
or mouse as shown in figure 3. The password is composed of the 
coordinates of the grid cells that the user passes through while 
drawing. A drawing can consist of one continuous pen stroke or 
several strokes. To log in, users repeat the same path through the 
grid cells. The theoretical password space is determined by the 
coarseness of the underlying 2D grid and the complexity of the 
images. A coarser grid helps with usability, while a finer grid 
increases the size of the password space. 
 
[21] asked 16 participants to draw 6 “doodles" and 6 “logos" on 
6 X 6 grids. These drawings were visually inspected for 
symmetry and number of pen strokes. They found that 
participants tended to draw symmetric images with few pen 
strokes (1-3) and tended to place their drawing approximately in 
the center of the grid. This preliminary study has several 
limitations: users were not told that their drawings were 
“passwords", users did not have to reproduce their drawings at 
any point, and data was collected on paper so users did not have 
to draw using the computer.  

Consequently, no usability data (login times, success rates, etc.) 
was collected for the scheme. [22] categorized DAS passwords 
into password classes based on characteristics such as symmetry 
and number of pen strokes. Using this classification, they show 
that a large number of passwords from the paper-based study 
[21] and a subsequent study on a similar scheme [23] fall within 
these predictable categories, which could help attackers identify 
candidate passwords with high probability of success and launch 
efficient dictionary attacks. 
 
ii. Draw-A-Secret (DAS)  

 

 
Figure 3: Sample Draw-A-Secret password 

(Adapted [17]) 

 

iii. Passdoodle 
Passdoodle is similar to DAS, allowing users to create a 
freehand drawing as a password, but without a visible grid. The 
use of additional characteristics such as pen colour, number of 
pen strokes, and drawing speed are suggested by the authors to 
add variability to the doodles. [24] reported on a small paper-
based prototype study of Passdoodle and found that users often 
remembered their final drawing, but they made mistakes in 
recalling the number, order, or direction of the pen strokes. In a 
lab study [25], 10 users created their doodle by tracing it with 
their finger on a touch screen. Users repeated the trace several 
times. This data was used as training for the recognition 
algorithm and it was found that similar input could be accurately 
interpreted as similar. No further usability or security analysis 
has been reported. 
 
Later, [26] separately proposed a web-based password manager 
where a “master doodle" was used instead of a master password. 
In their 10-participant user study, they collected Tamil language 
character samples using Tablet, PCs and PDAs. Using only one 
initial doodle as the master doodle, they used handwriting 
recognition techniques to evaluate whether the subsequent 
doodles were correct and reported 90% accuracy with one of the 
handwriting recognition techniques. 
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All three Passdoodle studies focus on the users' ability to recall 
and reproduce their doodles and on the matching algorithms 
used to accurately identify similar entries. None of the studies 
look at usability metrics such as login times or success rates. 
During password creation, however, Passdoodles would likely 
require training of the recognition algorithm to build an accurate 
model of the password.  
 
Although no security analysis has been reported, we provide 
here a preliminary evaluation comments based on our 
understanding of the scheme. Shoulder-surfing would be 
possible with Passdoodle and accurately observing one login 
would be sufficient to learn the password. However, reproducing 
the drawing may be difficult and would depend on which 
measures (such as drawing speed) are used by the recognition 
algorithm. We expect that Passdoodle would be susceptible to 
the same types of predictability seen with DAS (symmetry and 
short passwords) and as such successful dictionary attacks may 
be possible. As with DAS, some users are likely to choose 
personally identifiable passwords that can be guessed by 
someone who knows the user. It would likely be difficult to 
accurately describe a Passdoodle password since there is no 
visible grid to act as a guide, although it may be possible to 
sketch and share such passwords. Passdoodle passwords (the 
drawings themselves) would likely need to be stored in a manner 
accessible to the system, as opposed to hashed, since the 
recognition algorithm must allow for various approximations of 
the original password. 
 
iv. Pass-Go  
Tao's Pass-Go was named for the Chinese board game of Go 
which consisted of strategically placing tokens on the 
intersections of a grid. In Pass-Go as shown in figure 4, users 
draw their password on a grid, except that the intersections are 
used instead of grid squares. Visually, the user's movements are 
snapped to grid-lines and intersections so that the drawing is not 
impacted by small variations in the trace. Users can choose pen 
colours to increase the complexity of their drawing. Results of a 
large field study showed that login success rates were acceptable 
(as determined by the study's authors) at 78%, but no login times 
were reported. Users chose more complex passwords than with 
DAS, although a large number of passwords were symmetrical 
and would be susceptible to attack [27]. The theoretical 
password space of Pass-Go is larger than for DAS, in part 
because of a finer grid (more squares), and also because Pass-Go 
allows for diagonal movement while DAS only permits 
horizontal and vertical movements. Pen colour was used as an 
additional parameter and the authors suggest using a finer grid to 
further increase the theoretical password space. Dictionary 
attacks may be less effective than DAS since it is reported that 
users selected longer passwords and used colour; both add 
variability to passwords. Interpreting other aspects of security, 
Pass-Go is similar to DAS in terms of shoulder-surfing, 
phishing, social engineering, and personalization. 
 
A similar scheme was proposed by [28]. It uses a haptic input 
device that measures pen pressure while users draw their 
password. They suggest that this may help protect against 

shoulder-surfing since an observer would have difficulty 
distinguishing variances in pen pressure. Results of their user 
study, however, show that users applied very little pen pressure 
and hardly lifted the pen while drawing, so the use of haptics did 
not increase the difficulty of guessing passwords. 
  

 
Figure 4: Login screen for Pass-Go 

(Adapted [23]) 

4.2 Cued-recall 
In cued-recall systems, the system provides a cue to help trigger 
the user's memory of the password (or portion thereof). This 
feature is intended to reduce the memory load on users and is an 
easier memory recall task than pure recall. [29] explain that 
items in human memory may be available but not accessible for 
retrieval. Their results show that previously inaccessible 
information in a pure recall situation can be retrieved with the 
aid of a retrieval cue. Ideally, the cue in an authentication 
system will be helpful only to legitimate users and not to 
attackers trying to crack a given password. 
 
Several of the cued-recall graphical password schemes surveyed 
require that users remember specific details within the images 
(or 3D environment). This is a different memory task than 
simply recognizing the graphical as a whole. [30] showed that 
people also retain accurate, detailed, visual memories of objects 
to which they previously attended in visual scenes; this suggests 
that users may be able to accurately remember specific parts of 
an graphical as their password if they initially focused on them. 
We now provide a survey of graphical password systems that 
employ cued-recall to facilitate password memory. 
 
i. 3D Graphical Passwords  
[31] proposed a 3D scheme where users navigate a 3D world 
and perform a sequence of actions interpreted as their password. 
Unlike the 2D graphical passwords in this section, the 3D 
environment acts as a cue to prompt users to perform their 
actions. The authors envision that users could perform various 
actions such as clicking on certain areas, typing or drawing on a 
virtual surface, entering a biometric, interacting with certain 
parts of the virtual world (like turning on a light switch), and so 
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on. Their prototype system implements only a small portion of 
the scheme and provides no details about the other proposed 
components, so it is difficult to make any usability or security 
evaluations. The prototype allows users to walk through a virtual 
art gallery and enter textual passwords at virtual computers or 
select pictures as part of a graphical password, but no user 
testing or security results are reported. This appears more of a 
conceptual proposal at this stage. 
 
The theoretical password space is based on the number of 
actions required within the world, the number of objects 
available for interaction within the world, and the password 
space of each of these object/interaction pairs. For example, if 
one action is turning on a light switch, there are only two 
possible states, but if one action is entering an 8-character text 
password on a virtual computer, then the password space for that 
object/interaction is 958. Without further details of what would 
be included in the 3D world, it is impossible to approximate the 
theoretical password space. The authors suggest that users 
would select their sequence of actions and interactions; we 
expect that there would likely be some predictability and 
opportunity for dictionary attacks as well as targeted attacks.  
 
We expect that shoulder-surfing is likely to be a problem since 
observers will at minimum see the user location within the 3D 
world, although the extent of the threat would depend on the 
types of interactions defined in the world. Social engineering 
attacks where attackers get users to verbalize their password 
may be possible, but again this depends on the types of 
interactions allowed (e.g., it would be easy to tell someone to 
turn on the light switch in the living room, but difficult to 
describe some types of graphical passwords used within the 
world). We expect that this scheme would be vulnerable to 
attacks using both screen scraping and mouse logging, but more 
implementation details would be needed to be sure. 
 
3D graphical passwords, as with all cued-recall systems, must 
provide some information to the user as a prompt before they 
enter their password. Phishing is, therefore, only possible if the 
fake system has this information. The most likely way of 
accomplishing this is through MITM attacks, to which all cued-
recall schemes described in this section are susceptible for these 
same reasons. 
 
ii. Inkblot Authentication  
Although not strictly a graphical password system, Inkblot 
Authentication as shown in figure 5 uses images as a cue for text 
password entry. The system presents computer generated 
“inkblots" and users respond by entering text characters that 
match those earlier selected when the password was created. 
During password creation, users are shown a series of inkblots 
and asked to type in the first and last letter of the word/phrase 
that best describes the inkblot. These pairs of letters become the 
user's password. The inkblots are displayed, in order, as cues 
during login and users must enter each of their 2-character 
responses. The authors suggest that with time, users would 
memorize their password and would no longer need to rely on 
the inkblots as cues. Twenty-five users in a lab study were 

presented with 10 inkblots and created a corresponding 
password. After one day 80% of users entered their entire 
password correctly, and 72% were successful after one week. 
With only one exception, when users made mistakes, it was on 
only one of their 10 character-pairs. The resulting passwords 
were relatively strong (20 characters long with no recognizable 
words, although some letters were more popular than others). 
The authors claim that inkblots should be abstract enough that 
an attacker seeing the inkblots would not have an advantage in 
guessing a user's password. 
 
The theoretical password space is the same as for regular text 
passwords. In this case, 20-characters are entered, so 2620 = 294 
passwords if only lowercase characters are considered. Users are 
instructed to select the first and last letter of a word, so the 
proposed system considers only lowercase letters, but it could 
allow for a larger character set. If users employed the inkblots 
correctly (rather than ignoring them and creating a regular text 
password), dictionary or targeted attacks would have Figure 5: 
Inkblots used in the Inkblot Authentication user study [32] little 
leverage over brute-force. The authors note that some letters and 
character-pairs were more likely than others and that these 
follow frequency distributions seen in the English language. 
Also, since users are instructed to select the first and last letter 
of a word, the resulting passwords likely include only letters. 
 

 
Figure 5: Inkblots used in the Inkblot Authentication user 

Study (adapted [32]) 

 

iii. Blonder's Graphical Passwords 
[33] was the first to propose click-based graphical passwords. In 
his scheme, a system administrator prepares an graphical by 
defining the perimeter of objects within the graphical (“tap 
regions"), typically along the outlines of the objects in the scene. 
Users select a sequence of these pre-defined objects as their 
password by clicking on each object. For example, in Figure 6, a 
password could consist of clicking on the pocket watch, the red 
bead necklace, the picture on the wall, the watch on the bed, and 
the camera. To log in, users click on each object in the same 
order. The graphical is intended as a cue to help users remember 
their password. No usability or security analysis has been 
reported, and indeed, to our knowledge no work has been 
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published on this scheme besides Blonder's patent. According to 
[34], Passlogix had an implementation similar to Blonder's 
password scheme as part of their v-GO system (Figure 6), 
although it no longer appears to be available. 
 
A relatively small number of objects could be defined within an 
image; therefore the number of possible password combinations 
is limited and could be exhaustively searched. For example, with 
50 objects and 5 clicks, the theoretical password space would 
include 505 = 228 passwords. We expect that some objects would 
be more popular than others and that users may tend to select 
personally meaningful items. In this case, dictionary and 
targeted attacks may both be effective. An attacker who 
accurately observes one login would have enough information to 
log in independently, so shoulder-surfing is a concern. Since 
distinct objects are selected as part of the password, it seems 
likely that the password could be verbalized and revealed in 
social engineering attacks. Because tap regions are distinct 
objects, passwords created with this scheme could be hashed for 
storage, i.e., the hashed password would suffice to allow the 
system to verify the entered password.  
To capture the password using malware, a mouse-logger may 
suffice if the attacker is able to also determine the position of the 
graphical on the screen. Alternatively, a screen scraper would be 
necessary to identify the graphical location. The screen scraper 
may be sufficient if the attacker can identify when the user 
clicked the mouse button the user may not necessarily stop 
moving the cursor while clicking, especially if they are very 
familiar with the password. 
 

 
Figure 6: Passlogix implementation of Blonder's graphical 

passwords. (Adapted [34]) 

 
iv. PASSPOINTS 
PassPoints [35], as shown in Figure 7, is an extension of 
Blonder's click-based graphical passwords. During password 
creation, users are presented with an graphical and select a 
sequence of any 5 click-points (pixels) on this graphical by 
clicking on them Figure 7: Passlogix implementation of 
Blonder's graphical passwords. During login, re-entry of the 

click-points must be accurate to within some system-specified 
tolerance and in the correct order. PassPoints has a larger 
theoretical password space than Blonder's original scheme 
because any pixel can be selected as a click-point. The graphical 
acts as a cue, hopefully giving user’s memory prompts of the 
location of their click-points since users are expected to select 
their click-points based on characteristics of this background 
image. We note that this is not an optimal cued-recall scenario. 
Users are presented with only one cue and must recall 5 pieces 
of information in the correct order. 
 
In user studies, [35] found that users took 64 seconds to initially 
create a password, and required an additional 171 seconds of 
training time on average to memorize the password. Login took 
between 9 and 19 seconds on average and login success rates 
varied from 55-90%, with users returning at different intervals to 
log in again. 
 
The implementation of PassPoints requires that for each click-
point, an imaginary grid is overlaid onto the image; if a guessed 
click-point falls within the same grid square as the original 
point, then the guess is accepted. [36] propose a “robust 
discretization" scheme to take care of this implementation detail. 
The number of entries in the theoretical password space for 
PassPoints is based on the number of squares in this grid and the 
number of click-points in a password. For example, with the 
standard configuration tested in the user studies, there are 373 
grid squares and 5 click-points, giving 3735 = 243 passwords. 
 
PassPoints is vulnerable to hotspots and patterns within images 
[37, 38, 39, 27 and 15]. Hotspots are areas of the graphical with 
higher probability of being chosen by users, and patterns are 
simple geometric shapes formed by the 5 click-points in a user's 
password. These can be exploited to launch efficient dictionary 
attacks. Although the issue has not been specifically addressed 
in user studies, we expect that users select click-points that have 
personal meaning to them, which could potentially be exploited 
in targeted attacks. Shoulder-surfing can reveal a user's 
password in one login since the entire password is observable on 
the screen as the user enters it. [40] have preliminary evidence 
that users can sufficiently describe their password to enable 
someone else to enter it, so PassPoints may also be susceptible 
to social engineering attacks. Malware attacks using screen 
scrapers and mouse logging may be sufficient for learning a 
user's PassPoints password. These could be used in combination 
or separately, as discussed above for Blonder's scheme. 
 
PassPoints passwords can be hashed for storage. Additional 
information must however, be stored in a manner accessible to 
the system, namely a grid identifier (for each click-point) so that 
the system can use the appropriate grid when verifying login 
attempts. 
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Figure 7: Example password on a PassPoints system. 

The small numbered boxes illustrate the acceptable tolerance 

area around each of the 5 click-points and would not ordinarily 
be visible to users.  (Adapted [35]). 

4.3  Recognition 

Several theories exist to explain the difference between 
recognition and recall memory, based on whether these are two 
unique processes or whether they are similar and differ only in 
their retrieval difficulty [41]. It is generally accepted, however, 
that recognition is an easier memory task than recall [42]. In 
recognition-based graphical password systems, users typically 
memorize a portfolio of images during password creation and 
then must recognize their images from among decoys to log in. 
Humans have exceptional ability to recognize images previously 
seen, even if those images were viewed very brief [43]. Several 
recognition-based graphical password schemes have been 
proposed in recent years. The most prominent systems available 
in the literature are described below. 
 
i. Deja Vu  
In Deja Vu, users select and memorize a subset of images from a 
larger sample to create their portfolio. To log in, users must 
recognize images belonging to their pre-defined portfolio from a 
set of decoy images; in the test system, a panel of 25 images is 
displayed, 5 of which belong to the user's portfolio. Users must 
identify all of images from their portfolio and only one panel is 
displayed. Images of “randomart" are used to make it more 
difficult for users to write down their password or share it with 
others by describing the images from their portfolio. The authors 
report that a fixed set of 10000 images is sufficient, but that 
“attractive" images should be hand-selected to increase the 
likelihood that images have similar probabilities of being 
selected by users. 
 
A 20-participant user study showed that although slower than 
traditional text passwords or PINs, users could more accurately 

remember their Deja Vu password one week after password 
creation. Users took an average of 45 seconds to create their 
password. They took an average of 32 seconds to log in 
immediately after password creation with 100% success rate, 
and then took an average of 36 seconds to log in a week later, 
achieving a 90% success rate at that time. 
 
This type of system is not suitable as a replacement for text 
passwords because with a reasonably sized set of images for 
usability, the theoretical password space is only comparable to a 
4 or 5 digit PIN. The authors claim that Deja Vu is resistant to 
dictionary attacks because few images in their user study were 
selected by more than one user; however, this claim has not been 
rigorously tested. Deja Vu is slightly more shoulder-surfing 
resistant than previously described schemes since only a portion 
of the user's portfolio is revealed during a login attempt. Several 
logins would need to be observed to identify all of the images in 
a user's portfolio. Participants in the user study found it difficult 
to describe the images in their portfolio and users who had the 
same graphical gave different descriptions from each other.  
 
This provides evidence that it may be difficult for an attacker to 
gather enough information from a social engineering attack to 
log in, at least if the attacker relies on the user to verbalize the 
password. Similarly, it is likely to be difficult to identify images 
belonging to a particular user based on knowing other 
information about that user; it is, however, possible that users 
select images that include their favouritecolour, for example. 
Screen scraping malware could record Deja Vu passwords; 
however, multiple logins would need to be observed before 
attackers learn all of the images in the user's portfolio. Phishing 
attacks are more difficult with recognition-based systems such 
as Deja Vu because the system must present the correct set of 
images to the user before password entry.  
 

 
Figure 8: Screenshot of the Deja Vu graphical password 

system (Adapted [44]) 
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ii. PassFaces / Faces  
In PassFaces as shown in figure 9, users pre-select a set of 
images of human faces. During login, they are presented with a 
panel of candidate faces and have to select the face belonging to 
their set from among decoys. This process is repeated several 
times with different panels, and users must perform each round 
correctly in order to successfully authenticate themselves. In the 
test systems, a panel consisted of 9 images, one of which 
belonged to the user's portfolio, and a user completed 4 rounds 
to login. 
 
In a study with 77 users, [45] found that people could remember 
their PassFaces password over extended periods of time, with 
login success rates of between 72% and 100% by the third 
attempt for various intervals of time, up to 5 months. Brostoff 
and Sasse (2000) conducted a field study with 34 users, and 
found mixed results. While users made fewer login errors (95% 
success rate for PassFaces), they tended to log in less frequently 
than users who had text passwords because the login process 
took too long (although no login times are reported).  
[45] conducted a large field study where students used one of 
two graphical password schemes to access class material. They 
implemented their own version of PassFaces, called Faces, for 
the study. They found that users selected predictable passwords 
that could be successfully guessed by attackers with little effort. 
Analysis of user choice revealed that users tended to select 
beautiful female faces of their own race. One of their major 
conclusions was that many graphical password schemes, 
including Faces, may require “a different posture towards 
password selection" than text passwords, where selection by the 
user is the norm. None of the studies reported time to create a 
password, but the PassFaces corporate website reports that 
password creation takes 3-5 minutes for a panel of 9 faces and 5 
rounds. 
 
Further research has been conducted on the security of 
PassFaces. [45] investigated whether PassFaces could be made 
less vulnerable to social engineering attacks where attackers 
convince users to describe the images in their portfolio. They 
showed that when decoy images were carefully selected so that 
they were similar to the users' portfolio images, someone 
hearing a description of the portfolio images was unlikely to 
correctly enter the password based on this description. 
 
However, users could still take pictures of their images and 
share those images. [46] compared shoulder-surfing risks 
between PassFaces, text passwords, and PINs in a lab study. 
They found that when PassFaces used keypad entry rather than a 
mouse, it was significantly less vulnerable to shoulder-surfing 
than even text passwords or PINs. If PassFaces uses a keyboard 
for password entry, then malware attacks would need both a 
key-logger and screen scraping software to gain enough 
knowledge for password entry; with regular mouse entry, only a 
screen scraper is necessary. 
 

 
Figure 9: Sample panels for the PassFaces graphical 

password. 

On the left is a sample panel from the original system (adapted 

from Davis, Monrose, and Reiter, 2004). On the right, a panel 

with decoys similar to the graphical from the user's portfolio 
(adapted [40]). 

 

iii. Story  
Story as shown in figure 10 was proposed by [45] as a 
comparison system for PassFaces. In Story, users first select a 
sequence of images for their portfolio. To log in, users are 
presented with one panel of images and must identify their 
portfolio images from among decoys. The images contained 
everyday objects, places, or people. Story also introduced a 
sequential component by requiring that users select their images 
in the correct order. To help with memorability, users were 
instructed to mentally construct a story to connect the images in 
their set. In the test system, a panel contained 9 images and a 
user's password consisted of a sequence of 4 images selected 
from within this panel. 
 
Story was user tested along with Faces as part of the same field 
study by [45]. They found that user choices in Story were more 
varied but still displayed exploitable patterns such as differences 
between male and female choices. Users had more difficulty 
remembering their Story passwords (85% success rate) and most 
frequently made ordering errors. Surveys with participants 
revealed that they were unlikely to have formulated a story as a 
memory aid, despite the designers' intentions, which may 
explain the high number of ordering errors (this might possibly 
be overcome with different instructions or further experience 
with the system). Times to create a password or login were not 
reported. 
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Figure 10: Sample panel for the Story graphical password 

system (Adapted [45]) 

 

Iv Weinshall Cognitive Authentication Scheme Safe against 

Spyware  
[47] proposed a graphical password scheme as shown in figure 
11 where login requires that users recognize images from their 
portfolio. The login task involves computing a path through a 
panel of images based on whether particular images belong to 
the user's portfolio. The rules are to compute a path starting from 
the top-left corner of the panel of images: move down if you 
stand on a picture from your portfolio, move right otherwise. 
When the right or bottom edge of the panel is reached, identify 
the corresponding label for that row or column. A multiple-
choice question is presented, which includes the label for the 
correct end-point of the path. 
 
Users perform several rounds, presented with a different panel 
each time. After each round, the system computes the 
cumulative probability that the correct answer was not entered 
by chance. When the probability passes a certain threshold, then 
the user is authenticated. This allows for some user error, but if 
the threshold is not passed within a certain number of rounds, 
the user is rejected. The keyboard is used for input, rather than a 
mouse, to help reduce shoulder-surfing. Users receive system-
assigned portfolios of images and receive extensive training to 
initially memorize their portfolio since it includes a large 
number of images (approximately 100), but no times were 
reported for this initial training phase. 
 
Login takes from 1.5 to 3 minutes on average. In a user study 
with 9 participants, a 95% login success rate was achieved 
overall, with users logging on over a period of 10 weeks. 
The main advantage reported by Weinshall is resistance to 
observation (shoulder-surfing) attacks; however this scheme has 
been successfully attacked by [48]. The attack uses a SAT 
(boolean satisfy ability problem) solver, allowing recovery of 
the user's secret in a few seconds, after seeing a small number of 
user logins. 
 

 
Figure 11: Sample panel for Weinshall's cognitive 

authentication scheme safe against spyware 

(Adapted [47]) 

 
 
5. USABILITY COMPARISON OF GRAPHICAL  

    PASSWORD SCHEMES 

The world’s largest developer of international standards, ISO 
(International Standards Organization) developed series of 
standards on usability of which three stands out in terms of 
describing the features of usability in larger context. These 
standards include the ISO 9241, ISO 9126 and ISO 13407. 
Summarily, these standards explain the feature of usability in 
terms of efficiency, effectiveness as well as satisfaction. The 
table below shows the ISO specification for each of these 
features. 



Table 1: ISO specifications for Usability Features 

 
 
 
The table below shows the assessment of Graphical User Authentication Schemes in terms of the ISO standard. 

Table 2: The Usability Features of Graphical User Authentication Schemes 

S/N SCHEMES SATISFACTION EFFICIENCY EFFECTIVENESS 

1. DRAW-A-SECRET N N N 
2. PASS DOODLE N N N 
3. PASS-GO Y N Y 
4. DÉJÀ VU Y N Y 
5. PASS FACES Y N Y 
6. STORY Y Y N 
7. WEINSHALL Y Y N 
8. 3D PASSWORD Y N N 
9. INKBLOT AUTHENTICATION Y Y N 
10. BLODER’ Y Y N 
11. PASS POINTS Y Y Y 
 

SECURITY COMPARISON OF GRAPHICAL PASSWORD SCHEMES 

S/N SCHEME PASSWORD SPACE OFFLINE 

ATTACK 

SOCIAL 

ENGINEERING 

SHOULDER 

SURFING 

1. DRAW-A-SECRET 
Depends on grid size and pass 
word length.  E.g., 5 x 5 grid, 
length 12,  258 pass words Can be hashed 

Complex to 
verbalize, but could 
be sketched, can 
take screen shot One login 

2. PASS DOODLE 
Depends on granularity of grid, 
matching algorithm, drawing 
speed 

Doodle model 
must be available 
to system 

Difficult with no 
visible grid, but 
could be sketched, 
can take screen shot One login 

3. PASS-GO Exceeds DAS due to diagonal 
moves, finer grid.  For 9 x 9 grid: 
277 pass word (more if colour 
choice, finer grid) Can be hashed 

Complex to 
verbalize, but could 
be sketched, and 
can take screen shot One login 

4. DÉJÀ VU 

216 pass words 

Portfolio must be 
available to 
system 

Difficult to 
verbalize, can take 
screen shots A few logins 
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S/N SCHEME PASSWORD SPACE OFFLINE 

ATTACK 

SOCIAL 

ENGINEERING 

SHOULDER 

SURFING 

5. PASS FACES 

213 

Portfolio must be 
available to 
system 

Difficult to 
verbalize, can take 
screen shots 

One Login (observe 
screen or keyboard, 
depending on 
configuration) 

6. STORY 

212 

Portfolio must be 
available to 
system 

Easy unless decoys 
similar to portfolio 
images, can take 
screen shot One login 

7. WEINSHALL 

Depends on parameters, e.g. 45 
for 4 choices and 5 rounds 

Portfolio must be 
available to 
system 

Difficult because 
panel of images 
different at each 
round A few logins 

8. 3D PASSWORD 
Large, must handle complex 
tolerance issues (e.g., time, 
proximity - based) 

unknown, but 
likely some info 
must be available 
to system 

Potentially complex 
description needed  

Depends on choice 
of actions, but likely 

9. INKBLOT 

AUTHENTICATION 

294 for 20 lower case letters 

Pass word can be 
hashed, but 
images must be 
available to 
system 

Easy to describe 
text password  

One login observing 
typing  

10. BLODER’ 

Depend on total no of objects and 
clicks 

Can be hashed, 
but image must be 
available  to 
system 

Likely with object 
description or 
screen shot One login 

11. PASS POINTS 
Depends on no. grid squares 
clicks, e.g. 243 for 373 squares and 
5 clicks 

Can be hashed, 
but image must be 
available  to 
system 

Possible with 
complex description 
or screen shot  One login 

 

7. CONCLUSION 

Having discussed different graphical authentication 
schemes and sujecting them to ISO specifications for 
Usability Features that is satisfaction, efficiency and 
effectiveness and comparing the security features of each 
of them by considering their password space, offline 
attack, social engineering and shoulder surfing. 
 
The future work is to balance the trade-off between 
Usability and Security by considering the following 
factors: 

1. Using of Mouse on the image 
2. How meaningful is the Image? 
3. Can the Scheme be used easily? 
4. How understandable is the Scheme? 
5. Is the Scheme easy to execute? 
6. Memorability of the image 
7. Simplicity of the steps involved 
8. Simplicity of the training for user 
9. How Pleasant is the image? 

 
 
 
 

10. Simple and nice interface 
11. Effectiveness of the Scheme 
12. Efficiency of the Scheme 
13. Password space 
14. Prevention against Offline attack 
15. Prevention against Social Engineering 
16. Prevention against Shoulder Surfing 
17. Prevention against Brute force 
18. Prevention against Dictionary attack 
19. Prevention against Guessing 
20. Prevention against Spyware 

 
In conclusion, if the above factors are considered for future design 
we are going to have a reliable, usable authentication scheme. 
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ABSTRACT 
In this paper the effect of hybrid market indicators is examined for an improved stock price prediction. The hybrid market indicators 
consist of technical, fundamental and expert opinion variables as input to artificial neural networks model. The empirical results obtained 
with published stock data of Dell and Nokia obtained from New York Stock Exchange shows that the proposed model can be effective to 
improve accuracy of stock price prediction. 
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1.  INTRODUCTION    
 
The ability to accurately predict the future is crucial to many 
decision processes in planning, organizing, scheduling, 
purchasing, strategy formulation, policy making and supply chains 
management and so on. Therefore, prediction/forecasting is an 
area where a lot of research efforts have been invested in the past. 

Yet, it is still an important and active field of human activity at the 
present time and will continue to be in the future (Zhang et al., 
2004).  Stock price prediction has always been a subject of interest 
for most investors and financial analysts. Nevertheless, finding the 
best time to buy or sell has remained a very difficult task for 
investors because there are other numerous factors that may 
influence stock prices (Pei-Chan and Chen-Hao, 2008; Weckman, 
2008). Stock market prediction has remained an important 
research topic in business and finance. However, stock markets 

environment are very complicated, dynamic, stochastic and thus 
difficult to predict (Wei, 2005; Yang and Wu, 2006; Tsanga et al., 
2007; Tae, 2007). Presently, financial forecasting is regarded as 
one of the most challenging applications of time series forecasting. 
Financial time series presents complex behavior, resulting from a 
huge number of factors, which could be economic, political, or 
psychological. They are inherently noisy, non-stationary, and 
deterministically chaotic. 

 
Financial forecasting is of considerable practical interest. The 
most common approaches to stock price prediction are 
fundamental and technical analysis. The fundamental analysis is 
based on financial status and performance of the company. The 
technical analysis is based on the historical financial time series 
data  (Pei-Chan and Chen-Hao, 2008). The ability of artificial 
neural networks (ANNs) to mine valuable information from a 

mass of historical information and be efficiently used in financial 
areas. The application of ANN to financial forecasting  have been 
very popular over the last few years (Kate and Gupta, 2000; Abu-
Mostafa el al., 2001; Defu et al., 2005; Khashei, 2009; Mehdi and 
Mehdi, 2010).  
 

 
In this study artificial neural network with hybrid market 
indicators was used to develop an improved stock price predictive 
model. However, from literature survey, previous research efforts 
on stock market prediction had engaged predominantly technical 
indicators for forecasting of stock prices. The impact of 
fundamental analysis variables has been largely ignored. This 

study contrast previous studies by exploring the combination of 
the technical indicators, fundamental indicators and experts 
opinion for stock price prediction with the objective of attaining 
improved stock price prediction. 
 
The rest of the paper is organized as follows. Section 2 presents a 
review of related works. Section 3 describes the methodology 
used. Section 4 describes the experimental results obtained. The 

paper is concluded in section 5. 
 

2. RELATED WORKS 

 
A review of previous studies on stock price forecasting shows the 
prevalent use of technical indicators with artificial neural networks 
(ANNs) for stock market prediction over the last two decades. 
What follows are example from the literature of related works that 

had applied the application of ANNs with technical indicators to 
stock price prediction. Kunhuang and Yu (2006) used 
backpropagation neural network with technical indicators to 
forecast fuzzy time series, the study findings showed that that 
ANN has better forecast ability than time series model.  Zhu et al., 
2007 also used technical indicators with ANN and their findings 
revealed that ANN can forecast stock index increment and trading 
volume will lead to modest improvements in stock index 

performance. Tsanga el al., 2007 used ANN with technical 
indicators to create trading alert system and their findings showed 
that ANN can effectively guide investors when to buy or sell 
stocks.  Avci (2007) also used ANN to forecasting daily and 
sessional returns of the Ise-100 Index and his finding 
demonstrated that ANN can be used effectively to forecast daily 
and sessional returns of the Ise-100 Index.  



 

 

Table 1: Stock Variables (Technical Indicators) 

 
 
Other works that had applied ANN models with technical 
indexes to stock price predictions with varying findings to 
mention a few are as follows: (Kim and Lee, 2004; Stansel and 
Eakins, 2004; Chen el al., 2005; Lipinski, 2005; De Leone et al., 
2006; Roh, 2007; Giordano et al., 2007; Kyungjoo et al., 2007; 
Al-Qaheri et al., 2008; Bruce and Gavin, 2009; Mitra, 2009; 

Mohamed, 2010; Esmaeil et al., 2010; Tiffany and Kun-Huang, 
2010). Recent research tends to hybridize several artificial 
intelligence (AI) techniques with technical indicators with the 
intention to improve the forecasting accuracy, the combination 
of forecasting approaches has been proposed by many 
researchers (Rohit and Kumkum, 2008; Khashei el al., 2008). 
From their studies, they indicated that the integrated forecasting 
techniques outperformed the individual forecast. However, 
O’Connor and Maddem (2006) used fundamental indicators 

with ANN and their findings revealed that ANN has forecast 
ability in stock market because it has better return than overall 
stock market. Other research works that engaged the use of 
fundamental indicators to forecast stock prices (Atiya el al., 
1997; Quah and Srinivasan, 1999; Raposo and Crux, 2002). 
 
From the above literature review, technical indicators with ANN 
model had been widely used, while there are only few cases of 

the use of fundamental indicators.  This research work contrasts 
Previous approaches by combining technical indicators, 
fundamental indicators and experts’ opinion to improve stock 
price prediction using ANN model. The technical analysis 
variables are the core stock market indices such as current stock 
price, opening price, closing price, volume, highest price and 
lowest price etc. Fundamental indicators are the company 
performance indices such as price per annual earning, return on 

asset, return on common equity, book value, financial status of 
the company, etc..  
 
 
 
 
 
 

 
 

 
Expert opinion are other influential factors such as interest rate, 
inflation rate, foreign exchange rate,  business sector, 
management caliber, investors confidence, government policy 
and political factors among others. Hence, the novelty of our 
approach in this research work stems from the use of hybrid 
parameters for improving stock market prediction. 

 

3. METHODOLOGY 

 

3.1 Multi-layer Perceptron Model 
This study utilised three-layer (one hidden layer) multilayer 
perceptron models (feedforward neural network models), as 
these models are mathematically proved to be universal 
approximator for any function. Multi-layer perceptron model 
was chosen in this study because it is the most common network 

architecture used for financial neural networks. 
 

3.2 Input Variables 
The basic input data includes: raw data such as the daily open, 
high, low and close prices, and trading volumes which formed 
the technical variables in table 1. Table 2 consists of 
fundamental variables while the market expert opinion variables 
are listed in table 3.  The form in which the expert’s opinions 

were captured on stock indices is described in figure 1. 

 
Table 2: Stock Variables (Fundamental Indicators) 

 

Table 3: Possible Stock Price Influence Factors (Experts 

Opinion) 

Variable Description 

M Management Quality 

F Investors Confidence 

I Inflation Rate 

B Business Sector Growth 

G Government Policy 

 

 
 
 
 
 
 
 

 

Figure 1: Format for capturing expert’s opinion 
 

Variable Description 

O Opening price of a stock for a specific trading day 

C Closing price of a stock for a specific trading day 

V Stock transactions volume (Buy/Sell) 

H Highest stock price within a specified time interval (day, month etc.) 

L Lowest stock price within a specified time interval (day, month etc.) 

Variable Description 

P/E Price per annual earning 

ROA Return on Asset 

ROE Return on Common Equity 

Management Quality (MQ):  0-2 = Poor, 3-5 = Normal, 6-8 = Good, 9-10 = Very Good 

Investor Confidence (IC):       0-2 = Low, 3-5 = Normal, 6-8 = High, 9-10 = Very High 

Inflation Rate (IR):  0-2 = Low, 3-5 = Normal, 6-8 = High, 9-10 = Very High 

Business Sector Growth (BSG):  0-2 = Low, 3-5 = Normal, 6-8 = High, 9-10 = Very High 
Government Policy (GP):      0-2 = Bad, 3-5 = Normal, 6-8 = Good, 9-10 = Very Good 

 



3.3 Data Preprocessing 
Data selection and pre-processing are crucial step in any 
modeling effort. In order to generalize the new predictive model. 
The stock data are divided into two sets: the training and testing 
data which are scaled to the range of (0, 1) using min-max 

normalization equation (1). 

  

minmax

min

xx

xx
x i

ni
−

−
=   

    (1) 

where ix is the real-world stock value, nix is the scaled input 

value of the real-world stock value ix , minx and maxx are the 

minimum and maximum values of the unscaled dataset. The 
network predicted values, which are in the range (0, 1) are 
transformed to real-world values with the following equation: 

 minminmax )( xxxxx nii +−=   

    (2) 

 

3.4 The Proposed Predictive Model 
In this research work, a predictive model based on technical and 

fundamental indicators, and experts’ opinions using neural 
network architecture is proposed. The aim is to yield more 
accurate results in stock price prediction. Based on the idea 
behind technical analysis of investment trading, it is assumed 
that the behaviour of stock market in the future could be 
predicted with previous information given in the history (Li, 
2005). Therefore, there exists a function in equation (3) 
 

;...),...,;,...,;,...,()1( 1 tmttttkt
yyxxppftp

−−−
=+    (3) 

where p is the stock price, x and y are the other influence 

factors such as daily highest price, daily lowest price, experts 

opinion etc. Artificial neural network is used in order to model 
the nonlinear data. Thus, 
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where, ,,...,2,1,0( piwij = ),...,2,1 qj = and 

),...,2,1,0( qjw
j

= are model parameter often called connection 

weights; p is the number of input nodes; and q is the number 
hidden nodes.  
 

The study used three-layer (one hidden layer) multilayer 
perceptron models (a feedforward neural network model) trained 
with backpropagation algorithm. The activation function that 
was used is sigmoid function. Figure 2 depicts the neural 
network architecture used in this study. In this study, three 
different models for the empirical investigation and validation of 
the proposed model were used as indicated in table 4. The 
models were created with ANN. The inputs to the first model 

contained purely technical analysis variables of historical stock 
data. The second and third models contained hybrid of market 
indicators. The inputs to the second model consist of technical 
and fundamental analysis variables while the inputs to the third 
model combined both the technical and fundamental variables 
with the market experts’ opinion variables.  
 
The fundamental variables consist of financial ratios such as 
price per annual earning (P/E), return on asset (ROA), and return 

on equity (ROE). P/E is equal to the market price per share of 
stock divided by the earning per share. The ROA measures a 
firm’s performance in using the asset to generate income. ROE 
measures the rate of return earned on the common stockholders’ 
investment. Both the ROA and ROE are used to determined 
management effectiveness of a firm. The experts opinion consist 
of inflation rate (I), management quality (M), investors 
confidence(F), government policy (G) and Business sector 

growth (B) etc. For the hybridized approach 18 input variables 
was identified and used to train the network comprising both 
technical, fundamental variables, and experts’ opinion variables 
as indicated in model 3 of table 4. Table 5 gives the description 
of input variable used in this study. 

 

 

 

 

 

Table 4: The Input and Output Parameters of the Models used in this Study 

Model Technique Input Output 

1 ANN Oi-1,Oi-2,Hi-1,Hi-2,Li-1,Li-2,Ci-1,Ci-2,Vi-1,Vi-2 y(t+1) 

2 ANN Oi-1,Oi-2,Hi-1,Hi-2,Li-1,Li-2,Ci-1,Ci-2,Vi-1,Vi-2,Pi-1,Ri-1,Ei-1 y(t+1) 

3 ANN Oi-1,Oi-2,Hi-1,Hi-2,Li-1,Li-2,Ci-1,Ci-2,Vi-1,Vi-2,Pi-1,Ri-1,Ei-1, 

Mi-1, Fi-1,Ii-1,Gi-1,Bi-1 
y(t+1) 

 

Table 5: Description of Input Variables used in this study 

Technical Analysis Variables Fundamental and Expert Opinion Variables 

Oi-1  the opening price of day i-1 
Oi-2  the opening price of day i-2 
Hi-1  the daily high price of day i-1 
Hi-2  the daily high price of day i-2 

Li-1  the daily low price of day i-1 
Li-2  the daily low price of day i-2 
Ci-1  the closing price of day i-1 
Ci-1  the closing price of day i-2 
Vi-1  the trading volume of day i-1 
Vi-2  the trading volume of day i-2 

Pi-1     the price per annual earning of year i-1 
Ri-1     return on asset of trading year  i-1 
Ei-1     return on equity of trading year  i-1 
Mi-1    management quality as at trading day i-1 

Fi-1     investors confidence as at trading day i-1 

Ii-1         inflation rate as at trading day i-1 

Bi-1     business sector growth as at trading day i-1 

Gi-1       government policy as at trading day i-1 
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We experimented with the different neural network model 
configurations to determine the best performance in each of the 
models using Matlab Neural Network Tools Box version 7. The 
algorithm of the ANN experiment used in this study is shown in 
figure 3 below. Training data and testing data was carefully 
selected. In training the network models, the test data were not 
used. Each model with the different network structures was 

trained with 1000 epochs, 2000 epochs and 5000 epochs 
respectively. The mean squared error (MSE) returned for each 
training session of the different network structure models was 
noted and recorded.  
 
 

 (1) Define the output 
(2) Choose the appropriate network architecture and 

algorithm. Multi-layer perceptron model trained with 
backpropagation algorithm was primarily chosen. 

(3) Determine the input data and preprocess if necessary. 
(4) Choose appropriate learning function. 
(5) Choose the appropriate network structure. 
(6) Perform the training and testing for each cycle. 
(7) If the network produced acceptable results for all 

cycles, perform step 8 else perform step 5 to try other 

appropriate network structures else perform step 4 to 
try with other learning algorithm else perform step 3 
to add or remove from input set. Otherwise, go back to 
step 2 to try different neural network architecture. 

(8) Finish - record the results.  

 

Figure 3: Algorithm for ANN predictive model. 

 

4. EXPERIMENTAL RESULTS AND DISCUSSION 
After several experiments with different network architectures, 
the network predictive model that gave the most accurate daily 
stock price prediction in model 1, model 2 and model 3 are 
presented in a graphical form and also in a table that compares 
the prediction accuracies of the different models developed. The 
input neurons of model 1 consist of ten technical analysis 
variables.  

 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
The inputs neurons of Model 2 consist of thirteen neurons of 
combined technical and fundamental analysis variables. The 
proposed model (model 3), consists of eighteen neurons of 
combined technical, fundamental and experts’ opinion variables 
respectively. The results of each of the stock index used are 
presented in following subsections. 
 

4.1 Results of ANN Model for Dell Stock Price Prediction 
The network structure that returns the smallest mean squared 
error (MSE) was noted to give the best forecasting accuracy 
with the test data. Table 6 contained the results of the mean 
square errors recorded in the course of the experiment. In this 
case, the network predictive model that gave the most accurate 
daily price prediction in model 1 was 10-17-1 (ten input 
neurons, seventeen hidden neurons and one output neuron). 

Similarly, for model 2, the network predictive model that returns 
smallest MSE was 13-19-1 (thirteen input neurons, nineteen 
hidden neurons, one output). The best-fitted network that gave 
the best forecasting accuracy with test data composed of 
eighteen inputs, twenty-six hidden neurons and one output 
neuron 18-26-1. The results presented in table 7 were the 
findings from testing period (out of sample test data) over the 
three different models. Also, figure 4 - 6 illustrates the 

correlation of the level accuracy among different models. 
 
From the empirical results, the forecasting accuracy level of 
model 1 compared with model 2 are quite impressive. However, 
the performance of model 2 was better than model 1 in the level 
of accuracy on many occasions from the different test data. 
From the figure 6, it is obvious that model 3 is the best of all the 
three predictive models. There is a great improvement in terms 
of forecasting accuracy in comparison to results of model 1 and 

2. The stock price prediction accuracy of the proposed model 
that combined technical, fundamental indicators and experts’ 
opinion to create a predictive model was the best with average 
of 74% accuracy as shown in table 8.  
 
Hence, the proposed predictive model can be used successfully 
as decision-support in real-life trading in a way that will enhance 
the profit margin of investors or traders in daily trading. 
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Figure 2: Neural Network Architecture for Stock Prediction 



Table 6:  Statistical performance of Mode 1-3 of Dell Stock index 

M
o
d

el
 1

 

MSE 

Network Structure 1000 Epochs 2000 Epochs 5000 Epochs 

10-10-1 0.129054 0.112363 0.093539 

10-11-1 0.144086 0.108245 0.090521 

10-12-1 0.125668 0.099301 0.088157 

10-13-1 0.148646 0.115732 0.092649 

10-14-1 0.141474 0.099241 0.085206 

10-15-1 0.118226 0.096651 0.083664 

10-16-1 0.116773 0.099222 0.080534 

10-17-1 0.097826 0.085111 0.071589 

10-18-1 0.119719 0.093576 0.079150 

M
o
d

el
 2

 

13-13-1 0.123184 0.107412 0.090236 

13-14-1 0.130018 0.095150 0.075755 

13-15-1 0.179753 0.121711 0.090089 

13-16-1 0.118892 0.093771 0.076748 

13-17-1 0.128121 0.103660 0.087496 

13-18-1 0.123907 0.097827 0.079230 

13-19-1 0.115329 0.093167 0.067901 

13-20-1 0.118568 0.101955 0.085272 

13-21-1 0.113894 0.094207 0.077037 

M
o
d

el
 3

 

18-18-1 0.125340 0.101465 0.083380 

18-19-1 0.153357 0.143036 0.144930 

18-20-1 0.125132 0.121522 0.131991 

18-21-1 0.110519 0.090850 0.072907 

18-22-1 0.115685 0.093702 0.069479 

18-23-1 0.106685 0.090579 0.070017 

18-24-1 0.129842 0.107310 0.078529 

18-25-1 0.112151 0.090779 0.070529 

18-26-1 0.112049 0.088974 0.061821 

Bold characters indicate the best results for each of epoch session 

 

Table 7: Sample of Empirical Results of ANN Models of Dell Stock Index 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 

Sample Period Actual Value Predicted Values 

Model 1 Model 2 Model 3 

3/31/2010 15.02 14.97 14.93 15.03 

3/30/2010 14.97 15.05 14.96 15.11 

3/29/2010 14.96 14.59 14.69 14.63 

3/26/2010 14.99 14.50 14.66 14.62 

3/25/2010 14.87 14.96 15.19 15.52 

3/24/2010 14.99 14.66 15.23 14.96 

3/23/2010 15.22 14.23 14.30 14.57 

3/22/2010 14.62 13.67 13.98 14.02 

3/19/2010 14.41 13.85 14.37 14.05 

3/18/2010 14.55 14.25 14.36 14.51 

3/17/2010 14.59 14.00 13.88 14.19 

3/16/2010 14.30 13.89 13.76 14.11 

3/15/2010 14.26 13.96 13.91 14.13 

3/12/2010 14.26 13.59 13.60 13.76 

3/11/2010 14.21 14.18 14.33 14.40 

3/10/2010 14.31 13.85 13.92 14.24 

3/09/2010 14.18 13.92 13.95 14.26 

3/08/2010 14.01 13.57 13.66 13.90 

3/05/2010 13.88 13.33 13.39 13.53 

3/04/2010 13.67 13.09 13.25 13.17 

3/03/2010 13.71 13.70 13.76 13.89 

3/02/2010 13.68 13.55 13.69 13.94 

3/01/2010 13.57 13.16 13.19 13.31 
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Graph of Model 1 of Dell Stock Index
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Figure 4: Graph of Actual Stock Price vs Predicted values of Model 1 of Dell Index 

Graph of Model 2 of Dell Stock Index
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Figure 5: Graph of Actual Stock Price vs Predicted values of Model 2 of Dell Index 
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Graph of Model 3 of Dell Stock Index
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Figure 6: Graph of Actual Stock Price vs Predicted values of Model 3 of Dell Index 

 
 

Table 8: Confusion matrix of predicted result of ANN model for Dell index 

 Predicted 

Up  Down 

Actual Up 13 3 

Down 5 4 

         AC = 74% 

4.2 Results of ANN Model for Nokia Stock Price Prediction 
In table 9, the highlighted values indicate the ANN structure that 
returns smallest mean square errors which are noted to give best 
performance over other structures. For model 1, we have 10-14-
1 (ten input neurons, fourteen hidden neurons and one output 
neuron). For model 2, we have 13-14-1 (thirteen input neurons, 
fourteen hidden neurons, one output) and for model 3, we have 

18-21-1 (eighteen inputs, twenty-one hidden neurons and one 
output neuron).  

However, model 3 is noted to give the best prediction over the 
other two models. The results presented in table 10 are the 
predicted values of each of the model earlier mentioned. Also, 
figures 7 - 9 illustrate the correlation of the level accuracy 
among different models. From the figure 9, it is obvious that 
model 3 is the best of all the three stock price predictive models 
with average of 70% accuracy as shown in table 11.  
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Table 9:  Statistical performance of Mode 1-3 of Nokia Stock index 

M
o
d

el
 1

 

MSE 

Network Structure 1000 Epochs 2000 Epochs 5000 Epochs 

10-10-1 0.131413 0.085673 0.065958 

10-11-1 0.130266 0.100147 0.074376 

10-12-1 0.104179 0.076013 0.055319 

10-13-1 0.148378 0.123140 0.094993 

10-14-1 0.113599 0.077468 0.052256 

10-15-1 0.120586 0.094881 0.063535 

10-16-1 0.112569 0.087723 0.590738 

10-17-1 0.121481 0.099204 0.064114 

10-18-1 0.129727 0.088369 0.074229 

M
o
d

el
 2

 

13-13-1 0.142468 0.111148 0.083957 

13-14-1 0.125704 0.085771 0.048449 

13-15-1 0.130336 0.092512 0.063329 

13-16-1 0.120522 0.070893 0.051680 

13-17-1 2.328160 0.092799 0.053544 

13-18-1 0.132760 0.109483 0.068056 

13-19-1 0.110694 0.081275 0.053134 

13-20-1 4.077420 0.110826 0.067431 

13-21-1 0.145350 0.100590 0.052527 

M
o
d

el
 3

 

18-18-1 0.109847 0.048198 0.041309 

18-19-1 0.131226 0.102727 0.066412 

18-20-1 0.109616 0.073874 0.052122 

18-21-1 0.136433 0.070053 0.038898 

18-22-1 0.130056 0.096053 0.054354 

18-23-1 0.118424 0.083801 0.049239 

18-24-1 0.170919 0.083517 0.050821 

18-25-1 4.497720 4.374340 4.347050 

18-26-1 0.222150 0.202463 0.062659 

Bold characters indicate the best results for each of epoch session 
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Table 10: Sample of Empirical Results of ANN Models of Nokia Stock Index 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Graph of Mode 1 of Nokia Stock Index
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Figure 7: Graph of Actual Stock Price vs Predicted values of Model 1 of Nokia Index 

Sample Period Actual 

Value 

Predicted Values 

Model 1 Model 2 Model 3 

3/31/2010 15.54 15.42 15.46 15.34 

3/30/2010 15.41 15.43 15.44 15.44 

3/29/2010 15.42 15.32 15.39 15.31 

3/26/2010 15.46 15.15 15.31 15.07 

3/25/2010 15.2 15.19 15.26 15.16 

3/24/2010 15.07 15.21 15.33 15.16 

3/23/2010 15.26 15.13 15.23 15.20 

3/22/2010 15.11 15.17 15.24 15.13 

3/19/2010 15.07 15.43 15.40 15.47 

3/18/2010 15.28 15.21 15.16 15.07 

3/17/2010 15.42 14.99 15.14 14.79 

3/16/2010 15.14 15.05 15.27 15.04 

3/15/2010 14.81 14.91 15.21 14.68 

3/12/2010 14.84 14.52 14.89 14.75 

3/11/2010 14.49 13.81 14.33 14.45 

3/10/2010 14.56 13.98 14.40 14.62 

3/09/2010 14.12 14.31 14.89 14.40 

3/08/2010 14.17 13.94 14.58 13.92 

3/05/2010 14.13 13.79 14.67 14.19 

3/04/2010 13.78 13.47 14.16 13.71 

3/03/2010 13.86 13.47 14.13 13.82 

3/02/2010 13.51 13.39 13.79 13.50 

3/01/2010 13.28 13.02 13.59 13.10 
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Graph of Model 2 of Nokia Stock Index
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Figure 8: Graph of Actual Stock Price vs Predicted values of Model 2 of Nokia Index 
 

Graph of Model 3 of Nokia Stock Index
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Figure 9: Graph of Actual Stock Price vs Predicted values of Model 3 of Nokia Index 

 

 

 

Table 11: Confusion matrix of predicted result of ANN model for Nokia index 

 Predicted 

Up  Down 

Actual Up 9 4 

Down 3 7 

         AC = 70% 
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5. CONCLUSION 

 
Technical indicators had been widely used in forecasting stock 
prices with artificial neural networks. Nevertheless, their 
performance is not always satisfactory. Also, in recent times, 
hybrid models that combine ANNs and other intelligent techniques 
with technical indices had been engaged in order to improve 
accuracy level of stock price prediction with varying results. In this 

paper, an improved predictive model for stock price prediction 
based on experts’ opinion with technical and fundamental indices 
using artificial neural network model is presented. What 
distinguishes this research work from earlier work is that it 
combined different market indicators to evolve stock price 
predictive model.  In particular, it introduced a new parameter 
called expert’s opinion. The empirical results confirmed superior 
performance of the proposed model to improve forecasting 

accuracy of stock price over the conventional approach of using 
ANN model with technical indicators. Therefore, the proposed 
predictive model has the potential to enhance the quality of 
decision making of investors in the stock market by offering more 
accurate stock prediction. In future work, the critical impact of 
specific experts’ opinion variables on quality of stock price 
prediction will be examined. 
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ABSTRACT 
Information and Communication Technology (ICT) is redefining concepts, and ICT facilities are increasing productivity, aiding in the 
enhancement of methodologies and providing new and better facilities and ways of operations in manufacturing and production 
organizations. This organizational impact of ICT has generated considerable interest in the academics and business sectors in recent 
years. Although an organization production performance can be determined by its inbuilt factors like staff quality, staff performance and 
expansion in the production environment, ICT do have an impact on these determinants and hence the end result of the production 
process. Until now, research has unsuccessful provided a clear consensus on the effect of ICT facilities and complementary factors on 
productivity in organization and in Nigeria.  In this paper, survey data from some organizations were used to analyze the impact of ICT 

and other complementary factors like staff size, qualification, availability of ICT Board, usability of ICT facilities, ICT training 
programmes, organizational structure, non ICT training programme, administrative support, time and official rank on production 
performance level.  Also rating metrics was used to analyze the most effective factor affecting productivity. Our findings enable us to 
proffer concrete assertions on the effectiveness of ICT facilities and complementary elements on productivity. 
 
Keywords: ICTs, Production, Efficiency, Quality and Usability.  

 

 
 

1.  INTRODUCTION    
 
One of the standard for measuring performance centers on 
achievement or production level which by extension involves 
skills, competencies, and approaches throughout the work 
experience [1, 2]. This also includes the end results in any 
changes due to the incorporation of latest technology [3, 4]. In 
recent years, Information and Communication Technology 

(ICT) has received a great deal of attention from both the 
academic and business world, because of its increasing 
deployments. ICT is has evolved with technological inventions 
that are often complex to separate from its environment. ICT 
facilities are seen as a catalyst in organizational production 
processes, because they have an impact on staff quality and 
characteristics, which provides opportunities to shift from the 
concrete staff efficiency level to production [5].  

 
Staff efficiency may be important in the production process, but 
it is not well captured by the level of staff certification, 
experience with tools and production capabilities. This is 
because the production process is been complemented by the use 
of ICT facilities, from which learning takes place and job 
functions are been improved on.  ICT facilities could also 
increase the creativity repertoire of staffs with outcomes most 

likely to improve the diverse needs and provides a variety of 
measurement strategies to promote organization productivity 
capabilities across a range of possible outcomes [6, 7, 8]. 
 
 
 

 
 
 
 In Nigeria, the productivity impacts of ICT in organizations in 
Nigerian have received little research attention; and within the 
domain of ICT and Production Engineering, there is a dearth of 
theoretical and empirical research literatures on ICT application 

to establish the level of effectiveness of ICT facilities as it 
relates to other complementary factors and the returns of 
production. Many organizations have invested a great deal in 
ICT facilities and yet the actual efficiency level of ICT in the 
production process in organizations is a baffling issue in 
production science [9, 10]. A concern that comes to mind is the 
effectiveness of these ICT facilities as it relates to 
complementary productivity factors and the returns of 

production.  
 
Presently, there exist diverse views about the relationship 
between ICT and organization productivity [11, 12].  While it is 
generally agreed on that there is some positive relationship 
between ICT and organizational productivity potential [13], 
some researchers posit that the adoption of ICT enhances staff 
capability advances job efficiency and provide higher 

productivity [14].  Others hypnotize a negative ICT effects, 
while yet others are indifferent or inconsistent in their findings 
[15, 16]. Thus the actual efficiency level of ICT in production 
firms are hard to examine, particularly when variables such as: 
staff certification, experience, change in the structure of industry 
and services, employment structure, staff training and 
manpower, industrial organization, management, production 
processes, power systems, products types, revolution of service 
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delivery of existing infrastructure, and production capabilities 
are isolated from the resources available in ICT that are been 
utilized. This paper presents respondents perception of the 
efficiency of the following eleven factors on productivity: Staff 
size, qualification efficiency, ICT board availability, utilization 
of ICT equipments, organizational structure, availability of ICT 
training programmes, non-ICT training programmes, 
administrative support, time, staff official rank and capital.  

 

2. REVIEW OF THE LITERATURE  

 
Moodley [17] conducted a quantitative and qualitative analysis 
of the use of Business-to-Business e-commerce by 
manufacturing firms in South Africa and found out that the rate 
of use is fairly low.  Bresnahan [9] empirically examined the 
effect on productivity when ICT and organizational design are 

combined in the production process. Hoon [7] employ a cross 
country approach to explore the impact of ICT investment on 
economic growth and the study revealed that ICT positively 
contributes to economic growth in the developing world.  
Brynjolfsson and Hitt [18] found out from a survey that the 
gross marginal profit associated with ICT assets compensates for 
the marginal cost of production. In a survey, [19] divided the 
economy into three distinct sectors: IT producing industries, IT 

using industries, and non-IT industries. Results from the survey 
shows that non-IT industries constitute two thirds of the US and 
European economies, and an even higher fraction in emerging 
economies. Indjikian and Siegel [20] carried out a survey based 
on the quantitative and qualitative impact of IT on developed 
and developing countries economic performance.  
 
Jorgenson and Vu [21] study discovered a correlation between 

ICT and ICT-induced changes in organizations and these 
positive changes favors highly educated and skilled workers, 
resulting increased productivity. Cho [14] investigated the 
effects of ICT investment and other complementary factors like 
oil price and electricity price, on the consumption of electricity 
using a logistic growth model and results revealed that ICT 
investment reduces electricity consumption in only one out of 
five sectors. Ketteni [6] has examined the ICT capital-economic 

growth, taking into consideration the previously documented 
nonlinear relationship between initial income and human capital 
on the one hand and economic growth on the other. Youngsang 
[22] investigated the effects of information and communications 
technology (ICT) investment, electricity price, and oil price on 
the consumption of electricity in South Korea’s industries using 
a logistic growth model. They found that ICT investment 
reduces electricity consumption in only one manufacturing 
sector and that it increases electricity consumption in other five 

sectors including service sector in South Korea.  
 

 

 

 

 

 

 

 

3. RESEARCH QUESTIONS  

 
To analyze the impact of ICT and other complementary factors 
on production performance level, the following eleven questions 
were posed and respondents answered were rated: 
(i). What is the rating of the human capital in terms of 

staff size involved in the production process? 
(ii). What is the rating of the qualification efficiency of 

staff involved in the production process? 
(iii). What is the rating of the ICT Board involves directly 

in ICT related activities as it affects productivity? 
(iv). What is the rating of the ICT equipments utilized in 

the production process? 
(v). What is the rating of the ICT training programmes like 

conferences, launchings, and workshops directly 
involved in productivity?  

(vi). What is the rating of the organization structure which 
helps to control the production process? 

(vii). What is the rating of the Non-ICT training 
programmes directly related to productivity? 

(viii). What is the rating of the administrative support 
(x). directly involved in the production process? 
(xii) What is the rating of the time efficiency in terms of 

regular and overtime involved in the production 

process? 
(x) What is the rating of the official rank of staffs 

involved in the production process?    
(xi) What is the rating of the capitals like machinery, 

factories, equipment, factories and buildings involved 
in the production process?  

 

4. RESEARCH METHODOLOGY 

 
Primary data was collected through structured questionnaire 
from staffs in some printing presses and commercial banks in 
Nigeria who employ the utilization of ICT facilities in their 
mode of operations. The printing presses and specific bank 
branches were selected at random using criteria such as 
experience in terms of years of business operations, turnover and 
relevance to ICT adoption.   

 

Sample selection 
The population under research was staffers of two 

different types of organizations: printing presses and banking 
organizations.  The printing presses studied were the following 
two presses stratified into three branches: Tower Printing Press 
(1) and Arison Publishing Limited (2). The banking 
organizations examined was the following seven banks stratified 
into the following 28 branches as denoted in the bracket: Access 

(8), Diamond (2), Oceanic (3), Zenith (4), Unity (2), Skye (4) 
and First (5).   In all, a total of 13 states were selected that 
covers the six zones in Nigeria: Lagos, Edo, Benue, Anambra, 
Osun, Enugu, Delta, Rivers, Benue, Nasarawa, Adamawa, 
Kaduna and Sokoto. 223 questionnaires were administered and 
returned, out of which a total of 217 were selected for the 
purpose of analysis. 
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Research instrument 
The research instrument titled “Measuring the Impact of ICT on 
Organizational Productivity Performance” was administered 
from June 2011 to September 2011 and consisted of the 
following two (2) sections:  Section A consists of five (5) 
questions on the personal information and working experience 
of the respondents relating to staff qualification, academic 
levels, official ranks and job experience. Section B consists of 

twelve (12) questions requiring information about the impact of 
ICT facilities and complementary factors on productivity 
performance as it concerns respondents’ job functions, capitals, 
available ICT related training programmes, organizational 
structure, usability of ICT facilities, workshops and conferences 
and available committees.  

 

Administration of instrument 

The research instruments was administered by the researchers 
and three trained research assistants who were trained to ensure 
the respondents were seen in person to fill the questionnaires 
and ensure that they were returned that same day.  Permission 
was obtained from section heads and chief supervisors of 
different sections before respondents were met in their various 
offices, told of the purpose of the research and solicited for their 
cooperation in responding to the items in the questionnaires 

given to them. 

 

Validity and reliability of instrument 
The items in the instrument were trial tested and Cronbach 
Alpha measure was used to ensure its reliability.  The reliability 
coefficient of the test was calculated as 0.85, showing the 
instrument was reliable enough to produce a robust and valid 
result. 

 

Data analysis method 
Percentages were used to analyze respondents profile and 
responses on the question supposing that the utilization of ICT 
facilities have a very positive effect on production.  From the 
research questions, responses for the following eleven factors: 
staff size, qualification efficiency, ICT board availability, 
utilization of ICT equipments, organizational structure, 

availability of ICT training programmes, non-ICT training 
programmes, administrative support, time, staff official rank and 
capital was rated as it affects productivity in the three different 
organizations surveyed.   
 
 
 

 
Rating data for the different factors were classified under four 
scale points: very high (VH), high (H), low (L) and very low 
(VL). Factors with the highest effect on production denoted as 
FH and factors with the least effect on production denoted as FL 
are established by summing the respondents rating of VH + H to 
derive FH and VL + L to derive FL. 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

      

 

 

 

 

 

 

 

 

 

 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 128 

 

 

 5. RESULTS AND DISCUSSIONS 

 

      Table 1: Respondents Profile  

Profile   Details  Number of 

Respondents 

% Cumulative %  

Sex  Male  129 59.5 59.5 

 Female 88 40.5 100 

Age Range  18 - 29 years  63 29.0 29.0 

 30 - 39 years  81 37.3 66.3 

40 – and above years  73 33.7 100 

 

 

 

 

Organization Category 

 

  

 

Org-1 

Tower Printing Press 34 15.7 15.7 

Arison Publishing Limited 12 5.5 21.2 

 

 

 

Org-2 

Access Bank  46 21.2 42.4 

Diamond Bank  18 8.3 50.7 

Oceanic Bank  17 7.8 58.5 

Zenith Bank Plc.  21 9.7 68.2 

Unity Bank  19 8.7 76.9 

Skye Bank  21 9.7 86.6 

First Bank Plc  29 13.4 100 

 

 

Qualification  

Diploma  38 17.5 17.5 

HND 47 21.7 39.2 

Bachelor Degree 55 25.3 64.5 

Postgraduate Degree 39 18.0 82.5 

Masters Degree 17 7.8 90.3 

Other Trade Qualifications 12 5.5 95.8 

Secondary School Qualification 9 4.2 100 

 

Years in Present Service 

01- 04 years 52 24.0 24.0 

05 - 10 years  131 60.4 84.4 

11 - 19 years  14 06.4 90.8 

20 - 29 years 11 05.1 95.9 

30 – and above 09 04.1 100 

 
 
Table 1 shows the profile of respondents. Data from 217 
respondents revealed that 129 were males while 88 were 
females. 29% of them were within the age of eighteen (18) to 
twenty-nine (29) years old, 37.3% of them where between 
thirty (30) to thirty-nine (39) years, while the rest 33.7% were 
from forty (40) years and above. Only 18.0% were Masters 

holders, 21.7% HND holders and 25.3% Bachelors degree 
holders. 52 respondents had one to four years present working 
experience, 131 had five to ten years, 14 had eleven to 
nineteen, 11 had twenty to twenty-nine years while 9 had thirty 
and more years in present service. 
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The effect of ICT facilities on production  
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Figure 1: Effect of ICT facilities on productivity 

 
Figure 1 shows the response on the question supposing that the 
utilization of ICT facilities have a very positive effect on the 
production level.  69% strongly agree that ICT facilities have 
increased production performance, while 6% and 3% 

representing disagree and strongly disagree respectively, do not 
think that ICT facilities have any effect at all on production 
level. 

 
 
 
 
 

 
 
 
 
 
 
 
 

 

Table 2: Respondents Perception of the Most Effective Factor 
Affecting Production Performance Level (MEFAPPL) 

 

S/N Factors  MEFAPPL 

Responses  Rank  

1 Staff Size (SS) 58 8 

2 Qualification Efficiency (QE) 83 4 

3 ICT Board Availability (ICTBA) 61 7 

4 Utilization of ICT equipments 
(UICT) 

211 1 

5 ICT Training Programmes 

(ICTP)  

162 3 

6 Organizational Structure (OS) 46 10 

7 Non-ICT Training Programmes 
(TP) 

77 5 

8 Administrative Support (AS) 53 9 

9 Time (T) 62 6 

10 Official Rank (OR) 21 11 

11 Capital (C) 179 2 

 
Table 2 shows the responses and ranking by respondents of the 
most effective factor affecting productivity. “Utilization of ICT 
equipments” has the highest mean scores of 211, this is 

followed by “Capital” and staff direct involvement in an “ICT 
Training Programmes” within the last 2 years with a mean 
score of 179 and 162 respectively. The least factors affecting 
production performance are “Organizational structure” (46) 
(i.e. cooperative, Sole Limited Liability Company, Limited 
Liability Company and public limited liability company) and 
“Official Rank” (21) which is the official rank of staffs directly 
involved in the production process.   

 

Table 3: Factors rating as it affecting production performance Level 

 

Hypothesis  

 

Org-1 

No. of Respondents = 46 

Org-2 

No. of Respondents = 171 

Ratings Ratings 

 VH H  L  VL FH FL Remarks VH H  L  VL FH FL Remarks 

H1 29 10 7 0 39 - Accept  31 38 67 35 - 102 Reject  

H2 0 2 17 27 - 44 Reject  78 87 06 0 165 - Accept  

H3 3 6 21 4 - 25 Reject  81 77 13 0 158 - Accept  

H4 25 09 0 0 34 - Accept  28 69 53 21 97 - Accept  

H5 34 0 0 0 34 - Accept  62 74 23 11 136 - Accept  

H6 32 2 0 0 34 - Accept  57 66 42 06 123 - Accept  

H7 28 5 1 0 33 - Accept  61 67 20 23 128 - Accept  

H8 17 11 6 0 28 - Accept  86 72 13 0 158 - Accept  

H9 34 2 8 2 36 - Accept  73 92 06 0 165 - Accept  

H10 0 2 21 11 - 32 Reject  87 84 0 0 171 - Accept  

H11 2 11 18 3 - 21 Reject  37 26 62 46 - 108 Reject  
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Findings in table 3 for the Tower Printing Press (Org-1) for 
hypothesis 1 shows a very high rating of 29 and a high rating of 
10, which shows that the number of staffs involved in the 
production process is a unique factor affecting production output.  
For the banks (Org-2), hypothesis 1 is rejected because very high 
and high ratings summed up to 69 which are below the average 
response from respondents.  For hypothesis 2, qualification 
efficiency which involves measuring productivity based on the 

amount of staff time on each production process, Org-1 and Org-2 
were very low and so in both organizations the hypothesis is 
rejected.  Also because the rating of ICT Board availability is tilted 
towards the low rating (21+4=25) for Org-1, it is rejected, 
conversely it is accepted for Org-2 (81+77 =158).  Hypothesis 3 is 
associated with the availability of ICT Board which involves the 
direct involvement of an ICT board in ICT related activities as it 
affects productivity, the rating for Org-1 is rejected, while that of 

Org-2 is accepted.   
 
Hypotheses 4, 5, 6, 7, 8 and 9, in both organizational structures are 
all rejected.  In the case of hypothesis 10, office rank which is the 
official rank of staffs involved in ICT related activities was 
classified according to Manager, Assistant Manager, Supervisors, 
Clerks etc, for Org-1, it is rejected while for Org-2 it is accepted.  
For hypothesis 11, in both organizations, the rating is rejected.  

 

 

6. CONCLUSION 

 
The adoption level of ICT in most production organizations have 
been directly influenced by the availability of ICT facilities. The 
inadequate level of computer availability, for example, was found 
to be a limiting factor in the production process for some 

organizations. In this study, an analysis of the data collected on the 
printing presses and banking organizations provided empirical 
evidence that apart from ICT related facilities, other 
complementary elements also affect the output derived from the 
production process.  
 From responses and ranking by respondents of the most effective 
factor affecting productivity, data revealed that respondents still 
believe that the utilization of ICT facilities has the highest effect 

on production output.  However, factors rating as it affect the 
existing conditions of the organizational structures and facilities 
put in place for the production process, reveals that different 
organizations employ different present ratings of the factors of 
production.  This study provides important bedrock for further 
research, because in cases where organizations faces challenges in 
meeting up with the present trend, quality, efficiency and speed in 
the production process, the rate level of some of these factors can 
be tilted until an optimum process is achieved.  
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ABSTRACT 
Individuals are not comfortable when disclosing their personal information to corporate organisations and are becoming increasingly 
concerned. Decision criteria needed for privacy protection are more complex than those that apply to access control when managing 
security. A typical problem in this context concerns giving individuals better control over their personal information, while at the same time 
allowing the organisation to process its transactions on the same personalised information. To address this difficulty, we consider extending 
the Hippocratic principles and model them in our Hippocratic Privacy Protection (HPP) framework that is based on the concept of privacy 
contracting. A prototype of the proposed HPP framework was constructed to serve as a proof of concept in order to demonstrate the 
developed HPP framework as an applicable and efficacious model for solving privacy problems. Based on this prototype, we afford 
individuals more control over their personal information. The prototype that we developed is validated against a proposed PET evaluation 
framework.  
 
Keywords: Hippocratic database, privacy, contract, UML, OCL.  

 

 
 

1 INTRODUCTION 

 
Privacy violations against their personal data disturb individuals, 
especially with regard to websites that gather personal information 
and store it in databases for use without their consent.  Government 
frequently introduces an ever-increasing number of new privacy 
laws and industrial privacy regulations.  All these matters have 
complicated the protection of the privacy of individuals. To curb 
the effect of these problems, the past 15 years have witnessed the 
development of numerous Privacy Enhancing Technologies 
(PETs).  Examples include technologies such as Hippocratic 
databases (HD), PRIME/PrimeLife and EnCoRe.  All these 
technologies acknowledge that the individual must be in control of 
his/her personal information by specifying privacy preferences.   
 
We have proposed in [1] the concept of a privacy contract as an 
extension of privacy policies to alleviate the various problems 
relating to privacy policies [2, 3]. Subsequent work entailed the 
incorporation of these privacy contracts in a Hippocratic privacy 
protection framework that enforces personalised privacy in 
relational databases [2]. This framework extended the fundamental 
principles of Hippocratic databases [3] from ten to a set of sixteen 
extended Hippocratic privacy principles. In this paper, we 
formalise this proposed HPP framework by modelling the 
framework using conventional modelling languages like the 
Unified Modelling Language (UML) and Object Constraint 
Language (OCL). We construct a prototype of the proposed HPP 
framework to serve as a proof of concept in order to demonstrate 
the developed HPP framework as an applicable and efficacious 
model for solving privacy problems. Lastly, a framework for 
evaluating PETs in general based on acknowledged positive 
characteristics of PETs sourced from literature is proposed.   

 
 
 
We evaluated the prototype against other PETs to determine the 
efficacy of our prototype in giving individuals control over their 
personal information. 
 
The next section briefly presents the architecture and a discussion 
of the HPP framework in order to present an overview of the 
context of our work. Section 3 elaborates on the methodology of 
the study using UML and OCL. We discuss and illustrate the 
implementation of an HPP prototype in section 4 and use screen-
shots to demonstrate the main components of the framework using 
a scenario and linking the functionalities of the prototype to real 
life examples. Section 5 briefly touches on related work and 
subsequently evaluates the prototype as an experiment performed 
to test the efficacy of the HPP framework. The paper concludes 
with some perspectives on future work. 
 
2 HPP framework architecture 
 
The significance of individuals having control over their personal 
information is obvious: first at the lowest level of control, most 
remedies currently available only offer opt-in or opt-out choices on 
the use or disclosure of the personal data of individuals.  For 
example, individuals may have an option to consent that 
organisations use their e-mail addresses, without being able to 
specify a purpose for the use of this data.  At the next level of 
control, the specification of purposes allows individuals more 
control.  Instead of opting-in or opting-out on the use of their 
personal data in general, individuals can now specify that 
organisations use their personal data for a specific purpose, for 
example, marketing. 
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Inspired by the Hippocratic Oath, [5] suggest that databases need 
to be re-designed to include the responsibility for the privacy of 
data as a fundamental tenet and that those databases that take 
responsibility for privacy protection are called Hippocratic 
databases. Hippocratic databases allow individuals to specify their 
privacy preferences in terms of purposes at a granular level of 
detail, while the database takes responsibility for the protection of 
the individual’s privacy as a fundamental tenet.  The individual is 
now at liberty to specify that the organisation may use his/her e-
mail address for marketing purposes only.  However, if willing, 
individuals may consent to more than one purpose relating to one 
or more attributes of their personal information. 
 
Previous work [1] proposed an alternative, user-based approach to 
protecting the privacy of individuals in terms of privacy contracts.  
The concept of privacy contracts, incorporated in an HPP 
framework, allows the organisation to specify their privacy 
policies.  Individuals will consequently be able to amend and 
incrementally add privacy agreements to conclude their privacy 
contracts.  The HPP framework then enforces the privacy policies 
and privacy contracts when performing transactions.  These 
privacy contracts consist of privacy agreements.  As the privacy 
contract is a legal document between the organisation and the 
individual, in the event of a breach of privacy, the individual will 
then be able contest the contract in court.  If the individual can 
prove that the organisation has breached the contract, the court 
might award penalties against the organisation. 
 
Unlike the Hippocratic approach, which is data-centred, the HPP 
framework proposes a user-based and process-centred approach in 
terms of transactions.  Individuals may consent to the transaction, 
the personal data used and the purpose of the transaction.  
Individuals consent to these transactions in terms of privacy 
agreements.  Privacy agreements and transactions relate to each 
other and individuals might consent to these agreements at 
different levels of privacy.  Individuals have to consent to a 
minimum set of mandatory transactions.  In addition, individuals 
might also consent to optional transactions.  The individual has 
control over what information may be used and for what purpose 
when the organisation performs a specific transaction.  Although 
the enforcement of the privacy contract resides with the 
organisation, individuals exercise control over their personal 
information as they consent to specific transactions performed on 
their personal data for specific purposes.   
 
The architecture of our HPP framework can be seen in Figure 1. It 
is based on three components at the external level, namely: to 
manage privacy policies (MPP), manage privacy contracts (MPC), 
and enforce privacy policies and privacy contracts (EPPC). The 
reader interested in a more elaborate discussion on the HPP 
framework as such, may refer to [1]. At the conceptual level, the 
framework is modelled using UML and OCL. The database is 
implemented at the internal level using the Oracle database 
management system. 
 

 
 

Fig. 1. HPPF database architecture 
 
3 HPP model 

 
From a modelling approach, a modeller needs a combination of 
diagrammatic and formal languages. Within UML, the Object 
Constraint Language (OCL) is an add-on to UML and the standard 
for specifying expressions that add vital information to object-
oriented models [6].  As the HPP framework is innovative, we use 
the Unified Modelling Language (UML) to model the framework 
using class diagrams.  Class diagrams are more applicable for 
modelling than Entity Relationship Diagrams (ERD); class 
diagrams not only include classes (entities) and attributes, but 
model the methods or operations applied to the classes and objects 
as well.  However, these diagrams do not convey rules on 
derivation, limits or ranges, or constraints.  The paper needs to 
describe the HPP framework formally to give it precise and 
unambiguous meaning.  
 
OCL has the characteristics of an expression language, a modelling 
language and a formal language.  OCL expressions rely on the 
UML-defined types and therefore include at least some aspects of 
UML.  The latest version of OCL (OCL version 2.0) adds 
information to UML diagrams that UML cannot express in a 
diagram. Lastly, OCL is a modelling language that forms part of 
the UML specification and all its constructs have a formally 
defined meaning. Therefore, we incorporate UML combined with 
OCL 2.0 to build the HPP framework as a model with a high level 
of abstraction, independent of any implementation technology. 
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The HPP framework offers certain desirable characteristics.  First, 
the HPP framework must allow an organisation to implement its 
privacy policies.  Secondly, the HPP framework must enable the 
individual the opportunity to specify how the organisation can 
store, use and disclose his/her personal information stored in the 
relational database.  Thirdly, the organisation must be able to 
perform transactions as required to run its business while the 
database must enforce the privacy policies of the organisation and 
privacy preferences of the individual.  The HPP framework 
partitions these three main components into three packages as 
indicated in Figure 1.  
 
The UML class diagrams following next do not show operations 
and business routines, which we are able to model using the OCL, 
thereby offering a robust modelling of the HPP framework.  
However, the UML class diagrams include all other operations. 
The sections that follow give a textual description that defines the 
OCL context rules as invariants, initial values, pre- and post 
conditions, body specifications and operational definitions. The 
framework stores and maintains all these classes in object 
relational database table structures. We replicated some of the 
classes on the UML diagrams that follow for clarity, as we cannot 
discuss the rest of the classes outside the context of the other UML 
diagrams. In addition, the operations to add, update and delete a 
class do not apply to every class or association class. Some 
operations do not appear on the UML class diagrams, as we define 
these operations using the OCL ‘define’ clause.  
 
For every UML diagram that follows, a brief textual description of 
the operations belonging to some of the classes is given. Based on 
the extent of the UML diagrams, only the most significant classes 
will be discussed, followed by the OCL definitions of the class, 
defining its context, pre- and post conditions and where applicable 
the body of the operations. 

3.1 Manage privacy policies 

 
From an organisational point of view, an organisation normally 
publishes a general privacy policy stating how they will handle the 
personal or private information of individuals.  In contrast to 
publishing a general privacy policy, we propose an interactive and 
customised manner through which the organisation can install and 
maintain its privacy policies.  Firstly, the chief privacy officer 
(CPO) together with other stakeholders of the organisation 
(henceforth referred to as the privacy policy team or PPT) has to 
define all the transactions and the data items that every transaction 
needs to process into meaningful information.  The PPT also has to 
define for every transaction and data item the purposes why the 
organisation needs to store, access, process and disclose this data.  
In addition, the PPT also has to define the privacy laws and 
regulations that apply to every transaction in order to adhere to 
these laws and regulations. 
 
 
 
 

 
The package named Manage Privacy Policies implements the 
privacy policies defined by the PPT.  This package consists of two 
components: namely, Create Privacy Metadata Tables and 
Maintain Privacy Policies.  We will not discuss these components 
separately as the framework has integrated them together.  It is the 
responsibility of the database administrator (DBA) to create and 
maintain the metadata tables and the responsibility of the PPT to 
dedicate staff to capture and maintain the metadata of the privacy 
policies. 
 
Creation of the privacy metadata tables consists of an automated 
script that the DBA runs to create the relational database tables that 
will store the data.  This is an automated script to create all the 
necessary tables and do the inserts of all rows of data.  If needed, 
the PPT of an organisation may change the script to adapt to their 
specific kind of business.  The two statements list examples of the 
Oracle Structured Query Language (SQL) (see Figure 2).  The 
CREATE TABLE statement creates the metadata table named 
transaction and the INSERT statement adds one row to the 
transaction table. 
 
CREATE TABLE transaction  

(trCode       CHAR(3) 

               PRIMARY KEY 

                    CHECK trCode = UPPER(trCode), 

trName       VARCHAR2(40), 

trDescription  VARCHAR2(71), 

trType       CHAR(1) 

            CHECK trType IN (’B’,’I’,’M’), 

trMandatory    BOOLEAN,   

trDate       DATE); 

INSERT INTO transaction VALUES 

('PCC',  'Perform Credit Check',      

 'A Mandatory Transaction required to CHECK Credit References',      

 'I',  

 True,  

 TO_DATE('09-AUG-2011','dd-mon-yyyy')); 

Fig. 2. Oracle SQL Create Table and Insert statement 

The UML class diagram in Figure 3 models the package to manage 
privacy policies. The diagram models transactions, transactional 
purposes, purposes, transactional attributes, attributes, tables, 
transactional users, users, access kinds, transactional user access, 
transactional laws, privacy laws and privacy breach resolutions.   
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Fig. 3. UML class diagram representing package: Manage Privacy Policies 
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Maintain a transaction 
 
When maintaining transactional operations, careful attention is 
necessary and it is critical to distinguish between mandatory and 
optional transactions, because their operations are contextually 
different.  The context of class transaction defines several 
operations of which the framework lists their rules below. 
 
/* The context of the following operation adds a mandatory 
transaction to table transaction after the framework has become 
operational.  The rest of the transactional operations are defined in 
the package to manage privacy contracts */ 
context  Transaction::addMandatoryTransaction( 
 newManTrCode:Character,  
     
 newManTrName:String, 
     
 newManTrDescription:String,  
     
 newManTrType:Character,  
     
 newManTrMandatory:Boolean,  
     
 newManTrDate:Date ):Transaction 
def: newManTrMandatory:Boolean = true 
 newManTrDate:Date = sysdate -- the system date 
pre: self.Transaction → excludes( newManTrCode )  
post: self.Transaction → includes( newManTrCode ) 
 
/* The context of the following operation ensures that the newly 
added mandatory transaction is added to all privacy agreements, 
but these agreements must be frozen as the individuals have not yet 
consented to this mandatory transaction.  Although class 
agreement fits better to the package that manages privacy 
contracts, the framework includes the context to add a frozen 
mandatory agreement to this package because it logically fits better 
here */ 
context  Agreement::addFrozenManAgrment(  cNo:Integer, 
     
 manTrCode:Character, 
     
 manAgreeDate:Date, 
     
 manAgreeLevel:Integer, 
     
 manFrozen:Boolean ): Agreement 
def: manAgreeDate:Date = sysdate 
 manAgreeLevel:Integer= 0 
 manFrozen:Boolean = true 
pre: self.Agreement → excludes( ManTrCode ) 
post: self.Agreement → includes( ManTrCode ) 
 
/* The context of the following operation adds an optional 
transaction to table transaction */ 
context  Transaction::addOptionalTransaction( 
 newOptTrCode:Character,  
     
 newOptTrName:String, 

     
 newOptTrDescription:String,  
     
 newOptTrType:Character,  
     
 newOptTrMandatory:Boolean,  
     
 newOptTrDate:Date ):Transaction 
def: newOptTrMandatory:Boolean = false 
 newOptTrDate:Date = sysdate 
pre: self.Transaction → excludes( newOptTrCode )  
post: self.Transaction → includes( newOptTrCode ) 
 
/* The context of the following operation deletes a mandatory 
transaction from table transaction and ensures that no privacy 
agreements, no transactional attributes and no transactional 
purposes relating to this transaction exist */ 
context  Transaction::deleteMandatoryTransaction( 
delManTrCode:Character ):Boolean  
inv -- if no agreements exist for this transaction, no level 2 or 
level 3 agreements exist  
 self.agreements → excludes( delManTrCode )   
pre: self.Transaction → includes( delManTrCode )  
post: self.Transaction → excludes( delManTrCode ) 
 self.attributes → excludes ( delManTrCode ) 
 self.purposes → excludes ( delManTrCode ) 
 self.agreements → excludes ( delManTrCode ) 

 
Updating a transaction as a policy element is not 

straightforward.  If the framework updates a mandatory 
transaction, the modification affects all existing privacy contracts 
because all the existing contract owners had to consent to this 
mandatory privacy agreement.  However, this modification does 
not affect all new privacy contracts as the new contract owners 
have not consented to this specific privacy agreement yet.  The 
obligation to update a mandatory privacy agreement requires that 
the framework freeze all existing privacy contracts until the 
contract owners have consented to the specific mandatory privacy 
agreement.  Therefore, it is not advisable to update existing privacy 
contracts.  The best solution to this dilemma will be to define a 
new, alternative mandatory transaction. 

To conclude, ICT developers are not legal professionals 
and might find it difficult to interpret and implement all the legal 
and regulatory requirements required by law to protect personal 
information.  Therefore, teams of privacy professionals and legal 
administrators should collaborate with ICT developers to embed 
the most applicable privacy legislation and regulations in the 
definition of privacy policies and statements that the HPP 
framework has to enforce when applying privacy rules to business 
applications and transactions.  

 

3.2 Manage privacy contracts 

 
The second package named Manage Privacy Contracts enables the 
creation and manipulation of a single privacy contract for every 
individual that needs to interact with the organisation.  Privacy 
contracts allow every individual customisation of his/her privacy 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 137 

 

 

contract through customised privacy agreements, related to a 
specific transaction, chosen by the individual according to his/her 
unique privacy preferences.  It must be noted that whenever the 
organisation makes any changes to a privacy policy, all affected 
privacy agreements stay as they were until the individual has 
consented to the new or changed privacy agreement.  The issue of 
changing privacy policies is handled by the component that 
manages privacy policies (see section 3.1) and the act of getting 
new or renewed consent, is handled by the package that enforces 
privacy policies and contracts (see section 3.3).  The management 
of privacy contracts consists of three components, namely: 
Authenticate Privacy Contracts, Create Privacy Contracts and 
Maintain Privacy Contracts.  We will not discuss these components 
separately as the framework has integrated them together. 
 The UML class diagram listed in Figure 4 models the 
package to manage privacy contracts.  The diagram models the 
classes representing credit references, privacy contracts, 
agreements, privacy agreements at level two, privacy agreements 
at level three and an audit log on agreements. The following OCL 
rules state the initial value rules of the classes before the paper 
addresses the contexts of each of these classes.  

context CreditReference::verified 
init: false 
context Contract::active 
init: false  

context Agreement::frozen 
init: false 
context Contract::contractDate 
init: sysdate  

context Contract::lastUpdate 
init: sysdate 
context AgreementAuditLog::trDate 
init: sysdate 

 

Create a privacy contract 

 
When an individual enters into a contract with the organisation, the 
framework has to create a new contract for the individual.  The 
framework generates a new contract number which is one greater 
than the previously created contract number.  Unique identifiers 
like student numbers, account numbers and more might serve as 
contract numbers.  The post condition of the createContract 
operation ensures that the new contract owner is included in the list 
of existing contract owners. 
 
/* The context describing the following operation creates a new 
contract */ 
context  Contract::createContract( newContract:Contract 
):Contract 
inv self.Contract.contractNo → isUnique( contractNo ) 
pre: newContract = ’’ 
post: contractNo = contractNo@pre + 1 
 Contract = Contract@pre → including( newContract )
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Fig. 4. UML class diagram representing package: Manage Privacy Contracts 
 

Consent to mandatory privacy agreements at privacy level zero 

 
One of the reasons why individuals do not bother to read privacy 
policies is that they are boring to read [3] and very extensive 
wording hides a considerable amount of policy fine print [2].  
Instead of consenting to a long list of policy statements that cover 
the whole spectrum on how the organisation will protect the 
personal information of the individual, the framework allows 
individuals to consent to a small number of mandatory agreements 
initially in order to activate their privacy contracts.  Individuals 
have to consent to mandatory privacy agreements at level zero.   
 

 
 
These mandatory agreements at level zero represent the mandatory 
transactions.  When the individual has consented to all the 
mandatory agreements, the framework can activate the privacy 
contract belonging to the specific individual and the organisation 
may use all the data of the individual relating to the specific 
transactions for the purposes consented to by the individual.   
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/* The context describing the following operation requires the 
individual to consent to the set of mandatory transactions at level 
zero */ 
context  Agreement 
def: consentToMandatoryTransactions( ): Set( Transaction ) 
= 
  self.transactions → iterate ( 
      t
 : transaction; 
     
 resultSet : Set( Transaction ) = Set{ } | 
      if 
t.trMandatory = true then 
      
 resultSet.including( t ) 
      else 
      
 resultSet 
      endif 
     ) 
  
pre: self.owners.active = false 
post: self.owners.active = true 
 self.agreeDate = sysdate 
 self.agreeLevel = 0 
 self.owners.lastUpdate = sysdate 

Agreement = Agreement@pre → including( t ) 
  
 

A possible challenge might arise when the PPT has to 
add a mandatory transaction to the transaction class at a later stage.  
In this case, all existing privacy agreements based on the specific 
transaction have to be frozen.  The reason for freezing all these 
privacy agreements is that individuals with existing privacy 
contracts must first consent to the new mandatory transaction 
(policy) that the PPT has added, before the framework allows the 
organisation and the individuals to perform the specific 
transaction.  If the individuals do not consent to the new mandatory 
transaction, the specific privacy agreement will stay frozen, 
otherwise their privacy agreements will be unfrozen when they 
have given their consent and they would then be able to commence 
with the transaction against the database.  The organisation will 
only be able to handle data according to privacy agreements that 
are not frozen.   
 
Activate a contract 
 
Active contracts are privacy contracts to which the individual has 
consented, against which the organisation may process database 
transactions.  When a contract is inactive, the framework allows 
two transactions against the contract only, namely: reactivating the 
contract and performing an audit against the contract. 
 As soon as the framework has created the new privacy 
contract, verified the credit references and the individual has 
consented to the mandatory privacy agreements (transactions), the 
framework has to activate the contract.  Individuals must consent 
to all mandatory transactions, whether they are business, 
management or personal transactions. 

/* The following context defines the operation to activate a 
contract */ 
context  Contract::activate( cNo:Integer):Boolean 
inv: self.references.verified = true 
pre: self.active = false 
post: self.active = true 
 
Consent to an optional privacy agreement at privacy level one 

 
An alternative way of stating “Consenting to an optional 
transaction at privacy level one” would be to state, “Adding a 
privacy agreement at privacy level one”.  Only when the individual 
has consented to all the mandatory agreements (transactions) at 
level zero and the framework has activated his/her privacy 
contract, may he/she add optional privacy agreements at levels 
one, two, or three to which he/she might consent.  Optional 
transactions or privacy agreements at level one imply that although 
the transaction is optional, the transaction has mandatory purposes 
to which individuals have to consent and the organisation may use 
the data related to the specific transaction for the consented 
mandatory purposes only, otherwise neither the organisation nor 
the individual can process the specific transaction.  If the 
individual has not consented to the specific optional transaction, 
this implies that the organisation may not use the personal 
information that relates to the specific transaction for this 
individual.  As soon as the individual has consented to the privacy 
agreement at level one, the framework has to add the privacy 
agreement to the privacy contract of that specific individual.   
 
/* The following context defines the operation to consent to an 
optional privacy agreement at level one – the purpose is mandatory */ 
context  Agreement 
inv isNotFrozen:  self.frozen = false, 
 -- active = true in the next rule implies mandatory 
agreements were consented to 
 isActive:  self.owners.active = true   
def: consentToOptionalAgreementAtLevel1( 

transactions.optTrCodeL1:Character) : Set( 
TransactionalPurpose ) = 
self.transactions.transactionalPurpose →  

  iterate ( 
   t : transaction; 
   tP : transactionalPurpose; 
   resultSet : Set( TransactionalPurpose ) 
= Set{ } | 
    

if t.trMandatory = false AND 
tP.trPMandatory = true then 

    resultSet.including( tP ) 
   else 
    resultSet 
   endif 
   ) 
pre: self.Agreement → excludes self.Agreement( optTrCodeL1 ) 
post: self.agreeDate = sysdate, 
 self.agreeLevel = 1  
 agreement.owners.lastUpdate = sysdate 
 Agreement = Agreement@pre → including( t ) 
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Log an agreement 

 
As soon as an individual has consented to a non-existing 
agreement, that is, one that did not exist previously, the framework 
has to insert a record into class agreementAuditLog for auditing 
purposes. 
 
/* The context describing the following operation logs an 
agreement that was consented to in the agreementAuditLog */ 
context  AgreementAuditLog::logAgreement( cNo:Integer,  
     
 trCode:Character, 
     
 actionDate:Date, 
     
 dataUser:String, 
     
 action:String, 
     
 actionDescription):agreementAuditLog 
pre:  AgreementAuditLog → AgreementAuditLog → 
excluding( cNo )   
 AgreementAuditLog → AgreementAuditLog → 
excluding( trCode )   AgreementAuditLog → 
AgreementAuditLog → excluding( actionDate )   
post: AgreementAuditLog → AgreementAuditLog → 
including( cNo )   
 AgreementAuditLog → AgreementAuditLog → 
including( trCode )   self.actionDate = sysdate 
 

3.3 Enforce privacy policies and privacy contracts 

 
The third package, named Enforce Privacy Policies and Contracts, 
protects the personal information of individuals through 
enforcement of a customised privacy contract that belongs to a 

specific individual, while at the same time enforcing the privacy 
policies of the organisation.  This package defines operations that 
the framework uses when it needs to process personal or business 
transactions and perform the obligations when updating a privacy 
policy of the organisation. [7] require that every electronic contract 
has the ability to verify and enforce non-violation of the terms of 
the contract by the parties involved.  Conflicts in privacy practices 
occur when individuals have to reveal personal information, while 
at the same time wishing to preserve their privacy.  In order to 
open an account, the individual not only has to supply personal 
information like a home address, but also very private information 
like banking details and gross income.  The organisation might 
need this information in order to approve or deny the application.  
Eventually, the individual still has the choice either to disclose all 
the required information or not to have the convenience of an 
account. 
 
Figure 5 presents the UML class diagram of the package that 
enforces privacy policies and contracts. The diagram models the 
following classes: ‘CustomerDetail’, ‘Invoice’, ‘Product’, 
‘AgreementAuditLog’ and ‘BreachedContract’.  
The purpose of this package is to enforce the privacy policies of 
the organisation and the privacy contracts of individuals while 
interacting through transactions.  The package first has to 
determine whether to manage privacy policies or contracts, or to 
process database transactions (enforcing policies and contracts).  
When opting for the third option the data user must first choose 
between performing business transactions or personal transactions 
and quitting the system. 
 

1) 3.3.1 Verification operations 

 
We define the context of operations to perform verification of 
various aspects of the framework before the framework can 
proceed to perform a transaction next. 
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Fig. 5. UML class diagram for package: Enforce Privacy Policies and Contracts 
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Verify whether the data user has been authorised to perform 
the specific transaction 

 
When a data user initiates a transaction, the data user has to 
indicate whether the transaction type is a group or individual type 
of transaction.  In addition, the user must select the specific 
transaction and specify the kind of access that he/she requires.  The 
framework checks the applicable privacy policy to ensure that the 
data user is authorised to perform the specific transaction. 
 
/* The following context defines the operation to verify whether 
the data user has been authorised to perform the specific 
transaction */ 
context  TransactionalUserAccess::isUserAuthorised( 
 trCode:Character, 
      
 trUAUserId:String, 
      
 trUAAKCode ):Boolean 
inv: self.TransactionalUserAccess → includes( trCode ) AND 
 self.TransactionalUserAccess → includes( trUAUserId ) 
AND 
 self.TransactionalUserAccess → includes (trUAAKCode 
) 
  

Verify that the privacy contract is active 

 
As soon as the framework has verified that the data user is 
authorised to perform the specific transaction, the framework has 
to verify that the privacy contract of the individual, on whose data 
it is required to perform a specific transaction is active. 
  
/* The following context defines the operation to verify that the 
privacy contract of the specific individual is active */ 
context  Contract::isContractActive( cNo:Integer ) : Boolean 
inv: isActive:  self.active = true   
 

Verify whether the individual has consented to such a privacy 
agreement 

 
Whenever an individual requests the organisation to process a 
particular transaction, or the organisation needs to process the data 
of one or more individuals, the first step is to verify whether a 
privacy agreement related to the specific transaction does exist in 
the contract of the individual concerned and whether the agreement 
is not frozen.  If such a privacy agreement does not exist, the 
individual has the option of first consenting to the necessary 
privacy agreement before the organisation can perform the 
transaction. 
 
 
 
 
 
 

/* The following context defines the operation to verify whether 
the individual has consented to such an agreement */ 
context  Agreement::hasConsentedToAgreement( 
 cNo:Integer, 
     
 trCode:Character ):Boolean 
inv: self.frozen = false 
 Agreement → includes( trCode ) AND 
 Agreement → includes( cNo )  

 
We make an important distinction between business 

transactions and personal transactions when it comes to the 
enforcement of privacy policies and privacy contracts.  Business 
transactions are transactions that the organisation or a data user 
employed by the organisation initiates while a personal transaction 
is initiated by the individual that requests that a data user performs 
the specific transaction on his/her personal data.  

Business Transactions 

 
We distinguish between group business transactions and individual 
business transactions.  Group business transactions are transactions 
that the organisation may perform on the data of a group of 
individuals according to the personal privacy agreements defined 
in the privacy contracts of the individuals.  However, individual 
business transactions are transactions that the organisation may 
perform on the data of a single individual according to the personal 
privacy agreements defined in the privacy contract of the specific 
individual.  A data user can perform a group business transaction 
relating to a common privacy agreement on the data of a group of 
individuals, while the data user can perform an individual business 
transaction for one individual at a time.  However, the individuals 
themselves cannot request the organisation to perform a business 
transaction as they can only request personal/individual 
transactions.  Only data of those individuals who have consented to 
the common privacy agreement are included in the transaction.  
The framework logs the business transaction for every individual 
whose data are included in the group processing for auditing 
purposes.  The paper has already addressed the context of 
authorising whether the organisation has granted the data user the 
right to perform the specific business transaction.  As soon as the 
framework has verified that the data user is authorised to perform 
the specific transaction according to the kind of access the data 
user requested, the framework allows the data user to perform the 
business transaction on the data of those individuals who 
concluded privacy agreements relating to the specific transaction.  
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 Log a transaction 
 
/* The context describing the following operation logs a 
transaction to class agreementAuditLog */ 
context  AgreementAuditLog::logTransaction( cNo:Integer,  
     
 trCode:Character, 
     
 actionDate:Date, 
     
 dataUser:String, 
     
 action:String,    
      
 actionDescription):agreementAuditLog 
pre:  AgreementAuditLog → AgreementAuditLog → 
excluding( cNo )   
 AgreementAuditLog → AgreementAuditLog → 
excluding( trCode )   AgreementAuditLog → 
AgreementAuditLog → excluding( actionDate )   
 
post: AgreementAuditLog → AgreementAuditLog → 
including( cNo )   
 AgreementAuditLog → AgreementAuditLog → 
including( trCode )   self.actionDate = sysdate 
 

4 Real life prototype implementation 
 
This section presents a prototype implementation of our HPP 
framework as proof of the concept to demonstrate that it is possible 
to implement the framework and to demonstrate its efficacy. The 
prototype illustrates some of the more significant concepts 
referring to the three packages discussed in the previous section.
   

The first screen of the HPP application displays the 
application’s main window listing the main options to manage 
privacy policies, manage privacy contracts, enforce privacy 
policies and privacy contracts (see Figure 6). The application 
requests the data user to login.  The application authenticates the 
credentials of the user and verifies whether the framework has 
authorised the user for the requested type of access and the 
transaction the user wants to perform.  The application displays an 
informative alert if the user fails one of these verification tests.   
 

 
 

Fig. 6. HPP Application Logon screen 

4.1 Manage privacy policies 

 
The main interface to manage privacy policies offers the data user 
menu options to manage table and attribute objects, transactional 
purposes, transactional columns, user transactions, privacy laws 
and transactions and privacy resolutions.  The following 
paragraphs describe the management of transactional purposes and 
transactional users. When the user chooses to manage the 
transactional purposes, the application displays the window as 
listed in Figure 7.  
 
This screen-shot illustrates a subset of the transactions and their 
associated purposes that are available to the data user.  The frame 
at the top of the figure displays the transaction codes, their 
associated names and descriptions, whether the transaction is 
mandatory (T), or optional (F) and the type of transaction, 
indicating whether the user performs the transaction for 
management purposes (M), for individual/personal purposes (I), or 
for using in bulk/groups (B).  The screen-shot also displays the 
date when the responsible user (appointed by the PPT) added the 
transaction to the privacy policy database. 
 
On viewing transaction MCR (Manage Credit References), for 
example, it is clear that this transaction is mandatory.  When 
managing privacy contracts (see next section), the individual will 
have no choice but to consent to this transaction. The frame at the 
bottom of the figure illustrates that the user may use this 
transaction for any of the three purposes, namely, to check credit 
references, manage credit references, or to open an account, 
depending on the consent given by the specific individual and 
whether the purpose is mandatory or optional.  This table also 
indicates whether the specific purpose relating to this transaction is 
mandatory (T) or optional (F), as individuals may also consent to 
privacy agreement levels one to three for the purposes that are 
optional.   
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When the individual consents to an optional transaction at privacy 
agreement level one, the individual does not have a choice 
regarding when the purpose of the specific transaction is 
mandatory (level one).  See the mandatory purposes CCR and 
MCR, for example. However, at privacy agreement level two, the 
individual has the choice of whether to consent to the additional 
optional purposes as to why the specific transaction may be 
performed by the user or not. This means that when the individual 
consents to transaction MCR, which is mandatory, s/he will have 
to consent to the purpose CCR (Checking Credit References) and 
MCR (Managing Credit References); however, s/he may choose to 
consent to the optional purpose OAC (Opening an Account) or not. 
This specific window illustrates that the framework categorised 
transactions in such a manner as to afford that individuals a wide 
choice when consenting to the use of these transactions. 
 

 
Fig. 7. Manage transactions and their purposes 

4.2 Manage privacy contracts 

 
As Alice is a very popular individual, cited in many privacy 
scenarios and literature case studies, she will interact with the 
prototype to illustrate the privacy contract concepts in a scenario.   

Recently, while undergoing a procedure at a state 
hospital, she contracted HIV/AIDS during a blood transfusion.  
Fortunately, antiretroviral medicine is available, but the 
government directed that patients should purchase this medication 
on account using a prescription only.  In addition, they want to 
know the age and gender of every HIV patient.  The HPP 
application can retrieve this information from the social security 
number (I.D. number) of every individual.  It is mandatory that 
customers provide this information to pharmacies without which 
the life-prolonging medication cannot legitimately be dispensed to 
them.  Alice is also an internationally renowned researcher, of 
which privacy is one of her favourite research interests.  She 
quickly realises that she has no option but to disclose some 
personal details and open an account or do without the medicine.   

 

The pharmacy also needs either her postal address or e-mail 
address to which her statement must be sent at the end of the 
month.  She does not really have a choice and realises that she has 
to consent to the use of her personal data as required. As soon as 
Alice requests the pharmacy to open an account, the pharmacy 
refers her to the data user, Scott, who will be assisting her with 
opening an account and dispensing her medication. Scott informs 
Alice that in order for her to open an account at EREP (the 
pharmacy where “Everybody Respect Everybody’s Privacy”), she 
needs to enter into a privacy contract with EREP.  The contract 
should put her mind at ease that EREP will respect her personal 
information and use her information only according to the privacy 
agreements to which she consents.  He tells her that she has to 
remember the number of her privacy contract, as she will need to 
provide this unique number every time she wants to add, modify, 
or delete some of her privacy agreements.  She also has to provide 
her contract number to EREP when requesting EREP to process 
any personal transactions in future.  The contract is currently not 
frozen or active, as Alice has not yet consented to the mandatory 
transactions or agreements (see Figure 8). 
 
Scott clicks on the button to list the mandatory agreements (List 
M-Agreements in Figure 8) to which she has to consent and 
explains the mandatory transactions to Alice.  He also tells her that 
she has to consent to every mandatory transaction or privacy 
agreement; otherwise, he will not be able to create her contract. At 
some stage, Scott has activated Alice’s privacy contract and she 
has consented to the mandatory privacy agreements.  However, the 
mandatory privacy agreements that she has consented to at this 
stage are a limited subset of agreements that are available to her 
and she now has the option to consent to optional privacy 
agreements based on optional transactions.  Concluding an 
optional privacy agreement requires the individual to consent to 
the optional transaction at any time, as long as the individual 
consents before he/she or the organisation processes the optional 
transaction. Every individual has the opportunity to define his/her 
own preferred privacy level for every optional transaction.  
Optional transactions are available at privacy levels one, two, or 
three. 

 

 
Fig. 8. Creating a privacy contract for Alice Atkins 
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The framework associates optional transactions consented to at 
privacy level one with mandatory purposes and mandatory data 
items relating to mandatory purposes only.  No optional purposes 
associated with an optional transaction are available when 
consented to at level one.  No opt-in or opt-out choices are 
available, except with regard to the optional transaction relating to 
the specific mandatory purpose.  Thus, level one provides a take-it-
as-it-is-or-not option for every optional transaction associated with 
its mandatory purposes and mandatory data items at level one.  For 
example, Alice might decide that she needs EREP to deliver her 
medicine at home, as she values her privacy too much to fetch her 
HIV medication from one of the dispensary counters of EREP.  
Therefore, she will have to consent to the optional transaction at 
level one to deliver her medicine at home.  However, this optional 
transaction has a mandatory purpose named ‘delivering medicine 
at home’ (see Figure 9).  This means that EREP will require her 
home address.  Alice does not have any opt-in or opt-out choices to 
choose from at level one, except consenting to the optional 
transaction or not.  However, if Alice wants EREP to deliver her 
medication, then she has to consent to this optional transaction 
with its mandatory purpose.  
 

 
 

Fig. 9. Privacy agreement at level one - mandatory purpose to 
deliver medicine at home 

We may present more screen-shots similar to these figures for 
privacy agreement levels two and three, but based on the extent of 
this work, this should suffice. The following section demonstrates 
how the prototype enforces the privacy policies while at the same 
time adhering to the privacy preferences set and consented to by 
individuals through their privacy contracts. 
 
 
 
 
 

4.3 Enforce privacy policies and privacy contracts 
 
The prototype has implemented a fictitious pharmacy called EREP 
where Alice consented to privacy agreements at various levels of 
privacy, which constituted her privacy contract.  This section 
illustrates some simulated transactions between Alice and EREP, 
namely purchasing on account, viewing invoices and querying 
EREP on how the pharmacy used her personal information. On the 
12th of December 2011, Alice visits EREP to submit her 
prescription for antiretroviral medicine.  Scott welcomes her.  She 
hands over her prescription to Scott and requests him to dispense 
the medicine on account.  He asks her for her contract number after 
which she enters her password secretly.  The application 
authenticates her and checks that her contract is active but not 
frozen.  He enters her prescription on the system, saves the invoice 
and hands over the medicine (see Figure 10). 
 

 
Fig. 10. Invoice number 55 - Alice purchasing antiretroviral 

medicine on account 

Later Scott attempts to view Alice’s invoices.  However, as a 
privacy fundamentalist, Alice, in order to protect her privacy, 
consented that a data user may see only her invoice numbers, the 
quantity of every item purchased and the total price of every 
invoice (see Figure 11). 
 

 
Fig.11. Viewing invoice number 55  

sensitive information hidden 
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Alice now requests Scott to show her how EREP has used her data.  
Scott navigates to the menu option to view the log of Alice’s 
transactions.  The application displays the window confirming the 
transactions that EREP performed against Alice’s privacy 
agreements.  The log shows the code of the transactions that user 
Scott performed.  One of the actions shows that Scott sent an 
individual communication by SMS to request the payment of an 
account (see Figure 12).  
 

 
Fig. 12. Transaction log showing EREP’s use of Alice’s data 

Scott previously performed the logged transaction highlighted in 
Figure 12 by clicking on the push button to send a payment request 
by SMS.  Figure 13 depicts all the individual transactions available 
on the system. The enabled buttons are those individual 
transactions that Alice has consented to and that Scott may 
perform.  

 

 
Fig. 13. Individual transactions consented to by Alice 

The study implemented group business transactions in a similar 
way.  One example should suffice.  When Scott performs the group 
transaction to send requests for payment in bulk using e-mail, he 
clicks on the appropriate push button to begin the transaction (see 
Figure 14 for the transactions available to Scott to perform in 
bulk). 

   

 
Fig. 14. Using e-mail to send requests for payment  

as a group transaction 
 

Scott receives feedback from the system as listed in Figure 15.  It 
shows all the e-mail addresses to where he sent the request for 
payment using e-mail. This section has clearly proved and 
illustrated through the implementation of the prototype, that the 
framework has merits.  As a rule, the organisation can define their 
privacy policies through the PPT clearly and non-ambiguously.  
The developers implement these rules in the database as metadata 
in the form of transactions, purposes and other related tables.  
Individuals then enter into privacy contracts with the organisation.  
The framework then enforces the privacy policies of the 
organisation and the privacy contracts of the individuals.  The 
organisation cannot perform any transaction against the contract of 
an individual if the individual has not consented to the use of the 
transaction for the specific purpose using that individual’s specific 
data.  As such, individuals should have improved control over the 
use of their personal information, be more able to trust the 
organisation that it will protect their personal information and as a 
result, the organisation itself will ultimately benefit. 
 

 
 

                       Fig. 15. Confirmation of bulk e-mail sent 
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The next section briefly discusses related work and the evaluation 
of the framework. 
 
5 Related work and experimentation 
 
The past 15 years have witnessed the development of numerous 
Privacy Enhancing Technologies (PETs).  Examples include 
technologies such as Hippocratic databases (HD), 
PRIME/PrimeLife and EnCoRe.  All these technologies 
acknowledge that the individual must be in control of his/her 
personal information by specifying privacy preferences.  A 
discussion on these technologies follows next. The rest of the 
section reports on an experimental evaluation of the HPP 
framework conducted, benchmarking it against these other PETs. 
 
Inspired by the Hippocratic Oath, [5] have redesigned database 
systems to include privacy as a fundamental principle.  They call 
such databases Hippocratic databases (HD).  Their Hippocratic 
databases abide by ten fundamental principles. The central concern 
in Hippocratic databases revolves around purpose. The Hippocratic 
database system bases its architecture on a straw man design that 
comprises privacy metadata, a data collection manager, query 
manager, retention manager and various offline tools.  The main 
advantage of this architecture is that it does not require 
customisation of existing applications of the company, resulting in 
easier installation, less customisation and less overhead and 
maintenance costs [8]. However, although the concept of the 
Hippocratic database is an innovative idea to take responsibility for 
the protection of the private information of individuals, it presents 
certain challenges as raised by [5].   
 
The first challenge concerns their privacy policy language namely 
the Platform for Privacy Preferences (P3P) standard. It does not 
have the capability to ensure that websites adhere to their privacy 
policies.  In addition, there are advocates who are not in favour of 
P3P [9]. The second challenge that arises is whether database 
systems can afford the additional cost of checking privacy 
preferences and enforcing these preferences. The third challenge 
concerns their principle of limited disclosure. [5] address this 
principle only in terms of external recipients, but seem to ignore 
the principle of limiting what information the HD discloses to 
whom.  The question that arises is whether the individual can for 
example specify the attributes to disclose during a specific 
transaction.  
 
The last challenge concerns their principle of auditing compliance. 
Logging all accesses to the information of customers might incur a 
cost in terms of database performance and data storage space.  
According to [5], the challenge is to provide every customer with 
logs of all accesses to his/her data, without paying a performance 
penalty.  The organisation does not need to make these auditing 
logs available to every customer, but only to those customers who 
request them. The Community’s Sixth Framework Program 
(Contract No. 507591) of the European Union and the Swiss 
Federal Office for Education and Science funded the PRIME 
(Privacy and Identity Management for Europe) project [10].   
 
 

The project aims to help individuals manage all their partial 
identities through a privacy-enhanced Identity Management (IDM) 
system.  The IDM system enables individuals to control what 
personal information, based on the role of the data user or 
organisation, the system reveals to them. A strong design principle 
of PRIME requires that the design must start from maximum 
privacy.  The individual maintains a complete view of the privacy 
policies of all his/her transaction partners.  The individual can 
select a privacy policy that states how his/her personal information 
should be handled.  After negotiation with the organisations or 
transaction partners, the individual can conclude an agreement that  
forms contractual provisions (similar to a privacy contract) on the 
privacy rights of the parties involved.  [11] make a very strong 
statement about privacy contracts when they state that “Such 
agreements serve as legal contracts that must be fulfilled”. The 
European Commission’s seventh Framework Programme funded 
PrimeLife (Privacy and Identity Management in Europe for Life) 
from 2008 until 2011.  PrimeLife is a research project aimed at 
bringing sustainable privacy and identity management to future 
networks and services.  PrimeLife proposes that websites display 
privacy policies using easy-to-grasp symbols and people-friendly 
summaries.  One more proposal is that the browser could warn the 
individual if a website is greedy for his/her data. They are also 
concerned about personal privacy and working on giving 
individuals more control over their personal information.   
 
EnCoRe (Ensuring Consent and Revocation) is a research project 
undertaken by the United Kingdom (UK) industry and academia to 
give individuals more control over their personal information.  
Their work aims at giving an individual greater means of 
controlling what happens to the personal information that the 
individual discloses to an organisation.  Different trust models 
enable individuals to retain control over their personal information 
in a number of different ways.  However, the personal data 
management operations of the organisations do not really justify 
the trust that individuals place in them because of a variety of 
legal, regulatory, process-related, economical and technical 
reasons. It defines privacy choices as the actual choices the 
individual made based on the available options [12]. The technical 
design of EnCoRe is a block-level design.  This means the 
technical system comprises functional blocks of software and 
service components and the data flows between them.  The 
technical architecture specifies the flexible expression of privacy 
preferences (choices), privacy-aware access control, obligation and 
sticky policies, logging, auditing and compliance checking.  In 
addition, they also formally specify fine-grained privacy 
preferences driven by graphical interfaces or by individuals setting 
specific data values.  Lastly, supporting their privacy compliance 
checking capabilities, organisations must be able to log and 
monitor access, management, processing and disclosure of 
personal data.  
 
In order to evaluate the effectiveness of various PETs, [13] 
propose an evaluation framework that analyses solutions along the 
dimensions of high-level privacy principles and privacy concerns. 
In addition to the HD principles addressed in this paper, they also 
address what they call anonymity principles such as anonymity, 
pseudonymity (not identifiable, but still traceable through an alias), 
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unobservability, unlinkability and deniability (by denying some 
characteristics or actions). They further propose what they call 
other desirable principles for privacy enhancement. These are user 
preference, negotiation, seclusion (right to be left alone), ease of 
adoption, ease of compliance, usability and responsiveness. Some 
of their so-called other desirable principles together with other 
acknowledged criteria are adapted for use in this study,  as defined 
in Table 1. 
 
Table 1. PET Evaluation Criteria 

Criteria Definition Ref 
Comprehensiveness Comprehensiveness of the privacy 

solution that sets clear rules for access 
to, use of and disclosure of personal 
information and includes 
accountability. 

[14] 

Usability Efforts required by individuals to use 
the PET should be reasonable. 

[13] 

User preference Every individual can tailor his/her 
privacy preferences to personal 
choices. 

[13] 

Enforcement Data protection rights need to be 
actually enforced to be effective. 

[15] 

Responsiveness / 
flexibility 

The ability of the solution to promptly 
respond according to changes in the 
preferences of the individual. 

[13] 

Ease of compliance Ease of PET to fulfil legal 
requirements. 

[13] 

Ease of adoption The solution does not rely on other 
proprietary technology. 

[13] 

Auditing capability The PET includes auditing 
functionalities. 

[5] 

Expressive GUI  Completeness of GUI – simplicity, 
effectiveness. 

[16] 

 
Table 2 lists whether the evaluated PETs answer to each of the 
criteria or not. For every criterion, the individual PETs have been 
ranked from 4 (highest) to 1 (lowest) or 0 (if no literature is 
available regarding the criterion for the specific PET). At the end 
of the process, all the points for each PET were summarised. 
Eventually, the four PETs were ranked according to their totals in 
order to determine which PET is the most effective. A brief 
discussion on each of the PETs with regard to the specific criterion 
follows Table 2 so as to motivate the awarding of the points. 

 
Table 2. PETs evaluation results 
Criteria Hippocratic 

database 
PRIME / 
PrimeLife 

EnCoRe HPP 
framework 

Comprehensiveness 3 1 2 4 
Usability 2 3 1 4 
User preference 2 1 3 4 
Enforcement 3 1 2 4 
Responsiveness 3 3 3 4 
Compliance 4 3 0 3 
Ease of adoption 4 0 0 3 
Auditing capability 4 1 2 3 
Expressive GUI 1 4 3 2 
Total points 26 17 19 31 
Rank 2 4 3 1 

 

6 Future Work 
 
This paper offers an opportunity for further research in a number 
of respects. Future research might include the implementation of 
the HPP framework as a full-scale development to obtain user 
input regarding the effectiveness of the framework and to 
determine to what extent individuals measure the effectiveness and 
accept the developed application. A more thorough practical 
evaluation of the HPP framework using more rigorous evaluation 
criteria, with regard to its practical applicability, usefulness, 
effectiveness and performance is required.  

In addition, the evaluation of the HPP framework as a 
PET indicated that the framework needs improvement regarding 
the ease in which existing systems can adopt the principles of the 
HPP framework, issues regarding auditing features, compliance 
and lastly, the GUI of the HPP framework. 

7 Conclusion 
 
Every individual has the right to privacy and hence, the need for 
the protection of his/her personal information. At the same time, 
every organisation has the right to insist on protecting its business 
interests through access to needed information. The apparent 
conflict of interests in this requires striking an appropriate balance 
in PET provisioning. Based on the results of this study and the fact 
that individuals hold different views on privacy, it has been 
demonstrated that such rights can be guaranteed by providing a 
PET that enables defining at what level of privacy they require 
organisations to process their personal information.  

The main contribution of the study is the development of 
an innovative, transaction-based, process-driven privacy enhancing 
technology (PET) that contributes to system optimality and 
usability. In addition, the formal specification of the framework 
using conventional modelling languages like UML and OCL 
provides a basis demonstrating feasibility of the practical 
realisation and application of the framework. The developed 
prototype shows the theoretical and empirical validity of the 
framework thus contributing to both the theory and practice of 
PETs.  Giving increased control over their personal information to 
individuals enable them to be more comfortable about disclosing 
their information to corporate organisations in the knowledge that 
they will manage the personal information according to fair 
information privacy practices. 
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ABSTRACT 
Web pages today are currently used in contemporary business transaction worldwide for its obvious advantage of wider outreach. 
Business transactions on an unsecured web site expose the parties involved in the transaction to risks ranging from fraud to loss of 
integrity as well as fund loss. This paper examines security metrics models available for web application systems and proposes a model 
for evaluating the security status/posture of web applications for vulnerability analysis. The model extracts vulnerability attributes 

associated with authentication and authorization features in character size count of login parameters in a password, auto-complete status, 
hypertext mark-up language (HTML) component tags and control buttons as well as cross-site scripting and structured query language 
(sql) injection. The result obtained from the vulnerability attributes of the web page is used to rank the security status of the web page.    
 
Keywords: Security Metrics, Metrics Model, Web Applications, vulnerability analysis, Security Status and Ranking. 

 

 
 

1.  INTRODUCTION    
 
Security metrics is an area in computer security that has been 
receiving adequate attention in recent times. It is not a new 
topic, but one which receives focused interest sporadically. 
Majority of works about security metrics is mainly definitional, 
targeted towards providing guidelines for defining a security 
metric and specifying criteria for which to strive to achieve 
security. It is just a little that had been reported on actual metrics 

that have been proven useful in practice. [1, 2] There is again 
confusion about the distinction between measurements and 
metrics, their interpretation as well as their validation. [3, 9] It is 
widely believed that measurements are generally possible – they 
simply inform us about the extent, dimension, capacity, size, 
amount or some other quantitative characteristic of a software, 
network or system. There is a wide belief that measures are 
normally useless without adequate interpretations except in 

direct comparison with other measures. [4, 5, 6].  
 
Information security metrics are seen as an important factor in 
making sound decisions about various aspects of security, 
ranging from the design of security architectures and controls to 
the effectiveness and efficiency of security operations. Security 
metrics strive to offer a quantitative and objective basis for 
security assurance. The term “security metrics” is used often 

today, but with a range of meanings and interpretations. Several 
examples taken from recent publications are as follows: [10, 8]. 
Metric is a system of related measures enabling quantification of 
some characteristic.  
 
 

 
 
 
A measure is a dimension compared against a standard. Security 
metric - a system of related dimensions (compared against a 
standard) enabling quantification of the degree of freedom from 
possibility of suffering damage or loss from malicious attack. 
IT security metrics provide a practical approach to measuring 

information security. Evaluating security at the system level, IT 
security metrics are tools that facilitate decision making and 
accountability through collection, analysis, and reporting of 
relevant performance data. Based on IT security performance 
goals and objectives, IT security metrics are quantifiable, 
feasible to measure, and repeatable. [4] They provide relevant 
trends over time and are useful in tracking performance and 
directing resources to initiate performance improvement actions. 

 

2. EXISTING SECURITY METRICS MODELS 

 
In this section six existing security metrics models are 
examined.  The models [8] are briefly presented for the purpose 
of comparison with the model proposed in this work. 
 

2.1. Katzke’s Model (2001) 

Metrics is composed of object being measured, the security 
objectives against which it is measured and the method of 
measurement. The key features of this model are: 

• The method of measurement can be direct testing, 

evaluation, accreditation, training, education and     
observation of system performance.  

• The objects being measured can be an organization,    

product or a process. 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 151 

 

 

• The security objective against which the     
measurement is carried out can be security    

requirements, best practice standard, security   
baseline, due diligence or maturity capability of the    
models. 

   

2.2. Deborah Bodeau’s Model (2001) 
Metrics is defined as the cross product of what you need to 
measure, why you need to measure it and the intended audience. 
The following key features of the model are identified: 

 

• What needs to be measured can be technical, process, 
organization or a system 

• The purpose of measurement could be for description, 
comparison, or for prediction. 

• The intended audience include technical experts, 
decision makers and external authorities and policy 
makers. 

 

2.3. Victor Valeriu P.’s model (2006) 
Metrics is composed of attacks and incidents, the controls in 
place against the attacks as well as their effect on the 
organisation’s assets. The key features of this model include: 

• Attacks and incidents which could be any of denial of 

service, worm propagation, virus attacks or 
unauthorized  access. 

• The common controls in place include ensuring proper 

data delivery, preventing service degradation, 
preventing  service disruption, and ensuring 
data accuracy. 

• Organisational assets could be data as well as 

infrastructure 
 

2.4. Peter Mill’s Model called CVSS (2009)  

Metrics (overall vulnerability score) is composed of base metric 
group, temporal metric group and environmental metric group. 
The major features of this metrics are: 

• The Base group which is composed of access 

complexities, authentication, access vector, 
confidential bias, integrity bias, availability impact, 
and impact bias. 

• Temporal group is made up of exploitability, 

remediation level, as well as report confidence,  

• Environmental group is formed from collateral 

damage potential, target distribution. 
 

2.5. Reijo M. Savola’s model (2009) 
In this context, metrics is modelled as nested circles showing the 
important aspects of the measured system. The various levels are 

briefly discussed: 

• Level 0: Investigated (target) system. 

• Level 1: Main view points of the target system. This 

includes security quality of the system, security 

enforcing controls, and secure system life cycle, 
project and business management 

• Level 2: Fundamental objectives of measurement. The 

purpose of this level is to ensure the correctness, 
efficiency or effectiveness of the system.  

• Level 3: Measurable components of the system. This 

is where the measurable components of the system are 
identified and they include the requirements, and the 
design specifications. 

• Level 4: Detailed metrics features. This level gives the 

details about the selected components of the system 
under investigation. 

 

2.6. Steve Christey’s model (2011) 
This metrics commonly called Common Weakness Scoring 

system (CWSS) is a composite of base finding group, attack 
surface group and exploitability group. These groups are briefly 
explained: 

• Base finding group score is obtained from impact bias, 

finding confidence, remediation cost, and prevalence. 

• Attack surface group score is calculated from 

universality, access vector, required privilege level, 
authentication  strength, and authentication 
instance. 

• Exploitability group. The score for this group is 

obtained from likelihood of discovery, likelihood of 
exploit,  level of interaction, internal control 
effectiveness and external control effectiveness. 

 

3. THE PROPOSED WEB APPLICATION SECURITY     

        EVALUATOR (WASE) MODEL  

 
The proposed web application security evaluation (WASE) 
model is shown in figure 1.  The WASE is a model that 
measures the security vulnerabilities found in any web page to 
enable individuals, merchants as well as commercial software 
developer determine the security strength of their web sites 
before putting them into e-business transactions on the Internet. 
The WASE model shown in figure 1 performs the following 

steps: 
1. WASE accepts any valid Uniform Resource Locator 

(URL), 
2. Crawls and parses the contents of the web page to 

extract security vulnerabilities and threat in the web 
site, 

3. Ranks the vulnerabilities with respect to the number of 
each present in the page, and 

4. Score/Rank the security level of the web page in 
percentage as well as the status of the each 
vulnerability parameters found 
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Figure 1.0: Web Application Security Evaluator (WASE) Model 

WSSE System                 The Internet 

These four steps are briefly examined: 

 

3.1 Accepts any valid Uniform Resource Locator (URL) 
Any URL defines four things: protocol, host computer, port, and 
path (see figure 2.0). 
 
 
 
   
 

 
 
 
 

The protocol is the client/server program used to retrieve the 
document. Many different protocols can retrieve a document; 
among them are: 

1. Hypertext Transfer Protocol (HTTP):  Used for web 
page request. 

2. Secure HTTP: Used for encrypted web page request. 
3. File Transfer Protocol (FTP): Used to transfer binary 

file data. 
4. Network News Transfer Protocol (NNTP): Used for 

news groups. The WASE model accepts any of the 
URLs. 

 
 
 

3.2 Parses the contents of the web page 

The WASE retrieves the web page using its URL, and then 
parses the contents of the web page (the parser breaks the 
contents of the web page into its component tags). The parsed 
contents are passed to the matcher which compares the tags with 
the vulnerabilities implemented in the model. The result of the 
matcher is passed to a compute section which computes and 
ranks the web page and forwards the result to the report section 
which displays the computed security strength of the web page. 

The following security vulnerabilities are checked by the WASE 
model: authentication parameters (password strength, auto-
complete status), authorization parameter (cross-site scripting, 
cross-frame scripting, SQL injection) and HTML tags 
implementation errors [see http://www.web-
source.net/html_codes_chart.html for tags covered by WASE 
model].  
 

3.3 Score/Rank the security status of the web page in 

percentage based on vulnerabilities found. 
The scoring and ranking is demonstrated using the following 
expressions: 

 

 

 

 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 

Protocol :// Host : Port / Path 

Figure 2.0:  component parts of an URL 

 

                

    a u t h e n t i c a ti o n  p a r a m e t e r  +   a u t h o r i z a t i o n  p a r a m e t e r   +   H T M L  c o m p o n e n t s  
                                           r e s u lt      r e s u l t                          p a r a m e t e r  r e su l t  

 
 
A u th e n t i c a t i o n  p a r a m e t e r  r e su lt   =   P a s sw o r d  s tr e n g t h  +  a u t o - c o m p l e t e  s t a t u s  

 
 
A u th o r iz a t i o n  p a r a m e t e r  r e s u lt  =   N o .  o f  X S S    +   N o .  o f  X F S    +   N o . o f  S Q L  I n j e c t i o n  

               a t tr i b u t e s            a t tr i b u t e s                  a tt r i b u t e s  

 

 
H T M L  c o m p o n e n t s  p a r a m e t e r  R e s u l t  =   N o .  c o u n t  o f  t a g  e r r o r s  f o u n d  in  th e  w e b  p a g e .  

 

 

 
%  S e c u r i t y  L e v e l  =   S e c u r i ty  s t a t u s  *  1 0 0 %  

 

 
          H ig h  ( H ) :  0 %  < % s e c u r i t y  l e v e l  < =  3 9 %  
S e c u r i t y  R a n k  o f  w e b  p a g e  =         M e d i u m  ( M ) :  4 0 %  < % s e c u r i t y  l e v e l  >  6 9 %  

             L o w  ( L ) : 7 0 %  % s e c u r i t y  l e v e l > = 1 0 0 %  

S e c u r i t y  S t a t u s   

  o f  w e b  p a g e  =  
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4. WASE MODEL VERIFICATION AND VALIDATION 

 
Models are tools used to help management and other stakeholders 
in taking better decisions. Model verification and validation are 
necessary to ensure that management takes correct and better 
decision.  Verification and validation of models are an essential 
part of model development process if the resulting model is to be 
accepted and useful to support management in decision making. 

 
WASE Model was verified to ensure that: 

- The model is programmed correctly. 
- The algorithm is implemented properly 
- The model does not contain errors, oversights or 

bugs 
-  

Verification ensures that the specifications are complete and that 

mistakes have not been made in implementing the model.  
WASE model verification was carried out in detail during object 
oriented analysis and design methodology which is a proven 
methodology for system requirement specification. 
 
Model verification does not ensure that the model: 

- Solves an important problem. 
- Meets a specified set of model requirements. 

- Correctly reflects the workings of a real world 
process. 

 
These are achieved through model validation. WASE Model 
validation was carried out to ensure that: 

- The model meets its intended requirements in terms 
of the methods employed and the result obtained. 

- The model is useful in the sense that it addresses the 

right problem; provide accurate information about 
web pages and to make the model actually useful. 

 
WSSE Model was validated via extensive tests with several 
different web sites and the results compared with some of the 
examined models. But unfortunately, most of the models in 
existence had not been tested with real life data. The result from 
WASE model can be compared with any model designed 

specifically for web pages. [See 10, 11 for comparison results] As 
at the time of submitting this work I do not know about any.  

 

5. CONCLUSION 

 
This paper proposed a security metrics model for web application 
vulnerability analysis called web application security evaluator 
(WASE). The model access any web page using a valid URL, 
parses the web page contents for vulnerability examination. It 

considered vulnerability parameters associated with authentication, 
authorization as well as HTML component tag error. The 
vulnerability parameters covered include password strength, auto-
complete status, XSS, XFS SQL injection as well as HTML tag 
implementation errors. The result obtained from WASE model is 
used to determine the security status of any web page.  
 
 

This way merchants, commercial web site developers as well 
managements can determine the security status of their web site 
before lunching it into business transaction on the internet. The 
model can be used to compare the security status of web sites over 
time. 
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ABSTRACT 
Nigeria ranks among the countries with the highest child and maternal mortality rate. Chronic diseases are the most common contributors 
to the diseases burden in Nigeria most especially Malaria, Tuberculosis (TB) and HIV/AIDS. Adherence to long-term therapy in out-
patient condition is required to reduce and curb the prevalence of these diseases. Poor adherence to long-term therapies severely 
compromises the effectiveness of treatment; making this a critical issue in population health both from the perspective of quality of life 
and of health economics. This work introduces a m-technology based system that will provide an easy way of complying with drug 

regimen. It will make use of the Short Messaging Service (SMS) of mobile phones to provide reminders at dosing times. It will design 
architecture for mobile health interventions and develop a prototype SMS-based system to improve out-patient adherence. This system 
will be deployed over a period of time at selected hospitals and chronic disease management centers in selected states in Nigeria, and the 
adherence rates measured via health outcomes and evaluated. This would provide a significant positive return on investment through 
primary prevention (of risk factors) and secondary prevention of adverse health outcomes. It will also inform predictions of future 
population health outcomes predicted by treatment efficacy data.  
 
Keywords: out-patient, m-technology, adherence, chronic diseases, Nigeria, SMS 

 

 
 

1.  INTRODUCTION    

 
In conventional medication monitoring, the doctors only can 
monitor their patients if they are in the ward. The nurses give the 
medication on time and make sure the patients take the 
medication.  While the patients are out of hospitals, the doctors 

have no efficient or reliable methods to monitor their patients 
and make sure the medications are taken as prescribed and on 
time. Usually, people do not follow their physician's instructions 
because of their hectic lifestyle due to their family and work at 
their office. Moreover, they thought that they have already 
recovered and do not need to take the medication anymore. 
Thus, they simply forget or just ignore their medication. Another 
case is when the patients adjust the dosage of their medication 

without consulting their physician. 
  
Many people, particularly those with chronic ailments, feel a 
need to take control of their problem and therefore they try to do 
so by taking control of their medication dosage.  The desire for 
an increase in the quality of health care is now a global issue. 
Prescription medications are the core of most medical 
treatments. Inappropriate or unjustified prescribing and 
monitoring practices have already begun to receive policy 

attention managed-care and institutional environments [Fleurant, 
2008].  

 
 
Medications and their correct usage are considered as the most 
valuable and cost-effective component of acute and chronic 

medical management of disease [Cheng et. al., 2009]. 
Unfortunately, many patients do not take them as directed. The 
terms that define this phenomenon are non-compliance and 
non-adherence, both of which refer to the extent to which a 
person’s behavior (in terms of medications and lifestyle 
changes) coincides with medical or health advice. 

This paper introduces Mobile Med Alert, a mobile medical alert 

system that sends SMS to patients, prompting them to take their 
drugs. Patients receive alerts on drug intake methods, 
description and dosages, in order to ensure compliance to drug 
regimen. Furthermore, patients can reply SMS alerts indicating 
whether they have taken the drugs or not. An incremental 
approach to software development is used for the development 
of the system. This approach allows a system to be decomposed 

into a number of components, each of which are designed and 
built separately allowing each component to be delivered to the 
client when it is complete. This allows partial utilization of 
product and avoids a long development time [Pfleeger, and 
Atlee, 2006]. 
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2. RELATED WORKS 

 

2.1  Mobile Telephony in Nigeria 
A breakthrough in telephone infrastructure emerged in January 
2001 when the sector was totally liberalized with the licensing 
of MTN and ECONET (currently Celtel) mobile phone 
Company. Over a million lines were injected into Nigeria within 
a year.  Globacom also came into existence in 2003. Several 

years down the line, the growth of telecommunication industry 
in Nigeria has been reasonably fast. More operators have been 
licensed, different service packages are available and some 
operators now provide combined internet services [Omitola et. 
al., 2009]. The Global System of Mobile Communication 
(GSM) is spreading in a highly competitive manner and has 
enhanced the exchange of information especially in Nigerian 
teaching hospitals. As at May 2012, the Nigerian 

Communications Commission (NCC) has 118,850,928 
connected GSM lines, of which 97,553,425 GSM lines are 
active [www.ncc.gov.ng]. Today, the GSM and other telephony 
services have revolutionized telecommunication in Nigeria with 
impacts in every sector including social, economic and health 
[Idowu et. al., 2008]. 
 

2.2 Existing Systems and Related works 

A wide variety of approaches have been proposed to help 
patients to complete prescribed treatments. For example, 
medications are often packaged with reminder systems for the 
day and/or time of the week to take the prescribed medicine. 
Some of these reminder systems have been integrated into 
portable telecommunication devices such as the mobile phones. 
Short Message Service (SMS) is a text communication service 
component of phone and has been reportedly used in the field of 

medicine. It has been used for patient reminders, psychological 
support, reporting of critical medical events or laboratory results 
and’ also chronic disease management [Yudan et. al., 2008]. 
Many projects have applied wireless technology in ensuring 
patient adherence.  
 
Such pilot projects include:  the WelTel Kenya1 project, a 
randomized trial of mobile (cell) phone text-messaging to 

improve patients’ adherence to antiretroviral therapy [Lester et. 
al., 2010]; Disease Management Assistance System (DMAS), a 
programmable electronic device that provides verbal reminder 
messages at dosing times [Wu et. al., 2006]; Computerized 
Automated Reminder Diabetes System (CARDS), an e-mail and 
SMS cell phone text messaging reminders to support Diabetes 
management [Hanauer et. al., 2009];  Project Masilukeke in 
South Africa takes advantage of the 120 spare characters on free 
“please call me” SMS messages to provide HIV/AIDS education 

and awareness [newsvote.bbc.co.uk/2/hi/technology].  
 
In Norway, SMS messages are sent to educate parents with Type 
1 diabetic children. These messages included definitions, facts 
and tips for managing diabetes [Wangberg et. al., 2006]. Text to 
Change (South Africa) project employs an SMS-based quiz to 
test users’ knowledge of HIV/AIDS and encourage testing and 
counselling [http://texttochange.com].  

Wedjat is a mobile medication reminder and monitoring system. 
It is a smart phone application designed to help remind its users 
to take the correct medicines on time and record the in-take 
schedules for later review by healthcare professionals [Wang et. 
al., 2009]. Ikhu-Omoregbe and Azeta (2010) designed and 
implemented a Voice-based Mobile Prescription Application 
(VBMOPA) to improve health care services. The application 
can be accessed anyplace anytime, anywhere through a mobile 

phone by dialing an appropriate number, this connects users to 
an e-prescription application that is resident on a web 
server.This system could lead to costs and life savings in 
healthcare centres across the world especially in developing 
countries where treatment processes are usually cumbersome 
and paper based. 
 
Since the launch of Nigerian mobile telephony in 2001, the use 

of mobile phones in Nigeria has increased [Adomi, 2005] and 
the average Nigerian has access to a mobile phone including 
medical experts and professionals. Some areas where mobile 
phones have been particularly useful include the contacting of 
wards and laboratories for vital information, materials and 
equipment, calling on colleagues for second opinions. They have 
also been used for communication between the wards such as for 
patient referrals from one ward to another and to reach other 

physician in emergency cases. However, these physicians had to 
use their personal phones without any form of reimbursement 
from government or hospital management. There is a significant 
improvement in this situation as the management of some 
hospitals have now taken up the responsibility of providing and 
funding the facilities [Omitola et. al., 2009].  
 
Recently, the Ondo state government launched an initiative that 

is using mobile phones to save the lives of indigent pregnant 
women. The project tagged “ABIYE: Safe Motherhood” is 
supported by the World Bank [Sunday Punch; December 25, 
2011]. This initiative targets the reduction of maternal mortality, 
one of the major health challenges in Nigeria, especially in 
Ondo state. The program, piloted in Ifedore aims to get past the 
obstacles that prevent expectant mothers from low-income 
families from seeking help during pregnancy. To begin with, the 

government conducted a mass registration of pregnant women 
like sensitizing communities about the importance of staying 
healthy during pregnancy, but also raising awareness among 
them about the services available to them. Registered women 
were given cell phones with toll-free access to ‘Health Rangers’, 
health facilities, or even the Governor himself, who has received 
many a call from a woman surrounded by an excited household [ 
http://web.worldbank.org/] .   
 

2.3 The need for m-Technology-based Intervention 
It is certain that ICT has contributed to the positive growth of 
health care delivery systems in major hospitals in Nigeria. Most 
healthcare providers believe that improvement in 
telecommunication within the hospitals is capable of improving 
the quality of care. They believe that intercommunication 
between patients and care givers as well as among care givers 
can be especially improved [Omitola et. al., 2009].  
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For example, up to 68% of post-surgical patients have been 
effectively followed up using their GSM phone contacts [Mbah, 
2007]. This observation beams a ray of hope as it appears that 
with increasing availability of mobile phones and extension of 
connectivity to the rural areas, the problem of difficult patient 
follow-up which has been the bane of longitudinal study design 
in Nigeria may be over soon. The use of telephone to schedule 
clinic appointments is also emerging, particularly more 

prominently in University College Hospital, Ibadan (UCH).  
 
This is also a useful aspect which must be encouraged in all the 
hospitals, considering the enormous benefit derivable from such 
practice which includes overall reduction in time wastage and its 
economic consequence [Omitola et. al., 2009]. Another area 
where significant improvement is being recorded is in the 
interaction between patients and physicians. The benefits range 

from scheduling and rescheduling of appointment dates, 
individualized time schedule to reduce waiting time in clinics 
and so control patient load per clinic hour, and prioritization of 
patients based on exigency of needs. Since mobile phone has 
already become a common tool in the hands of the public, 
incorporation of medical services can help to maximize the 
potential for improved health care. 
 

2.4 m-Technology and Patient Compliance 
People saddled with chronic diseases need recommendations or 
facts regarding disease management. These include dosage 
adjustment of medication and other general information that 
highlights correction of life styles, changes in diet and physical 
exercise. The ubiquity of mobile phones and its current 
integration in health care has made it a worthy tool to this effect. 
What this project proposes is simple. Through SMS technology, 

patients can be alerted of medications and other information 
pertaining to their health. Also, the patient can respond and 
confirm his compliance to drug regimen. Hence, chronic 
diseases can be thereby monitored effectively and conveniently, 
improving both patient’s health status and health care delivery. 

 

3. DESIGN ARCHITECTURE 
Mobile Med Alert was developed using programming tools such 

as extensible hypertext markup language (xHTML), hypertext 
processor (PHP), MySQL and the integration of Ozeki SMS 
gateway. Its main features includes: it can alert patients about 
potential drug in-take at a scheduled time, in accordance to drug 
regimen; it allows for feedback mechanism whereby the Patient 
can respond appropriately to alert messages. In both cases, the 
application aims at increasing patients’ compliance to treatment 
and in the long run, reduces the rate of non-compliance in 
relation to drug regimen. The system administrator enters 

information about medication to be taken by the patients. At a 
pre-determined time for drug in-take, the PHP application 
inserts a row with the data of the SMS to be sent. This will be 
selected by Ozeki NG - SMS Gateway from the database.  
 

Ozeki NG will forward the message to the GSM network 
through a mobile phone attached to the Personal computer (PC) 
with a data cable to the recipient. The patient on receiving the 
SMS will send a feedback indicating if he has taken the drug or 
not. The feedback goes through the network, to the mobile 
phone attached to the PC and into the data store for subsequent 
reviews. 
 

 

 
 

Figure 1: Mobile Med Alert System Architecture 
 
SMS scheduler function of Ozeki NG SMS Gateway allows 

message correspondence to be handled in a timely manner. The 
solution includes specifying the exact time for later sending of 
SMS messages. The great advantage of the scheduler is that it 
allows sending of multiple messages to multiple recipients and 
these messages can be saved and scheduled separately. This 
function allows reminder messages to be prepared and scheduled 
for delivery at the specified time for the drug in-take 
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Figure 2: Sequence Diagram 
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Figure 3: Class Diagram 
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4. DISCUSSION 

 
Mobile Med Alert is a mobile phone application that aids the user 
in remembering drug times and dosages. It employs the use of 
Short Messages Service (SMS) to send reminders to patients so as 
to enhance compliance to drug regimen. Information collected 
from the user is stored by the healthcare personnel in the database.  
 

 
 

Figure 4: Home Page of Mobile Med Alert 
 
The application goes through the data collected in search for a set 
drug time that corresponds with the current system time. Once 

found, the application sends a reminder to the stated recipient, 
reminding him to take his drugs while prompting him to reply the 
text message. The need for responding to the text messages is to 
allow for feedback. Feedback is very important as it not only 
fosters patient-doctor relationship, thereby increasing the quality of 
healthcare delivery. It is also provides a means for doctor’s to 
adequately monitor patients even when they have been discharged 
from the hospital. Both the outgoing and incoming messages are 

stored in the log for subsequent reviews by healthcare personnel. 
As an added functionality, patients can also be reminded of 
medical appointments with their doctors. The user receives 
information about drug time and dosages on his mobile phone and 
is able to check his appointments, prescription and can also edit his 
information if need be. Depending on the set interval, the patient 
will always receive medication alerts until the set number of times 
has been used up after which the prescription is deleted. 

 
 

 
 

 
 

Figure 5: Screenshot of Reminder on Patient’s mobile phone 

 

 

 

 
 

Figure 6: Screenshot of Reminder on Patient’s mobile phone 
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Figure 7: Screenshot of Patient’s Prescription page 
 

 
Figure 7: Screenshot of Patient’s Feedback (response) to 

Reminder page 

 

5. SIGNIFICANCE OF THE WORK  

 
Carrying out this research in rural areas of Nigeria will be of great 
significance. It will help to cater for the shortage of health 
workforce in these areas, hence, reduce mortality and morbidity. It 
will significantly reduce epidemics in these areas. The health 
outcomes, when measured will determine the effectiveness, 
feasibility and acceptability of wireless technology in improving 
patient adherence to long-term therapy in Nigeria. These health 

outcomes will inform planning and project evaluation. 

 

6.  SUMMARY AND CONCLUSIONS   

 
Currently, this research is at the development phase and further 
work will be to deploy and evaluate the prototype application 
within the scope of HIV/AIDS patients in Nigeria. This will be 
done following set evaluation standards and procedures. 
HIV/AIDS patients need recommendations or facts regarding 
disease management. These include dosage adjustment of 

medication and other general information that highlights correction 
of life styles, changes in diet and physical exercise. The ubiquity of 
mobile phones and its current integration in health care has made it 
a worthy tool to this effect. Through SMS technology, patients can 
be alerted of medications and other information pertaining to their 
health. Also, the patient can respond and confirm his compliance to 
drug regimen. Hence, they can be monitored effectively and 
conveniently.  

It is expected that this research will bring about an increase in 
compliance to drug regimen, improve health status of patients and 
also improve healthcare delivery. 
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ABSTRACT 
One area that rightfully gets a lot of attention in our everyday life is how to monitor and control our spending. The Federal Government 
through the Central Bank of Nigeria is proposing that most expenditure be done using a cashless option. The challenge with adopting the 
cashless options for transactions is the susceptibility to overspending.  This issue becomes more serious when you consider the fact that 
many citizenss lack focus and control and are more likely to be affected. Apart from this, their financial literacy is quite low. Studies have 
shown that it is very easy to spend more than what your budget allows when you are not counting out the actual cash and seeing the hard 
earned money leave your hands. Merely controlling how to use cash is not an effective strategy to control overspending, there is need to 
use develop and use a flexible strategy to monitor and control our expenditures, and get report on transactions that may lead to 
overspending. In this paper, we propose a set of flexible strategies for monitoring and controlling overspending among citizens in a 
cashless society. This proposed set of strategies will be anchored on a triple-A philosophy - (1) Arrange; (2) Acquire; and (3) Appraise. 
These strategies are presented in such a way that it can be applied by single persons as well as small to medium size businesses. These 
strategies when applied will help citizens to monitor and control their spending habits.  
 
Keywords: Citizens, Cashless Society, Control. Monitoring, Nigeria, Flexibility and Finance.  

 

 
 

1.  INTRODUCTION    
 
The importance of monitoring and controlling ones spending habit 
cannot be overemphasized for any person or group of persons that 
have financial goals and if there is a desire to balance your income 
with your spending.  In the past, people were limited to spending 
only the physical money that they had. Without physical cash in 
the hand, it was nearly impossible to purchase anything. There was 
no requirement to keep a written or electronic record of inflow or 
outflow.  In today’s society, we have a harder time keeping track 
of our money because cash is no longer required for most 
transactions, and many of us are finding it difficult to use cash 
anymore [3]. This is commonly referred to as cashless society. 
 
A cashless society is a culture where no one uses cash, all 
purchases being made are by credit cards, charge cards, cheques, 
or direct transfers from one account to another through mobile 
banking and other electronic means. The cashless society 
envisioned refers to the widespread application of computer 
technology in the financial system [9].  It is common to see how 
quickly spending can pile up with credit card. Swiping plastic is an 
incredibly easy and painless way to buy stuff.  The problem many 
people have with cashless options for transactions is overspending. 
It is very easy to spend more than what your budget allows when 
you are not counting out the actual cash and seeing the hard earned 
money leave your hands. One report suggests that people spend ten 
to twenty percent more money when using a credit card (or other 
similar options) versus cash [11][14]. Financial planners have long 
encouraged people to avoid credit-card purchases as a way to save 
money.  

 
 
This is because several studies in the past have suggested that less 
transparent payment forms(such as credit cards) tend to be treated 
like(play) money and are hence more easily spent (or parted 
with)," the researchers argue [8]. According to a press release from 
the U.S. Department of the Treasury's Office of Public Affairs 
(November 13, 2000), never before in history have children had 
more money of their own to spend and never before have children 
had more influence over the spending decisions of their families. 
Children between the ages of four and twelve influence an 
estimated $190 billion in purchases and teenagers spend another 
$140 billion of their own and their parents' money. Despite the 
control teenagers exert over money, however, their financial 
literacy is quite low. In its 2004 survey of high school seniors, the 
Jump$tart Coalition for Personal Financial Literacy found that 
65.5% of high school seniors failed a test of financial literac [7]. 
 
Monitoring and controlling overspending is the only real way to 
keep track, and prevent overspending in the cashless transactions. 
In this paper we propose a set of strategies for monitoring and 
controlling overspending in today’s cashless transactions and also 
track and report possible transactions that may lead to 
overspending. The remainder of the paper is organized as follows: 
Section 2 overviews the cashless policy in Nigeria. Section 3 
highlights the susceptibility to overspending in cashless society. 
Section 4 discusses personal budgeting, and section 5 presents our 
strategy for monitoring and controlling overspending. Finally, 
section 5 summaries our conclusions. 
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2. OVERVIEW OF THE CASHLESS POLICY IN  

    NIGERIA 

 
In this section we will look at the background of the cashless 
policy, the benefits, and the fears of Nigerians as regards its 
implementation.  The cashless policy was expected to commence 
on January 1, 2012. The Central Bank of Nigeria, CBN, has reeled 
out final operational guidelines (which can be obtained from the 
CBN website) for the implementation of the cashless policy. 
Kingsley Omose in an article published by Elombah.com has also 
provided practical tips on the implementation of the cashless 
policy by the CBN [10][13]. 
 
The Managing Director/CEO of eTranzact International Limited, 
Mr. Valentine Obi said that cashless transactions were viable and 
more secured mode of payment in any economy  [9]. This latest 
development, according to the apex financial regulatory authority 
is coming on the heels of increasing dominance of cash in the 
economy with its implication for cost of cash management to the 
banking industry, security, money laundering, among others. 
“About two years ago, a World Bank study revealed that about $10 
billion cash transactions that move just between Nigeria, Ghana 
and Cote de Ivoire shows no clue about how it comes and how it 
goes. The transactions were not recorded or reported anywhere in 
our system. So government can’t even plan based on that. Cash 
based economy encourages money laundering activities.   
 
The benefits of a cashless society to banks and merchants include 
larger customer coverage, reduction in cost of operations, 
international products and services promotion and branding, 
increase in customer satisfaction and personalized relationship 
with customers, and easier documentation and transaction tracking. 
To the government, it aids adequate budgeting and taxation, 
improves regulatory services, improves administrative processes, 
and reduces cost of currency administration and management. To 
the customer, it aids convenience, as it is available 24 hours a day 
and seven days of the week. It also helps reduce transfer costs and 
processing fees; supports multiple payment options; and also 
facilitates immediate notification of all transactions on customer’s 
account platform [5][2][1].  
 
In the wider society, effective implementation of the policy would 
curb corruption in all forms of transactions. The expert also 
expressed optimism that Nigeria would truly move on 
progressively as a cashless society [9]. Each year, nearly 3 million 
Americans are victims of crimes in which criminals target cash, 
according to extrapolated statistics from the U.S. Bureau of Justice 
Statistics. All over the world, cab drivers, convenience-store 
clerks, bank tellers, and others who deal almost exclusively in cash 
are accosted daily and often murdered, simply because they 
possess currency, and the impact of these crimes resonates 
throughout society [4]. Making cash electronic has the potential of 
making workplaces and crime-ridden neighbourhoods safer, 
reducing prison populations, and freeing up emergency rooms. It 
could bring down insurance rates, cut public outlays for law 
enforcement and courts, and much more.  
 

If drug crimes and tax evasion, both of which are conducted almost 
exclusively in cash, are included in the calculations, the fiscal 
relief could run as high as a trillion or more dollars each year [4]. 
In spite of the numerous advantages highlighted above, many 
people in Nigeria agree that there is need to educate people on the 
policy and evaluate its effects during the pilot run. So far, many 
Nigerians say they are still wary of the new policy, citing concerns 
over the current deficiencies in the banking sector, such as ATM 
malfunctions and poor Internet services [5]. 
 
3. SUSCEPTIBILITY TO OVERSPENDING IN A  

    CASHLESS SOCIETY 
 
Most of the transactions are done with cashless options and there is 
potential to overspend. It is a fact that most of us are beginning to 
move away from cash for everyday spending; the convenience of 
debit and credit cards is very tempting. Some cards actually offer 
rewards or cash back that makes the use of cash even less 
appealing. The problem with this convenience is that you can 
begin to forget the true value of the money you are spending and 
end up having trouble staying within your limits. This is what leads 
to overspending [[6]. 
 
Most of us still rely on keeping enough cash on hand or carefully 
balance your checkbook each day, the act of spending money 
meant you had to do a little planning and some simple math. Now, 
all you have to do is swipe your debit card like you would a credit 
card and the funds are electronically whisked out of your account. 
When you are not physically handing someone money or a check 
for a purchase, it can almost feel as if you are not spending money 
at all.  
 

4. PERSONAL BUDGETING 

 
One area of personal, governments, and corporate finance that 
rightfully gets a lot of attention is budgeting, the art of directing 
how your money should be used. Many of us feel that that 
budgeting is applicable in business, and government circles. This is 
not true, in fact personal budgeting is just as important as 
budgeting in government and business. 
A budget (from old French bougette, purse) is a financial plan and 
a list of all planned expenses and revenues. It is a plan for saving, 
borrowing and spending. In fact, budgeting in its general sense is 
the act of quantifying objectives in financial terms. An article 
published by Accountnextdoor.com explores the functions of 
budgeting in a modern and forward looking business in a simple 
and non-technical manner [1][11]. There is a direct relationship 
between effective budget implementation and national 
development.  We also believe that monitoring and controlling 
how we spend our money can greatly determine how far we can go 
in achieving our goals in life. It is even more worrisome that most 
of our expenditures (in government and private sectors) are now 
made using cashless options. The issue therefore is how to track 
our cashless expenditures and still know how much balance have 
left in the budget. 
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There are several ways to personal budgeting budget. One of the 
easiest ways to do personal budgeting is to adopt the so called 
envelope budgeting system, an “active” process that works by 
assigning income to various virtual “containers” [6]. Merely using 
a budgeting system to control how to use cash is not enough. 
Therefore in this paper, we present a comprehensive set of 
strategies that can be applied in a flexible manner to monitor and 
control overspending in a cashless society. This will be the focus 
of the next section. 
 
5. STRATEGIES FOR MONITORING & CONTROLLING 

OVERSPENDING IN A CASHLESS SOCIETY  

 
We propose the use of triple-A strategy to help citizenss to control 
their spending habits in a cashless society. The steps involved in 
the use of this strategy are outline below.  
 
Step 1- Arrange 
Good decisions begin with a plan. Before spending, decide on 
exactly how much you have to spend, and, as best as you can, what 
you want to buy.Whatever you do, do not spend on the fly. Even if 
you do not know exactly what you are going to buy, know what 
you are going to spend. Most people still may find it difficult to 
spend; the solution is having a personal budget that captures the 
main things that you would want to buy [2]. You can adopt a 
budgeting system such the envelope system. This system relies on 
a series of envelopes, hence its name, to budget and each envelope 
contains a fixed amount of money for that expense. An example 
would be an envelope for groceries, where all grocery expenditures 
would come from that envelope. If an envelope is depleted, the 
funds must come from another envelope in the system 
 

Step 2 – Acquire 
The second step comes to play when you are sure of what you 
want to buy and how much you want to buy. The following is 
recommended to help you acquire wisely: 
 

1. Work with your budget.   
2. Use cash to buy certain items. When you pay with credit 

card or ATM, the cost of what you are paying for does 
not just register as clearly in your mind.  It is too abstract 
to really mean anything to you. However, when you 
count out the cold, hard cash to buy something, it feels 
different.  It is more difficult to let go of real money that 
you worked so hard to earn.  This helps to make you 
pause for a moment and think, “Do I really need this?”  
That is what makes paying with cash such an effective 
technique for cutting overspending.   

3. Begin collecting receipts for EVERYTHING you spend 
if you find you have no idea where your money goes. A 
little bit here and a little bit there can add up quickly – so 
this is a good way to figure out what the bulk of your 
money is being spent on. 

 
Step 3 – Appraise 
The final step is that you have to regularly assess and review your 
spending weekly or monthly. Some useful tips are presented 
below: 

1. You should manually review your spending pattern 
weekly or monthly.  Make reference to the particular 
method you adopted to do your personal budgeting. 

2. You can use budgeting tool how to track our cashless 
expenditures in order to know how much balance have 
left in the budget. Budgeting software are available 
online or can be downloaded to your phone. You can 
also use Microsoft Excel, a widely used spreadsheet 
package running on most personal computers. 

3. Learn how to control and discipline yourself financially. 
Learning self control and putting your overspending in 
check, is an act of preparation more than just "Strength 
of Will" in the moment of temptation. It is your choice 
not to do something, and if you decide to make it an 
addiction of some sort (and yes, chronic overspending is 
an addiction) then you need to take some preparative 
steps so you never overspend again. 

4. For example, if you have a weakness for alcohol and are 
trying to avoid drunkenness, then you would not want to 
go anywhere near a bar or beer parlour, you would be 
better off going to the park to play and getting some 
fresh air. 

5. You can seek advice from a counselor or someone very 
knowledgeable about managing money if you still have 
problems with overspending. 

 
 
 
 
 
6.  CONCLUSION 
This paper has restated that cashless policy make people and 
especially citizens susceptible to overspending. We have proposed 
a set of strategies to help citizens monitor and control 
overspending. Most importantly learning self control is not only 
the key to checking overspending but also the key to following the 
set of strategies that have been outlined. The set of strategies 
proposed in this paper, if applied will help address the issue of 
overspending generally. 
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ABSTRACT 
Web-based assessment has been a major research area in recent years. This  paper  presents the research report of a framework and 
platform for any web based quiz system by providing students with questions and respective answers as well gives feedback for the user(s) 

for evaluation purpose in order to provide personalised learning. The design methodology uses the four concepts of design which are: Data, 
Architecture, Interface and Components, while, the Evaluation methodology uses Usability guidelines to evaluate students performances 
The research makes use of the record provided by University Matriculation Examination (UME), an examination conducted by Joint 
Admission and Matriculation Board (JAMB) in Nigeria to evaluate students’ performance. Upon implementation, testing and evaluation, it 
was discovered that students are ready to adopt a web based quiz system if there is cheaper access to the internet, consistency of power 
supply    and reliable internet services.  The paper concludes with an affirmation that positive effect of web-based Quiz Systems can never 
be under-emphasised in terms of personalised learning, convenience and self evaluation it provides in order to enhance students’ 
performance at UME, and other examinations like West African School Certificate Examinations (WASC), and reduce expenses on paper 

work..  
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1. INTRODUCTION 

 
Internet evolution has improved the way of teaching and learning in 
the academic environment even, in the order areas of human 
endeavour. It has made learning so enjoyable and eliminating the 
boredom of conventional classroom teaching.  Its emergence has 
also touched the areas of testing and quizzing which is used for 
grading and evaluating students’ performances.  Web Based testing 
and Quizzing doesn’t only based on grading and recording scores 

but for supporting students learning even in the traditional class 
[1](Formatex, 2011). World Wide Web has been described by [2] 
Jackson (1999) as a global connection of thousands of computers 
that are networked together by telecommunications gadget for the 
purpose of sharing resources which could be data, videos, 
programs, hardware devises etc.   
 
The fast trend in technology has led to the improvement in how 

people, organizations and the government do their respective work. 
The introduction of Internet is now the beginning of improvement, 
efficiency and acquiring of knowledge.  The internet has brought a 
good opportunity for knowledge distribution over a distance where 
people may not reach or get to if delivering such knowledge area 
by area.  Web based Quiz System is a quiz which will be accessed 
over an internet and it helps students to gain personalised 
experience while accessing it.   

 
The essence of this research work is to create a personalised quiz 
based learning environment for students and evaluate students 
performance over the conventional way of taking quiz.  The 
following objectives are to be achieved. 

• To increase knowledge of the students by providing 
a personalised learning 

• For student to be able to have access to a complete 

questions and access quiz for self-evaluation. 

• To eliminate conventional way of taking quiz by 

providing a more convinient and flexible way of 
quiz taking.  

• To provide statistical report for student at the end of 

quiz for self-evaluation. 
 

1.1 Background Information 

 
The major benefits of Web Based Quiz System are: To 
improve students’ performance (Formatex, 2011). The 
students can use Web at whatever time is convenient for them 
and it is less expensive (Jackson, 1999). Increase student 
performance on the relevant summative class exam [3] 
(Phelan and Phelan 2011) and Learning systems is more 
effective and efficient using Adaptive Web Based System [4] 

(Kinshuk, 2011). Formatex, (2011) differentiated between 
Computerised Assessment, Computerized Adaptive 
Assessment and Web Based Assessment. Computerised 
Assessment can either be Computer Based Assessment (CBA) 
or Computer Assisted Assessment (CAA).  CBA refers to 
assessment delivered and marked by computer while CAA is a 
practice that relies in part on computer.  Both the CBA and 
CAA use computerised testing for assessing students’ 

knowledge level which reduces marking and scoring 
workload.  
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Computerised Adaptive Assessment or Computer Adaptive 

Testing (CAT) uses computer to administer adaptive tests 
which adapts to the knowledge level of individual student 
(Formatex, 2011).  It presents a moderate difficulty items in 
order to assess individual’s student ability [5] (Triantafillou, et 
al 2007).  Computerised Adaptive Test selects questions so as 
to maximise the precision of the exam based on what is known 
about the examinee from previous questions  
 

2. RELATED WORKS 

 
Web Based Assessment and self-assessment known as E-
learning is an end-to-end electronic assessment processes 
where internet communication Technology (ICT) is used for 
the presentation of assessment activities and the recording of 
response. [1] (Formatex, 2001).  A lot of Web Based Quiz 
Tools have been designed and adopted for the implementation 

of Web based questions.  Some of the tools are; Prep-U, 
ClassMarker, PowerQuizPoin, Drupal, Quiz Factor, IQuiz 
Maker  etc. [6] (PRWEB, 2012). The barrier of Web-based 
quiz System is enormous.  According to [3] Phelan and Phelan 
(2011), if online quizzing tools are to be effective, one must 
both try and persuade students to use the Online Quizzes in the 
right way because there is a possibility for students to try and 
game the system in order to get the correct answer. The 

challenges of internet growth aree the primary problems that 
may jeopardise the effective functioning of any Web-based 
system.  These challenges include: High Cost of Getting 
Internet, Low Speed and Time-Consuming Internet, Pervasive 
Power Outages, Bandwidth etc. [2, 7], (Jackson, 1999; Ajao, 
(2008).  
 

3. RESEARCH METHODOLOGY 

 

Use case in systems engineering is a description of a system’s 
behaviour as it responds to a request that originates from 
outside of that system. Use Case describes sequences of 
actions that the system performs that yield an observable result 
of value to the actor. The UML- Use Case Diagram would be 
used as the designed model which captures all the components 
in the system. 
 

Goal in Content: To enable the student to take a web based 
quiz severally and as a result gaining personalised knowledge 
and as well improve their skill and understanding for 
examination preparing for. 

 
Scope: The student can take a quiz on any subject wishes 
together with the year he/she selects in order to have a 
personalised experience and improve his/her academic’s 

performance by passing exams excellently. 

 
Actors: Student and Administrator 

 
The Student which is an actor performs the following 
functions in this Web-based Quiz Assistant System. 

 

Register: The student visiting this site comes into the Home 

page of the site and Register first by clicking on “Create New 
Account”. This enables such student to be able to register 
his/her full data in the User Account Form. 

 
LogIn/LogOut: The component allows the student to have 
access to the quiz.  The student will LogIn with is Username 
name and password in order to attempt the quiz and once 
he/she wants to leave he/she LogOut of the quiz. 

 
Select Subject: This component allows the student to select 
any choice subject by displaying list of all subjects for student 
to attempt quiz. 

 
Select Year: It allows student to select the any year of the 
subject they want to attempt quiz on. 

 

Attempt Quiz: This is the same thing as Take or Start Quiz, 
this component allows student to take quiz based on the 
selected subject and the year.  Once a student click on it, it 
displays the question, four (4) options, and at bottom, it also 
displays Next, and Leave Blank. 

 
Submit Quiz: Allows the student to Submit the quiz by 
clicking on Finish.  The system makes sure that any 

question(s) left blank were revisited before submission. If not 
the student will not be graded. 

 
Obtain Feedback: Once a student submit a quiz, the system 
grade such student and displays his/her result. 

 
View Wrong Answers: This component allows student to see 
all the questions answered wrongly by displaying the 
Questions, the Correct Answers together with the student’s 

wrongly chose answers.  

 
The Administrator is the second actor the system performs 
the following functions: 

 
Prepares Quiz: The administrator prepares some of the quiz 
questions in the Notepad ++, using CSV (Comma Delimited) 
format and import the questions in the enabled quiz module in 

drupal which is a content management system (CMS). While, 
the remaining questions with diagrams were copied from MS 
Word to the quiz module through Manage Questions and all 
some of the diagrams drawn were first copied to paint and 
save as .jpeg before imported to the quiz module. 

 
Control Student’s LogIn: The administrator controls student 
login by either unblock or block the student for taking the 

quiz. 

 
View Student Result: The administrator is able to view 
student result. 

 
View Student Details: The Administrator is able to view 
statistics, click on revision.  
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Figure 1: Use Case Diagram for Web based Quiz System 

 

 

3. THE ARCHITECTURE OF QUIZ SYSTEM 

Figure 2 shows the components involve in Web-based Quiz 
System. The research works utilize the following software and 
it was run on the XAMPP platform which is an acronym for 
Microsoft, Apache, MySQL and PHP.   

Server: This comprises of all other components. All these 
components reside in the server.   

Apache: This is the web server, used in this system; it 

comprises of the Find Page, CMS, PHP, CMS and HTML 
format. The web server also is responsible for sending the 
information back to the client trough the arrow flow above. 
Normally they are web pages 

Client: This is the user’s computer where web browser is 
running. The client works as the user interface of the system 

where questions or other information that comes from the 
server are appeared.  

 

Browser:  This is a web programs that allows users to 
communicate with the corresponding Web application on the 
Server where Web content is created using PHP language. 

Find page:After a browser has been launched on the client’s 

computer the system finds the Web site’s and display the Site 
Home Page. 

CMS:- This is a Content Management System application that 
allows people to enable quiz module. 

Process PHP: The information displays by web browser have 
their format specifies using PHP.  

Database : The database is centralised place where all the data 
used in this system are stored.  MySQL is the database used. 
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Figure 2: Architectural design Using XAMPP Technology 
 

 

The XAMPP technology was used for this research work 

because of their faster reaction for dynamic web application 
and because the communication between them tends to be 
perfect and good.   XAMPP is an acronym for Microsoft, 
Apache, MySQL and PHP.  PHP (Hypertext Pre-Processor) is 
the programming language used for this project work.  The 
information displays by web browser have their format 

specified using PHP, based on the numerous benefits of the 
PHP that includes: Query of databases, images creation, read 
and write files, talk to remote servers, were used on all major 
operating systems and supported by most of the web servers. It 
implements mandatory sign– asking the user or the 
administrator to enter a valid username and password, were 
the reasons for using PHP.   The Apache is the server where 
all the data and information regarding this research work were 

stored.  The Apache HTTP Server is web server software 
notable for playing a key role in the initial growth of 
the World Wide Web.  Apache has dominated other web 
servers in terms of functionality and performance.   MySQL is 
a query language; it is used basically in this research work 
because of its high performance, high reliability, ease of use, 
runs on almost all platforms and flexibility. MySQL is a 
popular choice of database for use in web applications. 

3.1 Self Evaluation Methodology 
Once a student is successfully registered, by clicking on the 
‘Create new Account’ in the Home Page of the Site and enters 
all the information in the User Account Form, the student will 
LogIn through his/her user name and password waiting while 

the administrator unblocked him/her before taking a quiz. At 
the end of every quiz a student submit, the system displays a 
feedback to the student by showing his/her score and further 
displays all the wrong answers together with the number 
gotten wrong and its real answer.  These are set of usability 
guidelines for the students. 

 

• Design an effective home page that will establish the site 
identity and give a clear overview of the content. 

• Structure information in a hierarchical order for 

meaningful ness to the user. 

• Use a sizeable height and width for the diagrams. 

• Provide users with relevant information to let them know 

where they are and where they are going to.     

•  Provide visual feedback and lists all wrong answers. 

• Provide statistical result for evaluation. 

 
More so, a statistical report can be generated in form of a chart 
showing students’  performance.  This is done by clicking on 
the Statistic and select revision.  

 

4.  IMPLEMENTATION AND DEMONSTRATION 

 
Sequel to the above design, a web based quiz system was 
implemented and evaluated with students of Computer 
Science Department, Ogun State Institute of Technology, 
OgunState, Nigeria. 
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Figure 3: User Account Form 
Figure 3 shows that a user has successfully filled the User 

Account form and clicks ‘Create New Account’ to submit the 

form. 

 

 
 

Figure 4: User LogIn 
 

Once the form is submitted, the system brings the LogIn Page 

for user to LogIn in order to be able to take  the quiz if he/she 

is a new user.  But, for an old user, he/she enters his/her 

Username and Password before and then take quiz as 

revealed in figure 4. 

 

 
 

Figure 5: Physics 2007 Quiz in progress 

In figure 5, a student click on Physics 2007 in order to attempt 

the quiz.  The window displays the number of questions in the 
quiz along side the other information like, Take, Statistic, Edit  
etc. 
 

 
 

Figure 6: Example of one set of question 
 
In figure 6, a student clicks on  either Take or Start Quiz to 
Attempt a quiz. A window displayed to indicate the first 
question and the total number of  the questions in the quiz, the 
question, the four options and a Next or Leave Blank button. 
The student clicks on any option he/she thinks is the answer 
before clicking on the Next button and if he fills that he’s not 

too sure of the anser for the question he can click on Leave 
Blank button. 
 

 
 

Figure 7: A Displayed of Statistical Window for Self 

Evaluation 
 
Figure 7 shows a self-evaluation performance which user can 
use to evaluate his/herself.   
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Figure 8: Screenshots of the Feedback and Some of the Wrong Answers 
 

 
The Windows displayed in figure 8 above gives  the 
Feedback result of a student who scored 11 out of 51  
questions and having 22%.  It also displayed the list of all 
wronged answers together with their correct answers for 
personalised learning and self evaluation. 
 

5. CONCLUSION 

 
This paper has presented a framework to introduce the 
students into Web Based Quiz Assessment System.  By 
using this Quiz System, students are able to take the 
individualized assessment, and know their levels of 
competence and rate their learning progresses [4] (Kinshuk, 
2011).  This paper work proposes a platform that will give 
solution that will tackle any Web Based Quiz System in 
general. The main goal of the project is to provide 

personalised learning to the students and evaluate the 
increase performance the web-based quiz system has over 
the conventional classroom quiz system.  This paper works 
was implemented and it was discovered that students are 
ready to adopt a web based quiz system if the followings 
are taken into consideration:  
 

• If access to the internet is cheapter  

• If there is consistency in power supply  

• If internet services are reliable. 

 
Taking the above points into considerations would provide 
a great increase in students’ performance and aswell 
provide personalised learning for students. 
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ABSTRACT 
The use of mobile telephone and the Portable Telemedicine Toolkit as Information and Communication Technology (ICT) tools 
for the provision of and support for preventive, rather than curative, medicine practice is presented. This aligns with the current 
global call in the healthcare industry for a shift from the classical or traditional “diagnosis and treatment” practice to “preventive 
and early health-risk detection” practice.  An architecture is therefore presented in this paper, as a framework for the adoption of 
the use of ICT tools for better healthcare delivery by healthcare providers in Nigeria.  The use of the system will be of utmost 
advantage, especially at the Primary Health Care (PHC) level in the remote and rural areas, where specialist health personnel and 
medical laboratories are hardly available.  It is therefore recommended that the practice of mobile health (i.e., mhealth) should be 
encouraged and supported by appropriate authorities to improve the health-wealth of the Nigerian populace.  

 
Keywords: Mobile phones, Portable Telemedicine Toolkit, Health-risk detection, mhealth. 

 

 
 

1.  INTRODUCTION    

 
‘Health is wealth’.  The wealth of any nation is dependent 

on the health of its people — the reason why governments 
all over the world vote much money to the health sectors in 
their yearly budgets.  Healthcare is about prevention from 
illness.  The term healthcare system refers to a country’s 
system of delivering services for the prevention and 
treatment of diseases.  Healthcare systems are now 
changing due to the dynamic nature of technological and 
scientific medical practices.  People are now more “health 
conscious”, asking for better health and life style 

management than it was before the last quarter of the last 
century. The classical or traditional “hospital-centred 
healthcare” is shifting from “diagnosis and treatment” 
practice towards “prevention and early health-risk 
detection”.   
 
Healthcare providers are now swiftly adopting modern 
technology into their health-care procedures to help create 

modern hospitals that incorporate facilities for preventive 
medicine practice.  This is made possible with the 
important advances that have been made in wireless 
communications and network technologies in the last 
decades. These advances have impacted significantly on m-
Health (i.e., Mobile Health which is a subset of 
telemedicine) system, defined as “mobile computing, medi-
cal sensor and communications technologies for health 

care” (Istepanian et al, 2004).  Mobile e-health (i.e., m-
health) involves using wireless technologies such as Mobile 
phones and smart phones Bluetooth, Wireless Fidelity 
(WiFi), etc, to transmit e-health data and facilitate services.   
 
 

 
 
 

Health data stored on devices such as Universal Serial Bus 
(USB) memory sticks and memory storage cards (SDs) can 
also be regarded as m-health tools (Iluyemi, 2009).  From 
current growth rate of services offered by mobile phone 
providers, mobile phones are becoming an important ICT 
tool not only for urban region dwellers, but also for remote 
and rural area dwellers especially due to the ease of use and 
the falling prices of the device.  The already extensive 

coverage of Global System of Mobile (GSM) 
communication networks in Nigeria for example, is a great 
opportunity to provide services that would trigger 
development and improve people’s lives.  
 
According to Mishra and Singh (2008), “mHealth has 
become one of the major challenges being faced by both 
medical practice and health care policies.  The impact of 

mHealth is likely to create an urgent need to review the 
way health care is financed and will also reshape the 
boundaries between professional medical help and the so-
called "do-it-yourself" medicine (which is treatment of 
minor ailments, or self-medication without consulting a 
physician, but based on previous medical treatment 
experience, popular medical literature, or previous advice 
from a pharmacist)”.   

 
This paper proposes the use of mobile devices (specifically 
mobile telephone and the Portable Telemedicine Kit) in 
health-care delivery to the rural areas of Nigeria.  The 
authors are motivated by the submission of Idowu et al 
(2008) that “Since ‘health is wealth’, there is a need for 
Nigerian government to make use of ICT to improve the 
delivery of healthcare so as to get out of poverty”. 
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2. RELATED LITERATURE  

 
The World Health Organization (WHO) has proposed the 
use of low-cost information and communication technology 
(ICT) to improve the quality of service delivery and to 

build up health workers’ capacity especially at the primary 
health care (PHC) level (WHO, 2005).  “Using mHealth 
could be particularly important to people living in remote 
areas or those who are physically impaired” (United 
Nations, 2007).  Mishra and Singh (2008) reported that 
“Programs to support the professional development of 
people in the health field, using mHealth technology, are 
becoming readily available.  mHealth provides health 

professionals with access to patient data as well as access to 
various information sources, both of which provide 
valuable assistance in the diagnosis and formulation of 
treatment.  Individuals can use mHealth to access resource 
materials on health issues”.   
 
Patients can self-monitor their health status and 
electronically transmit the information (such as blood 

pressure, glycemic data for diabetes control or a 
photograph of a wound) to their health-care provider.  “The 
use of electronic medical information and communication 
to provide and support healthcare when distance separates 
the participants” is referred to as Telemedicine (Hospital 
Management.net, 2006). There are two methods of 
telemedicine delivery: real-time (synchronous) and store-
and-forward (asynchronous).  Real-time telemedicine 
(synchronous) requires the presence of both parties at the 

same time and a communications link between them that 
allows a real-time interaction to take place.  Store-and-
forward (asynchronous) technologies are those that store 
clinical data (such as images, video, and audio) on the 
client’s computer, and transmit them to another location at 
a later time.  The user may also have the ability to log onto 
the client’s computer and access the clinical data from a 
remote location.  The advantage of store-and-forward 

technology is that it does not require both parties to 
simultaneously be present, allowing each to transmit their 
opinions/reports at a more convenient time. Store-and-
forward technologies are used in such specialties areas as 
teleradiology, teledermatology, and telepathology where 
response time is not critical. 
 
The aim of telemedicine is to improve the quality of 

healthcare while reducing its costs (Remlex, 2007) by 
faster communication of medical information between 
physicians and patients.  A principal advantage of 
telemedicine, and a significant innovation in the way 
medical care is delivered, is that the doctor and patient need 
not be in the same place or even in the same country.  
Telemedicine is seen as a potentially powerful means of 
improving the quality of health monitoring and promises to 

offer a cost-saving alternative to some of the current forms 
of healthcare delivery.    
 
 
 

Telemedicine has been successfully deployed around the 
world including India (Pal et al, 2005), Bosnia (Daar and 
Koerner, 1997), etc.  Specifically, there has been interest in 
the potential use of small mobile units for transmitting 
biomedical data via telecommunications cellular networks 

for emergency or home care applications (Woodward, 
2001).  Health workers in remote areas of Ghana, Kenya 
and Uganda have used hand-held devices such as personal 
digital assistants (PDAs),  to gain access to information, 
and to capture, store and share important health data with 
their colleagues to improve their practice and the outcomes 
for their patients (Chetley, 2006).  Mobile devices have 
also been used successfully for healthcare delivery in the 

United States (Aaron et al, 2002), Europe (Elske et al, 
2000) and in Asia (Sookyung et al, 2000).  Most e-health 
development has been aimed at employing mobile/wireless 
ICT for Primary Health Care (PHC) service development in 
developing countries (Iluyemi, 2009). 
 

3. HEALTHCARE SYSTEM IN NIGERIA 

 

Nigeria operates a three-tier healthcare system comprising 
of the Primary, the Secondary and the Tertiary levels of 
healthcare delivery.  At the primary level are the Primary 
Health Centres (PHCs) which are mainly concentrated in 
the rural and semi-urban environments or mixed population 
communities.  By policy of the national health system, the 
PHCs fall within the purview of the Local Government.  
The centres are the first level of contact by the sick and the 
injured.  Essential health services are provided through the 

PHC system using community outreach programmes and 
facilities.  The PHCs are manned by at least a medical 
officer of health, Community health officer, health 
extension workers, Public Health nurse and environmental 
health officer.  Community-based health workers (CBHWs) 
are regarded as the lowest cadre within the PHC system.  
They are a variety of health workers who are either selected 
and/or volunteers, who are trained within the local 

community in which they are expected to operate (Iluyemi, 
2009).     
 
In addition to delivering essential health services, CBHWs 
are also agents for health promotion in the community in 
which they live and work, as well as advocates for 
socioeconomic development and community 
empowerment.  According to Ademiluyi and Aluko-

Arowolo (2009), the PHCs are meant to provide healthcare 
services for the treatment of malaria fever, cold, nutrition 
disorder, and infant, maternal and pregnancy matters, 
among others.  They also perform specialist functions such 
as providing reproductive health and family planning, 
nutrition education, and community rehabilitation for 
convalescing and disabled patients.  The centres are also to 
undertake such functions as health education, diagnosis and 

treatment of common ailments, through the use of 
appropriate technology, infrastructure and essential drug 
list.  Complicated cases of ill-health are usually referred 
from the PHCs to the higher levels of healthcare Iluyemi, 
2009). 
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At the secondary level of the healthcare system are the 
specialist/general hospitals and the privately-owned 
comprehensive health centres/clinics. The specialist and 
general hospitals, which are located in the state and local 
government headquarters respectively, are owned and 

managed by the state government through the State Health 
Management Board.  The responsibilities of the secondary 
level hospitals include prevention, treatment and 
management of minimal complex cases.  Among others, the 
services of the general hospitals include those of the 
primary health centres; in addition to the provisions they 
have for handling accident and emergency cases, as well as 
having diagnosis unit for X-ray, scan machines and other 

pathological services (Badru, 2003).  The Medical and 
Dental Council of Nigeria provides that there should be a 
minimum of three doctors who are to provide medical, 
surgical, pediatric and obstetric care in any general hospital 
(Ademiluyi and Aluko-Arowolo, 2009). 
 
The tertiary health institutions are the University Teaching 
Hospitals.  These hospitals are managed, controlled and 

funded by the Federal Government and by some states that 
have and run state universities with teaching hospitals.  
Teaching hospitals are meant to handle cases that are 
referred to them from the secondary level as well as 
conducting researches; hence they are well equipped with 
modern health facilities and staffed by skilled/specialist 
personnel.  They have provisions for teaching in such 
specialist fields as surgery, general medicine, pediatrics, 
obstetrics, dentistry, otolaryngology and psychiatry among 

other disciplines (Erinosho, 2005; Badru, 2003).  In view of 
the position and role of the Primary Health Centres (PHCs) 
in the health-care delivery system in Nigeria, this paper 
proposes a telemedicine (mhealth) model that utilizes 
available GSM technologies and the Portable Telemedicine 
Kit for use by the medical officers or other health personnel 
in PHCs.  This would result in better healthcare delivery in 
Nigeria.  

 

4. DISCUSSION OF THE PROPOSED MHEALTH  

    SYSTEM 

 
Telemedicine involves the use of modern information 
technology, especially two-way interactive audio and video 
telecommunications, computers and telemetry, to deliver 
health services to remote patients and to facilitate 

information exchange between primary care physicians and 
specialist at some distances from each other.  According to 
Salatian (2012), “telemedicine offers benefits at federal, 
state and community level.  It cuts across all political 
parties, religious dogmas, village councils and tribal and 
ethnic groups.  It is relatively inexpensive, and does not 
discriminate”.    At a more advanced stage, telemedicine 
involves the use of medical information transferred from 

one site to another through electronic communication 
system (Bashshur, Sanders and Shannon, 1997).   
 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
The use of mobile devices for telemedicine can be 
practiced effectively in Nigeria at the Primary Health Care 
level by adoption of the framework shown in the 
architecture of Figure 1.  The architecture shows 
communication links between dwellers of farm settlements, 
village (rural) dwellers, and medical personnel and the 
community health workers in the PHCs and general 

hospital in the town or city centre.  The GSM means of 
communication can be used (even in farm settlements) 
because of its ease of use, and it can be afforded easily by 
all.  This would enable interactive telemedicine practice 
which provides a real-time interaction between patient and 
health-providers using telephone conversation.  With it, the 
rural/farm settlers can reach medical personnel or health 
workers in the Primary Health Centres and/or in the general 

hospitals, without any geographical constraints.   
 
These days, mobile phones have digital cameras with 
enough resolution incorporated into them to enable digital 
images of skin lesions, burns, skin discoloration, etc. to be 
taken, transmitted and successfully interpreted by 
dermatologists and GPs in remote locations.  Medical 
advice and education can be given to these people remotely 

irrespective of their locations.  This will help to reduce the 
congestions commonly experienced in the hospitals since 
only serious cases will be there to attend to.   It will also be 
a very useful tool in the hands of the medical personnel and 
health workers to carry out the follow-up of their patients in 
order to be able to know how they respond to their 
medications.  
 

 
 
 

 
 

Figure 1: Proposed Telemedicine Architecture 

General/Specialist 

Hospital Pry Health 

Centre 

GSM Mast 

Rural Dwelling 

Farm Settlement 



Vol 5. No. 5, Sept  2012          ISSN 

2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 175 

 

 

 

 

                              

 

QUANTUM 

RESONANCE 

MAGNETIC 

ANALYZER 

LAPTOP 

POWER CORD 

SENSOR 
LAPTOP 

USB 

INTERFACE 

 
 

Figure 2: Portable Telemedicine Toolkit 

 
 
Besides the telephone, the PHC are also to be equipped 
with the portable telemedicine kit (Figure 2) with which the 

health workers can be trained to use to carry out the 
diagnosis of their patients.  The low-cost Portable 
Telemedicine Toolkit consists of a (Laptop) computer with 
medical peripheral devices and their interfaces with the 
computer.  The computer runs custom telemedicine 
software meant for capturing patient’s diagnostic 
information through the Quantum Magnetic Resonance 
Analyzer connected to the computer.  The patient to be 

diagnosed grips the sensor in his hand, and his medical 
information are captured by the sensor, analysed by the 
Quantum Resonance Magnetic Analyzer and sent to the 
laptop to be displayed on its screen for the consumption of 
the medical personnel (and the patient).  The diagnostic 
information indicate the health status of such vital organs 
of the body as the brain nerves, lungs, kidneys, pancreas, 
gall bladder, blood sugar level, etc. 
 

Medical peripherals included in some varieties of the 
Portable Telemedicine Toolkit are an Electronic 
Stethoscope for measuring patient’s heart-bits; an 
Electrocardiogram (ECG) Recorder for monitoring the 
electrical activities of the heart and for detection of 
abnormal heart-bit rhythms; Medical Image System for 
capturing images and video of patient’s skin or external 
examination of the eyes, ears, and nose; Blood Pressure 

Monitor for taking accurate and quick reading of a patient’s 
systolic and diastolic blood pressure as well as pulse rate; 
Digital Thermometer for taking body temperature reading; 
and others, such as a weight-measuring scale, an ear fluid 
monitor and a blood glucose meter (Adler, 2000).  This 
way modern health needs of the rural populace would be 
improved and death rates would be reduced, thus raising 
the life expectancy of these rural dwellers. 

 

 

 

 

 

5. CONCLUSION 
 
Healthcare delivery in Nigeria can be improved upon 
through Telemedicine which implies the use of ICT tools to 

provide and support healthcare when distance separates the 
participants.  One of the cheapest and affordable ICT tools 
is the mobile phone.  The use of mobile phones in Nigeria 
is a great opportunity to adopt ICT tools by medical 
personnel to provide health services that would trigger 
development and improve people’s lives.  The Portable 
Telemedicine Toolkit is another ICT tool that enables the 
health worker to capture the health status of the vital organs 

of the patient in a couple of minutes.  This reduces the 
stress and huge financial and time (delay) costs usually 
associated with these tests in medical laboratories.   
 
Apart from being recommended for use by the Community-
based Health Workers (CBHWs), patients who can afford 
the portable toolkit can use it to monitor their own health 
status and transmit the medical information to their 

healthcare provider.  It is therefore recommended that the 
practice of mobile-health (using mobile ICT tools) should 
be encouraged and supported in Nigeria to improve the 
preventive-, rather than the curative-, medicine practice.  
The necessary infrastructures, provided by operators of the 
Global System of Mobile (GSM) telecommunications in 
Nigeria, are already on ground for the smooth running of 
the system.  When rural hospitals begin to offer these 
enhanced telemedicine services, the rural community’s 

access to health services will significantly increase (Daniels 
et al, 2007). 
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ABSTRACT 
The conventional method of creating malicious signatures is to use static analysis technique. However, this technique is safe and reliable 

but it has some problems. The first problem is that the technique is very slow in responding to emerging malicious threats. Another 
problem is the technique cannot be used create a malicious signature that can detect new or unknown malware. Consequently, we 
developed an approach which involves an experiment, whereby system functions can be used to create detection signatures. This system 
functions can identify various categories of malicious programs such as viruses, Trojans and worms. With the extraction of the malicious 
system functions from executable programs, the process of malicious signature creation can be fully automated by antivirus industries.         
 
Keywords: Malware Analysis, Program Disassembly and Antivirus Software. 

 

 
 

1. INTRODUCTION 

 
Malicious software is designed with a harmful intent in mind. It 
comes in many forms such as Viruses, Worms and Trojan horses. 
Viruses are programs that self-replicate within a host by 
attaching themselves to other programs. Worms are programs 
that self-replicate across a network. Trojan horses masquerade as 
useful programs, but contain malicious code to attack the system 
or leak data [3]. Antivirus software is used to prevent, detect, and 
remove malware, including but not limited to computer viruses, 

computer worm, Trojan horses, spyware and adware [10]. 
 
There are two categories of malware analysis: static and dynamic 
analysis. Static analysis is used to examine the content of an 
infected file without executing it. Using static analysis is a fast 
and safe approach. There is low false positives alarm when using 
static analysis and there is a tendency of tracing all execution 
paths of a program. A false positive alarm is a wrong result made 

by virus scanners identifying benign files as malware. A lot of 
information is got from an analyzed program, when all the 
execution paths can be traced. The problem with static analysis is 
that it may fail to analyze unknown malware that uses code 
obfuscation techniques. Code Obfuscation technique is a process 
of transforming an executable code into a form that is very 
difficult to understand its properties. Dynamic analysis is the 
process of examining an infected file during its execution. It 

analyzes the infected file on simulated environment to analyze its 
malicious functions. Dynamic analysis fails to detect activities of 
interest if the target program changes its behaviour. These 
changes depend on trigger conditions such as existence of a 
specific file or specific day as a single execution path may be 
examined for each attempt [3][4] and [7]. 

 

 

 

 

 

  

     2. OBJECTIVES OF STUDY 

 
The objectives of this research are as follows: 
 

1. Identify malicious system functions used by 

executable programs. 
2. Comparative Analysis of malicious condition 

used by programs. 
 

3. ANTIVIRUS SOFTWARE  

 
Antivirus software is used to prevent, detect and remove 
malware. A variety of strategies are typically employed 

by the anti-virus engines. Signature-based detection 
involves searching for known patterns of data within 
executable code. However, it is possible for a computer 
to be infected with new virus for which no signature 
exists [2][11] and [8]. To counter such threats, heuristic 
can be used, that identify new viruses or variants of 
existing viruses by looking for known malicious code. 
Some antivirus can also make predictions by executing 

files in a sandbox and analyzing results [10]. Antivirus 
companies use static analysis technique to develop 
malicious signatures however, the number of these 
signatures is in millions. The problem with large number 
of signatures is that it is very difficult for antivirus 
companies to deliver all the virus updates to customers 
[6][1] and [9]. Studies in 2007 showed that the 
effectiveness of antivirus software had decreased 

drastically, particularly against unknown malware 
attacks. Detection rates have dropped from 40-50% in 
the year 2006 to 20-30% in the year 2007. Independent 
testing on all the major virus scanners consistently 
shows that none provide 100% virus detection. The best 
ones provided as high as 99.6% detection, while the 
lowest provided only 81.8% in tests conducted in 
February 2010 [10]. 
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It is clear that there is an urgent need to develop an 
experimental approach that will help to identify system 
functions used by malicious programs. These identified 
system functions can be used to build a new type of 
antivirus program that will accurately detect unknown 

malware.  
 

4. CONDITIONS FOR CLASSIFICATION OF  

    MALICIOUS PROGRAMS 
 
According to [5], they analyzed Windows operating 
system and observe the set of API calls used benign or 
malicious programs. Particularly, interest was drawn to 

the set of API functions drawn from kernel32.dll and 
Advapi32.dll. The reason they were interested in 
investigating the set of API functions was to determine 
how file operations and registry alterations can possibly 
lead to an executable program containing malicious 
code. The operating system is limited in differentiating a 
set of malicious program API function calls from a 
benign program during API function calls.  

 
In the experiment, the following tools were used: 
VMWare workstation 6.0 software with installed 
Windows XP operating system. A total of 50 benign 
programs from system32 files of newly installed 
Windows XP operating system. Malicious samples 
downloaded were 20 viruses, worms and Trojans from 
virus collections website [12] to be used for the 
experiment. To guarantee the safety of the computer 

system where the malicious experiments would be 
conducted upon, VMWare workstation 6.0 was installed 
and setup.  
The reason why VMWare workstation 6.0 was installed 
is to emulate experimental environment where the 
executable programs would be examined. Dumpbin 
disassembler was used to disassemble the set of benign 
and malicious programs which took part in the 

experiment. The purpose of the disassembly process is 
to display the API calls functionality, used for file 
operations and registry alterations. These API function 
calls functionality were used to define the features that 
can possibly lead to an executable program containing 
malicious code [5].   
 
 

 
 
 
 
 
 
 
 

 
 
 

Chiemeke and Osaghae (2012), also defined the features 
that are related to file operations and registry alterations 
that can possibly lead to an executable program 
containing malicious code. They identified twenty 
malicious conditions (C) that could make an executable 

file classified as a malicious program. If an executable 
program uses any of these malicious conditions, it does 
not imply that it contains malicious code. However, to 
classify the program as malicious, it must use certain 
conditions or combine the usage of the conditions.  
 
The malicious conditions were selected after 
disassembly and analyzing the set of benign and 

malicious programs used for our experiment. The 
suspected malicious features to be used for the 
extraction are displayed in Table 1. The purpose why 
this table is displayed is to help identify the number of 
frequency counts of the malicious conditions extracted 
from an executable program. The number and types of 
malicious conditions recorded from a both benign and 
malicious, will help to define which set of malicious 

conditions identifies either a benign or a malicious 
program.   
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Table 1: Malicious condition in executable files  

Malicious condition Description 

C1 When a WriteFile API function writes to two different files from one 

memory location. 

C2 When a ReadFile API function reads from one file using two different 

memory locations. 

C3 When a WriteFile API function writes to one file using one high memory 

location. 

C4 When a WriteFile API function writes to one file using the same memory 

location repeatedly. 

C5 A condition specifying the number of times the API function strlen is 

used in a program file. 

C6 A condition specifying the number of times the API function strcat is 

used in a program file. 

C7 A condition specifying the number of times the API functions for self-

modification attributes are used. 

C8 A condition specifying the number of times the API function memset is 
used in a program file. 

C9 A condition specifying the number of times the set of API functions used 

for registry enquiry are used in a program file. 

C10 A condition specifying the number of times the API function for registry 

alteration is used in a program file. 

C11 A condition specifying the number of times the API function CopyFile is 

used in a program file. The first instance is when CopyFile function is 

used and a zero argument is passed as its last argument, while the second 

instance of CopyFile function, is when the exact value of the third or last 

argument can not be determine and hence, the GetModuleFileName must 

also be used to compliment the CopyFile function. For the purpose of this 

experiment, we shall separate the first and second instances of CopyFile 

with a comma, in situations where they are used. 

C12A A condition specifying when the set of API functions for self-referential 

is used in a program file. 

C12B A condition specifiying when the set of API functions for self-replication 
is used in a program file 

C13 A condition specifying when a WinExec API function is used in a 

program. 

C14 A condition specifying when a FindFirstFile API function is used in a 

program. 

C15 A condition specifying when a DeleteFile API function is used in a 

program. 

C16 A condition specifying when a GetModuleFileName API function is used 

in a program. 

C17 A condition specifying when a ReadProcessMemory function API is used 

in a program. 

C18 A condition specifying when a set of old c-structure API functions for 

virus is used in a program. These API functions are two fopen functions, 

two fread and fwrite functions, using the same first parameter. 

C19 A condition specifying when an API FindNextFile function is used in a 

program. 
(Source: Chiemeke and Osaghae, 2012) 
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From Table 1, each of the conditions C11, C12A, 
C12B, and C13 can lead directly to a malicious actions 
when an executable program uses any of them. In 
addition, condition C12A is a subset of condition 
C12B. In other words, before condition C12B is 

satisfied, condition C12A must have been satisfied. 
The set of benign, virus, Trojan, and worms that were 
used for this experiment and the malicious conditions 
are displayed in Appendix A [5].  
 
A total of 50 disassembled benign, 20 viruses, 20 
Trojan horses and 20 worms were examined for these 
malicious conditions [5]. In Appendix A1, the benign 

programs used for the experiments were labeled using 
B1 to B50. In Appendix A2, the virus programs used 
for the experiments were labeled using V1 to V20. In 
Appendix A3, the Trojan programs used for the 
experiments were labeled using T1 to T20. In 
Appendix A2, the worm programs used for the 
experiments were labeled using W1 to W20. After the 
programs are disassembled, the set of malicious 

conditions (C) used by the programs are labeled C1 to 
C19 in Appendix A. 

 

5. APPROACH 

 
Using the malicious conditions displayed in Table 1, 
we determined the specific malicious conditions used 
by benign programs and the ones that are used by 
malicious programs. We downloaded a total of 50 

benign programs from system32 files of newly 
installed Windows XP operating system. Malicious 
samples downloaded were 20 viruses, worms and 
Trojans from VX Heaven website to be used for the 
experiment. We labeled the set of downloaded benign 
programs as B1 to B50, viruses as V1 to V20, Trojans 
as T1 to T20 and worms as W1 to W20. We 
disassembled the programs and observing the 

malicious conditions used. The set of malicious 
conditions used for determining malicious infection 
were observed from the disassembled programs. The 
various malicious conditions observed from the set of 
programs used in the experiments are displayed in 
Table A1, A2, A3 and A4 of Appendix A. 
 
Comparative analysis of malicious conditions used by 

the programs which took part in the experiment was 
conducted. The factors used in the comparative 
analysis are the programs used in the experiment, the 
highest malicious condition used, the lowest malicious 
condition used, the most used malicious condition and 
the set of malicious conditions not used by programs. 
The purpose of conducting comparative analysis is to 
determine specific set of malicious conditions used by 

benign programs, viruses, Trojans and worms.  

This will assist antivirus researchers to state accurate 
definitions of malicious conditions in an executable 
program, which will help to detect malicious codes.  

 

5.1 System Functions Used by Benign programs 

The result displayed in table A1 of Appendix A, it is 
noticed that benign program B1 used malicious 
condition C3 twice. Programs B5 and B8 makes used 
of C5 used 14 times and 25 times respectively. The set 
of benign programs B17, B19 and B24 make use of 
malicious condition C16 twice. Benign program B20 
uses malicious conditions C14 and C19 once only. 
Benign program B29 uses malicious condition C15 

once and C16 twice. Benign program B31 and B42 
use malicious conditions C14 and C19 twice. Benign 
program B49 uses malicious condition C14 twice, C15 
three times, C16 twice and C19 twice. The set of 
benign programs which took part in this experiment do 
not use malicious conditions C11, C12A, C12B, C13, 
C17 and C18.   

 

5.2 System Functions Used by Virus programs 
The experimental results got from examining set of 
virus programs which took part in this research that is 
used to discuss this paper is displayed in table A2 of 
Appendix A. Virus program V2 used malicious 
conditions C5 and C9 the highest number of times. It 
uses C5 used 11 times and C9 used 19 times 
respectively. The number of times malicious condition 
C11 is used is represented in tens. This means that the 

first digit is the number of time times C11 is called. 
While the next digit means that it takes 0 as one of its 
parameters. Malicious condition C11 is used in virus 
programs V1, V4, V6 and V8. For example, virus 
program V6 uses malicious conditions C13 once, C14 
three times and C19 three times. The highest 
malicious conditions used by virus programs are C5 
and C9 although, malicious condition C9 was used the 

highest number of times (14 times). The virus program 
to exhibit self-referential (C12A) and self-replication 
(C12B) is V16. Virus identification is the malicious 
programs which make use of malicious conditions C7, 
C12A and C12B. 

 

5.3 System Functions Used by Trojan programs 
 The set of malicious conditions extracted from Trojan 

programs are displayed in table A3 of Appendix A. 
Trojan programs T1, T3 and T7 make use of malicious 
condition C3 once only. In addition, the set of Trojan 
programs T3 and T9 use malicious condition C2 once 
only. The malicious condition called the highest 
number of times is C9 by Trojan programs T1 (4 
times) and T6 (6 times). The set of Trojan programs 
T1, T2 and T4 use malicious condition C11 more. The 

highest number of times a malicious condition C5 was 
used is 9 and Trojan program T18 used it.  
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In addition, Trojan program T14 uses malicious 
conditions C4 once, C9 three times and C10 used 5 
times. Trojan program T13 uses malicious conditions 
C11 once passing 0 as one of its arguments, C14 once 
and C16 once. Trojan program is identified when a 

malicious program uses malicious conditions C14, 
C15 and C19 (once only). 

 

5.4 System Functions Used by Worm programs 
The set of malicious conditions used by worm 
programs which took part in the experiment are 
displayed in Table A4 of appendix A. Worm program 
W3 uses malicious conditions C5 used 5 times, C6 

used 14 times, C9 used 4 times and C10 used 10 
times. Worm programs W5 uses malicious conditions 
C5 used 16 times, C6 used 3 times, C9 used 24 times 
and C10 used 12 times. Worm program W2 uses 
malicious conditions C11 once only (with a 0 passed 
as one of its arguments), C14 used 10 times, C15 used 
16 times, C16 twice and C19 twice. Worm program 
W14 uses malicious conditions C5 used 20 times, C6 

used 28 times, C8 twice, C9 used 9 times and C10 
twice. Worm program W19 uses malicious conditions 

C1, C2, C3 and C7 once only. Worm program W15 
uses malicious conditions C11 used 4 times (with 0 
passed as one of its arguments), C14 used 3 times, 
C15 used 4 times, C16 once and C19 twice. Worm 
program is identified when it does not use malicious 

conditions C12A, C12B and C17 (more than once). In 
addition, a worm program can also be identified if 
some of its malicious conditions C2 and C11 or C111 
and C16.  

 

5.5 Comparative Analysis of Malicious Condition 

Used by Programs 
There is a need to compare the various malicious 

conditions (C) used by Benign, virus, Trojan and 
worm programs shown in Table 2. The relevant 
columns of Table 2 are: Program; set of benign and 
malicious programs that took part in the research. 
Highest MC Used; is the highest number of malicious 
conditions used by the programs. Lowest MC Used:  is 
the lowest number of malicious conditions used by the 
programs. Most Used MC; is the malicious condition 

used most frequently by the programs. MC Not Used; 
is the malicious condition not used by the programs. 

 
Table 2: Definitions of Malicious Programs by Their Malicious Conditions 

 Program Highest 

MC Used 

Lowest 

MC Used 

Most  

Used MC 

MC Not Used 

1 Benign C5 used 25 times and called 

by 15 benign  

C1 used once and called 

by 1 benign 

C9 used 10 times and 

called by 23 benign 

C11, C12A, C12B, 

C13, C17, C18 

2 Virus C9 used 19 times and called 
by 13 virus program 

C12 and C12B called once 
and used by 1 virus 
program 

C9 called 19 times 
and used by 13 virus 
programs 

C4, C8, C18 

3 Trojan C9, C15 and C17 used 6 times 
and called by 8 Trojan 
program 

C1, C2, C3, C7, C18 and 
C21 called once 

C9 called 6 times, 
C14 called 2 times, 
C15 called 4 times 

and all used by 8 
Trojan programs 

C12A, C12B, C17 

4 Worm C6 used 28 times, called by 1 
worm program 

C1 called 5 times and 5 
worms used it 

C9 called 14 times, 
used by 15 worm 
programs 

C12A, 12B, C17, 
C18 

 
Table 2 shows that benign and malicious programs use 

more of some malicious conditions than others. Benign 
programs use more of malicious condition (C5) than others. 
Among the benign programs which took part in the 
experiment, one of them used the malicious condition (C5) 
25 times. Also 15 benign programs use this malicious 
condition. The lowest malicious condition used by benign 
program is C1 and only one benign program used this 
condition. The most used malicious condition is C9 and it 

was used 10 times, while 23 benign programs called it. The 
set of malicious conditions not used by benign programs 
are C11, C12A, C12B, C13, C17 and C18.  
 
 
 
 

The highest malicious condition used by virus is C9 and it 

was used 19 times by 13 virus programs. Trojan programs 
used C9, C15 and C17 frequently for 6 times and 8 
programs used it. One worm use C6 and called it 28 times. 
The lowest set of malicious conditions used by virus 
programs is C12A and C12B. One virus program used this 
malicious condition. The lowest malicious conditions used 
by Trojan programs are C1, C2, C3, C7, C18 and C21. 
These malicious conditions were called once only. The 

lowest malicious conditions used by worms are C1 and 5 
worms used it. The most used malicious conditions by the 
programs, which took part in the experiment is C9. The set 
of malicious conditions not used by benign programs are 
C11, C12A, C12B, C13, C17 and C18. The set of malicious 
conditions not used by virus programs are C4, C8 and C18.  



Vol 5. No. 5, Sept  2012          ISSN 

2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 182 

 

 

The set of malicious conditions not used by Trojan 
programs are C12A, C12B and C17. The set of malicious 
conditions not used by worm programs are C12A, 12B, 
C17 and C18.         
 

6. DISCUSSION 

 
Observing the experiments conducted on the set of benign 
and malicious programs, it reveals that malicious 
conditions can be used to determine the categories of a 
program (Benign or malicious program). Benign programs 
do not use C11, C12A, C12B, C13, C17 and C18. It is clear 
that virus program can be identified when a program uses 

malicious conditions C12A, C12B and do not use C4, C8 
and C18. Trojan programs do not use C12A, C12B and 
C17. And, worm programs do not use C12A, C12B, C17 
and C18.  
 
Ironically, when a program uses malicious condition C5 as 
its highest, it does not relate to any malicious activity, 
therefore, it is a benign. Further more, virus and Trojan 

horse can be identified when a program uses malicious 
condition C9 as its highest number of times. When a 
program uses a malicious condition C6 as its highest 
number of times, then the program is identified as worm. It 
is observed that there are almost same set of malicious 
conditions not used by Trojan and worm programs. The 
only difference is that, worm programs do not use 
malicious condition C18 as similar to benign programs. 
 

Since conventional antivirus products are looking for ways 
to ensure fast and reliable detection engines, the result of 
this research can be use to make the engines detect 
malicious programs automatically. The intention of this 
research is to give an approach that will help make 
malicious detection experiment automatic. To achieve this 
purpose, antivirus product will specify definitions in form 
of patterns to identify these malicious conditions, when 

found in executable programs. When an antivirus product 
adopts this approach, it is expected that the malicious 
conditions derived from the disassembled code, can be used 
to specify the generic malicious signatures. With the 
creation of generic signatures, antivirus products will 
automatically detect malicious codes without performing 
static analysis.     
 

7. CONCLUSION  
  
In this research, we have proposed an experimental 
approach to extract malicious conditions that will help to 
detect malicious codes from a disassembled program. This 
experimental approach can assist to identify categories of 
malicious programs such as, viruses, Trojans and worms. 
The beauty of this approach is that it will give a new 

direction to antivirus engine designers, to enable them 
create generic malicious signatures without using static 
analysis method.  
 
 

When antivirus industries use system functions to detect 
malicious programs, their antivirus products have the 
benefit of detecting malware more reliably. Another benefit 
is that this approach can help in detecting malicious 
programs instantly without the delays caused by laborious 

static analysis process. In our subsequent research we shall 
implement an antivirus system to use the malicious 
conditions as signatures. These signatures will be used to 
detect malicious features in executable programs.       
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ABSTRACT 
We examined the information security awareness among Small and Medium Scale (SME) Enterprises within the business hubs of south-
western Nigeria to provide data that would be useful to the management of SME’s in designing and developing training program to attain 
appropriate information security awareness levels. A self-designed questionnaire titled”Information Security Awareness among SME in 
South Western Nigeria” was designed as a data collection instrument for the research. Descriptive statistics was applied using cross 
tabulation, chi square and T-test  to analyse and gain an understanding of the nature of responses. Findings from data analysis indicated 

that personnel are personally cautious to attain a level of security but organisations as entities lack pragmatic security policies and 
measures. There also exist varying degree of significant difference between the information security awareness of I.T professionals, their 
educational level, gender, orientation on access control in (SMEs) and years of experience. Retrospectively, these findings directly 
reflects incompetence and inadequate standardisation on behalf of the management as regards information security policies.  
 
Keywords: Nigeria, SMEs, Information, Security, Awareness, Professionals, Management and Control. 

 

 
1.  INTRODUCTION    
 
The advent of information technology tools to aid business 
transactions has tremendously improved the way business is 
done. Virtually every aspect of modern day business has being 
enhanced technically. In this age of fast communications, much 
or most of the total volume of communications is transmitted 
electronically [12]. It is therefore not surprising that 
organisations are transforming their business into digital ones 

[2].Information technology, the lifeline of modern businesses, 
and a vital component in the overall national development of 
any country, embeds within its context, information as an 
integral entity that requires proactive and strategic management. 
Central to this management, as stated by Whitman and Mattord 
[16], is a high priority task – the security or protection of such 
information. This involves, but not limited to it, the systems and 
hardware used to store, process and transmit information.  

 
A cross section of small and medium scale enterprises across 
Africa seem to exhibit similar characteristics and challenges. 
Their approach or understanding of information security risk 
usually does not extend beyond viruses and anti-virus software 
[13]. The purpose of computer security is to protect an 
organisation's valuable resources, such as information, 
hardware, and software. Through the selection and application 
of appropriate safeguards, security helps the organisation's 

mission by protecting its physical and financial resources, 
reputation, legal position, employees, and other tangible and 
intangible assets.  
 

 
 
Unfortunately, security is sometimes viewed as thwarting the 
mission of the organisation by imposing poorly selected, 
bothersome rules and procedures on users, managers, and 
systems [11]. Information Security in its truest sense refers to 
the processes and methodologies which are designed and 

implemented to protect print, electronic, or any other form of 
confidential, private and sensitive information or data from 
unauthorized access, use, misuse, disclosure, destruction, 
modification, or disruption. 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 

Fig 1:  Dependency between Enterprise, IT Dept and 
Information Security  
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In view of these the confidentiality, integrity and availability of 
data regardless of the form the data may take: electronic, print, 
or other forms present the precedence from a summative 
approach to security.  
 
The Nigerian small and medium scale sector, which need play a 
key role in the Country’s industrialization and development, 
represent a rapidly developing economic base with interest and 

mandates from regulatory and financial bodies geared toward 
the vibrancy of the sector. Jim Ovia, the CEO of a vibrant 
Nigerian bank in a seminar organised in 2001 by the US 
Embassy in Lagos, stated that the digital economy is propelled 
by Small and Medium scale. Enterprises (SMEs) in both 
developed and developing nations drive innovation and 
innovation is what the digital economy is based upon. He also 
stated that most successful business in the US have their roots in 

SME’s. They are considered as the backbone of the private 
sector all over the world, which assures their role in production, 
employment and sales. And thus are of strategic importance can 
not be overlooked [10]. The rate of technological advancement 
with the introduction of GSM technology in the country has 
impacted the small and medium scale enterprises in a 
geometrical progression such that exposure to security 
compromising issues have become inevitable..  

 
Although information systems may be robust, they cannot run 
continually without some form of maintenance. This 
maintenance becomes a reality with the possibility of having an 
organisation’s data exposed to malicious attackers due to the 
constantly increasing prowess of attackers. According a July 8, 
2009 CNN report by Richard Allen Greene, One of the most 
alarming incidents in 2009 for governments and policy makers 

was the July 4 attacks on U.S. government sites in which the 
White House, the New York Stock Exchange and Nasdaq were 
attacked. These attacks were simuteneous and spammed targets 
with so many e-mails such that the IT systems of the 
government facilities were overwhealmed.  Information security 
has become a serious concern for many organisations and 
Danchev [4] iterated this by stating a more immediate and wide 
spread factor - “security illiterate" staff that has access to 

sensitive business information. It is important to realize that 
“human issues” such as security illiteracy, are the main cause of 
security breaches [9]. Therefore, the most effective way to 
reduce Information Security risks in an organisation is to make 
employees more Information Security aware. 

 

2. RELATED ISSUES  
 
Research indicates that in highly developed countries such as the 

UK and the US, incidence and issues of security are not 
uncommon. With the benefits of increased capacity, efficiency 
and profitability comes also potential security backlash capable 
of belittling the core of information technology. Such is the July 
2009 attack on the White House and South Korea.  Data 
breaches are a recurring nightmare for IT managers responsible 
for securing not only their company's confidential data, but 
possibly also sensitive information belonging to their clients 

[15].  

Security threats result in the major loss of productivity, business 
and damage to the organisation’s brand [1]. As a result, 
information security problem is characterized by complexity and 
interdependence with a number of factors interrelating with each 
other [7]. This trend is complicated with the alarming 
involvement of untrained opportunist who seems to have 
invaded the information technology industry in Nigeria. 
 

 The gravity of security compromise had always assumed the 
proportion of pessimism until the ease of access to the networks 
of local well spread organisation, such as Micro finance banks 
revealed serious vulnerability to invasion. Unsurprisingly, most 
organisations seem pessimistic about the future of information 
incidents. Nigeria is relatively up-coming and developing in IT, 
but this does not substantiate the perceived reckless vulnerability 
obtainable in most firms. There are policies developed to 

implement security such as the ISBS 2004 and ISO/IEC 17799 
which may be adopted for use. But, one need to know there is a 
problem before faciliating answers. Security awareness is 
mainly a human-related issue [9] and as such, organisations need 
to be conscious or aware of potential threats.Those that lack 
security awareness can miss detecting many obvious security 
risks such as Trojans, phishing, viruses, and intellectual property 
theft in their daily activities. This lack of awareness can render 

sophisticated Internet security technologies useless and expose 
the organisation to enormous risks [15][17]. Also Contrary to 
the general perception that organisations are mainly vulnerable 
to external threats, a majority of misuse incidents are in fact 
committed by employees. Survey reports suggest that 78 % of 
computer attacks occur in the form of viruses [19], which are 
activated through e-mail attachments that have been opened by 
employees[14]. 

 

3 RESEARCH QUESTIONS:  
 

The research questions that emanates from the foregoing is “is 
there any significant difference between the information security 
awareness of I.T professionals based on their level of education, 
gender, their orientation of access control in (SMEs) within the 
region and years of experience”. Based on this research 

question, the following null hypothesis were formulated:  

 
H1o: There is no significant difference between 

information security awareness of I.T professionals 
based on their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 

 
H2o: There is no significant difference between the 

gender of I T professionals and the use of policy in 
(SMEs) within the region. 

 
H3o: There is no significant difference between the 

educational level of I.T professionals and their 
orientation of access control in (SMEs) within the 
region. 
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H4o: There is no significant difference between the 
information security awareness of I.T professionals based 
on years of experience and their physical security 
implementation in SMEs within the region? 

 

4. RESEARCH DIRECTION  

 
With an apparent current shortage of competent Information 
Security and Compliance professionals, with practical skills 
needed to help organisations (SME’s) address Information 
Security and Compliance requirements. The aim of this study 
therefore, is to evaluate the information security awareness 
among small and medium scale enterprises in business hubs in 

south western Nigeria and provide data that would be useful to 
the management of SME’s in designing and developing training 
program to attain appropriate information security awareness 
levels.  
 

Information Security Awareness In SMEs  
 
The degree of sophistication of information and planning and 

control systems is a prominent factor in determining the rate of 
business growth that becomes increasingly important, as 
businesses grow larger and more complicated. Information 
systems must therefore be acquired in advance of growth so that 
they are in place when needed [3][7][11][12]. The acquisition of 
these systems becomes  a very important aspect of decision 
making in all levels of management in enterprises [6].The ability 
of SME’s to realize their goals depends on how well the 

organisation acquires, interprets, synthesizes, evaluate and 
understands information and how well its information channels 
supports organisational processes. Technology makes this 
achievable and as a result, the full potential of these 
technologies, have significant effect on the structure of 
organisation [17].  
 
The organisational structure and managerial decision making is 

also influenced by technology and this allow firms more 
flexibility in the choice of feasible organisational structure 
[16][17]. There exists a structural dependency in organizations 
that is necessary to  pave  way for the implementation of 
security policies. This  is exemplified in Fig .1The importance of 
monitoring and controlling ones spending habit cannot be 
overemphasized for any person or group of persons that have 
financial goals and if there is a desire to balance your income 
with your spending.  In the past, people were limited to spending 

only the physical money that they had. Without physical cash in 
the hand, it was nearly impossible to purchase anything. There 
was no requirement to keep a written or electronic record of 
inflow or outflow.  In today’s society, we have a harder time 
keeping track of our money because cash is no longer required 
for most transactions, and many of us are finding it difficult to 
use cash anymore [5][6]. This is commonly referred to as 
cashless society. 

 
 
 
 

A cashless society is a culture where no one uses cash, all 
purchases being made are by credit cards, charge cards, cheques, 
or direct transfers from one account to another through mobile 
banking and other electronic means. The cashless society 
envisioned refers to the widespread application of computer 
technology in the financial system [20]. The organisational 
structure is characterized in terms of the networks of relations 
that link  people, knowledge and tasks as well as the procedure 

and institutional arrangements for changing the number of these 
entities [8]. 

  

5. DATA COLLECTION AND RESEARCH DESIGN  
 
Sets of questionnaires were designed for data collection. Section 
A of the questionnaire addressed the identity of the organisation 
and the nature of the respondent work. Section B was 

specifically directed at determining the extent of information 
security awareness in the targeted small and medium scale 
industry. The section B was sub divided into four sub sections. 
Sub- Section A was directed at determining the disposition of 
both organisation and individuals to policy handling, Sub-
Section B was designed to handle environment and physical 
security sub-section c was structured to evaluate the access 
control aspect of information security.  Lastly, Sub Section D 

was specifically directed at determining staff compliance, 
training and knowledge as regards information security.   

 

Survey Research Design  
Data was gathered from questionnaire distributed in Ibadan, 
Ilorin, Benin, and Lagos.  All within the southern western zone 
of Nigeria. The questionnaire starts with questions probing 
general information about the respondents. It was observed from 

the responses that the most respondents were within the 26- 30 
age group followed closely by the 31-35 age groups. This trend 
may suggest a high number of youths involvement in ICT 
related issues. No respondent in questionnaire surveys produce 
some known biases in survey-derived estimates because 
participation tends to vary for different subgroups of the 
population, and these subgroups are likely to vary also on 
questions of substantive interest. A total of 247 responses were 

analysed in other to aid the usage of frequency analysis as part 
of the method of evaluation for the analysis.  

 

Methodology of Analysis 
Analysis was conducted on each extract of the responses of the 
questionnaire. Percentage and frequency analysis of responses 
was analyzed with the cross-tabulation of certain indicators to 
reflect major sections of the questionnaire using SPSS as 
analytical tool. For the analysis of section B, each sub section 

was accorded weights and then categorised into weak or strong 
based on the respondents rating on a range of scale between the 
least and maximum attainable score for the section. The resulting 
data was then used to for further analysis with chi square and T-
test tools. Conclusions were drawn based on the decision rule of a 
0.05 significant level. 
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6.   RESULTS , TABLES AND  CHARTS. 

 
The questionnaire starts with questions probing the general 
information about the respondents with regards to job title, 
Location, Age group, Sex and Educational background. The 
intension is to know the distribution particularly to age group, 
sex and educational background of those mostly involved in 
implementing information security in organisations. The Tables 

and figures below represent the professional responses of the all 
valid cases in the different aspects of information security. 

 

A. GENDER 

 

Table. 1.  Showing the statistics on gender. 

 

  Freq Percent Valid 
Percent 

Cumulative 
Percent 

 male 148 59.9 59.9 59.9 

  female 99 40.1 40.1 100.0 

  Total 247 100.0 100.0   
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Fig.1 showing the statistics on gender. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.  EDUCATIONAL LEVEL 

 

Table. 1.  

The Statistics On The Level Of Respondents Education. 

 

  Freq % Valid 
Percent 

CumM 
Percent 

Valid secondary 11 4.5 4.5 4.5 

  Tertiary 142 57.5 57.5 61.9 

  post tertiary 94 38.1 38.1 100.0 

  Total 247 100.0 100.0   
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Fig. 2  Statistics on the Level of Respondents Education. 

 

 

Table. 2.  

Statistics On Pass Worded Computers Based on Policy. 

 

 

 Table. 3  

Statistics on document stipulating a detailed information 

security policy. 

   
Freq 

%  
Valid 

Percent 

 
Cumulati

ve 
Percent 

Valid yes 102 41.3 44.3 44.3 

 No 128 51.8 55.7 100.0 

 Total 230 93.1 100.0  

Missing System 17 6.9   

Total 247 100.0   

Response Freq % Valid % Cumulative 
Percent 

Valid YES 92 37.2 38.8 38.8 

  NO 134 54.3 56.5 95.4 

   11 4.5 4.6 100.0 

  Total 237 96.0 100.0  

Missing System 10 4.0   

Total 247 100.0   
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Table. 4 Cross tabulation of the existence of passwords and 

respondent’s reaction when asked for it. 

 

  What would u do if someone such a 
superior asked for your password? 

Total 

  Yes  i 
will 

give 

No i 
wont 

give 

not 
applic

able 

will give 
him and 

change 
it later 

 

Gender M 86 40 11 11 148 

  F 22 77 0 0 99 

Total 108 117 11 11 247 

 

Table. 5  Cross tabulation of ‘’is your computer pass worded? 

‘and ’Is there a document stipulating a detailed information 

security policy? 

   
Is there a document 
stipulating a detailed 
information security 

policy? 

 
Total 

yes No  

 
is your computer 

pass worded? 

 
yes 

 
82 

 
112 

 
194 

no  
20 

 
16 

 
36 

 
Total 

 
102 

 
128 

 
230 

 
 

7. DISCUSSION OF RESULTS  
 
From our data analysis  (Table. 1) with a total sample of 247 
respondents, it was realized that about 60% are males and 40% 
are females. This suggests that a higher percentage information 
technology personnel are male, indicating that males are more 
involved in ICT operations than females. However, we find that 
females appear to be more aware from. .A stunning percentage 

of male showed that they would give away their passwords 
while an even more stunning female population indicated 
otherwise (i.e. -65.8% of the respondents that will not give 
passwords away). 
 
4.5% percent of the respondents have secondary school 
education while 57.5% and 38.1% indicate educational levels of 
tertiary and post tertiary respectively. This shows a high 

percentage of university level personnel involvement in 
information security. The distribution of the number of 
employees in each organisation. Respondents indicated a high of 
82.2% when asked if their computers are pass worded. However, 
when asked if other systems are also pass worded with the 
introduction of a written policy. We observed also a high 
negative percentage (54%).  
 

Which would indicate that personnel are personally cautious to 
attain a level of security but with the organisation as an entity, 
this level of security is being downplayed .This might be 
indicative of the possible ‘non-existence’ of a policy or a policy 
that is silent on the issue of passwords which would directly 
reflect incompetence and inadequate standardisation on behalf of 
the management that set up the policy. Furthermore, a cross-
tabulation of the questions ‘Is your computer pass worded?” and 

“Is there a document stipulating a detailed information security 
policy?”  
 
 Although a substantial 43.7% indicated giving away their 
passwords, a negligible 4.8% would give their password but 
change it afterwards. This in itself can be a pointer to a 
personalised resolution towards security and not possibly 
according to a standard or a laid down document. The 

summation of both indications of security conscious individuals 
(i.e. those that would not give passwords and those that would 
change it afterwards), clearly indicate an above average security 
awareness in professionals in SME’s. Therefore, we can safely 
assume that 52% of the respondents indicated a form of security 
awareness. Further analysis indicates  51% of the respondents 
stated the there are not policies guiding the information security 
affairs of their respective organisations while a lower  41.3% 

categorically stated that they have a policy in place. This also is 
another indication to the general awareness state of information 
security. 
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HYPOTHESIS: 
Ho: There is no significant difference between 
information security awareness of I.T professionals 
based on their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 
 

H1: There is a significant difference between information 
security awareness of I.T professionals based on 
their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 

 

 

 

         Table 6: Cross Tabulation of ‘educational level of respondents and ’staff compliance 

 

    STAFF COMPLIANCE CATEGORY Total 

    Weak strong  

 
Educational 
Level 

 
Secondary 

 
Count 

 
0 

 
11 

 

11 

    % within Educational 
Level 

.0% 100.0% 100.0% 

  Tertiary Count 34 108 142 

    % within Educational 
Level 

23.9% 76.1% 100.0% 

  post tertiary Count 0 94 94 

    % within Educational 
Level 

.0% 100.0% 100.0% 

Total Count 34 213 247 

  % within Educational 

Level 

13.8% 86.2% 100.0% 

  

 

Table 7:  Educational level of respondents and ’staff 

compliance 

 

 Value df Asymp. Sig. (2-sided) 

 
Pearson Chi-
Square 

29.154(a) 2 .000 

Likelihood Ratio 41.613 2 .000 

Linear-by-Linear 
Association 

14.203 1 .000 

 Valid Cases 247   

 
We observe strong information security compliance across all 
educational levels with the tertiary level indicating the highest 
frequency of both strong /high and low staff compliance in table 
13. We can infer from table 14 based on the significance level of 
0.05 that there is a significant relationship between the 
educational levels of respondents and staff compliance in 

information security. The P-value is 0.000 which shows a high 
significant level of educational level in relation to the staff 
compliance of information security professionals. Hence, the P-
value is lower than 0.05. Therefore, we reject the null 
hypothesis.   
 

 Conclusion: There is significance difference between the 

educational levels of respondents and staff compliance in 
information security   
 
 

HYPOTHESIS 2 
 

Ho: There is no significant difference between the 
gender of I T professionals and the use of policy in 

(SMEs) within the region. 
 
H1 : There is a significant difference between the gender 

of I T professionals and the use of policy in (SMEs) 
within the region. 

 



Vol 5. No. 5, Sept  2012          ISSN 2006-1781 

African Journal of Computing & ICT 

      
© 2012 Afr J Comp & ICT – All Rights Reserved 

www.ajocict.net   

 

 

                  

 183 

 

 

Table 8: Cross Tabulation  of respondents  gender and their disposition to  policy use.  

    Policy Total 

    Weak strong  

 

Gender 

 

male 

 

Count 

 

27 

 

121 

 

148 
    % within Gender 18.2% 81.8% 100.0% 

  female Count 39 60 99 

    % within Gender 39.4% 60.6% 100.0% 

Total Count 66 181 247 

  % within Gender 26.7% 73.3% 100.0% 

 

 

 

Table 9: Chi-square test of respondents gender and their disposition to  policy use. 

 

  Value df 
Asymp. Sig. (2-

sided) Exact Sig. (2-sided) Exact Sig. (1-sided) 

Pearson Chi-Square 13.553(b) 1 .000     

Continuity Correction(a) 12.494 1 .000     

Likelihood Ratio 13.375 1 .000     

Fisher's Exact Test       .000 .000 

Linear-by-Linear 
Association 13.498 1 .000     

Valid Cases 247         

 
We observe strong information security awareness across 
gender, which is more pronounced in males who have a very 
high (121) respondent level of strong policy orientation in Table 

15 as  against (27) weak responses. The female gender also 

showed a high level of strong/high response but when compared 
to the weak response category, over half of the entire female 
respondents fell within the weak category. The P-value is 0.000 
which shows a high significant level of gender in relation to 
policy use in information security professionals. Hence, the P-
value is lower than 0.05. Therefore, we reject the null 
hypothesis. 
 

Conclusion: There is a significance difference in the gender and 
policy use 

 

HYPOTHESIS 3  

 
Ho: There is no significant difference between the 

educational level of I.T professionals and their 
orientation of access control in (SMEs) within the 

region. 
 
H1: There is a significant difference between the 
educational level of I.T professionals and their 
orientation of access control in (SMEs) within the region 
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ABSTRACT 
The conventional method of creating malicious signatures is to use static analysis technique. However, this technique is safe and reliable 

but it has some problems. The first problem is that the technique is very slow in responding to emerging malicious threats. Another 
problem is the technique cannot be used create a malicious signature that can detect new or unknown malware. Consequently, we 
developed an approach which involves an experiment, whereby system functions can be used to create detection signatures. This system 
functions can identify various categories of malicious programs such as viruses, Trojans and worms. With the extraction of the malicious 
system functions from executable programs, the process of malicious signature creation can be fully automated by antivirus industries.         
 
Keywords: Malware Analysis, Program Disassembly and Antivirus Software. 

 

 
 

1. INTRODUCTION 

 
Malicious software is designed with a harmful intent in mind. It 
comes in many forms such as Viruses, Worms and Trojan horses. 
Viruses are programs that self-replicate within a host by 
attaching themselves to other programs. Worms are programs 
that self-replicate across a network. Trojan horses masquerade as 
useful programs, but contain malicious code to attack the system 
or leak data [3]. Antivirus software is used to prevent, detect, and 
remove malware, including but not limited to computer viruses, 

computer worm, Trojan horses, spyware and adware [10]. 
 
There are two categories of malware analysis: static and dynamic 
analysis. Static analysis is used to examine the content of an 
infected file without executing it. Using static analysis is a fast 
and safe approach. There is low false positives alarm when using 
static analysis and there is a tendency of tracing all execution 
paths of a program. A false positive alarm is a wrong result made 

by virus scanners identifying benign files as malware. A lot of 
information is got from an analyzed program, when all the 
execution paths can be traced. The problem with static analysis is 
that it may fail to analyze unknown malware that uses code 
obfuscation techniques. Code Obfuscation technique is a process 
of transforming an executable code into a form that is very 
difficult to understand its properties. Dynamic analysis is the 
process of examining an infected file during its execution. It 

analyzes the infected file on simulated environment to analyze its 
malicious functions. Dynamic analysis fails to detect activities of 
interest if the target program changes its behaviour. These 
changes depend on trigger conditions such as existence of a 
specific file or specific day as a single execution path may be 
examined for each attempt [3][4] and [7]. 

 

 

 

 

 

  

     2. OBJECTIVES OF STUDY 

 
The objectives of this research are as follows: 
 

1. Identify malicious system functions used by 

executable programs. 
2. Comparative Analysis of malicious condition 

used by programs. 
 

3. ANTIVIRUS SOFTWARE  

 
Antivirus software is used to prevent, detect and remove 
malware. A variety of strategies are typically employed 

by the anti-virus engines. Signature-based detection 
involves searching for known patterns of data within 
executable code. However, it is possible for a computer 
to be infected with new virus for which no signature 
exists [2][11] and [8]. To counter such threats, heuristic 
can be used, that identify new viruses or variants of 
existing viruses by looking for known malicious code. 
Some antivirus can also make predictions by executing 

files in a sandbox and analyzing results [10]. Antivirus 
companies use static analysis technique to develop 
malicious signatures however, the number of these 
signatures is in millions. The problem with large number 
of signatures is that it is very difficult for antivirus 
companies to deliver all the virus updates to customers 
[6][1] and [9]. Studies in 2007 showed that the 
effectiveness of antivirus software had decreased 

drastically, particularly against unknown malware 
attacks. Detection rates have dropped from 40-50% in 
the year 2006 to 20-30% in the year 2007. Independent 
testing on all the major virus scanners consistently 
shows that none provide 100% virus detection. The best 
ones provided as high as 99.6% detection, while the 
lowest provided only 81.8% in tests conducted in 
February 2010 [10]. 
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It is clear that there is an urgent need to develop an 
experimental approach that will help to identify system 
functions used by malicious programs. These identified 
system functions can be used to build a new type of 
antivirus program that will accurately detect unknown 

malware.  
 

4. CONDITIONS FOR CLASSIFICATION OF  

    MALICIOUS PROGRAMS 
 
According to [5], they analyzed Windows operating 
system and observe the set of API calls used benign or 
malicious programs. Particularly, interest was drawn to 

the set of API functions drawn from kernel32.dll and 
Advapi32.dll. The reason they were interested in 
investigating the set of API functions was to determine 
how file operations and registry alterations can possibly 
lead to an executable program containing malicious 
code. The operating system is limited in differentiating a 
set of malicious program API function calls from a 
benign program during API function calls.  

 
In the experiment, the following tools were used: 
VMWare workstation 6.0 software with installed 
Windows XP operating system. A total of 50 benign 
programs from system32 files of newly installed 
Windows XP operating system. Malicious samples 
downloaded were 20 viruses, worms and Trojans from 
virus collections website [12] to be used for the 
experiment. To guarantee the safety of the computer 

system where the malicious experiments would be 
conducted upon, VMWare workstation 6.0 was installed 
and setup.  
The reason why VMWare workstation 6.0 was installed 
is to emulate experimental environment where the 
executable programs would be examined. Dumpbin 
disassembler was used to disassemble the set of benign 
and malicious programs which took part in the 

experiment. The purpose of the disassembly process is 
to display the API calls functionality, used for file 
operations and registry alterations. These API function 
calls functionality were used to define the features that 
can possibly lead to an executable program containing 
malicious code [5].   
 
 

 
 
 
 
 
 
 
 

 
 
 

Chiemeke and Osaghae (2012), also defined the features 
that are related to file operations and registry alterations 
that can possibly lead to an executable program 
containing malicious code. They identified twenty 
malicious conditions (C) that could make an executable 

file classified as a malicious program. If an executable 
program uses any of these malicious conditions, it does 
not imply that it contains malicious code. However, to 
classify the program as malicious, it must use certain 
conditions or combine the usage of the conditions.  
 
The malicious conditions were selected after 
disassembly and analyzing the set of benign and 

malicious programs used for our experiment. The 
suspected malicious features to be used for the 
extraction are displayed in Table 1. The purpose why 
this table is displayed is to help identify the number of 
frequency counts of the malicious conditions extracted 
from an executable program. The number and types of 
malicious conditions recorded from a both benign and 
malicious, will help to define which set of malicious 

conditions identifies either a benign or a malicious 
program.   
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Table 1: Malicious condition in executable files  

Malicious condition Description 

C1 When a WriteFile API function writes to two different files from one 

memory location. 

C2 When a ReadFile API function reads from one file using two different 

memory locations. 

C3 When a WriteFile API function writes to one file using one high memory 

location. 

C4 When a WriteFile API function writes to one file using the same memory 

location repeatedly. 

C5 A condition specifying the number of times the API function strlen is 

used in a program file. 

C6 A condition specifying the number of times the API function strcat is 

used in a program file. 

C7 A condition specifying the number of times the API functions for self-

modification attributes are used. 

C8 A condition specifying the number of times the API function memset is 
used in a program file. 

C9 A condition specifying the number of times the set of API functions used 

for registry enquiry are used in a program file. 

C10 A condition specifying the number of times the API function for registry 

alteration is used in a program file. 

C11 A condition specifying the number of times the API function CopyFile is 

used in a program file. The first instance is when CopyFile function is 

used and a zero argument is passed as its last argument, while the second 

instance of CopyFile function, is when the exact value of the third or last 

argument can not be determine and hence, the GetModuleFileName must 

also be used to compliment the CopyFile function. For the purpose of this 

experiment, we shall separate the first and second instances of CopyFile 

with a comma, in situations where they are used. 

C12A A condition specifying when the set of API functions for self-referential 

is used in a program file. 

C12B A condition specifiying when the set of API functions for self-replication 
is used in a program file 

C13 A condition specifying when a WinExec API function is used in a 

program. 

C14 A condition specifying when a FindFirstFile API function is used in a 

program. 

C15 A condition specifying when a DeleteFile API function is used in a 

program. 

C16 A condition specifying when a GetModuleFileName API function is used 

in a program. 

C17 A condition specifying when a ReadProcessMemory function API is used 

in a program. 

C18 A condition specifying when a set of old c-structure API functions for 

virus is used in a program. These API functions are two fopen functions, 

two fread and fwrite functions, using the same first parameter. 

C19 A condition specifying when an API FindNextFile function is used in a 

program. 
(Source: Chiemeke and Osaghae, 2012) 
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From Table 1, each of the conditions C11, C12A, 
C12B, and C13 can lead directly to a malicious actions 
when an executable program uses any of them. In 
addition, condition C12A is a subset of condition 
C12B. In other words, before condition C12B is 

satisfied, condition C12A must have been satisfied. 
The set of benign, virus, Trojan, and worms that were 
used for this experiment and the malicious conditions 
are displayed in Appendix A [5].  
 
A total of 50 disassembled benign, 20 viruses, 20 
Trojan horses and 20 worms were examined for these 
malicious conditions [5]. In Appendix A1, the benign 

programs used for the experiments were labeled using 
B1 to B50. In Appendix A2, the virus programs used 
for the experiments were labeled using V1 to V20. In 
Appendix A3, the Trojan programs used for the 
experiments were labeled using T1 to T20. In 
Appendix A2, the worm programs used for the 
experiments were labeled using W1 to W20. After the 
programs are disassembled, the set of malicious 

conditions (C) used by the programs are labeled C1 to 
C19 in Appendix A. 

 

5. APPROACH 

 
Using the malicious conditions displayed in Table 1, 
we determined the specific malicious conditions used 
by benign programs and the ones that are used by 
malicious programs. We downloaded a total of 50 

benign programs from system32 files of newly 
installed Windows XP operating system. Malicious 
samples downloaded were 20 viruses, worms and 
Trojans from VX Heaven website to be used for the 
experiment. We labeled the set of downloaded benign 
programs as B1 to B50, viruses as V1 to V20, Trojans 
as T1 to T20 and worms as W1 to W20. We 
disassembled the programs and observing the 

malicious conditions used. The set of malicious 
conditions used for determining malicious infection 
were observed from the disassembled programs. The 
various malicious conditions observed from the set of 
programs used in the experiments are displayed in 
Table A1, A2, A3 and A4 of Appendix A. 
 
Comparative analysis of malicious conditions used by 

the programs which took part in the experiment was 
conducted. The factors used in the comparative 
analysis are the programs used in the experiment, the 
highest malicious condition used, the lowest malicious 
condition used, the most used malicious condition and 
the set of malicious conditions not used by programs. 
The purpose of conducting comparative analysis is to 
determine specific set of malicious conditions used by 

benign programs, viruses, Trojans and worms.  

This will assist antivirus researchers to state accurate 
definitions of malicious conditions in an executable 
program, which will help to detect malicious codes.  

 

5.1 System Functions Used by Benign programs 

The result displayed in table A1 of Appendix A, it is 
noticed that benign program B1 used malicious 
condition C3 twice. Programs B5 and B8 makes used 
of C5 used 14 times and 25 times respectively. The set 
of benign programs B17, B19 and B24 make use of 
malicious condition C16 twice. Benign program B20 
uses malicious conditions C14 and C19 once only. 
Benign program B29 uses malicious condition C15 

once and C16 twice. Benign program B31 and B42 
use malicious conditions C14 and C19 twice. Benign 
program B49 uses malicious condition C14 twice, C15 
three times, C16 twice and C19 twice. The set of 
benign programs which took part in this experiment do 
not use malicious conditions C11, C12A, C12B, C13, 
C17 and C18.   

 

5.2 System Functions Used by Virus programs 
The experimental results got from examining set of 
virus programs which took part in this research that is 
used to discuss this paper is displayed in table A2 of 
Appendix A. Virus program V2 used malicious 
conditions C5 and C9 the highest number of times. It 
uses C5 used 11 times and C9 used 19 times 
respectively. The number of times malicious condition 
C11 is used is represented in tens. This means that the 

first digit is the number of time times C11 is called. 
While the next digit means that it takes 0 as one of its 
parameters. Malicious condition C11 is used in virus 
programs V1, V4, V6 and V8. For example, virus 
program V6 uses malicious conditions C13 once, C14 
three times and C19 three times. The highest 
malicious conditions used by virus programs are C5 
and C9 although, malicious condition C9 was used the 

highest number of times (14 times). The virus program 
to exhibit self-referential (C12A) and self-replication 
(C12B) is V16. Virus identification is the malicious 
programs which make use of malicious conditions C7, 
C12A and C12B. 

 

5.3 System Functions Used by Trojan programs 
 The set of malicious conditions extracted from Trojan 

programs are displayed in table A3 of Appendix A. 
Trojan programs T1, T3 and T7 make use of malicious 
condition C3 once only. In addition, the set of Trojan 
programs T3 and T9 use malicious condition C2 once 
only. The malicious condition called the highest 
number of times is C9 by Trojan programs T1 (4 
times) and T6 (6 times). The set of Trojan programs 
T1, T2 and T4 use malicious condition C11 more. The 

highest number of times a malicious condition C5 was 
used is 9 and Trojan program T18 used it.  
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In addition, Trojan program T14 uses malicious 
conditions C4 once, C9 three times and C10 used 5 
times. Trojan program T13 uses malicious conditions 
C11 once passing 0 as one of its arguments, C14 once 
and C16 once. Trojan program is identified when a 

malicious program uses malicious conditions C14, 
C15 and C19 (once only). 

 

5.4 System Functions Used by Worm programs 
The set of malicious conditions used by worm 
programs which took part in the experiment are 
displayed in Table A4 of appendix A. Worm program 
W3 uses malicious conditions C5 used 5 times, C6 

used 14 times, C9 used 4 times and C10 used 10 
times. Worm programs W5 uses malicious conditions 
C5 used 16 times, C6 used 3 times, C9 used 24 times 
and C10 used 12 times. Worm program W2 uses 
malicious conditions C11 once only (with a 0 passed 
as one of its arguments), C14 used 10 times, C15 used 
16 times, C16 twice and C19 twice. Worm program 
W14 uses malicious conditions C5 used 20 times, C6 

used 28 times, C8 twice, C9 used 9 times and C10 
twice. Worm program W19 uses malicious conditions 

C1, C2, C3 and C7 once only. Worm program W15 
uses malicious conditions C11 used 4 times (with 0 
passed as one of its arguments), C14 used 3 times, 
C15 used 4 times, C16 once and C19 twice. Worm 
program is identified when it does not use malicious 

conditions C12A, C12B and C17 (more than once). In 
addition, a worm program can also be identified if 
some of its malicious conditions C2 and C11 or C111 
and C16.  

 

5.5 Comparative Analysis of Malicious Condition 

Used by Programs 
There is a need to compare the various malicious 

conditions (C) used by Benign, virus, Trojan and 
worm programs shown in Table 2. The relevant 
columns of Table 2 are: Program; set of benign and 
malicious programs that took part in the research. 
Highest MC Used; is the highest number of malicious 
conditions used by the programs. Lowest MC Used:  is 
the lowest number of malicious conditions used by the 
programs. Most Used MC; is the malicious condition 

used most frequently by the programs. MC Not Used; 
is the malicious condition not used by the programs. 

 
Table 2: Definitions of Malicious Programs by Their Malicious Conditions 

 Program Highest 

MC Used 

Lowest 

MC Used 

Most  

Used MC 

MC Not Used 

1 Benign C5 used 25 times and called 

by 15 benign  

C1 used once and called 

by 1 benign 

C9 used 10 times and 

called by 23 benign 

C11, C12A, C12B, 

C13, C17, C18 

2 Virus C9 used 19 times and called 
by 13 virus program 

C12 and C12B called once 
and used by 1 virus 
program 

C9 called 19 times 
and used by 13 virus 
programs 

C4, C8, C18 

3 Trojan C9, C15 and C17 used 6 times 
and called by 8 Trojan 
program 

C1, C2, C3, C7, C18 and 
C21 called once 

C9 called 6 times, 
C14 called 2 times, 
C15 called 4 times 

and all used by 8 
Trojan programs 

C12A, C12B, C17 

4 Worm C6 used 28 times, called by 1 
worm program 

C1 called 5 times and 5 
worms used it 

C9 called 14 times, 
used by 15 worm 
programs 

C12A, 12B, C17, 
C18 

 
Table 2 shows that benign and malicious programs use 

more of some malicious conditions than others. Benign 
programs use more of malicious condition (C5) than others. 
Among the benign programs which took part in the 
experiment, one of them used the malicious condition (C5) 
25 times. Also 15 benign programs use this malicious 
condition. The lowest malicious condition used by benign 
program is C1 and only one benign program used this 
condition. The most used malicious condition is C9 and it 

was used 10 times, while 23 benign programs called it. The 
set of malicious conditions not used by benign programs 
are C11, C12A, C12B, C13, C17 and C18.  
 
 
 
 

The highest malicious condition used by virus is C9 and it 

was used 19 times by 13 virus programs. Trojan programs 
used C9, C15 and C17 frequently for 6 times and 8 
programs used it. One worm use C6 and called it 28 times. 
The lowest set of malicious conditions used by virus 
programs is C12A and C12B. One virus program used this 
malicious condition. The lowest malicious conditions used 
by Trojan programs are C1, C2, C3, C7, C18 and C21. 
These malicious conditions were called once only. The 

lowest malicious conditions used by worms are C1 and 5 
worms used it. The most used malicious conditions by the 
programs, which took part in the experiment is C9. The set 
of malicious conditions not used by benign programs are 
C11, C12A, C12B, C13, C17 and C18. The set of malicious 
conditions not used by virus programs are C4, C8 and C18.  
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The set of malicious conditions not used by Trojan 
programs are C12A, C12B and C17. The set of malicious 
conditions not used by worm programs are C12A, 12B, 
C17 and C18.         
 

6. DISCUSSION 

 
Observing the experiments conducted on the set of benign 
and malicious programs, it reveals that malicious 
conditions can be used to determine the categories of a 
program (Benign or malicious program). Benign programs 
do not use C11, C12A, C12B, C13, C17 and C18. It is clear 
that virus program can be identified when a program uses 

malicious conditions C12A, C12B and do not use C4, C8 
and C18. Trojan programs do not use C12A, C12B and 
C17. And, worm programs do not use C12A, C12B, C17 
and C18.  
 
Ironically, when a program uses malicious condition C5 as 
its highest, it does not relate to any malicious activity, 
therefore, it is a benign. Further more, virus and Trojan 

horse can be identified when a program uses malicious 
condition C9 as its highest number of times. When a 
program uses a malicious condition C6 as its highest 
number of times, then the program is identified as worm. It 
is observed that there are almost same set of malicious 
conditions not used by Trojan and worm programs. The 
only difference is that, worm programs do not use 
malicious condition C18 as similar to benign programs. 
 

Since conventional antivirus products are looking for ways 
to ensure fast and reliable detection engines, the result of 
this research can be use to make the engines detect 
malicious programs automatically. The intention of this 
research is to give an approach that will help make 
malicious detection experiment automatic. To achieve this 
purpose, antivirus product will specify definitions in form 
of patterns to identify these malicious conditions, when 

found in executable programs. When an antivirus product 
adopts this approach, it is expected that the malicious 
conditions derived from the disassembled code, can be used 
to specify the generic malicious signatures. With the 
creation of generic signatures, antivirus products will 
automatically detect malicious codes without performing 
static analysis.     
 

7. CONCLUSION  
  
In this research, we have proposed an experimental 
approach to extract malicious conditions that will help to 
detect malicious codes from a disassembled program. This 
experimental approach can assist to identify categories of 
malicious programs such as, viruses, Trojans and worms. 
The beauty of this approach is that it will give a new 

direction to antivirus engine designers, to enable them 
create generic malicious signatures without using static 
analysis method.  
 
 

When antivirus industries use system functions to detect 
malicious programs, their antivirus products have the 
benefit of detecting malware more reliably. Another benefit 
is that this approach can help in detecting malicious 
programs instantly without the delays caused by laborious 

static analysis process. In our subsequent research we shall 
implement an antivirus system to use the malicious 
conditions as signatures. These signatures will be used to 
detect malicious features in executable programs.       
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ABSTRACT 
We examined the information security awareness among Small and Medium Scale (SME) Enterprises within the business hubs of south-
western Nigeria to provide data that would be useful to the management of SME’s in designing and developing training program to attain 
appropriate information security awareness levels. A self-designed questionnaire titled”Information Security Awareness among SME in 
South Western Nigeria” was designed as a data collection instrument for the research. Descriptive statistics was applied using cross 
tabulation, chi square and T-test  to analyse and gain an understanding of the nature of responses. Findings from data analysis indicated 

that personnel are personally cautious to attain a level of security but organisations as entities lack pragmatic security policies and 
measures. There also exist varying degree of significant difference between the information security awareness of I.T professionals, their 
educational level, gender, orientation on access control in (SMEs) and years of experience. Retrospectively, these findings directly 
reflects incompetence and inadequate standardisation on behalf of the management as regards information security policies.  
 
Keywords: Nigeria, SMEs, Information, Security, Awareness, Professionals, Management and Control. 

 

 
1.  INTRODUCTION    
 
The advent of information technology tools to aid business 
transactions has tremendously improved the way business is 
done. Virtually every aspect of modern day business has being 
enhanced technically. In this age of fast communications, much 
or most of the total volume of communications is transmitted 
electronically [12]. It is therefore not surprising that 
organisations are transforming their business into digital ones 

[2].Information technology, the lifeline of modern businesses, 
and a vital component in the overall national development of 
any country, embeds within its context, information as an 
integral entity that requires proactive and strategic management. 
Central to this management, as stated by Whitman and Mattord 
[16], is a high priority task – the security or protection of such 
information. This involves, but not limited to it, the systems and 
hardware used to store, process and transmit information.  

 
A cross section of small and medium scale enterprises across 
Africa seem to exhibit similar characteristics and challenges. 
Their approach or understanding of information security risk 
usually does not extend beyond viruses and anti-virus software 
[13]. The purpose of computer security is to protect an 
organisation's valuable resources, such as information, 
hardware, and software. Through the selection and application 
of appropriate safeguards, security helps the organisation's 

mission by protecting its physical and financial resources, 
reputation, legal position, employees, and other tangible and 
intangible assets.  
 

 
 
Unfortunately, security is sometimes viewed as thwarting the 
mission of the organisation by imposing poorly selected, 
bothersome rules and procedures on users, managers, and 
systems [11]. Information Security in its truest sense refers to 
the processes and methodologies which are designed and 

implemented to protect print, electronic, or any other form of 
confidential, private and sensitive information or data from 
unauthorized access, use, misuse, disclosure, destruction, 
modification, or disruption. 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 

Fig 1:  Dependency between Enterprise, IT Dept and 
Information Security  
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In view of these the confidentiality, integrity and availability of 
data regardless of the form the data may take: electronic, print, 
or other forms present the precedence from a summative 
approach to security.  
 
The Nigerian small and medium scale sector, which need play a 
key role in the Country’s industrialization and development, 
represent a rapidly developing economic base with interest and 

mandates from regulatory and financial bodies geared toward 
the vibrancy of the sector. Jim Ovia, the CEO of a vibrant 
Nigerian bank in a seminar organised in 2001 by the US 
Embassy in Lagos, stated that the digital economy is propelled 
by Small and Medium scale. Enterprises (SMEs) in both 
developed and developing nations drive innovation and 
innovation is what the digital economy is based upon. He also 
stated that most successful business in the US have their roots in 

SME’s. They are considered as the backbone of the private 
sector all over the world, which assures their role in production, 
employment and sales. And thus are of strategic importance can 
not be overlooked [10]. The rate of technological advancement 
with the introduction of GSM technology in the country has 
impacted the small and medium scale enterprises in a 
geometrical progression such that exposure to security 
compromising issues have become inevitable..  

 
Although information systems may be robust, they cannot run 
continually without some form of maintenance. This 
maintenance becomes a reality with the possibility of having an 
organisation’s data exposed to malicious attackers due to the 
constantly increasing prowess of attackers. According a July 8, 
2009 CNN report by Richard Allen Greene, One of the most 
alarming incidents in 2009 for governments and policy makers 

was the July 4 attacks on U.S. government sites in which the 
White House, the New York Stock Exchange and Nasdaq were 
attacked. These attacks were simuteneous and spammed targets 
with so many e-mails such that the IT systems of the 
government facilities were overwhealmed.  Information security 
has become a serious concern for many organisations and 
Danchev [4] iterated this by stating a more immediate and wide 
spread factor - “security illiterate" staff that has access to 

sensitive business information. It is important to realize that 
“human issues” such as security illiteracy, are the main cause of 
security breaches [9]. Therefore, the most effective way to 
reduce Information Security risks in an organisation is to make 
employees more Information Security aware. 

 

2. RELATED ISSUES  
 
Research indicates that in highly developed countries such as the 

UK and the US, incidence and issues of security are not 
uncommon. With the benefits of increased capacity, efficiency 
and profitability comes also potential security backlash capable 
of belittling the core of information technology. Such is the July 
2009 attack on the White House and South Korea.  Data 
breaches are a recurring nightmare for IT managers responsible 
for securing not only their company's confidential data, but 
possibly also sensitive information belonging to their clients 

[15].  

Security threats result in the major loss of productivity, business 
and damage to the organisation’s brand [1]. As a result, 
information security problem is characterized by complexity and 
interdependence with a number of factors interrelating with each 
other [7]. This trend is complicated with the alarming 
involvement of untrained opportunist who seems to have 
invaded the information technology industry in Nigeria. 
 

 The gravity of security compromise had always assumed the 
proportion of pessimism until the ease of access to the networks 
of local well spread organisation, such as Micro finance banks 
revealed serious vulnerability to invasion. Unsurprisingly, most 
organisations seem pessimistic about the future of information 
incidents. Nigeria is relatively up-coming and developing in IT, 
but this does not substantiate the perceived reckless vulnerability 
obtainable in most firms. There are policies developed to 

implement security such as the ISBS 2004 and ISO/IEC 17799 
which may be adopted for use. But, one need to know there is a 
problem before faciliating answers. Security awareness is 
mainly a human-related issue [9] and as such, organisations need 
to be conscious or aware of potential threats.Those that lack 
security awareness can miss detecting many obvious security 
risks such as Trojans, phishing, viruses, and intellectual property 
theft in their daily activities. This lack of awareness can render 

sophisticated Internet security technologies useless and expose 
the organisation to enormous risks [15][17]. Also Contrary to 
the general perception that organisations are mainly vulnerable 
to external threats, a majority of misuse incidents are in fact 
committed by employees. Survey reports suggest that 78 % of 
computer attacks occur in the form of viruses [19], which are 
activated through e-mail attachments that have been opened by 
employees[14]. 

 

3 RESEARCH QUESTIONS:  
 

The research questions that emanates from the foregoing is “is 
there any significant difference between the information security 
awareness of I.T professionals based on their level of education, 
gender, their orientation of access control in (SMEs) within the 
region and years of experience”. Based on this research 

question, the following null hypothesis were formulated:  

 
H1o: There is no significant difference between 

information security awareness of I.T professionals 
based on their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 

 
H2o: There is no significant difference between the 

gender of I T professionals and the use of policy in 
(SMEs) within the region. 

 
H3o: There is no significant difference between the 

educational level of I.T professionals and their 
orientation of access control in (SMEs) within the 
region. 
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H4o: There is no significant difference between the 
information security awareness of I.T professionals based 
on years of experience and their physical security 
implementation in SMEs within the region? 

 

4. RESEARCH DIRECTION  

 
With an apparent current shortage of competent Information 
Security and Compliance professionals, with practical skills 
needed to help organisations (SME’s) address Information 
Security and Compliance requirements. The aim of this study 
therefore, is to evaluate the information security awareness 
among small and medium scale enterprises in business hubs in 

south western Nigeria and provide data that would be useful to 
the management of SME’s in designing and developing training 
program to attain appropriate information security awareness 
levels.  
 

Information Security Awareness In SMEs  
 
The degree of sophistication of information and planning and 

control systems is a prominent factor in determining the rate of 
business growth that becomes increasingly important, as 
businesses grow larger and more complicated. Information 
systems must therefore be acquired in advance of growth so that 
they are in place when needed [3][7][11][12]. The acquisition of 
these systems becomes  a very important aspect of decision 
making in all levels of management in enterprises [6].The ability 
of SME’s to realize their goals depends on how well the 

organisation acquires, interprets, synthesizes, evaluate and 
understands information and how well its information channels 
supports organisational processes. Technology makes this 
achievable and as a result, the full potential of these 
technologies, have significant effect on the structure of 
organisation [17].  
 
The organisational structure and managerial decision making is 

also influenced by technology and this allow firms more 
flexibility in the choice of feasible organisational structure 
[16][17]. There exists a structural dependency in organizations 
that is necessary to  pave  way for the implementation of 
security policies. This  is exemplified in Fig .1The importance of 
monitoring and controlling ones spending habit cannot be 
overemphasized for any person or group of persons that have 
financial goals and if there is a desire to balance your income 
with your spending.  In the past, people were limited to spending 

only the physical money that they had. Without physical cash in 
the hand, it was nearly impossible to purchase anything. There 
was no requirement to keep a written or electronic record of 
inflow or outflow.  In today’s society, we have a harder time 
keeping track of our money because cash is no longer required 
for most transactions, and many of us are finding it difficult to 
use cash anymore [5][6]. This is commonly referred to as 
cashless society. 

 
 
 
 

A cashless society is a culture where no one uses cash, all 
purchases being made are by credit cards, charge cards, cheques, 
or direct transfers from one account to another through mobile 
banking and other electronic means. The cashless society 
envisioned refers to the widespread application of computer 
technology in the financial system [20]. The organisational 
structure is characterized in terms of the networks of relations 
that link  people, knowledge and tasks as well as the procedure 

and institutional arrangements for changing the number of these 
entities [8]. 

  

5. DATA COLLECTION AND RESEARCH DESIGN  
 
Sets of questionnaires were designed for data collection. Section 
A of the questionnaire addressed the identity of the organisation 
and the nature of the respondent work. Section B was 

specifically directed at determining the extent of information 
security awareness in the targeted small and medium scale 
industry. The section B was sub divided into four sub sections. 
Sub- Section A was directed at determining the disposition of 
both organisation and individuals to policy handling, Sub-
Section B was designed to handle environment and physical 
security sub-section c was structured to evaluate the access 
control aspect of information security.  Lastly, Sub Section D 

was specifically directed at determining staff compliance, 
training and knowledge as regards information security.   

 

Survey Research Design  
Data was gathered from questionnaire distributed in Ibadan, 
Ilorin, Benin, and Lagos.  All within the southern western zone 
of Nigeria. The questionnaire starts with questions probing 
general information about the respondents. It was observed from 

the responses that the most respondents were within the 26- 30 
age group followed closely by the 31-35 age groups. This trend 
may suggest a high number of youths involvement in ICT 
related issues. No respondent in questionnaire surveys produce 
some known biases in survey-derived estimates because 
participation tends to vary for different subgroups of the 
population, and these subgroups are likely to vary also on 
questions of substantive interest. A total of 247 responses were 

analysed in other to aid the usage of frequency analysis as part 
of the method of evaluation for the analysis.  

 

Methodology of Analysis 
Analysis was conducted on each extract of the responses of the 
questionnaire. Percentage and frequency analysis of responses 
was analyzed with the cross-tabulation of certain indicators to 
reflect major sections of the questionnaire using SPSS as 
analytical tool. For the analysis of section B, each sub section 

was accorded weights and then categorised into weak or strong 
based on the respondents rating on a range of scale between the 
least and maximum attainable score for the section. The resulting 
data was then used to for further analysis with chi square and T-
test tools. Conclusions were drawn based on the decision rule of a 
0.05 significant level. 
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6.   RESULTS , TABLES AND  CHARTS. 

 
The questionnaire starts with questions probing the general 
information about the respondents with regards to job title, 
Location, Age group, Sex and Educational background. The 
intension is to know the distribution particularly to age group, 
sex and educational background of those mostly involved in 
implementing information security in organisations. The Tables 

and figures below represent the professional responses of the all 
valid cases in the different aspects of information security. 

 

A. GENDER 

 

Table. 1.  Showing the statistics on gender. 

 

  Freq Percent Valid 
Percent 

Cumulative 
Percent 

 male 148 59.9 59.9 59.9 

  female 99 40.1 40.1 100.0 

  Total 247 100.0 100.0   
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Fig.1 showing the statistics on gender. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

B.  EDUCATIONAL LEVEL 

 

Table. 1.  

The Statistics On The Level Of Respondents Education. 

 

  Freq % Valid 
Percent 

CumM 
Percent 

Valid secondary 11 4.5 4.5 4.5 

  Tertiary 142 57.5 57.5 61.9 

  post tertiary 94 38.1 38.1 100.0 

  Total 247 100.0 100.0   
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Fig. 2  Statistics on the Level of Respondents Education. 

 

 

Table. 2.  

Statistics On Pass Worded Computers Based on Policy. 

 

 

 Table. 3  

Statistics on document stipulating a detailed information 

security policy. 

   
Freq 

%  
Valid 

Percent 

 
Cumulati

ve 
Percent 

Valid yes 102 41.3 44.3 44.3 

 No 128 51.8 55.7 100.0 

 Total 230 93.1 100.0  

Missing System 17 6.9   

Total 247 100.0   

Response Freq % Valid % Cumulative 
Percent 

Valid YES 92 37.2 38.8 38.8 

  NO 134 54.3 56.5 95.4 

   11 4.5 4.6 100.0 

  Total 237 96.0 100.0  

Missing System 10 4.0   

Total 247 100.0   
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Table. 4 Cross tabulation of the existence of passwords and 

respondent’s reaction when asked for it. 

 

  What would u do if someone such a 
superior asked for your password? 

Total 

  Yes  i 
will 

give 

No i 
wont 

give 

not 
applic

able 

will give 
him and 

change 
it later 

 

Gender M 86 40 11 11 148 

  F 22 77 0 0 99 

Total 108 117 11 11 247 

 

Table. 5  Cross tabulation of ‘’is your computer pass worded? 

‘and ’Is there a document stipulating a detailed information 

security policy? 

   
Is there a document 
stipulating a detailed 
information security 

policy? 

 
Total 

yes No  

 
is your computer 

pass worded? 

 
yes 

 
82 

 
112 

 
194 

no  
20 

 
16 

 
36 

 
Total 

 
102 

 
128 

 
230 

 
 

7. DISCUSSION OF RESULTS  
 
From our data analysis  (Table. 1) with a total sample of 247 
respondents, it was realized that about 60% are males and 40% 
are females. This suggests that a higher percentage information 
technology personnel are male, indicating that males are more 
involved in ICT operations than females. However, we find that 
females appear to be more aware from. .A stunning percentage 

of male showed that they would give away their passwords 
while an even more stunning female population indicated 
otherwise (i.e. -65.8% of the respondents that will not give 
passwords away). 
 
4.5% percent of the respondents have secondary school 
education while 57.5% and 38.1% indicate educational levels of 
tertiary and post tertiary respectively. This shows a high 

percentage of university level personnel involvement in 
information security. The distribution of the number of 
employees in each organisation. Respondents indicated a high of 
82.2% when asked if their computers are pass worded. However, 
when asked if other systems are also pass worded with the 
introduction of a written policy. We observed also a high 
negative percentage (54%).  
 

Which would indicate that personnel are personally cautious to 
attain a level of security but with the organisation as an entity, 
this level of security is being downplayed .This might be 
indicative of the possible ‘non-existence’ of a policy or a policy 
that is silent on the issue of passwords which would directly 
reflect incompetence and inadequate standardisation on behalf of 
the management that set up the policy. Furthermore, a cross-
tabulation of the questions ‘Is your computer pass worded?” and 

“Is there a document stipulating a detailed information security 
policy?”  
 
 Although a substantial 43.7% indicated giving away their 
passwords, a negligible 4.8% would give their password but 
change it afterwards. This in itself can be a pointer to a 
personalised resolution towards security and not possibly 
according to a standard or a laid down document. The 

summation of both indications of security conscious individuals 
(i.e. those that would not give passwords and those that would 
change it afterwards), clearly indicate an above average security 
awareness in professionals in SME’s. Therefore, we can safely 
assume that 52% of the respondents indicated a form of security 
awareness. Further analysis indicates  51% of the respondents 
stated the there are not policies guiding the information security 
affairs of their respective organisations while a lower  41.3% 

categorically stated that they have a policy in place. This also is 
another indication to the general awareness state of information 
security. 
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HYPOTHESIS: 
Ho: There is no significant difference between 
information security awareness of I.T professionals 
based on their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 
 

H1: There is a significant difference between information 
security awareness of I.T professionals based on 
their level of education and their level of 
compliance as staff to information security 
implementation in SMEs within the region 

 

 

 

         Table 6: Cross Tabulation of ‘educational level of respondents and ’staff compliance 

 

    STAFF COMPLIANCE CATEGORY Total 

    Weak strong  

 
Educational 
Level 

 
Secondary 

 
Count 

 
0 

 
11 

 

11 

    % within Educational 
Level 

.0% 100.0% 100.0% 

  Tertiary Count 34 108 142 

    % within Educational 
Level 

23.9% 76.1% 100.0% 

  post tertiary Count 0 94 94 

    % within Educational 
Level 

.0% 100.0% 100.0% 

Total Count 34 213 247 

  % within Educational 

Level 

13.8% 86.2% 100.0% 

  

 

Table 7:  Educational level of respondents and ’staff 

compliance 

 

 Value df Asymp. Sig. (2-sided) 

 
Pearson Chi-
Square 

29.154(a) 2 .000 

Likelihood Ratio 41.613 2 .000 

Linear-by-Linear 
Association 

14.203 1 .000 

 Valid Cases 247   

 
We observe strong information security compliance across all 
educational levels with the tertiary level indicating the highest 
frequency of both strong /high and low staff compliance in table 
13. We can infer from table 14 based on the significance level of 
0.05 that there is a significant relationship between the 
educational levels of respondents and staff compliance in 

information security. The P-value is 0.000 which shows a high 
significant level of educational level in relation to the staff 
compliance of information security professionals. Hence, the P-
value is lower than 0.05. Therefore, we reject the null 
hypothesis.   
 

 Conclusion: There is significance difference between the 

educational levels of respondents and staff compliance in 
information security   
 
 

HYPOTHESIS 2 
 

Ho: There is no significant difference between the 
gender of I T professionals and the use of policy in 

(SMEs) within the region. 
 
H1 : There is a significant difference between the gender 

of I T professionals and the use of policy in (SMEs) 
within the region. 
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Table 8: Cross Tabulation  of respondents  gender and their disposition to  policy use.  

    Policy Total 

    Weak strong  

 

Gender 

 

male 

 

Count 

 

27 

 

121 

 

148 
    % within Gender 18.2% 81.8% 100.0% 

  female Count 39 60 99 

    % within Gender 39.4% 60.6% 100.0% 

Total Count 66 181 247 

  % within Gender 26.7% 73.3% 100.0% 

 

 

 

Table 9: Chi-square test of respondents gender and their disposition to  policy use. 

 

  Value df 
Asymp. Sig. (2-

sided) Exact Sig. (2-sided) Exact Sig. (1-sided) 

Pearson Chi-Square 13.553(b) 1 .000     

Continuity Correction(a) 12.494 1 .000     

Likelihood Ratio 13.375 1 .000     

Fisher's Exact Test       .000 .000 

Linear-by-Linear 
Association 13.498 1 .000     

Valid Cases 247         

 
We observe strong information security awareness across 
gender, which is more pronounced in males who have a very 
high (121) respondent level of strong policy orientation in Table 

15 as  against (27) weak responses. The female gender also 

showed a high level of strong/high response but when compared 
to the weak response category, over half of the entire female 
respondents fell within the weak category. The P-value is 0.000 
which shows a high significant level of gender in relation to 
policy use in information security professionals. Hence, the P-
value is lower than 0.05. Therefore, we reject the null 
hypothesis. 
 

Conclusion: There is a significance difference in the gender and 
policy use 

 

HYPOTHESIS 3  

 
Ho: There is no significant difference between the 

educational level of I.T professionals and their 
orientation of access control in (SMEs) within the 

region. 
 
H1: There is a significant difference between the 
educational level of I.T professionals and their 
orientation of access control in (SMEs) within the region 
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Table 10: Cross Tabulation of ‘educational level of respondents and access control 
 

  
  

  

Access control Total 

Weak strong  

Educational 
Level 

Secondary Count 0 11 11 

    % within 
Educational Level 

.0% 100.0% 100.0% 

  Tertiary Count 44 98 142 

    % within 
Educational Level 

31.0% 69.0% 100.0% 

  post tertiary Count 33 61 94 

    % within 
Educational Level 

35.1% 64.9% 100.0% 

Total Count 77 170 247 

  % within 
Educational Level 

31.2% 68.8% 100.0% 

. 

 

Table 11. Chi-square test of respondents educational level of respondents and access control . 

 

  
Value 

 
df 

 
Asymp. Sig. (2-sided) 

 
Pearson Chi-Square 

 
5.662(a) 

 
2 

 
.059 

 
Likelihood Ratio 

 
8.884 

 
2 

 
.012 

 
Linear-by-Linear  
Association 

 
3.056 

 
1 

 
.080 

 
Valid Cases 

 
247 

  

 
 
We observe information security awareness across educational 
level is higher more pronounced in tertiary level respondents but 
a trend can be drawn in that the higher the educational level the 
better the percentage o strong /high favourable information 

security awareness. But, analysis  showed a P- value of 0.059 
which is  higher than 0.05, therefore we do not  reject the null 
hypothesis.  
 
Conclusion: There is no significance difference in the 
educational level and the access control in relation to 
information security awareness in IT  professionals. 

 
 

 
 
 

 
 

HYPOTHESIS 4 
 

(1) Is there any significant difference between the 

information security awareness of I.T professionals 
based on years of experience and their physical 
security implementation in SMEs within the region? 
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Table 12: Showing the number of year of experience gained and the physical security of information security.. 

 

 

  
Physical security 
category N Mean Std. Deviation 

Std. Error 
Mean 

How many years of 
experience have you on 
information security? 

Weak 34 1.662 1.1789 .2022 

strong 208 2.943 1.9560 .1356 

 

Table 13: T-Test table  showing experience gained and the physical security of information security. 
 

  
  

  
  
  

 
Levene's Test for 

Equality of 
Variances 

 

T-test for Equality of Means 

 
F 

 
Sig. 

 
t 

 
df 

 
Sig. (2-
tailed) 

 
Mean 

Difference 

 
Std. Error 
Difference 

 

95% Confidence 

Interval  

of the Difference 

Lower Upper Lower Upper Lower Upper Lower Upper Lower 

How 
many 
years of 
experien
ce have 
you on 
informat
ion 

security
? 

 
Equal 
variances 
assumed 

 
16.812 

 
.000 

 
-3.706 

 
240 

 
.000 

 
-1.2810 

 
.3456 

 
-1.9619 

 

-.6002 

   

Equal 

variances 

not 

assumed 

   

-5.262 

 

67.213 

 

.000 

 

-1.2810 

 

.2434 

 

-1.7669 

 

-.7951 

 
 
We observe that the level of experience influences the 
physical information security awareness of IT professional. 
208 respondents showed high/strong information security 
awareness while only 34 showed weak information security 

awareness. Analysis further shows that a P- value of 0.000 
which is lower than 0.05, was obtained. Therefore we reject 
the null hypothesis.  
 
Conclusion: There is a significance difference in the 
experience gained and the physical security of information 
security awareness in IT professionals. 
 
 

 
 
 
 

 

8. FINAL REMARKS  
 
The purpose of information security is to protect an 
organization's valuable resources, such as information, 

hardware, and software. This purpose can be achieved 
through the best practices of information Security which 
would be to promote Information Security awareness to all 
individuals who have access to the information and systems 
of the organisation for which it is responsible. The research 
has therefore been able to access and establish the state of 
information security awareness information security 
awareness in Small and Medium Scale Enterprises (SMEs) 
within the business hubs of South Western Nigeria.   
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While information security professionals may posses, a 
high personal implementation of information security with 
relation to password usage as can be deduced from Table 8 
and 9, SME’s generally do not seem to have policies in 
place to implement information security. The Female 

gender also seem to have a higher level of awareness 
compared with their male counter parts in passwords 
related issues but the overall measure of policy revealed 
that female are not as information security aware with the 
big picture in  view. There was no significant difference in 
the level of education and access control. This may be 
related to the disposition of information security personnel 
to passwords and access issues. The fact that information 

security professionals get better with the number of years 
of experience, brings hope that the implementation of 
security awareness that should be a continuum is indeed 
felt within the industry [18]. The organisations within the 
SME range that implement information security are just I a 
little under half the entire population this is connotative of 
the cultivation of principles that keeps information security  
true to its goal of integrity ,confidentiality and availability.  

 
The most impressive detail is the a lager percentage of 
SME’s have internet access which opens them up to e-
commerce and also to serious threats such as viruses, 
phishing, malware and other potentially dangerous 
exposures. Therefore, the need for seriously investing in 
information technology presents itself to not only the large 
companies but also to the small-scale one too. Another 
reason why serious attention need be paid to SME’s is the 

majority of the organisations have at least a few computer 
systems to work with. Theses would be a staggering 
number of systems by the time the cumulative is assessed. 
Hackers and people with malicious intents, commandeer 
common system to launch attacks such as Denial-of- 
Service attack. SME’s can become unwilling tools in their 
hands. 
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