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Foreward
ICTS AND THEIR APPLICATIONS TO THE AFRICAN ENVIRONMENT
The global wave of information technology advancement provides a distinctive perspective on practical frameworks, opportunities and
dimensions to the African Society. Amongst these developments are the introduction of real-time systems as well as emerging multidisciplinary innovations, which has produced unprecedented momentum to drive growth and development in different regions and
industries across Africa.
Notably, the growing inclination of collaboration apparatus such as new media and the retrospective impact on the 2012 Arab spring
denotes Africa mammoth Information and Communication Technology density and institutionalization especially in developing regions.
However challenges exist, as growing technological dependency has notably produced results that has shaped both theoretical and
practical underpinnings which affects stale but effective conventional practices.
This issue provides and presents a wide variety of perspective on novel research conducted by well-grounded scholars within the sphere
of Information technology.
Have a rewarding reading
Thank you
Rock Adote
Reviewer Afr J Comp & ICTs
Senior Research Associate on Cyber Systems
Creative Research & Technology Evaluation Networks
Ibadan, Nigeria
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Knowledge as Contents Encoded in Formal
Ontologies:
An African Knowledge Engineering
Twenty First Century

Roadmap for the

B.O. Akinkunmi and A.O. Olamiti
Lecturers in Computer Science
Department of Computer Science
University of Ibadan, Ibadan, Nigeria
ope34648@yahoo.com

SUMMARY
Knowledge engineering is a field that makes possible the use of ICT to capture human expert
knowledge for a variety of reasons including for replicating expertise. This gave birth to the
concept of ‘expert systems’ which were built based on heuristics purportedly used by experts in
domain problem solving. In the last two decades however, the predominant activity within the
field of knowledge engineering is the development of formal ontologies which are primarily
aimed at helping to formalize a shared understanding of certain domains. Many of these
ontologies also help to create deductive models of enterprises that can serve as a means of
answering competency questions about the enterprise.
One of the major reasons adduced for the failure of “imported solutions” in third world countries
is the fact that ‘experts’ fail to adapt solutions that seem to work well in other places to the
contextual realities in the third world. This failure is captured in the literature by the term designreality gap. It is therefore natural that countries with similar contexts set up a mechanism that
enable them learn from one another’s best practices. A framework for this has been set up
within the African Union governmental circles known as the African Peer Review Mechanism
(APRM). A pertinent research question is to know how advances in information technologies
(particularly knowledge engineering) can support and enhance a framework such as the APRM.
This paper argues that the time is ripe for the African ICT researchers to engage in the
enterprise of knowledge engineering as a means of solving some of the integration and
knowledge sharing problems associated with development. This paper reviews the major
developments in fields relevant to knowledge engineering and ontology development with a
view to assessing their usefulness in practical terms. A taxonomy of the different areas relevant
to knowledge engineering is presented and discussed. In much of Artificial Intelligence(AI)
knowledge is viewed as a reasoning task. However beginning in the mid 1980s, the formal
ontology school arose that began to view knowledge as content in much the same way as data.
This paper advocates viewing knowledge as contents encoded in formal ontologies. A number
of approaches within the formal Ontology school are reviewed. In conclusion a number of
approaches are suggested to facilitate an integration framework such as the APRM. These
approaches include ontology matching and merging.
Keywords: knowledge engineering, formal ontologies, enterprise modeling
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Shallow knowledge representation abstracts away
from the details of an expert’s knowledge and
focuses on the observable attributes of the domain of
interest, while deep knowledge representation
focuses on representation of the knowledge from first
principles. Section 4 presents for the sake of
completeness the alternative to model based
reasoning called case based reasoning. Case based
reasoning arose from that humans solve new problem
not by appealing to an existing model but from
associating every new problem with previously
solved ones. Section 5 discusses a modern view of
knowledge engineering in which knowledge is
viewed as contents. This view includes such
approaches as those used for terminological
knowledge bases. Finally, we present a discussion on
how these technologies can be made relevant to the
African scenario.

1. INTRODUCTION
Information systems have become widely deployed
in developing countries, and the successes or failures
of such deployment has been studied in the
literature(Heeks, 2002). The deployment of
information technologies in the developing world
therefore requires their careful adaptation to the
specific contexts of those countries. There has been
no attention paid specifically to the problems of the
deployment of knowledge based systems in the
developing world. This is an indication that
knowledge based systems have not gained enough
ground in the developing world to attract the
attention of researchers who would want to study the
effect of their deployment.
However, the advent of the so called knowledge age
and the need for developing countries to take
advantage of their similar contexts to speed up
technological integration as well as exchange of
expertise and know how dictates the need for
developing countries to take a second look at the
potentials of the technologies to support these
aspirations. In addition to this, for developing
countries to be able to create contents on the future
World Wide Web, developing countries need to be
able to have enough manpower with expertise in the
use of knowledge engineering technologies. This is
so because of the semantic web technologies have a
strong knowledge engineering components. These are
definitely strong enough reasons for African
countries to consider encouraging the development of
a strong continent wide knowledge engineering
programme.

2. THE AI KNOWLEDGE ENTERPRISE
Artificial Intelligence is a field that has always been
concerned with replicating various forms of
intelligence. Standard AI textbooks such as (Russell
and Norvig, 2002) have described the field as one
concerned with the design of intelligent agents.
Achieving the goal of building any form of
intelligence into machines require such an extensive
body of knowledge. As such knowledge
representation and/or knowledge engineering has
always been regarded as a central concern to AI.
The term ‘knowledge engineering’ was first used by
Edward Feigenbaum and Pamela McCorduck
(Feigenbaum and McCorduck, 1983). They define
the term as an engineering discipline that integrates
“knowledge into computer systems in order to solve
complex problems requiring a high level of human
expertise”. This discipline is a means of replicating
human expertise through the encoding of human
expertise. Replicating human expertise require
encoding human knowledge in a form that makes it
possible for them to be applied to problem solving.

This chapter serves a dual purpose. Firstly, it presents
a critical overview of the various knowledge
engineering technologies. Secondly, it presents a
discussion of some of the major developments on the
continent necessitating the need to pursue a
knowledge engineering agenda on the continent.
The rest of the chapter is organized as follows.
Section 2 discusses two foundational views of
knowledge engineering based on the notions of
knowledge transfer and knowledge modeling.
Knowledge transfer has the objective of replicating
the expertise of the expert while knowledge modeling
has the objective of modeling an expert’s knowledge
of some domain. Section 3 discusses the concept of
model based reasoning, distinguishing shallow
knowledge representation from deep knowledge
representation.

According to Studer, Benjamins and Fensel(1998)
there are two basic views of knowledge engineering.
The earlier view takes knowledge engineering as a
process of knowledge transfer from an expert into a
computer programme for the purpose of replicating
the expert’s expertise. This was the philosophy
behind the early knowledge based expert systems.
This philosophy is anchored on the belief that experts
use heuristics (or rule of thumb) to solve problems.
Thus early expert systems were thought to be
”cognitively adequate model” of the expert’s
expertise.
2
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The second view of knowledge engineering
according to Studer, Benjamins and Fensel(1998) is
that of knowledge modeling. This view of knowledge
engineering is aimed at creating a model of
knowledge that supports problem solving task, rather
than aiming at creating at creating a cognitively
adequate model of knowledge. Consequently every
model of knowledge is regarded as an approximate
picture of knowledge and as such the process of
knowledge engineering is a cyclic process in which
new observations lead to a refinement of the model.
Besides, faulty perceptions of the knowledge
engineer would lead to faulty models which must be
detected and repaired. Meanwhile major criticisms of
heuristics as a cognitively adequate model of
expertise has led to the invention of case based
reasoning(CBR) as the alternative means of problem
solving different from the knowledge transfer
approach.
The CBR approach is based on the assumption that
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experts solve problems by associating new problems
with similar problems that have been solved in the
past. CBR therefore represents an alternative to the
approach of reasoning from models of some expert’s
knowledge. Rather CBR systems reason from cases,
by associating new cases with previous cases that are
similar to it.
This section discusses the two alternative approaches
to reasoning based on knowledge. Section 2.1
discusses the two alternative approaches to model
based reasoning. These are approaches based on logic
and connectionism respectively. The logic based
approach is based on the traditional AI approach to
knowledge representation pioneered by John
McCarthy(1969). The connectionist approach is the
technique of building knowledge models as a
network of artificial neural nets.

3. MODEL BASED REASONING
According to Strauss(2008), model based reasoning systems “aim at representing knowledge about a
class of real-world systems as a library of models with a maximum of versatility and re-use to different
system instances and for different tasks”. Thus model based reasoning systems use a model of
knowledge to reason about the world. In order to create a computational means for this to happen,
there is a need to provide “model based problem-solving engines that support or automate the
exploitation of such models to solve certain tasks”.
There are two approaches to building models of knowledge in the literature. These are based on logic
and neural nets (i.e. connectionism). These two alternative schools were at some point in AI history a
subject of debate (Bringsjord 1991), and at other times there are research papers trying to bridge the
two alternative knowledge model types (Baader et al, 2006). In what follows we present two views of
knowledge modeling inspired by research in knowledge representation. Shallow knowledge
representation deals with the knowledge source as a black box and models only the observable
attributes of the knowledge source while deep knowledge representation builds up the knowledge
source from its very fundamentals.
3.1 Shallow Knowledge Representation
Shallow models of knowledge concentrate only on the observable attributes of the domain of interest.
The detail of the workings of the system is not interesting. This model of the system was the main idea
behind the expert systems developed in the 1980s within the Stanford Heuristic Project (Buchanan and
Feigenbaum 1978). In this model an abstraction of expert knowledge is built around rules of thumb
known as heuristics or rules.
The basic assumption behind this school of knowledge representation is the belief that experts do not
reach for first principles when they are confronted by problems. Rather, the expert reaches for those
rules of thumb in arriving at conclusions about the problem at hand. The earliest expert system in this
genre is the General Problem Solver of Allen and Newell which was built to imitate their perception of
the “human problem solving protocol” (Petrik 2004). Allen and Newell used heuristic functions to break
a problem goal into sub-goals.
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Since the early 1970s if then rules have emerged as a
means of representing human cognitive processes
(Petrik 2004). These rules are known as production
systems in the literature. Rule based Expert system
have since become an industry of its own. Rule based
expert systems such as Mycin and Prospector have
claimed their place in AI folklore. However the
greatest legacy of the heydays of rule based expert
systems are the rule based expert system shells.

This shows the extent of uncertainty that this kind of
knowledge can throw up. If the symptom S1 is
observed, then there are two conclusions possible.
The pertinent question in diagnostic reasoning is
which of disease D1 or D2 is the more probable
cause of S1. One approach to carrying out this kind
of reasoning is by using Bayes theorem. The
probability of disease D1 given S1 P(D1|S1) is given
by:
P(D1|S1) = (P(S1|D1) * P(D1))/P(S1)

These shells have an interface for building rules and a
rule engine at its back end. The rule engines contain
the mechanism to make deductions from the rules.
One of the earliest shells is the e-Mycin, developed
with the Mycin expert system. In recent years some
of the more popular expert system shell include Clips
from NASA and its Java based descendant Jess.

Thus if we know the a number of symptoms S1,
S2…Sn, we can work out P(D|S1&S2& .. &Sn) for
various diseases D. The main drawback of this
approach is the need to have prior beliefs about the
disease and symptoms. There are other approaches to
handing uncertainty in the literature such as the
Dempster Shafer theory of Inference which do not
require prior beliefs.

However,
it
has
been
argued in
the
literature(Charniak and McDermott 1985) that
inference in diagnostic rule-based expert systems is a
form of abduction and not deduction. In the specific
case of diagnostic reasoning for which Mycin is an
example, much of the knowledge revolves around the
concept of causation. In the case of diagnosis,
symptoms are caused by diseases. In many cases a
symptom can be caused by more than one disease.

This approach has proved unpopular because of the
computational complexity of combining beliefs
(Petrik 2004).

3.2 Deep Knowledge Representation
The shallow approach to diagnostic reasoning is
based on an abstraction of human expertise which
leaves out the detailed understanding of how systems
work that the expert possesses. In the case of
diagnostic reasoning for example, this abstraction of
expertise, captures the experiential connection
between symptoms and diseases. It still treats the
system of interest as a black box, for which what is
known about it is known only by long term
observation by an expert.

So for example if disease D1 causes symptoms S1
and disease D2 also causes symptom S1, it then
becomes clear that one can conclude the presence of
S1 if we are aware of the presence of D1 or D2. That
is a conclusion one can reach using modus ponens
using a the implications D1 implies S1 and D2
implies S1 as well as D1 or D2. This kind of
reasoning is deduction. Diagnostic reasoning on the
other hand is some kind of reversal of this as the
expert is trying to reason from the symptom to the
disease. In that case one would like to conclude the
presence of disease D1 or D2 from the presence of
symptom S1.

In the mid 1980s Raymond Reiter’s paper on a theory
of diagnosis from first principles opened a new vista
in deep knowledge representation(Reiter 1987). This
paper presented an approach for computing the
possible diagnoses for a malfunctioning system. This
approach works from a system description and an
observation. A diagnosis is the set of components of
the system whose malfunctioning accounts for the
observed system malfunctioning.

The best way that rule based systems can codify this
kind of inference is to have rules such as:
If S1 then conclude D1
OR
OR

ISSN- 2006-1781

If S1 then conclude D2
If S1 then conclude D1 or D2.

In Reiter’s formalism, a system is a triple (SD,
Comp, Observation) where SD is the description of
the system while Comp is the set of components and
Observation is the observation of the system. All of
these are sets of logical statements. A subset of the

In the early expert systems, the presence of S1 may
lead us to fire either the first or the second rule. In
such cases when more than one rule can be fired,
there are meta-rules that are used to resolve among
the many competing rules, which particular one
should be chosen above the others.

assumption that every other component in the system
4
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is not abnormal is sufficient explanation for the
observation of the system. In other words the set S
given by SD  OBS  { c| c  }  { c  Comp } is consistent.

Thus CBR is basically solving a new problem by
remembering a previous similar situation and by
reusing information and knowledge of that situation
(Aamodt and Plaza 1994) .

While Reiter’s work is a good formalization of
reasoning from first principles, it has a disadvantage
in that in the most general case, according to Reiter,
logical consistency on which a solution for diagnosis
is based, is not a decidable problem. Thus the best
that can be done to achieve reasoning with this kind
of diagnostic reasoning is to find instances in which
this solution is decidable. Peter Strauss(2008) has
other examples of diagnostic reasoning that are based
on deep models of knowledge rather than a heuristic
abstraction of expertise.

The roots of CBR in AI are found in the works of
Roger Schank on dynamic memory and the central
role that a reminding of earlier situations (episodes,
cases) and situation patterns (scripts, MOPs) have in
problem solving and learning. Other trails into the
CBR field have come from the study of analogical
reasoning, and –further back- from theories of
concept formation, problem solving and experiential
learning within philosophy and psychology (Aamodt
and Plaza 1994). The driving force behind case-based
methods has to a large extent come from the machine
learning community, thus CBR is (also) regarded as a
subfield of machine learning.

4. CASE-BASED REASONING
One way of viewing the way human experts reason is
by treating reasoning as a task done from models of
knowledge or expertise. In this view, a new problem
is solved by deciding from the model of the
knowledge, how all problems with the same
attributes as this one is to be solved. An alternative
approach to the reasoning of human experts however,
is to view reasoning as an associative task in which
an expert on seeing a new problem recalls a problem
with similar attributes that have been solved in the
past and re-uses the solution for the new problem.
CBR is the process/concept of using old experiences
to understand and solve new problem. CBR is a
natural reasoning process in people and it is used
extensively in day-to-day common-sense reasoning.
Humans solve problems reasoning by reusing past
cases, a claim that is supported by results from
cognitive psychological research. Generally, the
second time humans solve some problem or do some
task, it is easier than the first because we remember
and repeat the previous solution. Competency
improves the second time because previous mistakes
are remembered and thus we go out of our way to
avoid them. CBR solves problems by:
adapting old solutions to meet new demands
using old cases to explain new solution
using old cases to critique new solutions
reasoning from precedents to interpret a new
solution (much like the lawyers do)
creating an equitable solution to a new
problem (much like labour mediators do)

CBR is a cyclic and integrated process of solving a
problem, learning from this experience, solving a
new problem (Aamodt and Plaza 1994) described a
CBR cycle with the following four processes
1.

retrieve the most similar case or cases

2.

resuse the information and knowledge in
that case to solve the problem

3.

revise the proposed solution

4.

retain the parts of this experience likely to
be useful for future problem solving

In many cases CBR is treated as a approach to
building systems that can learn and improve
themselves, rather than as a means of building
knowledge based systems. Indeed CBR is an
alternative approach to reasoning different from
model based reasoning and not a means of building
knowledge models.
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5. Knowledge as Content : Differentiating Knowledge and Expertise
In all the literature considered so far, knowledge has been modeled as problem
solving skills. That is the sense in which rules have been used as a means of
modeling knowledge. Thus knowledge is seen as models that bring together problem
solving skills and domain knowledge. Guarino(1995) presented a radically different
view of knowledge modeling from what is previously known. In the new view,
knowledge is separated from problem solving skills(or expertise) as well as the
domain (or problem).
The thrust of Guarino’ s argument is that “the goal of knowledge engineering is
modeling systems in the world, not how people think”. Thus a knowledge base is a
model of an “objective reality” rather than an agent’s mind. Thus, Guarino advocated
a clear separation between three major concepts: the knowledge base (knowledge
concept), expertise (or reasoning) and the domain. Interestingly, according to
Guarino, the field of knowledge representation has focused on the second concept
of reasoning, rather than on the knowledge content itself.
The first major project in building knowledge content was the Cyc project that started
in the mid 1980s (Lenat 1995). The Cyc project was motivated by basic knowledge
content objectives useful for building “large bodies of knowledge with content” and
which many of the earlier researchers in knowledge representation seemed to have
avoided[Lenat and Guha 1990]. These questions are:
i. What Ontological categories would make up an adequate set for carving
up the universe?
ii. How are they related?
iii. What are the most important things we know about solid objects?

Consequently there are existing literature that have
developed various “top level ontologies”, which
attempt at carving up the universe in a top-down
manner. A representative work in this category is the
DOLCE (Masolo et al 2003) whose categorizations
have a cognitive bias in the sense that it captures
categories underlying natural language and
commonsense. The DOLCE categorization is based
on the philosophical distinction between occurrents
and continuants. This simple categorization is a
function of an object’s continual existence in time. A
continuant persists in time, while an occurrent exists
temporarily.

This simple categorization has been a subject of
debate both in the philosophical and AI
literature(Masolo et al 2003)(Galton 2008). Two
directions of content-oriented knowledge bases are
discussed here. The first direction has to do with the
semantic web which is useful for capturing
terminological knowledge. The second direction has
to do with deductive enterprise models which
captures the common-sense model of the enterprise.
5.1 The Semantic Web and Description Logics
There are many different notations and languages for
expressing knowledge content or ontologies (even
within the logicist AI school alone) and the major
6
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problem hampering its universal usage is that of
standardization. The semantic web (Hendler and van
Harmelen, 2008) offers this possibility with the
additional edge of making it possible to make
representations available on the web.
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Chinese
The descriptions employ the and Boolean operator
interpreted as set intersections, and the or Boolean
operator interpreted as set union. In addition to this
are two kinds of restriction constructors: the
existential restriction operator (r.C) and the value
restriction operator (r.C). The restriction operators
have the following meaning in predicate logic using
the meaning functions

The popularity of semantic web based ontologies
point to the current success of the standardization
effort and the potentials it has to be the technology of
the future. The most popular products of this
standardization are the languages RDF, RDF(S) and
OWL.

x(r.C)  y. r(x, y)  y(C)
x(r.C)  y. r(x, y)  y(C)

Resource Description Framework (RDF) is a
language for representing simple assertions of the
form (subject predicate object). This kind of
assertions are represented as predicate(subject,
object) in predicate logic. RDF only allows variables
that are of a local scope. Otherwise, all arguments to
its predicate must be ground values. RDF has no
means for describing its predicates. RDF Schema
(RDFS) provides the means to describing such
vocabulary. RDFS allows class specifications and
class and predicate hierarchies. RFDS also makes
possible the drawing of inferences class membership
and subclass relations. Neither RDF nor RDFS allow
negation or disjunction(OR).

Where x(P)  P(x).
Similarly the operators are translated thus:

x(P  Q)  x(P)  x(Q)
y(P  Q)  y(P)  y(Q)
Thus the translation of the definition of Husband
above into predicate logic is as follows:

x. Husband(x)  Male(x)  y. Married(x, y) 
Female(y)
Similarly the definition of Chinese-Husband is the
following:

The language OWL has three sub languages OWL
Lite, OWL DL and OWL Full. OWL is more
expressive than RDF. OWL DL, (DL for description
logics) is the most commonly used form of the OWL
language. OWL has a model theoretic semantics
based on Description Logics. Description Logics
(DL) are a decidable fragment of first order logic.
The decidability of DL guarantees the possibility of
building sound and complete reasoners for OWL DL.
This makes it possible for OWL DL to provide tools
that draw inferences concerning class membership,
sub-concept relations among concepts.

x. Chinese-Husband(x)  Husband(x) 
y. Ethnicity(x, y)  Chinese(y)
As a result of the fact that Description Logics are a
fragment of first order logic, it is less expressive than
first order logic. In fact there are representational
tasks for which DLs are not up to the task (Devambu
and Jones, 1997). However they are very effective for
terminological knowledge bases. There are many
domains in which terminological knowledge bases
are really needed. One such domain according to
Devambu and Jones is that of Software Engineering.
Thus in spite of its limitation in terms of
expressiveness, Description Logics are quite useful in
a number of domains.

Description Logics are a family of logic based
knowledge representation languages designed for
building terminological knowledge bases in a
structured way (Horrocks, 1995). In DL there is a
framework for defining concepts in a structured and
stratified way. For example one can define the
concept of Husbands as Males who have a Female
wife.

5.2 Ontologies For Deductive Enterprise Modeling
The Toronto Virtual Enterprise Deductive Enterprise
Modeling project (TOVE DEM)(Fox and Gruninger
1998) has as its goal the creation of an ontology that
among others provide a shared ontology for an
enterprise that can be used across the organization
and define the semantics of each object in the
enterprise in terms of first order logic. An
implementation of the model is done using PROLOG
axioms. The TOVE DEM’s domain includes

Husband  Male  married . Female
Similarly the concept of Chinese-Husbands can be
defined as husbands who have a Chinese nationality.
Chinese-Husband  Husband  has-Ethnicity.
7
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activities and causality, resources, cost, quality and
organizational structure.
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technological, political and cultural differences
between the country of development and the country
of deployment.

TOVE is an encoding of commonsense knowledge of
the domain. Thus its reasoning is based on inference
from a few levels of deductions. In that sense, it is
doing shallow reasoning. This level of knowledge
can be known by anyone who is familiar with the
enterprise.

It is therefore instructive that an African knowledge
engineering plan or indeed any major information
technology development plan must be developed
with the context of Africa in mind. African countries
apparently have this in mind when they set up the
African peer review mechanism (APRM). The goal
of the APRM is to make it possible for African
countries to learn from one another. Thus countries
with similar contexts can learn and apply one
another’s best practices and learn from one another’s
failures.

The language of TOVE is based on a variant of the
situation calculus, henceforth known as SC
(McCarthy and Hayes 1969). In the SC, a situation is
regarded as some state of the world, while fluents are
assertions that may be true in situations. As such it is
possible to assert that a resource r is spoiled in the
situation s by writing: holds(spoiled(r), s). Actions or
activities cause a transition between one situation and
another. Thus the function do which is used to apply
actions in situations returns another situation which
results from carrying out the action in the original
situation. It has the following signature:

In this respect the need for a knowledge engineering
policy for African countries is long overdue.
Knowledge modeling is a major key for Africa’s
participation in the future of the world wide web, as
well as a major tool for integration not only at
governmental but also at the technological level. At
the governmental level or the APRM, the availability
of knowledge models (i.e. formal ontologies) of areas
of government domains as semantic web artifacts can
enhance the rate at which peer reviewers study their
subject matter. With the use of appropriate reasoning
tools, they can follow the implications of the contents
of the formal ontologies.

do: Action  Situation  Situation
As an example of a domain axiom, if we know that a
perishable resource can be damaged by a radioactive
activity, we will represent that effect thus:

a, s, r. holds(okay(r), s)  Radioactive(a) 
Within the e-governance circles communities of
practice (COP), a knowledge management concept
has been advocated as a means of transforming
governments into learning organizations (Janowski
and Ojo, 2009). Several communities of practice have
been formed in developed countries. These cover
various domains ranging from local government
administration in the UK to semantic interoperability
in the US. These COPs use such Web 2.0
technologies such as wikis, podcasts and blogs.

holds(spoiled(r), do(a, s))
Fox and Gruninger defined the scope of their
ontology by defining a set of competency questions it
is meant to answer ahead of time. This makes
engineering sense because competency questions are
analogical to software requirements in engineering
software. Thus defining it ahead of building the
actual ontology is like defining the scope of a book
before its actual writing.

6. POTENTIALS FOR
ENGINEERING
IN
COUNTRIES

COPs can be formed by knowledge engineers within
a country to agree on ontologies for various domains.
Indeed COPs can reduce divergence of views among
knowledge engineers and domain operators with
respect to concept definitions and domain constraints.
We will like to conclude this chapter by making a
number of recommendations for African Countries
on taking full advantage of knowledge technologies
in the twenty first century.

KNOWLEDGE
DEVELOPING

In the Information Systems and Developmental
Informatics community, the failure of information
systems have been studied for decades. One major
cause adduced to the failure of information systems
in developing countries is the design reality gap
arising from deploying solutions developed
elsewhere into developing countries (Heeks 2002).
Such deployment do not take into consideration the

8



African Universities need to encourage their computer science departments to amend
their curricula to include more Artificial Intelligence and Knowledge Engineering
Contents. Achieving this would require more than adding third or



fourth year courses, in Artificial Intelligence or Knowledge Representation or Formal
Ontologies. It would also require strengthening lower level courses such as Discrete
structures, Data Structures, Programming Language Paradigms and Computational
Logic.



There is a need to create much more African knowledge contents. This knowledge
contents should include terminological knowledge bases as well as other forms of
domain ontologies such as enterprise models. Individual organizations for example need
to engage knowledge engineers in formalizing their core knowledge assets.
African researchers should pay more attention to building technologies that support the
integration of similar knowledge contents such as formal ontologies. Integration activities
include matching different ontologies. For example, matching terminological ontologies
(see Akinkunmi et al 2010) would enhance communication across organizations and
even countries.





Finally to achieve this goals there is a need for the establishment of an African
Knowledge Engineering Consortium that is well supported by a functional community of
practice.
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Information and Communications TechnologyBased Banking Operations and Services:
Applications, Impacts and Challenges
Olayinka David-West
Pan African University, Lagos, Nigeria

SUMMARY
The financial services industry is no exception in the search for efficiency and productivity
improvements, competitive advantage through information and communications technologies
(ICTs). Notable are commercial banks that have opted for various ICT initiatives towards
reducing back office processing costs, improving service delivery and business management
practices through data analysis (Ferguson, 2000).
ICTs in African banks date back to the data processing era where mainframes were used for
transaction processing operations; however, the explosion of computer systems synonymous
with the personal computer (PC) and PC-based servers led to the diffusion of IT systems.
Where mainframes facilitated centralised processing, the distribution of PC-based servers in
bank branches enabled branch automation. Further advancements in banking automation were
facilitated by enhanced communications networks that interconnected bank branches for
centralised processing and multi-branch banking. The evolution of the data telecommunications
through services such as the Internet and global systems for mobile (GSM) have further
extended the reach of banking to consumer self-service.
This paper, ICT in banking: application, impacts, and challenges provides an overview of the
role ICT plays in the delivery of banking services alongside common impacts and challenges in
Africa. Following this introduction, a foundational overview of banking activities, ICT, and its
role in banking is presented prior to the discussions on application of ICT components in the
execution of banking services in the third section. In addition to its application in banking
services, the third section also presents relevant architectural, processing, and infrastructural
considerations applicable in banking. Section four and five illustrate ICTs impact and
challenges respectively drawing on implementation examples from the Continent. The
concluding section summarises the chapter and future developments.

This paper, ICT in banking: application, impacts, and challenges provides an overview of the role ICT plays in the
delivery of banking services alongside common impacts and challenges in Africa. Following this introduction, a
foundational overview of banking activities, ICT, and its role in banking is presented prior to the discussions on
application of ICT components in the execution of banking services in the third section. In addition to its application
in banking services, the third section also presents relevant architectural, processing, and infrastructural
considerations applicable in banking. Section four and five illustrate ICTs impact and challenges respectively
drawing on implementation examples from the Continent. The concluding section summarises the chapter and future
developments.
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BACKGROUND OVERVIEW
The Business of Banking
Banking, broadly defined as financial intermediation,
is accompanied by various definitions based on the
nature of activities carried out. Banks, typically
classified by the products offered or the target
clientele, are usually grouped as either commercial or
investment banks (Lamarque, 2005). Commercial
banks accept deposits on behalf of commercial
business entities and individuals whilst investment
banks are non-deposit taking and seek to enhance
investments of their customers. Depending on the
products offered, bank activities defined using
Porters value chain framework may differ as
illustrated in Figure 1 (Rambøll Management, 2008).
Core Commercial Banking Activities
Fund raising involves the acquisition of funds at low
costs for a sufficient period of time. Although
funding sources include bank capital, savings, and
deposits, commercial banking activities are usually
supported by liabilities generated from savings and
deposits. The development of financial products and
services tailored to the target market accounts for the
product development activity. These include financial
products such as credit and non-financial products
such as advisory and insurance.

Closely related to product development, the
marketing and sales activities involve the
identification of market groups and corresponding
distribution
and
external
communications
mechanisms. The service activity, typically known
as operations, serves as the engine room of banking
that manages or processes the various accounts
related to the various products and services. Akin to
after-sales service, this function is also primarily
responsible for maintaining customer relations.
Core Investment Banking Activities
Differences in the activities of commercial and
investment banks are most evident in product
development, investor relations, and position
management. Unlike commercial banks, product
development in this domain relates to the provision
of specialised advice and the administration of
complex financial products within the asset
management and capital operations sub-domains. The
development and maintenance of relations with
investors is based on focused marketing strategies
that are supported by the legitimacy and efficiency of
the intermediary. In addition to the back-office and
after-sales operations support, position management
includes follow-up and management of investor
accounts or portfolios.

Figure 1: Banking value chain
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IT is classified in three groups namely hardware,
software, and communications systems.

Support Activities
The support activities of banks are similar to those
defined by Porter with the exception of risk
management. Although present in every activity, risk
management relates to the administration of credit
and financial products risks respectively. The
administrative infrastructure includes services such as
legal, accounting, and financial management. The
human resource activity relates to all the tasks
associated with the administration of personnel.
Although the role of ICT in banking cannot be overemphasised, the technology development activities
including administration and research and
development constitute the technology development
activity.

INFORMATION
COMMUNICATIONS
(ICT)
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Hardware
Hardware is the generic term given to all physical IT
devices such as computers and its constituent parts,
input/output devices, storage devices, and
communications devices. Depending on their size,
processing capacities, costs and other factors,
computer systems are typically classified as
supercomputers, mainframes, midrange (minis and
PC-based servers), personal, and handhelds.
Software
Software is the collective term given to the programs
or instructions that control the activities of hardware,
making them operational/functional. Software can be
broadly classified as systems and applications
software depending on their functionality. Systems
software is the group of software that interact mainly
with hardware devices. They include operating
systems, device drivers, firmware, and utility
programs such as disk management tools.
Applications software, on the other hand, is a higher
level of software designed to perform a specific
activities that are of benefit to end-users.

AND
TECHNOLOGY

Information technology (IT) is the branch of
engineering that is defined as the study or use of
systems for processing, storing, retrieving, and
sending information. With the global importance of
communications systems, the IT acronym has been
expanded to reflect this and is often termed ICT,
information and communications technology.

Figure 2: Software Classification and Technology Resources
Adapted from Haag, Cummings, & McCubbrey, 2004 depicts a software hierarchy
and the various user types interacting at each level.
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Communications
Communications or telecommunications systems are
a configuration of hardware and software that
facilitate information exchange and sharing.
Commonly known as networks, common elements of
communications systems include hardware, media,
protocols, and software:
 Communications hardware or devices are
the hardware peripherals that permit data
exchange between computers. These include
network interface cards (NIC), wireless
adapters, hubs, switches, routers, etc.
 The communications media or channel
defines the actual data transmission method
that can be wireline (wired) or wireless.
Wireline media include cable systems like
twisted pair and fibre optic; and wireless
media include cellular, radio, microwave
and satellite transmission systems.
 Protocols are the set of rules or standards
governing transmission across networks.
Examples of protocols include transmission
control protocol/internet protocol (TCP/IP),
NetBios, IPX/SPX.

People
In addition to the end-users, various categories of
ICT personnel are required for efficient operations.
Although broadly classified as administrators, these
typically include the managers of the technical
components such as hardware and other
infrastructure, systems, software, databases, etc.

THE ROLE OF ICTS IN BANKING
Back office cost reduction
The back-office comprises all non-customer facing
activities such as clearing and settlement activities
and position management in commercial banks and
activities supporting securities trading such as record
keeping, trade confirmation and settlement, and
regulatory compliance in investment banks. In
general, the deployment of ICTs to back office
operations aid process accuracy and efficiency,
reduces costs and optimises human resources.

Figure 3: Managerial decision-making and information characteristics

Service delivery
ICTs have also facilitated service delivery in banking
by enhancing customer access, convenience, and
value. Where banking services were previously
limited to bank branches, the proliferation of
networks, mobile and personal computing devices
have facilitated the use of self service technologies
(SSTs) that have taken banking out of physical
banking halls to non-bank locations.

Data-driven business management
ICTs support the work of the organisation and its
people when deployed to aid managerial work. In
this capacity, ICTs may be labelled management
support systems (MSS) (Laube & Zammuto, 2003)
and vary according managerial level, decision type
and structure, and information granularity processed
(see Error! Reference source not found.). In
addition to enhancing the information orientation of
managers, ICTs also facilitate the analysis of large
amounts of data to support growth development
planning through risk and information management
techniques.
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In sum, irrespective of the role ICT plays, the
deployment of IT in banks commences with the
deployment of suitable infrastructure to support the
overall objectives of the organisation. The subsequent
section discusses the application of ICT in banking.
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Sun (J2EE application architectures), facilitates user
connectivity to business applications through
intranets, extranets, and the Internet.
The IT architecture plan is a summary representation
of the IT architecture detailing the IT landscape
across various organisational levels - enterprise,
department, and individual using criteria such as:
degree of change, usage frequency, pricing,
management focus, and complexity - number of
technology components. Enterprise technologies have
few technology components, receive significant
management attention and are further characterised
by infrequent changes, frequent use, and higher
prices. Departmental technologies are typically
limited to a smaller group of users even though they
may receive considerable management attention.
Individual technologies, at the bottom of the pyramid
in the organisational hierarchy, are typically
productivity and utility applications deployed on
individual workstations. The ICT landscape, on the
other hand, describes the various ICT components to
be employed under the following categories:

Applications of ICT in Banking
The discourse on the application of ICT in banking
commences with architectural and infrastructural
considerations prior to the presentation of the ICT
applications in the support of bank value chain
activities (bank work) and management (managerial)
activities.

ICT Architecture
The organisational objectives for the deployment of
IT (defined in the IT strategy) is supported by an IT
architecture, a multi-tier blueprint of how the strategy
will be actualised and will later transformed be into
infrastructure - the various technologies that actualise
the blueprint. Standard IT architectures used in the
provision of banking services are:
 Monolithic/mainframe
 Two-tier client/server
 Three-tier client/server
 Web (Services)







Monolithic architectures have been in existence since
the 1960s and 1970s when mainframe computers
dominated the IT industry. These large centralised
systems were accessed through terminals that had no
processing capacity. Two-tier client/server systems
are a type of distributed architecture introduced in the
1980s with the evolution of personal computers (PCs)
and Ethernet networks. In the two-tier architecture,
clients are individual user PCs that are served by
larger, more powerful servers hosting shared database
services to the clients. The distributed three-tier
client/server architecture or multi-tier model was
introduced in the 1990s including a middle layer
between the client and database server.



Platform and storage (Operating systems)
Data communications
Data management and structure
Applications development and packaged
software
Enterprise management (including security,
methods)
Processes and skills

By defining the key services needed, the users of
these services, and the technology required to deliver
these services in commercial banking, Table 1
(adapted from (Laube & Zammuto, 2003) illustrates
an example of a systems architecture plan suitable for
a commercial bank.

In the three-tier model, the middle tier typically
managing business logic and rules may support
varying functions such as application services,
transaction processing monitoring, etc. In the late
1990s the integration of the Internet into businesses
demanded a web-based architecture capable of
combining older architectures with Internet
capabilities. The service-oriented architecture
initiative, led by Microsoft (.NET framework) and
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Table 1: Commercial bank systems architecture plan
Platforms
storage

Communications

Data
Management

Application
development
& packages

Enterprise
management

Processes & staff

UNIX
Enterprise
Server
Windows/Linux
Server
Web services server

TCP/IP
VoIP

Online
transaction
processing
(OLTP)
relational
DBMS
Online
analytical
processing
(OLAP)
relational
DBMS

Email,
Intranet
Portal,
Accounting,
HR, Report
writers

Backup/recovery,
Systems
management

Help desk, data
center, ITIL or
alternative
systems
management
methodology
Extraction,
transfer, and load
(ETL)

Core
Banking
operations
Commercial/retail
banking, treasury,
trade
finance,
foreign payments
Credit/loan
processing
Customer
relationship
management
(CRM)
Product/business
development

UNIX/Windows/
Linux Servers

Gigabit
Ethernet
backbone (LAN)
MAN, WAN
SWIFT
packet
switching messaging

Data
dictionary

Core banking
system

Live environment
management
Call
center
operations
management

Core
regulatory
policies,
know
your
customer
(KYC)

Channel services

Internet browser
ATM/POS
interface

Banking operations

Enterprise

Supporting
Banking
Operations
Risk
management,
performance
management

Ancillary Business Support

rules

Call
operators

GPRS or similar
mobile
communications,
VPN

Windows Server
Project Server
Workflow Server
user

External users

Card
Channel management Data
management Fraud management
policy
systems
Front
end
processors
(FEP)
Data
analysis
tools

-

Functional
workgroup

Individual
(Internal)

Workflow,
business
engine

and

Workgroup
databases

MS-Windows,
PCs,
Smart
phones, Tablets
Blackberry
Enterprise Server

LAN,
VPN,
home/mobile access

Internet browser

VPN

MS-Excel
MS-Access

center

protection

Business analysts

Departmental
applications

MS-Office
PC
Applications

Desktop management Home/mobile
access policy
PC Support

External
policy

access

infrastructure library (ITIL) version 3 definition of
ICT infrastructure as “all of the hardware, software,
networks, and facilities that are required to develop,
test, deliver, monitor, control or support IT services”;
this discussion on ICT infrastructure presents the
hardware (platforms), software (applications),

ICT Infrastructure for Banking
While the architecture plan summarises the
deployment of ICT across the various levels of the
organisation, the acquisition of infrastructure
actualises this plan. Using the information technology
16
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networks, and facilities employed in the actualisation
of the ICT architecture plan.

servers capable of continuously processing multiple
user transactions simultaneously. To meet these highavailability needs, banks use a combination of
computer systems ranging from high-end mini
computers to PCs and handhelds. The spectrum of
computer hardware employed by banks is illustrated
in

Hardware
Even the type and size of computing systems used in
banks are dependent on criteria such as bank type,
number of branches, number of customers/accounts,
response time, etc; the 24/7/365 nature of commercial
banking operations warrants the use of sophisticated
Table 2.
Table 2: Bank Computer Systems
Computer System Function
Mainframe/Mini
Computers
PC-Based Servers

Personal
Computers
ATMs
Point of Sale
(POS) terminals

ISSN- 2006-1781

Central banking application database typically
with multi-processing capabilities and high-end
storage to support high-availability.
A range of servers serving as domain,
application servers, mail, DHCP, Internet
security, other departmental workgroup, and
branch servers.
Client workstations for accessing all deployed
computing services.
Automated cash dispensers.
Acquisition of electronic payment transactions
at storefronts or POS.

In addition to computer systems, the following
highlight other hardware categories important to
banks:
 High-end impact printers used for statement
printing
 Scanners used to capture signatures and
photographs for digital verification
 Digital cameras used to capture customer
photographs and other images

Operating System
Install location
UNIX

MS-Windows Server

MS-Windows
MS-Windows
Proprietary

Table 3: Bank network installations by type
Network type

Cabled

Local

Twisted pair Access point (WAP)
Fibre optic
backbone

Metropolitan

Fibre optic

Radio
3rd generation (3G)
mobile technologies
such
as general
packed radio service
(GPRS),
code
division
multiple
access
(CDMA),
enhanced data rates
for GSM Evolution
(EDGE), etc

Wide

Fibre optic

Very small aperture
terminal (VSAT)

Communications Networks
The banks ability to offer online and real-time
processing is dependent on a distributed computing
environment supported by various cabled and
wireless networking systems as illustrated in
Table 3. Where bank networks were predominantly
data-oriented and in support of information
processing, the convergence of data, voice and media
has expanded the functions of these networks to
include communication and collaboration.

Wireless

Software
The software applications employed to support
banking functions range from office productivity
17
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applications to functional business applications
supporting value chain activities and database
management systems.
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However, given that general software applications are
not limited to the banking arena, the emphasis of this
section is on functional application systems adapted
to value chain processes.
software applications across commercial banking
value chain activities.

Table 4 exemplifies the application of software in
banking and Table 5 illustrates the application of the
Table 4: The Role of Software in Banking
Function
Data Storage

Office Productivity

Core banking

Performance Management

Business Intelligence

Risk Management

Customer Self-service

Applications
Central to the infrastructure of banks are the database management systems (DBMS), dominated
by relational models that support data storage and processing operations. The reliability and
availability demands of banking have resulted in the implementation of enterprise relational
DBMSs such as Oracle and Sybase.
The Microsoft Office suite is the dominant office productivity application employed by banks,
dominated by MS-Outlook and MS-Word for email communications and word processing
respectively.
From the bank value chain (see Figure 1), the role of software applications in enhancing bank
operations are most experienced in back-office and front-office contexts in both commercial and
investment banking. The inventory of applications presented in Table 5 lists internal (core and
supporting) and external applications deployed by banks and other industry stakeholders
interacting with banks at the various managerial levels - strategic, tactical, and operational.
In the commercial banking space, a significant amount of attention is given to the core banking
system serving the operational needs of the bank and online and real-time processing services.
These banking applications support the core business of commercial banking through modules
and features supporting the following:

Enterprise customer information

Consumer banking

Corporate banking

Trade finance

Treasury operations

Signature verification

Standing orders

Accounting

Multi-currency operations

Customer relationahip management (CRM)
ICT solutions offering business intelligence are gradually being deployed for continuous and
reliable performance management using frameworks such as the balanced scorecard or others.
These executive information systems present performance metrics using visual
scorecards/dashboards.
The adoption of business intelligence systems for various types of analytics is also employed for
middle level managers. Whilst strategic managers with overall oversight have access to analytics
on complete business operations, functional managers are restricted to functional analytics. The
deployment of business intelligence across the enterprise stipulates the provision of storage
systems enhanced for online analytical processing (OLAP) and extraction, transfer, and load
(ETL) processes for transferring transaction processing data.
Enterprise risk management systems are being deployed across the organisation in compliance
with risk-based supervision requirements. Kenya is one such example, where application of
management information systems (MIS) for risk identification, measurement, control, and
reporting increased by 60% between 2004 and 2010 (Central Bank of Kenya, 2011).
The commercialisation of the Internet in 1994 and its subsequent acceptance as a transaction
processing/commercial platform alongside the diffusion of mobile telecommunications resulted
in the deployment of a series of channel-based banking products providing informational,
relational, and transactional services as illustrated in Table 6.

18

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

ISSN- 2006-1781

Table 5: Software Deployment in Commercial Banking Functions
VC Function

Strategic

Tactical

Operational

Marketing & Sales

Performance management
Business intelligence

Business
intelligence
customer analytics

- Customer
relationship
management (CRM)
Contact/call centre management

Banking Operations

Performance management
Business intelligence

Business
intelligence
operations analytics
Data warehouse

- Core banking system
Instrument processing (MICR
capture)
SWIFT
Anti Money Laundering (AML)

Finance

Performance management
Business intelligence

Business
intelligence
financial analytics

- Core banking application

Fund raising

Core

Product development

Administration

Inventory management
Procurement

Projects

Project management & reporting

Audit & Compliance

Risk management

Business intelligence - audit
analytics

Enterprise risk management system (ERMS)

Technology management

Service
management/monitoring
Incident management (helpdesk)
Information security and
data encryption
Spam protection

Business intelligence
HR analytics

Supporting

HR management

Regulatory

Financial Reporting
Real time gross settlement (RTGS)
Credit risk management

Supporting

Credit reference bureau
Card/channel processing
Automated clearing house (ACH)
Securities Settlement systems
Cash management
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– Human
resource
management (HRMS)
Payroll administration
Intranet
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Customer
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Internet banking
Websites
Mobile banking & SMS alerts

The adoption of supporting applications varies from bank-to bank, although the financial accounting applications are
usually embedded in the core banking applications.
Business Intelligence at Union Bank
Union Bank of Nigeria has deployed IBM’s Cognos Business Intelligence Suite for the
management and reporting of corporate performance across its 400 branches. Using this analytics
solution that presents dash boards that represent pre-defined scorecards/indicators such that bank
performance can easily be measured against set targets and objectives (Anonymous, 2011).

Table 6: Summary of electronic services
Transactional

Informational

Relational

Retail payment (in-store & online)

E-statement

Cash withdrawal

Account enquiry

Live chat
Call/contact centre

Bill/service payment

Transaction alert/notification

Airtime vending

Web content

Funds transfer

Website Effectiveness Rankings in Nigeria
At the turn of the new millennium, only few Nigerian banks had a web presence. This soon
changed as a result of the subsequent introduction of an annual bank website effectiveness
rating system, Web-Jurist. In addition to this expert rating of bank websites, Web-Jurist soon
increased the competitiveness amongst banks and resulted in the banks focussing on Internet
and other channels through the creation of electronic business/banking units. The initial
version of Web-Jurist, analysed 5 criteria namely, aesthetics, technical aspects, website
content, web transaction processing, and customer experience; where 46 of the 89 banks had
registered domains. More recent versions of Web-Jurist added the additional category of
performance.
While Web-Jurist served as a wake up call to bank executives, it commenced the proliferation
electronic banking service strategies that have resulted in the deployment of electronic
services amongst Nigerian banks.
Source: compiled from (Nigeria Inter-Bank Settlement System Plc, 006; Phillips Consulting,
2001, 2010)

important aspects of the data center pertain to layout,
cabling, reliability, and environmental conditions
(ADC Telecommunications, 2006) .

FACILITIES
The environment/facilities that house ICT systems
form a core part of ICT infrastructure is called a data
center. Also designated as computer rooms,
20
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ICT devices are housed in data center - a central
installation facility of all computer resources. Data
center
specification
standards
(ADC
Telecommunications, 2006) detail guidelines in 4
areas – layout/orientation, cabling, reliability, and
environmental conditions.



Main distribution area (MDA): central to the
data center housing core equipment for the
LAN, WAN, and SAN infrastructures.



Horizontal distribution areas (HDA):
distribution point for the horizontal cabling
systems and houses the active devices
responsible for distributing cabling to the
equipment distribution area.
Equipment distribution area (EDA): houses
the various computer systems in cabinets or
racks.
Zone distribution area (ZDA): optional
points for connecting HDAs and EDAs.
Backbone and horizontal cabling: part of a
structured cabling system for inter-building
and intra-building connections.

Data Center Layout


The orientation of a data center should ensure that
sufficient space be allocated for current operations
and future growth and expansion such as the
acquisition of additional servers or racks, people, etc.
A typical data center map depicted in Figure 4 lists
the necessary areas as:
 Entrance room: space within or external to
the computer room and typically houses data
processing equipment.
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Figure 4: Data Center Topography
(Source: ADC Telecommunications, 2006)
o

Data Center Cabling
o

The reliance on communications networks mandates
the provision of optimal cabling systems comprising
of backbone and horizontal cabling within the data
center.

o

Environmental Conditions
o

Whilst data centers house heat generating computer
systems, attention should be given to the following
environmental factors:
 Humidity levels and operating temperatures: The
maintenance of a stable temperature and
humidity levels are the major conditions
monitored in most data centers; however, in
Africa, attention must also be given to dust
particles.
 Electrical power - Depending on the desired
reliability, power requirements to be considered
include multiple utility power feeds, UPSs,
multiple circuits to systems, generators, etc. In
addition to generators serving the offices,
dedicated generators for the data center are also
common in Africa.
 Mechanical (cooling) – Other than the provision
of air conditioning systems, effective data center
cooling techniques use equipment arrangements
patterns that reduce heat generation and
encourage airflow.
 Fire suppression - data center fire suppression
systems include:

o

Detection systems configured to detect
fires.
Audible and visual alarms that sound
appropriate warnings.
In manned data centers, strategically
located portable fire extinguishers with
suitable suppression agents that serve as
the primary response in case of
emergency.
Emergency power switch that cuts off
all power from the utility/source.
Dry pipe/gaseous fire suppression
agents. Wet and dry pipe systems are
water-based systems that use sprinklers
that are inappropriate for data centers
and computer equipment. Gaseous
agents deny fires to necessary
combustion agents like heat and
oxygen. Heat removal agents include
FM-200 and HFC 125 whilst carbon
dioxide and Inergen remove oxygen.

Data Center Reliability
Depending on the reliability levels sought, data
center features such as power and cooling distribution
paths, redundancy components available, and
flooring have been used to establish benchmarks for
availability, annual downtime, and implementation
period (see

Table 7) (ADC Telecommunications, 2006).
Table 7: Data Center Tiered Reliability Categories
Tier 1

Tier 2

Tier 3

Tier 4

Basic

Redundant
Components

Concurrently
Maintainable

Fault Tolerant

99.671

99.741

99.982

99.995

Annual Downtime (hours)

28.8

22

1.6

0.4

Implementation
(months)

3

3−6

15 − 20

15 − 20

Single

Single

Multiple, one active

Multiple, active

Availability (%)

Power
and
Distribution Paths

duration
Cooling
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Features

Raised floor, UPS,
generator optional

Inclusive
of
raised
floor,
UPS,
and
generator

Includes raised floor
and capacity and
distribution to carry
load on one path
during maintenance
on second path

Redundant Components (N)

N

(N + 1)

(N + 1)

In spite of these tiered benchmarks, the intermittent
power supply in most African countries make
additional features such as UPS and generator
mandatory. In this information age where data
centers are relatively important for effective business
continuity and operations, a macro-level data center
risk
index
(Cushman
&
Wakefield
&
HurleyPalmerflatt, 2011) is now being used to rank
countries using criteria such as energy and labour
costs, bandwidth availability, and other economic
data. Of the 20 selected countries ranked, South
Africa, representing the Continent, ranked 8th.





IMPACTS OF ICT IN BANKING
Although ICTs are being extensively applied in
banking, its impact on the business of banking and
banking stakeholders range from the mundane
productivity improvements to the innovation of
solutions that have facilitated branchless and
paperless banking services and the more drastic
alteration of the banking industry.

Industry Changes
ICTs contribution to the alteration of the banking
industry is reviewed using Porter's five forces
framework.
 Internal rivalry - banks previously competed
using financial metrics such as asset size,
etc. The changing nature of customer
expectations in service offerings and
convenience has also altered the basis of
bank competitiveness; competitiveness in
this century is encapsulated in the
product/service offerings, service delivery
methods, etc. In the retail space, banks are
increasingly offering more technology-based
services through channels and cards; and in
the corporate space, they are collaborating
with
corporate
customers
in
the
development of IT-based services that
facilitate payments and collections.
 Threat of new entrants - in addition to
fulfilling regulatory requirements, new
entrants to the banking industry will need to
invest considerable amounts in ICT
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2(N + 1)

infrastructure and services to offer
comparable services. However, taking
services like M-Pesa into account, ICT has
facilitated the provision of financial services
by non-depository institutions.
Threat of substitutes - in spite of the few
substitutes to banking, electronic payments
that reduce the use of cash are being
proffered by central banks as a mechanism
towards the reduction of cash management
costs.
Bargaining power of suppliers - With
branches dispersed geographically, ICT
networks has not only facilitated multi
branch banking, but have also introduced a
new category of suppliers to the banking
industry - technology providers supplying
infrastructure
and
robust
software
applications
and
services.
While
infrastructure management is not core to the
business of banking, the ability of a bank to
provide online and real-time services is
dependent on network providers who are
instrumental in IT-based service delivery
frameworks. As a result of the need for IT,
the number of IT vendors on the continent
has increased; however, due to the critical
nature of IT to banking, partnerships and
alliances with dominant providers through
long-term contracts and service level
agreements (SLAs) are some of the strategic
initiatives implemented for efficient and
effective business operations. On the
applications software side, majority of the
banking systems implemented by African
institutions are foreign-owned, sold through
local partners acting as value added resellers
(VARs). As a result of this, switching costs
relating to application migrations are high.
Bargaining power of buyers - In spite of its
large populations, low levels of financial
inclusion in Africa constrain buyer markets
to urban locations where competition for
buyers is so extensive that it gives buyers
leverage. As a result, switching costs are
more or less negligible for nondifferentiated depository services. In rural
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communities, alternative mobile phone
schemes are bridging the gap and providing
access to otherwise excluded buyers.
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The national automated clearing system implemented
in Nigeria serves as an example of ICTs role in
enhancing inter-bank transaction processing by not
only changing the instrument clearing process, but
also reducing the number of clearing days.

Process Efficiency
ICT in general has not enhanced the processing
capabilities of banks in their service to customers.
Automated and Electronic Payments in Nigeria

The NACs project was initiated by the CBN in 1995 to provide an efficient and cost effective
processing of clearing instruments based on electronic data presentations and essentially reduce
the clearing cycle, hence the float.
Essentially, NACS is an Electronic Cheque Presentment Image Exchange (ECPIX) System
comprising of two components: electronic cheque presentment (ECP) and image exchange (IX) or
cheque truncation. ECP involves the electronic transmission of cheque payment information
captured from the MICR encoded line on a physical cheque whilst the digital image exchange
involves the exchange of digitally captured cheque images using computer networks. The
electronic transmission of cheque information combined with the automated clearing house (ACH)
facilitates digital settlement and further instrument confirmation is supported by digital image
exchange. To enhance security, all data transmissions between the bank clearing centers and
clearing house are secured using data encryption systems. Even though the ECP aspect of NACS
has only been installed in the Lagos and Abuja clearing houses, NACS has facilitated multiple daily
clearing sessions, increased float for the banks, improved cheque processing efficiency and
reduced fraud exposure. In addition to NACS, its operator, the Nigerian Inter-bank Settlement
System (NIBSS) also serves as a settlement intermediary for electronic payments such as public
sector salaries and pensions.
Clearing Process
The diagram below provides a simple illustration of the cheque clearing process using NACs.

Figure 5: NACS Clearing Process
Source: Compiled from Central Bank of Nigeria website (Central Bank of Nigeria) and Nigeria Inter-bank Settlement
System Report (Nigeria Inter-Bank Settlement System Plc, 2006)
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Whilst the branch management ensured quality
customer relationships were maintained, it posed
inhibitors as transient citizens such as students and
traders were either forced to operate multiple
accounts or carry cash. Today, bank account can be
operated from multiple branches that not only
enhance customer convenience, but also ensure
longer-term relationships with customers as they
change locations.

Lower Costs
In addition to increasing customer convenience, selfservice electronic channels such as ATMs reduce
bank human transaction service costs and overall
operational costs.

Paperless Banking
The paperless office is a concept that was formed
with the introduction of document management
systems (DMS). In banking, where the retention of
instrument copies is mandatory, the concept of
paperless seems mythical. However, careful
application of ICT may reduce the volume of paper
generated.

The enablement of cashless transactions also reduces
government cash management spend with costs
associated with the printing, distribution, handling,
retirement, and destruction of currency notes.

Multi-branch banking
Multi branch banking is a value added service made
available to customers given the centralised databases
of core banking solutions that facilitate ‘any branch
banking' for all account holders and replacing the
previous branch account management systems.

Guaranty Trust Bank goes Paperless
This is exemplified in Nigeria's Guaranty Trust Bank (GTB) through their slip-free and fast
track services. Slip-free banking services are offered to savings account holders the ability to
deposit and withdraw without paper slips or savings passbooks. Using the fast track service,
account holders are able to make deposits and withdrawals using specially installed PIN pads
and existing bank issued cards. In this semi self service offering, fast track customers use the
PIN pad for all necessary data entry (deposit/withdrawal amount, confirmation), whilst the
teller receives and pays out the cash. This service reduces the use of cheques and cash
deposit slips for withdrawals and deposits respectively.
Source: Complied from Guaranty Trust Bank website (Guaranty Trust Bank Limited, 2010,
2011)

launch telephone banking systems. These telephone
banking applications allowed registered bank
customers access their accounts and conduct
transactions. However, in Africa, the adoption of
telephone banking was inhibited by the lack of access
to digital telephony. Although the initial launch of
mobile telephone systems bridged the gap in place of
fixed lines, the relatively high costs of these systems
limited their usage.

Branchless Banking
Another impact enabled by ICT is the concept of
branchless banking that can be achieved through
channels or branchless operations.

Branchless Channels
Telephone Banking
Interactive voice response (IVR) systems and enable
human-computer interaction using dual-tone multifrequency (DMTF) keypads or speech were used to

Mobile Banking
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The GSM telecommunications revolution has
facilitated access to mobile telephony in rural
communities and provided an opportunity of reaching
the unbanked1 using ICT through mobile-based bank
services with the subscriber identity module (SIM)
card serving as a virtual bankcard. These mobile
services known as m-banking or m-payments,
complement traditional banking services, whilst
offering a convenient, accessible, and affordable
alternative to conducting financial transactions and
handling money without cash (Pikkarainen,
Pikkarainen, Karjaluoto, & Pahnila, 2004).

Although there is no universal form or standard for
m-banking, financial services synonymous with the
concept include merchant micro-payments, utility bill
payments, P2P transfers, and long-distance
remittances. In sum, m-banking/m-payments systems
enable access to the following services:
 Store value (currency) in SIM-based account
 Convert stored value to cash and vice versa
 Transfer stored value between accounts
M-banking services are deployed using different
business
models
and
ownership/partnership
structures. In some cases, bank, telecommunications
providers, ICT providers, or a consortium of two or
more of these groups independently deploys mbanking services; however, the reliance on
telecommunications emphasises the importance of
telcos in the m-banking space (Porteous, 2006).
Mobile banking systems have been well received in
countries like South Africa where 450,000 people
either use Wizzit (“the bank in your pocket”) or other
national systems; and in Kenya, where nearly two
million users registered with Safaricom M-Pesa
system within a year of its nationwide rollout.

1 Access to mobile phones is significantly higher than access to bank branches and
financial services
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M-Pesa
The success of mobile banking services is exemplified by Kenya’s M-Pesa, a collaborative venture between
Vodafone Group Plc, Safaricom Kenya, Department for International Development (DFID), Faulu Kenya,
Microsave and Commercial Bank of Africa, that was developed to make financial transactions faster,
cheaper, and more secure. M-Pesa is a short message service (SMS) money transfer service that facilitates
funds transfers through virtual accounts managed by mobile operator, Safaricom. M-Pesa was designed to
support the following services:
•
Person-to-person (P2P) funds transfers
•
Person-to-business (P2B) funds transfers
•
Cash withdrawal and deposits through a network of licensed agents
•
Loan disbursements and payments
•
Account enquiries
Using specially designed SIMs accompanied by software for the mobile phone, M-Pesa customers used a
mobile interface to navigate the systems services. For example, a customer wishing to withdraw cash at an
agent’s location would first select the “Withdraw cash” option from the navigation screen. Following this, the
customer will input the phone number of the withdrawal location (agent ID), amount to be withdrawn, and
personal identification number (PIN) attached to virtual account. Following the confirmation of the transaction
(agent number and amount), an SMS is sent to M-Pesa for confirmation. Upon confirmation, the account
holder receives a confirmation SMS and the paying agent also receives an SMS authorising the cash
payment.

Internet Banking
Another aspect of branchless banking that is featured
in African banks is the use of Internet-enabled
banking systems to access and manipulate accounts
and communicate with the bank remotely. Using the
Internet as the network, banks now provide services
that enable bank customers’ access the following
services remotely using a computer:
a. Account
enquiries
such
as
balances, statement retrieval
b. Transactions such as intra-bank and
inter-bank transfers
c. Communications such as cheque
confirmations, messaging

Automated Teller Machines (ATM)
Automated teller machines (ATMs) have been
employed by banks for cash dispensing since their
introduction in the 1970s. The evolution of ATMs
expanded the convenience attributed with banking
and coined the concept of 24/7/365 or anytime
banking. The growth of telecommunications has also
resulted in the deployment of ATMs, which, to a
certain degree, address withdrawal services
conducted by branches in a lower cost setting.
Although ATMs are not cashless, they provide cash
at the point of need. Where South Africa has over
10,000 installed ATMs (CGAP Group, 2011), the
recent adoption of electronic channels in Nigeria has
brought about significant growth in the last 8 years.
For instance, in the 5 year period of 2003 − 2007, the
number of installed ATMs in Nigeria increased from
101 to 3676 (Central Bank of Nigeria).
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Following its launch in 2005 with microfinance credit payments, M-Pesa services have evolved to include bill
and salary payments. In addition, Safaricom has since signed agreements with other commercial banks
including Barclays Bank of Kenya and Equity Bank offering e-float and M-Kesho respectively. E-float services
are available to M-Pesa agents with Barclays accounts enabling them purchase e-float for their daily
operations. M-Kesho is an interest-bearing account available to M-Pesa account holders bundled with
microcredit and micro insurance offerings. In addition to its widespread adoption locally, Vodafone is working
on rolling out M-Pesa to other developing countries such as Tanzania and Afghanistan. Other initiatives include
M-Pesa INT, an international money transfer service initially tested between UK and Kenya for international
remittances.
While M-Pesa is a testament of a successful mobile payment system, predecessors of mobile payment
systems such as “flash-me-cash” from Nigeria's First Atlantic Bank (now a member of the consolidated entity
FinBank) were deployed ahead of market readiness. Today, the success of schemes like M-Pesa have
highlighted mobile banking opportunities across the continent with initiatives evolving in Benin, South Africa,
Tanzania, Uganda, Nigeria, to mention a few.
Source: compiled from (Karugu & Mwendwa, 2008; Ondiege, 2010)

Branchless Operations
Branchless banking (BB) relates to the conduct of
banking for customers operating branchless banking
accounts (BBA) including depository accounts
(current or savings) or other account types. BB
accounts may also be accessed through electronic
funds transfers or branchless banking agents (BBA)
providing basic banking services to the customers of
an FI on behalf of the FI under a valid agency
agreement and does not include third party
technology service providers.
BB has proved
successful and popular in South Africa where the
Mzansi account that has attracted up to 6 million
customers since its launch in October 2004 (CGAP,
2010). Also Ghana through a collaboration of 12
banks, 3 mobile network operators, 2 start-ups and a
government entity have deployed 6 branchless
banking initiatives (McKay, 2011).



to enable it to provide quick services which
are of essence in mobile phone banking.
Many-to-many (∞-∞): many banks and
telcos join hands to offer services to
virtually all bank customers.

In addition to the BBA, branchless banking initiatives
that have been deployed through technology channels
and devices such as mobile telephones, Internet,
ATMs have facilitated the provision of banking
services outside the conventional branch.

Cashless Payments
Cashless payments, synonymous with a cashless
society - simply refer to the demise of cash and
cheques in favour of electronic means through
payment cards (credit, debit, prepaid). Credit cards
are interest bearing and guarantee pre-authorised
credits up to approved limits; debit cards are linked to
card holder accounts and generate a debit transaction
upon use; prepaid cards are typically linked to
specially created virtual accounts.

Branchless banking initiatives that are common to
mobile channels are deployed using a variety of
models:
 One-to-one (1-1): one bank offers banking
services in collaboration with a specific
telco. As a consequence, the services may
only be offered to customers using mobile
connection of that specific telco.
 One-to-many (1-∞): one bank offers
banking services to customers using mobile
connection of multiple telco’s. This model
offers the possibility to reach to any
bankable customer who has a mobile phone
connection. But this model has several
limitations in that all telcos may not be
ready to offer the bank a priority SMS pipe

Payment card schemes may be local or global as in
the case of Visa and MasterCard and denominated in
any currency; however only cards in convertible
currencies can be used globally. Hence, the lack of
convertibility in most African countries limits access
to globally accepted payment cards and e-commerce.
In the case of local payments, cashless payments are
beneficial to banks and central banks as it reduces
cash handling costs and to customers in the
security/protection from loss of cash.
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Cardholder information may be embedded in cards
using either magnetic (mag) stripe or chip
technologies. Although chip cards are relatively more
expensive, the ability to clone/reproduce mag stripe
cards has made the migration imminent.
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Global Payments
Where global international trade payments were
dominated by member systems like SWIFT, personto-person (P2P) remittance services such as Western
Union and Moneygram have aided the remittance of
funds from migrants. These payment services that
typically relied on telex transmission are gradually
adopting the Internet for their communications.

Kiva
Kiva is a network of microfinance institutions leveraging on social network technology to facilitate the
provision of mircofinance loans to individual entrepreneurs and groups in developing countries. Funded
through grants and donations, Kiva works with partner microfinance institutions around the globe in the
administration of these facilities.
Kiva works as below:
1) Institutional partnership between Kiva and existing MFIs (field partners).
2) Field partners assess loans and also collect details of the entrepreneur (stories, loan details,
photos, etc.) and uploads to the Kiva website where they are translated for web publication.
3) Upon web publication, entrepreneur stories and loan amounts/details are accessible to existing
Kiva lenders who can then fund the loan (funding can be as little as US$25).
4) Kiva lenders browse the list of borrowers and make their selection. PayPal processes lender
payments. Selection filters include gender, sector, group/individual, etc.
5) Kiva disburses lenders funds to field partner. If the loan has already been disbursed, field partner is
reimbursed for disbursement.
6) Field partners collect principal and interest repayments according to loan schedule and principal is
returned to Kiva. Interest payments are used to cover fund partners' operating costs
7) Kiva repays lenders by funding their accounts where they can withdraw their funds,
re-commence the process or contribute to Kivas' operating expenses.
Using a web portal and a network of local agents, Kiva is able to match lenders and entrepreneurs in
developing countries with funds. As a result of this, microfinance institutions (Kiva field partners) in Africa
and other developing countries are able to render the much-needed assistance to entrepreneurs. In Africa,
Kiva has been implemented in Ghana, Nigeria, Cameron, Congo, Burkina Faso, and South Sudan.
Source (Kiva website (Kiva, 2011)



Reach/Access
ICTs have also improved access to banking services
that had been limited by infrastructure, physicalgeographical isolation or inaccessibility, and
financial literacy. Through channels such as ATMs
and mobile telephones, banking services are being
deployed in more cost-efficient models to rural
communities.



Communication & Collaboration
The deployment of enterprise networks for banking
operations have also been used to improve
communication
and
collaboration
across
geographically dispersed branches/offices. Examples
of communication and collaboration ICT applications
include:
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Voice over IP (VOIP) telephony: With the
convergence of data, media, and voice, bank
networks that were typically optimised for
data transmission have been upgraded to
cater for voice traffic over IP networks
(VOIP). This enterprise-wide PBX reduces
office telephony costs typically made using
commercial telecommunications networks.
Video conferencing: the use of video
conferencing tools to host meetings are
becoming commonplace as they help reduce
travel time and costs.
Workflow and Collaboration portals: With
supporting functions resident at the head
office, banks have employed technology in
the deployment of corporate intranets for
processes that includes approval requests for
vacation, expenditure, travel, etc.
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Mini-ATMs
In South Africa, First National Bank (FNB) has spearheaded the rollout of mini-ATMs in
storefronts in rural locations offering: limited cash withdrawals, account enquiries, and pre-paid
purchases. Mini-ATMs do not hold or dispense cash, but generate a cash payment voucher that
is fulfilled by the retailer whose FNB account is credited daily with total value of cash payouts
(CGAP, 2010).
Where ATMs are typically accessed using a card (debit, credit, or prepaid), cardless ATM
transactions have been deployed by South Africa’s FNB. The cardless withdrawal is facilitated
through the execution of a mobile banking withdrawal transaction that generates a temporary
PIN delivered to the customer by SMS. Within the pre-defined time limit, the PIN permits the
withdrawal of cash at the ATM.

Although mobile data services have eased
communications challenges associated with the
deployment of ATMs, power is an important
consideration in the selection of third-party ATM
locations.

Employment Opportunities
Banks, being one of the leading users of ICT in
Africa, have facilitated the evolution of a thriving
ICT industry comprising of hardware and networking
engineers, software developers, value added resellers
(VARs), etc. In addition, global technology giants
such as SAP, Microsoft, Cisco, Oracle, Hewlett
Packard, etc. are all represented directly or through
channel partners (local ICT companies) in most
African countries.

For example, in Nigeria where multiple backup
generators are the norm, the absence of a national
telecommunications grid has resulted in the
proliferation of privately owned wide area networks
(WANs) using satellite based very small aperture
terminals (VSAT).

CHALLENGES OF ICT IN BANKING
In spite of the benefits posed by ICTs, African banks
are constrained by challenges that may be internal
and within bank control or external and beyond bank
control.

Cost
In addition to the high operational costs from
infrastructure provision, hardware and software are
also relatively high cost elements incurred by banks
in emerging African economies where these
technologies are imports.

External Constraints
Given the socio-technical nature of ICT, the enabling
environment and market supporting markets are some
of the external constraints indirectly impacting the
banking industry.

Given the developing status of most African
countries, ICTs devices represent imports that are not
only expensive, but also require competent
professionals for operation and maintenance. This is
more pronounced in banking where majority of the
core banking applications are foreign; generating
additional costs such as foreign training for bank staff
and implementation specialists.

Infrastructure
The availability of infrastructural services critical to
ICT-based banking services - power and high-speed
telecommunications - are limited in most African
countries. As a result of these limitations, significant
investments have to be made through alternative
sources that increase operational costs. Access to this
infrastructure is mandatory in bank data centers and
locations, channels (ATM, POS) installation sites,
and customer businesses and homes.

Partner Quality
Although partnership opportunities with global ICT
companies have opened up the ICT supply space,
very few of these technically competent
entrepreneurs have
the
adequate
business
management skills such as strategic business
planning, market analysis, people management, and
financial management, etc. to support banks in their
30
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24/7/365 regional and global operations. As a result
to the low business management skills in these ICT
entrepreneurial ventures, continuous quality service
management services are somewhat scare; forcing the
banks to insource all manner of services such as call
centres, ATM and POS channel deployment. Thus,
even though majority of the supplier relationships are
supply-oriented as opposed to service-focussed,
banks engage and manage multiple suppliers.
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whilst the electronic transactions acts in South Africa
and Mauritius also cover electronic signatures.

Government Policy
Where national ICT policies have revolutionised the
socio-economic status of developing countries such
as India and Brazil, African ICT initiatives are mostly
driven by the private sector with little support from
the public sector. As a result of this lack of national
cohesion, little attention is paid to the development of
the ICT sector including the supplier market,
infrastructure for an information economy, access to
funding for local players, etc. Although government
policies do not directly impact banking, they have an
indirect impact on the ICT industry that serves the
banks.

Legislature
The proliferation of ICTs that change the way
banking is conducted needs an enabling legal
environment that recognises digital records into law.
This is typical of most African countries where
legislatures are still behind the technological
diffusion as exemplified in Nigeria where the NACS
projects was only partially implemented due to an
absence of legislation covering the electronic
documents such as the e-cheque in the Evidence Act.
As of 2001, Mauritius was the only African country
with an Electronic Transactions Act; whilst South
Africa followed in 2002 with the Electronic
Communications and Transactions (ECT) Act
(Sarmiento, 2001).
In addition to electronic
evidence, the acceptance of electronic signatures, in
spite of the implementation of image-based signature
verification systems, laws inhibit their use.
According to the legislative acts on ICT, Egypt
implemented its electronic signature law in 2004,

Market Readiness/Adoption
The readiness/adoption of ICT initiatives in the
African environment may also be a limitation in
developing
countries
where
technological
advancements surpass human adoption. Although this
is a global phenomenon, the low literacy levels
amongst African consumers further increases the
risks.

IT Governance in Nigerian Banks
Nigerian banks have been reported to spend liberally and extensively on the acquisition of
software applications (Uzor, 2011). Whether through vendor insistence or marketing prowess, the
magnitude of the expenditure mandates some board-level approval which may also be indicative
of the absence of IT governance processes - strategic alignment, benefits, resource, risk, and
performance management. Although there are no failsafe measures to software implementation
projects, diligence, care, and adherence to established methodologies and frameworks
throughout the acquisition and implementation stages can only mitigate against software
selection, implementation, and project risks.

Electronic Fraud
One of the major challenges restricting the use of
electronic channels is that of fraud that may be
accomplished using both high- and low-tech means.
Where high-tech techniques include DTMF tone
recording, wireless eavesdropping, etc; low-tech
mechanisms include phishing (email, SMS), shoulder
surfing, customer PIN disclosure to ‘trusted’ friends,
or fraudsters posing as Samaritans offering assistance
to vulnerable users.

Whilst these fraudulent transactions had been
attributed to the outgoing mag stripe cards, in the
case of Internet e-commerce transactions, the
notoriety of Nigerians in advanced fee fraud scams
has limited the acceptance of transactions originating
in Nigeria.
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Whilst ICT professionals are enhancing their
technical competencies through qualifications
(academic and certifications), additional skills of a
well-rounded IT professional includes the explicit
definition of professional skills (e.g. software
development, corporate governance of IT),
behavioural skills (e.g. team work, creativity),
knowledge of specific technologies, application
areas, etc., and experience. The dearth of professional
skills in areas such as strategic planning,
requirements analysis, software selection, etc. limits
the managerial abilities of IT professionals especially
in critical functions such as designing and selecting
appropriate technologies and enhancing effective use.
Thus, the management of ICT competencies
alongside human resources are emergent needs for
banks that need to maintain 24/7/365 operations in
globally competitive environments.

Internal Constraints
In addition to IT/systems management practices,
leadership, strategic alignment, value management,
talent/people and competencies, risk management are
additional internal constraints manifesting in banks.

Strategic Alignment
Even though IT is described as a strategic tool, its
alignment with the business is underdeveloped in
organisations without the right competencies to drive
alignment through effective IT management and
people such that the alignment of business and IT not
only ensures that business strategies are enabled by
IT, but also IT initiatives are focused towards
accomplishing pre-established business goals.

Value Management
The value proposition of ICTs in banking is
constantly being challenged when systems fail or are
not completely and/or correctly implemented or
simply cannot meet user expectations. These
challenges have questioned the value proposition
attributed to ICT and resulted in the implementation
of performance measurement systems such as the
balanced scorecard to effectively capture ICTs
contribution to the business.

Effective Use
One of the greatest threats of ICT implementations is
the loss of job. In addition to this being alleviated
through effective change management, it may lead to
a lack of use (effective or otherwise) of new systems,
further re-emphasising the socio-technical nature of
computer systems.

IT/SYSTEMS MANAGEMENT

Risk Management

The management of ICTs and systems in
organisations comprises of a series of systematic
processes and best practices that are often not
imbibed due to its technical nature where ICT
administration and management is usually conceived
as technical. Thus, ICT units are poorly staffed and
structured, focussing simply on technical functions.

Whilst banks focused on risk in its entirety, the riskbased emphasis of the bank of international
settlements in the Basel Accord has placed more
emphasis on risk management and the different risk
types. Being that most banking processes are run by
technologies and people, they are prone to
operational and reputation risks in the event of
failures.

However, systems management standards and
practices such as ITIL and CoBIT that emphasise the
importance of structured IT management processes
are gradually gaining acceptance. Whilst these
primarily deal with IT management and governance
standards, other effective management areas include
project management, business continuity, people and
competencies, and value propositioning.

Due to the dependence of banking on ICTs, emphasis
on risk management especially as it relates to
operational and reputation risks cannot be ignored in
the event of failures. In addition, in this era of
electronic banking and electronic payments, banks
need to pay particular attention to the risk
management principles and practices.

Leadership
The relative importance of ICT in banks has changed
since the data processing era of the 1960s where IT
departments were back-office data processing centres
to this service era where IT is a commodity that can
be acquired as a service. This transition of IT that has
evolved over 5 decades has also demanded a change
in the leadership of IT from technical to business.

People and Competencies
The role of people in the design, development,
maintenance, and effective usage of high-end ICT
systems is a challenge in the industry. With respect to
design, development, and maintenance activities,
human resources are not only in short supply, but
also lack some of the necessary and relevant
competencies to effectively conduct these functions.
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Thus, ICT in organisations are business units
responsible for spearheading cost reduction, service
delivery, and data management standards. These new
roles demand a different approach to the leadership
of IT and the need for executive-level involvement.
Whilst these trends are gaining popularity, they are
also changing the leadership profiles of IT managers
where more emphasis is placed on strategic planning
and business integration than technical expertise.
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management policies guarding data quality
assurance, data/information security, etc. are scarce.
Data/information security and privacy (data
protection) have become more prevalent as a result of
the digitisation of banking services and the extensive
use of networks for the transmission of bank data.
This is most especially in banks where the risk of
financial loss is likely/borne. Thus, as opposed to
physical security, attention to information security
through the protection of banks information assets is
a field of expertise that is still emerging. To ensure
the appropriate attention is given to security risks,
some banks are engaging in the ISO 27001
information security standardisation process; notable
in Africa are the Bank of Ghana and Nigeria’s
Fidelity Bank.

Project Management
The implementation of new ICT systems requires
project management processes that ensure the
systems are not only implemented, but also adequate
knowledge transfer that enables first-level support
occurs.
Business Continuity
Unlike other businesses, the emergence and
popularity of self-service technologies has mandated
banks be available and accessible 24/7/365. Given
the poor infrastructure in developing countries, the
provision of business continuity and disaster recovery
planning is at high costs. Although these are
regulatory requirements, they are often poorly
implemented due to high duplication costs.

CONCLUSION
This review has presented a broad overview with
examples on the application, impacts, and challenges
of ICT in the banking industry. Through the
application of ICTs, banks in their attempt to reduce
back office operations costs, improve service delivery
and business-driven data management are benefitting
from the impacts and managing the internal and
external constraints. Where external constraints are
predominantly environmental, internal factors are
attributed to poor management (business and
systems). Even though internal constraints can be
managed and controlled by management processes,
the external constraints are indicative of a lack of
readiness of most African countries in this digitally
advancing age.

Contract Administration
Whilst many banks engage in service level
agreements with infrastructure (especially network)
providers, the administration of these contracts to
ensure the banks receive value is often lacking in
event of failure as custodial ownership of these
contractual documents are vaguely understood and
implemented.
Change Management
As job losses are a threat to ICT projects, the
management in the implementation of new systems
and technologies is usually encapsulated in change
management processes that clearly define the scope
of the technology implementation. However, as
change management processes are seldom
incorporated into ICT projects, human fears are
warranted and valid.

In spite of the existence of software applications
across the entire banking value chain, African banks
typically focus on software deployments towards
core banking operations and customer-facing
applications as opposed to integrated enterprise
systems; exceptions to this are Standard Bank and
Absa Bank of South Africa that have deployed
enterprise solutions such as SAP to enhance some
parts of their operations. All in all, the functional
application gaps highlighted in Table 5 are indicative
of the immense application opportunities. Other
opportunities the deployment of inter-bank payment
networks like MasterCard’s Cirrus, professional
services such as business-IT alignment consulting,
and outsourced services like ATM cash management.

Data Management
The value of information as an organisational asset is
a concept that is gradually emerging in African
institutions through the deployment of business
intelligence/analytic solutions. However, whilst these
tools are available, the complementary human
resources competencies in the form of managers
working with information, business analysts with
statistical analysis, and organisational data
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In sum, while the various applications of ICT in
banking not only expand across the entire value chain
of activities and transform the nature of banking, care
and diligence must be taken in observance of the
internal and external challenges that significantly
affect the impacts of ICT. The emergence of cashless
payments in Africa will not extend the reach of
banking services, but will also provide more accurate
and detailed knowledge on informal economies that
dominate financial transactions on the Continent.

ISSN- 2006-1781

Haag, S., Cummings, M., & McCubbrey, D. J.
(2004). Management Information Systems for the
Information Age (4th ed.). New York: McGrawHill/Irwin.
Karugu, W. N., & Mwendwa, T. (2008). Vodafone
and Safaricom Kenya: Extending the Range and
Reliability of Financial Services to the Poor in Rural
Kenya, GIM Case Study No. A039. New York:
United Nations Development Programme.
Kiva. (2011). How Kiva works.
Retrieved
7/10/2011, from http://www.kiva.org/about/how

BIBLIOGRAPHY
ADC Telecommunications. (2006). TIA-942 Data
Center Standards Overview. Minneapolis, Minesota:
ADC Telecommunications.

Lamarque, E. (2005). Identifying Key Activities in
Banking Firms: A Competence-Based Analysis
Competence Perspectives on Managing Internal
Processes, 7, 29-47.
Laube, D. R., & Zammuto, R. F. (Eds.). (2003).
Business Driven Information Technology: answers to
100 critical questions for every manager. Stanford:
Stanford University Press.

Anonymous. (2011). Nigerian Banks Deploy IBM
Business Analytics, Servcie Management Software.
Retrieved
25/9/2011,
2011,
from
http://www.financialtechnologyafrica.com/NIGERIA
N_BANKS_DEPLOY_IBM.htm?reload=true

McKay, C. (2011). Ghana: Aiming for
interoperability in branchless banking.
Retrieved
26/9/2011,
2011,
from
http://technology.cgap.org/2011/06/16/ghana-aimingfor-interoperability-in-branchless-banking/

Central Bank of Kenya. (2011). Risk Management
Survey for the Banking Sector. Nairobi.
Central Bank of Nigeria. Summary Of Payments
System Achievements In Nigeria - 1993-2007.
Retrieved
26/9/2011,
2011,
from
http://www.cenbank.org/Paymentsystem/Achieveme
nts.asp

Nigeria Inter-Bank Settlement System Plc. (006).
NIBSS Electronic Fund Transfer (NEFT) Coporate
User Guide.

CGAP. (2010). Update on Regulation of Branchless
Banking in South Africa.

Nigeria Inter-Bank Settlement System Plc. (2006).
NIBSS Electronic Fund Transfer (NEFT) Coporate
User Guide.

CGAP Group. (2011). Branchless Banking in South
Africa.
Retrieved 26/9/2011, 2011, from
http://bankmonitorsa.blogspot.com/2011/06/branchle
ss-banking-in-south-africa.html

Ondiege, P. (2010). Mobile Banking in Africa:
Taking the Bank to the People. AfDB Chief
Economic Complex Africa Economic Brief, 1(8).

Cushman & Wakefield, & HurleyPalmerflatt. (2011).
Data Centre Risk Index. London.
Ferguson, R. W. (2000). Information technology in
banking and supervision. Paper presented at the
Financial Services Conference.

Phillips Consulting. (2001). Web Site Effectiveness:
Financial Institutions Wake-Up. Lagos: Phillips
Consulting Limited.
Phillips Consulting. (2010). Banking Ratings : 2010.
Retrieved
3/10/2011,
from
http://www.webjurist.com/ratings.html

Guaranty Trust Bank Limited. (2010). Slip free.
Retrieved
29/9/2011,
from
http://www.gtbank.com/products/personalbanking/slip-free.html

Pikkarainen, T., Pikkarainen, K., Karjaluoto, H., &
Pahnila, S. (2004). Consumer acceptance of online
banking: an extension of the technology acceptance
model. Internet Research, 14(3), 224-235.

Guaranty Trust Bank Limited. (2011). Fast Track
Banking with PIN Pad. Retrieved 29/9/2011, from
http://www.gtbank.com/services/e-bankingservices/fast-track-pin-pad.html

Porteous, D. (2006). The enabling environment for
mobile banking in Africa. Bankable Frontiers
Associates, Boston, USA.
34

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

Rambøll Management. (2008). ICT and e-Business
Impact in the Banking Industry: A Sectoral eBusiness Watch study: European Commission, DG
Enterprise & Industry.
Sarmiento, M. G. (2001). Developing and least
developed countries legal framework on e-commerce,
digital signatures, e-certification, e-transactions, CAs
and RAs EC-DC project participant countries.
Geneva: International Telecommunication Unit
(ITU).
Uzor, B. (2011, 6/9/2011). Why Nigerian Banks
spend heavily on software implementation.
BusinessDay
Online.
Retrieved
from
http://www.businessdayonline.com/NG/index.php/tec
h/78-computing/26879-why-nigerian-banks-spendheavily-on-software-implementation
Author’s Bio
Olayinka David-West is a lecturer
of Information Systems at Lagos
Business School, and has over 19
years experience in the local IT
industry. She is also an academic
director
at
the
Enterprise
Development
Services
(EDS)
Centre of Pan-African University.
She combines her teaching and research interests with
industry consulting engagements in the areas of Strategic IS
Planning, IT Personnel Selection, IT Assessment &
Review/Due Diligence, E-Business, Business Planning,
Software
Selection
&
Management,
Systems
Implementation, Project & Change Management, Process
Improvement and Systems Design. Her research interests
include information systems in organisations, performance
of e-business, electronic service quality and IT
governance. Olayinka is currently enrolled in a doctoral
programme at the Manchester Business School, and is
researching e-banking performance for her DBA thesis. In
addition, she holds an MSc in Business Systems Analysis
and Design from City University, London, and a BSc in
Computer Science from the University of Lagos. She is a
Certified Information Systems Auditor (CISA), Certified in
the Governance of Enterprise IT (CGEIT) and an academic
advocate to the Information Systems Audit and Control
Association (ISACA).

35

ISSN- 2006-1781

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

ISSN- 2006-1781

Towards the Use of Cryptographic Techniques
for National Security:
Models, Methods, & Applications
Sunday E. Adewumi, PhD
Professor of Computer Science
Federal University
Lokoja, Nigeria
adewumis@gmail.com
ydavid-west@lbs.edu.ng

SUMMARY
The financial services industry is no exception in the search for efficiency and
productivity improvements, competitive advantage through information and
communications technologies (ICTs). Notable are commercial banks that have opted for
various ICT initiatives towards reducing back office processing costs, improving service
delivery and business management practices through data analysis (Ferguson, 2000).
ICTs in African banks date back to the data processing era where mainframes were
used for transaction processing operations; however, the explosion of computer systems
synonymous with the personal computer (PC) and PC-based servers led to the diffusion
of IT systems. Where mainframes facilitated centralised processing, the distribution of
PC-based servers in bank branches enabled branch automation. Further advancements
in banking automation were facilitated by enhanced communications networks that
interconnected bank branches for centralised processing and multi-branch banking. The
evolution of the data telecommunications through services such as the Internet and
global systems for mobile (GSM) have further extended the reach of banking to
consumer self-service.
This chapter, ICT in banking: application, impacts, and challenges provides an overview
of the role ICT plays in the delivery of banking services alongside common impacts and
challenges in Africa. Following this introduction, a foundational overview of banking
activities, ICT, and its role in banking is presented prior to the discussions on application
of ICT components in the execution of banking services in the third section. In addition to
its application in banking services, the third section also presents relevant architectural,
processing, and infrastructural considerations applicable in banking. Section four and
five illustrate ICTs impact and challenges respectively drawing on implementation
examples from the Continent. The concluding section summarises the chapter and future
developments.
Keywords: ICTs, Banking, GSM, Financial services, Africa, Difussion
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1. INFORMATION AND DATA SECURITY
In this section, we provide general overview of
cryptography with some basic concept that may
generally be required by the learner.The issue of
security in today’s information transmission is a
priority area as information transcend beyond a
networked computers in a local organization to across
borders. Cryptography, with its many cryptographic
methods is one way the world is responding to
information and data security.The primary objective
of cryptography is to enable two people say Ade and
Bola to communicate effectively over unsecure
channels (such as telephone, intranet and Internet etc)
see Figure 1.

It is assumed that there is always an intruder who
eavesdrops for the purpose of accessing the message
being transmitted and manipulates it for evil or
economic gain. The protection of data is of today’s
uttermost priority. In its simplest form, a sender S
sends a plaintext P; the plaintext is encrypted with an
encryption key Ke to ciphertext C and then
transmitted through an unsecured channel where it is
assume that a cryptanalyst (a ‘listener’) is waiting to
intercept the message being transmitted. When the
message reaches the receiver R (the owner of the
message), a decryption algorithm is invoked to
recover the plaintext. Some of the methods in use for
transforming a plaintext to a ciphertext are discussed
under this section.

Intruder (Cryptanalyst)

Sender

P

Plaintext

Encryption
algorithm

Ciphertext

Encryption Key Ke

Decryption
Algorithm

Receiver

Plaintext

P

Decryption Key Kd

Figure 1: The Encryption Model for secured data transmission

It is assumed that, during the transmission, intruder
(the enemy) hears and copies the ciphertext, but
he/she neither understands nor knows what the
decryption algorithm is, and usually makes it
impossible to decipher the message.

1.1 Basic Definitions
The art of breaking ciphers by the intruder is called
cryptanalysis; while the art of devising ciphers
known as cryptography and breaking them known as
cryptanalysis is collectively known as cryptology.

In any cryptosystems, three fundamental assumptions
are made:
•
The intruder ‘hears’ the message
•
The cryptanalyst (the intruder) knows the
encryption algorithm;
•
The medium of transmission is insecure.

There is always the need to create a state of
confusion (delay) for the Cryptanalyst whose
intention it is to break in and have access to the data
being transmitted. The Chinese proverb that says it is
sometimes good to be unclear readily applies in
encryption.
The art of cryptography as a means for safeguarding
and protecting private information against
unauthorized access is as old as writing itself.
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Until the advent of computers, one of the main
constraints on cryptography had been the ability of
the code clerk to perform the necessary
transformation, often on battlefield with little
equipment; as early uses of cryptography were for the
military. An additional constraint has been the
difficulty in switching over quickly from one
cryptographic method to another, since this entails
retraining a large number of people. However, the
danger of a code clerk being captured by the enemy
has made it essential to be able to change the
cryptographic method instantly, if need be. (Zeng et
al, 1991; Tanenbaum, 1996).
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Cryptosystem defines all the elements that are
involved with the provision of secured
communication between any two points. The process
involves the sender sending a plaintext; the plaintext
is transformed into a form not readable or in a
disguised form called a ciphertext. The process of
transforming a plaintext to ciphertext is called
encryption or simply as enciphering. When this
ciphertext arrives at its intended destination, it is then
transformed from the ciphertext to the plaintext
called decryption or deciphering.
For the receiver to be able to read the message and at
the same time avoiding the plaintext being accessed
by an unauthorized individual, the sender must
transform the plaintext into ciphertext using some
specific parameter. This parameter is called the
encryption key Ke. The receiver then deciphers
(interpret the ciphertext) using the decryption key Kd.
In a public key cryptosystem, Ke is made public but
Kd is not public. It must be kept secret, known only to
the receiver. The key K for cipher and deciphering
should be common to the sender and receiver.

People have tried to conceal information in written
form since writing was developed and examples
survive in stone inscriptions and papyrus showing
that many ancient civilizations including the
Egyptians, Hebrews and Assyrians all developed
cryptographic systems. The first recorded use of
cryptography for correspondence was by Spartans
who (as early as 400 BC) employed a cipher device
called a “scytale” to send secret communications
between military commanders. It consists of tapered
baton around which was wrapped a piece of
parchment inscribed with the message. Once
unwrapped the parchment appeared to contain an
incomprehensible set of letters, however when
wrapped around another baton of identical size the
original texts appears.

When encrypting, the information being transmitted,
and the encrypting key is fed into an encryption
algorithm. When the encrypted data gets to the
receiver, it is passed through a decryption algorithm
so as to enable the reader have access to the
information being transmitted.

The Greeks were therefore the inventors of the first
transposition cipher and in the fourth century BC the
earliest treatise on the subject was written by a
Greek, Aeneas Tacticus, as part of a work entitled On
the Defence of Fortification.
Another Greek,
Polybius later devised a means of encoding letters
into pairs of symbols using a device known as the
Polybius checkerboard which contain many elements
common to later encryption systems (Oliver, 2001)

In the early part of their existence, computer
networks were primarily used by university
researches for information transfer among academics,
and by corporate organization for sharing resources
such as printers, scanners, and other sharable
resources in a distributed environment. Under these
conditions, security was not on the priority as such
shared information and resources do not pose any
security risk to the sender or the receiver. Nowadays,
the use of computer has gone beyond their early
intentions.

Cryptography is the only practical means of sending
information over an insecure channel; normally in a
networked environment. These channels may be
computers, telephone lines, satellite etc. The
increasing use of electronic means of data transfer
from one point to another coupled with the growth in
networking and Internet communication has extended
the need to protect vital information. This vital
information could be military, diplomatic, academic
(for example, question papers in schools), banking
(Electronic Fund Transfer, ATMs), sensitive
databases (for example, Hospital Management) and
e-initiatives.

They now found use in the e-initiative (e-Banking, ecommerce, e-shopping etc). These phenomenal
changes have brought about the need for a secured
channel for data and information transmission from
network to network. The need to protect information
is even more imperative as more and more are
depending on technology to transact business. Our
lives now depend to a large extent on technology to
prosecute our daily chores.
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Computers processing speed have doubled every 1½
to 2½ years (going by Moore’s law). It therefore
shows that a code that took a thousand years to break
with the computers available in 1960 would take a
year to break with the computer available in 1980,
but will take few hours to break in 2001 (Peha,
1998). Computer speed has changed tremendously
since 2001. Computer speed has continue to obey
Moore’s law to the extent that ciphers that take hours
to break in 2001 will probably take minutes by
today’s computer. This calls for security
consciousness on the part of users of computer
systems.

Conceptually, the way information is recorded has
not changed much over time. Information used to be
stored and transmitted through paper, much of it is
now stored on magnetic media and transmitted via
telecommunication systems (wired and wireless).
What has changed dramatically is the ability to copy
and
alter
information.
One
can
make
indistinguishable several copies of a piece of the
original information stored electronically. The means
to safeguard electronic information is beyond the
physical medium and depends on the digital
information itself. Physical medium has ability to
record documents as original.

Security is a broad topic that ranks almost first in a
computer networked environment. In its simplest
form, it is concerned with making sure that intruders
cannot read, or worse still modify messages intended
for other recipients. It is as a result of this concerned
for people trying to access remote services that they
are not authorized to use, that the subject of
cryptography has emerged. Security also deals with
the problems of modification on relayed messages
and denial (non-repudiation) by people who want to
claim that they never sent certain messages. Most
security problems are intentionally malecious by
people who want to gain some benefit or cause harm
(Tanembaum, 1996).

Digital Signature
One of the fundamental tools used in information
security is the digital signature. A signature scheme is
method of signing a message stored in electronic
form. A signed message can be transmitted over
computer network. A conventional signature is
always a part of the paper document being signed
while signature is usually not part of digital
document but signature is bind to the message.
Verification is done in conventional signing by
comparison with the authentic signature. Digital
signature is verified by publicly known verification
algorithm.
A digital signature is constructs that authenticates
both the original and contents of a message in a
manner that is provable to a disinterested third party
(Bishop, 2003). A digital signature scheme consists
of two components: a sign algorithm and verification
algorithm.

1.2 Overview of Information Security
Cryptography is the study of Mathematical
techniques related to the aspects of information
security such as confidentiality, data integrity, entity
authentication, and data origin authentication
(Menezes et al, 1997).

A sender can sign message (S) using a secret signing
algorithm. A signature scheme is a five-tuple (P, A,
K, S, V), where the following conditions are satisfied:

From time immemorial, an elaborate set of protocols
(rules for communication) and mechanism for
communication has been created to deal with
information security issues when the information is
conveyed by physical documents (such as letter
writing). Mathematical algorithm and protocol alone
will not always achieve the objective, but procedural
techniques and the enactment of laws guiding the
communication help. Letters through the Post Office
for example, is provided sealed envelopes delivered
by an accepted mail service. The physical security of
envelope is, of practical necessity, limited and so
laws are enacted which makes it a criminal offense to
open an unauthorized mail. Sometimes, security is
achieved not through the information itself but
through the physical document recording it. For
example, paper currency requires special inks and
material to prevent counterfeiting.

1.
2.
3.
4.

P is finite set of possible messages
A is a finite set of possible signatures
K, the keyspace, a finite set of possible keys
For each k  K , there is a signing

sigK  S and a corresponding
verification algorithm verK V . Each
sig
Ais a function such that the
K :P
algorithm

following equation is satisfied for every
message x  P and for every signature

y A:

true if y  sig ( x)
ver ( x, y)  
 false if y  sig ( x)
39
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For every k  K , the function sig K and verK should be
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polynomial-time functions with verK being a public
function and sig K a secret function.

The general method of shift is as follows: A letter in
the message (plaintext) corresponding to nth letter in
the alphabet is replaced by the (n + k)th letter in the
alphabet with K being an integer (for example, K = 7)
with blank as the 27th.

The functions should be such that it is computation
infeasible to forge the signed signature on message S.
Physical signature can be forged but a digital
signature should be such that cannot be forged.

A substitution cipher has been defined by (Stinson,
1995) as follows:
Let P = C = Z26. K consists of all possible
permutation of the 26 symbols 0, 1,…, 25. For each
permutation π є K, define

1.3
Cryptographic Techniques
Any form of cryptographic technique can generally
be divided into two:
1.
Symmetric-key (Private-key)
2.
Public-key

e(x)(x),
and define

1.3.1
Symmetric-key (Private-key)
A symmetric-key (Private-key) cipher involves a
sender (A) and a receiver (B) choosing a key k which
eventually gives rise to an encryption rule ek and a
decryption rule dk. In this type of cryptosystems, dk is
either the same as ek or dk is easily derived from ek.
Systems based on this type of encryption have a
drawback. The drawback is, it requires a prior
communication of a key k between the sender (A) and
receiver (B).

Where

 1

is the inverse permutation to

Cryptograms (puzzle) in newspaper are example of
substitution cipher. As an example the following
plaintext can be converted to ciphertext as indicated
below:

Table 1.1: Encryption with Caesar key
K=7

In most practical systems of this nature e = d from
which the term symmetric-key is derived.
Symmetric-key algorithm can be further subdivided
into two, namely:
•
Block ciphers
•
Stream ciphers

Plaintext IF THE RIOT
ATTACK

1.3.1.1 Block Ciphers
In this scheme, plaintext messages are broken into
strings (blocks) of fixed length l over an alphabet A
and each block is encrypted one at a time. Two
classes of block cipher have also being identified,
namely substitution ciphers and transposition
ciphers.

Ciphertext

Substitution Ciphers
Substitution ciphers are block ciphers which replace
symbols (or groups of symbols) by other symbols or
groups of symbols. In this method, each or group of
letters is replaced by another or group of letters to
disguise it. One of the oldest known substitution
ciphers is the Caesar cipher, due to Julius Caesar.
The Caesar cipher algorithm allows the ciphertext
alphabet to be shifted by K letters in a circular mode.
This method is also referred to as monoalphabetic
substitution (Tanenbaum, 1996).

PERSISTS

PMG OLGYPV GWLYZPZ ZGH
HJR

After the encryption using the Caesar cipher with
k=7, the plaintext IF THE RIOT PERSISTS ATTACK
becomes PMG OLGYPV GWLYZPZ ZGH HJR
Cryptanalysis of Substitution ciphers
Although this system looks secured, they can be
easily broken by the cryptanalyst who after studying
the alphabetic pattern, formulate what will lead to the
original plaintext; using the basic statistical
properties of the alphabet. Letter e for example, is the
most commonly used letter of the alphabet followed
by t, o, a, n, i etc. TH, IN, ER, RE, and AN are the
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most common two letter combination, referred to as
digrams. THE, ING, AND, and ION are the most
common three letter combinations referred to as
trigrams. The cryptanalyst, who wants to break a
ciphertext, will first study and count the frequencies
of letters used. When that has been done, he assigns
the most common to E, the next common to T and so
on.

The matrix A =

3

1 

… (2)

If we carry out row operations on this matrix, we
 1
 3
2

 3

obtain the A-1 =

1 

 1


.

The next step for him will be to look at the digram
and assign TH, IN ER, and so on. He can then put E
in front of th to derive thE, this is done until all
manipulations have been completed. He will then
start with the Trigrams until all alphabetic
manipulations using the trigrams have been
completed. He may then be able to rebuild the
plaintext from the ciphertext. Another approach the
cryptanalyst could use is to guess words or phrases.
Adewumi & Garba (2007) have suggested a method
of disguising messages by converting them to
systems of linear equations in the form Ax=b and
find A-1 such that equation now becomes A-1x=b, a
disguised form of Ax=b and still transmit them as if
they are of the form Ax=b. An example from the use
of this method is as follows:

Equation (1) is sent as

1

This is the same as sending A

intruder, will look like Ax  b .

x  b , but this to an

To decrypt, we use the algorithm for finding the
inverse of A after obtaining:

A(A1)1.

Adewumi & Garba (2003a, 2003b, 2003c), have also
demonstrated how a message can be converted to
system of equation (Linear and non-linear) in form of
Ax=b, this is a form of substitution ciphers. It has
also been demonstrated that matrix inversion can be
used to disguise messages.

Once the values of x1 and x2 have been obtained, we
use delta coding algorithm described in (Adewumi &
Garba 2003a, 2003c) to recover the position of the
various letters used in the plaintext.
Transposition (Permutation) ciphers
Another class of symmetric-key ciphers is the simple
transposition cipher which simply permutes the
symbols in a block. In this method, the plaintext is
divided into blocks and in turn each block is
enciphered independently. Under the control of a
fixed key, different occurrences of a particular
plaintext block will always be encrypted as the same
ciphertext block.

The example below demonstrates the use of matrix
inversion to encrypt and decrypt messages.
ATTACK NOW can be encrypted as a 2 x 2 systems
of equations thus:
A
T
T
A
C
K
(x1+0)+(x2+18) +(x2+18) +(x1+0) +(x1+2)+(x2+9)
N
O
W
(x1+13)+(x2+13) +(x1+22)

Generally, a transposition ciphers can be represented
as follows:

The derivation of the above variables x1, x2, x3 and
constants have been described and demonstrated in
(Adewumi & Garba, 2003a,c).

Let m be some fixed positive integer. Let P = C =
(Z26)m and let K consists of all permutations of all
permutations of {1, …, m}.

If we use the delta coding to hide the various
distances of each letter, and taking x1=1, x2=2, x3=3;
the word ATTACK NOW is transformed into the
form Ax=b as:

For a key π, we define

e
(
x
,...,
x
)

(
x
,...,
x
)

1
m

(
1
)

(
m
)
and

3x1 3x2 9
2x1  x2 4

3

2
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… (1)
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d
(
y
,...,
y
)

(
y
y

1 ,...,

1 ),

1
m

(
1
)

(
m
)
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For a cryptanalyst to break a block cipher, he or she
must first know that he is deAdeng with transposition
cipher. One method for a crytanalyst is by observing
the frequency of E, T, A, O, N, I … to see if they fit
the normal pattern of a plaintext. If they do, it is then
deduced that the cipher is a transposition, reason
being that in this kind of cipher, every letter represent
itself.

where π-1 is the inverse permutation to π.
Table 1 is an example of transposition cipher. The
general approach is that, the cipher is keyed by a
word or phrases not containing any repeated letters.
For example, if we take BAUCHI as the key, then the
entire column can then be numbered according to
their position in the alphabet. The ‘A’ in BAUCHI
will be 1 because ‘A’ is the first (number 1) letter of
the alphabets; B = 2 because B is the second (number
2) letter of the alphabet and so on. With this in mind,
the plaintext will be written horizontally, in rows.
The ciphertext will then be read column by column,
starting of course from the column whose key letter is
the lowest.

Once this is established, the next ordinary thing to do
is to guess the number of columns involved. This can
be achieved, if for example, the cryptanalyst suspects
that a word like illionnaira occurs somewhere in the
message, he can then observe the digrams like IN,
LA, LI, IR, OA occur in the ciphertext as a result of
the phrase wrapping round. If a key length of five
were used, the digrams would have been LN, LA, II,
OR, NA. Each key length will produce a different
digrams from the ciphertext.

Table 1: An Example of Transposition Cipher
With persistent hunting for the key length, the
cryptanalyst may be able to determine the key length
and thereby recover the plaintext from the ciphertext.
This cipher shown in Table 1.2 produces a fixed
length block of input and produces a fixed-length
block of output. The cipher in table 1.2 can be seen as
66 character block cipher, with the following output
2, 8, 14, 20, 26, 32, 38, 44, 50, 56, 62, 1, 7, 13, 19,
25… 62. This is to say that the second input R, is the
first to be the output followed by the eight, R, and so
on.

B

A

U

C

H

I

2

1

6

3

4

5

T

R

A

N

S

E

E

R

O

N

E

M

I

L

L

I

O

N

N

A

I

R

A

T

O

A

C

C

O

U

N

T

F

I

F

T

E

E

N

T

W

E

L

V

E

F

R

O

y = y1 y2 … = ez1(x1)ez2(x2)…

M

S

I

X

F

I

Assuming x1x2… is the plaintext string and suppose

V

E

S

E

V

E

k  K is the key, the function f i is used to generate

N

A

B

C

D

E

z i (the ith element of the keystream), where f i is a

1.3.1.2 Stream Ciphers
A stream cipher generates a keystream z = z1z2…,
and use it to encrypt a plaintext string x = x1x2…
according to the rule

function of the key, K, and the first i-1 plainmtext
characters: zif(K,xi1)the keystream element
encrypt

Plaintext:
TRANSFERONEMILLIONNAIRATOACCOUNTF
IFTEENTWELVEFROMSIXFIVESEVEN

z i is used to

xi , yielding yi ezi(xi ).

So, to encrypt the plaintext string x1x2…, we would
successively compute z1, y1, z2, y2, …

Ciphertext:
RRLAATEVSEATEINONELMVNNNIRCITFXEC
SEOAOFWRFVDEMNTUTEOIEEAOLICFNEISB

Decrypting the ciphertext string y1 y2… can be
accomplished by successively computing z1, x1, z2, x2

Cryptanalysis of a transposition ciphers

Examples of stream ciphers
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Boyar (1989) has shown that sequences generated by
this method are not cryptographically secure. He
observed that given a long sequence of this nature,
one can reconstruct the parameters m, a, b thereby
rendering the algorithm worthless.
1.4 PUBLIC-KEY CRYPTOSYSTEM
In cryptosystems, the main problem has always been
the key distribution. However strong a cryptosystem
is, once an intruder steals the secret key, the system is
worthless. The cryptosystems we discussed before
now are called a symmetric key(private-key) system.
With this approach, the sender and the receiver use
the same key, and they have to keep their shared key
secret from every one else. The biggest problem in
this scheme is the shared key management.

Vernam cipher
In 1917, Vernam G, invented the remarkable simple
one-time pad in which the secret key is a sequence of
randomly generated bits as shown in table 3.
This process takes a message of length n, enciphered
it by XORing with the secret key of the same length
thereby transforming it to the ciphertext. This is later
deciphered by XORing with the same secret key
transported to the legitimate receiver via a safe
channel (Zeng, et al, 1991; Falaki and Adewale,
1998).
During the 2nd world war, many of these codes were
reported broken by some cryptanalysts of those days.
It was reported for example, that the Japanese
messages planning the bombing of Pearl Harbor were
deciphered but were not acted upon (Martin, 1991).

With this method, communicating with several
people and ensuring that each person can read
messages intended for them, different secret keys are
needed for each person. In the 1970s, Cryptographers
developed Public key Cryptography in other for them
to get around the problem of managing keys. Under
this scheme, each person has two keys; the Private
(secret) and Public keys – freely available to any one
who cares to known. In this case, the public key
system is asymmetric – different keys are used for
encryption and decryption (Beekman, 1999).

Table 2 Example of a Onetime Pad.
Plantext P:
Secret key K:
Ciphertext C:
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10011100111101…
01100011000010…
11111111111111…

For a cryptographically secure one-time pad, the
following three requirements must be met:
1) 1.
The period of the keystream must
be large enough to accommodate the length
of
the transmitted message;
2) The output bit must be easy to generate;
3) The output bit must be hard to predict.

In 1976, two researchers at Stanford University,
Diffie and Hellman (1976) proposed a radical new
kind of cryptosystem, one in which the encryption
and decryption keys were different and the
decryption key could not be derived from the
encryption key. In their proposal, the (keyed)
encryption Algorithm, E and the (keyed) decryption
algorithm, D, had to meet the following
requirements:

That is, given the generator and the first n output bit,
a(0),...,a(n-1), it should be computationally infeasible
to predict the (n+1)th bit a(n) in the sequence with
better than a 50–50 chance given a portion of the
output sequence, the cryptanalyst should not generate
other bits either forward or backward (Zeng et al,
1991).

(i)
(ii)
(iii)
(iv)

Linear Congruence Generators (LGC) Algorithm
This is a method for generating random number for
use in the one time pad. The method is based on the
recurrence of the form xi+1 = axi + b mod m. Here,
(a, b, m) are the parameters describing the generator
and can be utilized as secret keys. X0 is the seed,
which must be supplied. If the parameter are
carefully chosen, the numbers xi will not repeat until
all integers of the closed interval [0, m–1] have
occurred. For example, the sequence generated by
xi+1 = 5xi-1 + 3 mod 16 with xo = 1 is {1, 8, 11, 10, 5,
12, 15, 14, 9, 0, 3, 2, 13, 4, 7, 6, 1, 8…} has been
described in (Zeng et al, 1991)

D(E(P)) = P.
All (D, E) pain are distinct.
It is exceedingly difficult to deduce D from
E
E cannot be broken by a chosen plaintext
attack.

If we represent the plaintext by the letter P, C as the
cipherxt, Ek as the encryption key Dk as the
decryption key, then C = Ek(P), meaning that the
encryption of plaintext P using key K gives the
ciphertext C. in the same manner, P = Dk(C)
represents the decryption of C using key K to get
back the plaintext P. In a more general form, it can be
represented as Dk(Ek(P)) = P.
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Compute P=Cd(mod n) to decrypt; the parameter e
and n are required, while to decrypt, d and n are
required. This implies that the public key consists of
the pair (e,n) while the private key is made of the pair
(d,n). The inability to factorize large numbers, before
now, makes the system secure. With the elliptic curve
factorization algorithm, systems of this nature must
be improved upon to make them secure. If the
publicly known n can be factorized, then, it is easy to
reconstruct p and q, which will eventually lead to the
formation of z. Once z and e are known, d can be
found.

Example of public ciphers
The RSA Algorithm
Rivest et al, (1978) at M.I.T. discovered an algorithm
known as RSA (Rivest, Shamir, Adleman) the initials
of their names. Their method was based on the
principles of number theory and now summarized
below:
(i)
(ii)
(iii)
(iv)

Choose two large primes say p and q, (this
number should not be less than 10100 )
Compute n = p x q and z = (p–1)x(q–1)
Choose a number relatively prime to z and
call it d.
Find e such that e x d = 1 mod z.

Rivest and colleagues have observed that factoring a
200-digit number requires 4 billion years as at 1978,
this will definitely be less now as a result of increase
in computer speed. Factoring a 500-digit will require
about 1025 years. As an example, we take p=3 and
q=11 giving n=33 and z=20. A suitable value for d is
7. Since 7 and 20 have no common factor. Therefore
e can be found by solving the equation 7e = 1 (mod
20), this will yield e=3. This example is represented
in table 1.4.

These parameters are computed in advance. The
encryption begins by dividing the plaintext into
blocks so that each plaintext P, falls into the interval
0<p<n. Encrypting message P, compute C=Pe(mod
n).

Table 3: An example of RSA
Plaintext (P)
Symbolic
Numeric
P3
A
1
1
T
20
8000
T
20
8000
A
1
1
C
3
27
K
11
1331
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P3 (mod 33)
1
14
14
1
27
11

C7
1
105413504
105413504
1
10460353203
19487171

Ciphertext (C)
C7 (mod 33)
1
20
20
1
3
11

Symbolic
A
T
T
A
C
K

RSA is disadvantaged in that it is slow when large volumes of data are to be encrypted and factoring
large number can pose some problem.

2. SECURITY PLANNING
Planning, according to Lucey (2005) is the managerial process of deciding in advance what is to be
done and how it is to be done. Planning is not an end in itself; its primary purpose is to provide the
guidelines necessary for decision making and resulting action throughout the organization. Planning
is done on both a formal and informal basis and the planning process uses information from internal
and external sources. The process gathers, translate, understands and communicates information
that will help to improve the quality of current decisions which are based on future expectations.
A security plan provides an organization with means of preventing and mitigating the effects of any
security incident by relating what approaches have been effective in that environment in the past.
Effective security planning must combine technology with good business and social practices. No
matter how advanced and well implemented the technology is, it is only as good as the methods
used in employing and managing it.
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Implementing the appropriate security standards is a
key issue for most organizations. To implement
security standards, devise a security plan that applies
a set of security technologies consistently to protect
your organizations resources.A security plan should
be all encompassing in terms of physical protection
and software related protection that is required to
deny access to unauthorized information, backup of
data, prevent unauthorized access to classified
information.
A security plan will guide against common security
perpetrator such as hackers who may want to test out
someone’s security system or steal information;
businessmen who may want to discover competitors
strategic marketing plan and use it; an ex-employee
who may want to take revenge for being fired by the
company; spy to learn enemy’s military strength;
terrorist who may want to break security codes, steal
warfare secrets and destroy strategic targets. The
single objective of a security plan is to enable staff
act in an effective way so as to prevent and mitigate
the effects of security breaches in an organization. A
security plan contains an agency’s plans and
procedures related to security, and include other
information required for staff members to implement
them.

ISSN- 2006-1781

attempted attacks. In order to do justice to the above,
several attempts must be made to assess the assets
values, determine what attacks to be mitigated, the
mitigation strategy and the attack detection.
3.1 Some Policy Issues
3.1.1`Key Management and Public Key
Infrastructure (PKI) Policy
Public Key Infrastructure has a single purpose of
establishing a trust which is to bind encryption keys
and identities together.
To have a robust PKI infrastructure the following are
required:
i)
The creation of appropriate bindings
between public/private keys and
identification.
ii)
The user of a private certificate must
provide security mechanism to protect
the private information.
iii)
Even though the public certificates do
not have the same criticAdety, the
security policy should address the
procedures for releasing the public
certificate for use.
iv)
A mechanism for tracking the lifetime
expiration date in advance to actual
expiration needs to be addressed.
v)
Policies/procedures for replacement and
renewal of older certificates or revoked
certificates need to be developed.

A security plan has several components. A security
plan can both be physical and procedural. Physical
plan may include such as the use of locks, bars and
iron doors to prevent unauthorized persons to an ICT
installation. While procedural planning should first
identify attack patterns then suggests procedural
means of solving problems in case it happens.
Attacks may be
i)
Denial of service
ii)
Infrastructural attacks
iii)
Attack against or using routers as a platform
iv)
Exploitation of trusted relationship between
routers

Diffie-Hellman Key Exchange
Diffie-Hellman is the best known key agreement
protocol. The algorithm is represented in Figure 3.
i)
U chooses αU at random, 0 ≤ αU ≤ p-2
ii)
U computes ααU mod p and sends it to V
iii)
V chooses αV at random, 0 ≤ αU ≤ p-2
iv)
V computes ααV mod p and sends it to U.
VU

U

U computes K()mopad nd V computes K()Vmopd
Figure 3.1: Diffie-Hellman Key exchange.
As an example, the following example is used to
underscore the concept a key exchange scheme
v)

3. SECURITY POLICIES
Lucey (2005) define policies as formal expressions of
the organization’s culture and belief systems. The
security policy of an organization therefore deals
with the culture and belief systems that ensure the
protection of the information assets of an
organization. These assets may be recorded on paper
and or stored on different form of media.

A Key Exchange Challenge Response Algorithm
1.

2.

A policy must determine what assets need to be
protected, determine what attacks need to be
mitigated, how to mitigate the attacks including
technology and procedural, and how to detect

3.
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Sender S and Receiver R agrees on two very
large prime numbers say p and q, with (p1)/2 also a prime number. Usually, these
prime numbers should be more that 100
digits in length.
Sender S picks a very large number α and
keeps it secret
Receiver R similarly picks a very large
number β and keeps it secret.
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4.

5.

6.

Sender S initiates conversation by sending
his message, which is converted to system of
equations. In addition, he sends (p, q, qα
mod p) to the receiver R.
When receiver R receives the message from
the sender S containing a challenge for
identification; the receiver will respond to
the challenge from the sender with a
message containing (qβ mod p). This
computation is however done manually, as
only the result of (qβ mod p) is required in
the challenge and not the formula. The
system takes the supplied number by the
receiver and raised it to the power of α, that
is, (qβ mod p)α.
Using the law of modular arithmetic,
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The active intruder can be detected through means
that are local to the resource. However there needs to
be a framework in which the detection can be
coordinated, verified, and reported. There are no
relevant standards in regards to intrusion detection
frameworks. However, the closest is the
Communication in the Common Intrusion Detection
Framework (CDIF). The following are key attributes
of
an
integrated
intrusion
detection
technology/framework that should be considered:
 A detection framework must be
able to communicate over the wire
in a standardized manner.
 A intrusion detection technology
must be able to securely contact the
proper peer components.
 There must be a mechanism to
locate peer components in a secure
manner.
 There must be a mechanism for
verifying each partner’s
authenticity and access privileges.
 Additionally, an intrusion detection
technology should integrate with
the audit framework/technology.

(qβ mod p)α
= (qα mod p)β

 q mod p
,   N
= m (The secret number for communication
between S and R).

Smart Cards
Smart cards can be used to contain personal
identification information (e.g. username/passwords),
digital certificates, biometric information, and other
types of information. Therefore, the credential types
they contain typically address the credential aspects
of a smart card. The major policy issue, specifically
related to smart cards, is the development of
policies/procedures relating to the serialization of the
smart cards.

3.2 Intrusion Detection
Any developed policy worth its salt must include the
ability to detect and attempt to prevent intrusion.
Issues to deal with in intrusion are:
i)
How to detect that an intrusion has
occurred and how to report/coordinate
the fact that there has been an intrusion.
ii)
Intrusion detection is a local issue and
may vary based upon the
communication
media/technology/protocol that is being
employed. There are two types of
intrusions to be considered: passive
(e.g. eavesdropping) and active where
the intruder is actively attempting to
access a particular computational
resource.

Digital Certificates
There is a major issue regarding digital certificates,
and that is the handling of revocation. Certificate
Authorities (CAs) typically maintain Certificate
Revocation Lists (CRLs) that are updated on a
twenty-four (24) hour interval. A certificate that has
been placed on a CRL is no longer trustworthy and
therefore should not be useable. Policies and
procedures should be developed to specify a
periodicity to check the CAs CRLs and how to
disseminate this information within the security
domain. The NERC DEWG has expressed a major
concern in this area and further policy study in order
to develop a specific recommendation is warranted.

Passive intrusion is difficult if not impossible to
detect. Thus intrusion prevention becomes a key
issue. Passive intrusion (e.g. eavesdropping by a
network analyzer) can be prevented through the use
of encryption and monitoring/controlling network
access (e.g. managed switches). In a radio
environment, intrusion can’t be prevented, but
eavesdropping can be prevented through the use of
encryption that prevents a real security issue of
information disclosure.
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3.3 Identifying attack patterns
Attack may be any of these two – active and passive
attacks. An active attacker usually attempts to delete,
add, or try to alter the transmission on a channel. A
passive attacker on the other hand, monitors the
communication channel to threaten confidentiality.
Intruders, who may be active or passive, use different
attack patterns to intrude into a network. Such
identified patterns are:
•
Network packet sniffers
•
IP spoofing
•
Password attacks
•
Distribution of sensitive internal
information to external sources
•
Man-in-the-middle attacks
•
Scanning for potential victims
•
Increasing Threat from Infrastructure
Attacks
•
Exploitation of a trusted link
•
The use of malicious codes
•
Attacks on the Internet Domain Name
System (DNS) such as:
• Cache Poisoning
• Compromised Data
• Denial of Service
• Domain Hijacking

4.0
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DESIGN ISSUES IN SECURITY
SYSTEMS

4.1 Techniques to preserve confidentiality against
active attacks
4.1.1 Signature /certificate schemes
A signature is used in everyday life to bind the signer
of a document to the document s/he endorses. It is
usually a fundamental issue for non-repudiation.
The purpose of a digital signature is to provide a
means for an entity to bind its identity to a piece of
electronic information. Signing involves transforming
the message and some secret information held by the
entity into a tag called a signature. A digital signature
has two parts – the signing and the verification
algorithms. Just like the verification of a physical
signature is done by comparing it to an authentic
signature, the digital signature however usually verify
a publicly verification algorithm.
In a signature scheme, the following holds:
i)
M is a set of messages that can be signed
ii)
S is the set elements called the signatures
iii)
SA is a transformation from the message
set M to the signature set S, and is called a
signing transformation for entity A. The
transformation SA is kept secret by A, and
will be used to create signatures for
messages from M.
iv)
VA is a transformation from the set M x S
to the set {true, false). VA is called a
verification transformation for A’s
signatures, is publicly known, and is used
by other entities to verify signatures
created by A.

3.4 Methods for reducing network intrusion
1
The following practices can minimize
network intrusion:
2
Ensure all accounts have passwords
that are Ensure all accounts have
passwords that are difficult to
guess.
3
One time passwords are difficult to
guess. One time passwords are
preferred.
4
Use cryptography
5
Use secure programming techniques when
writing Use secure programming
techniques when writing software
6
Regularly check for updates, fixes and
patches
7
Regularly check for security alerts

4.2 Secret sharing schemes
Secret sharing schemes are popularly used in
mission-critical situations like the launch of missiles,
opening of bank vaults, corporate secrets, start of
war, key management, securing classified documents
etc. In a (p,n) secret sharing scheme, any p –out-of-n
participating members can reconstruct the original
shared code but not less than p participating members
can do so. The shareholders must form a quorum to
be able to reconstruct the original shared value. When
a quorum is not formed, any combination of < p
participants cannot reconstruct the shared code.

Available technologies for reducing network
intrusion are:
1
• One time passwords
2
• Firewalls
3
• Monitoring Tools
4
• Security Analysis Tools
5
• Cryptography
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To provide an appropriate use of secret sharing
scheme, we illustrate it with this example. Assuming
a 9-man Election Tribunal Justices desire to protect
their judgment from public knowledge before
judgment is delivered. They decided to lock up their
judgment in a cabinet. They agree that any five
judges can open the cabinet to retrieve the document,
but not less than 5 can do so. To achieve this, they

determine

p

1
a
(
x
)

a

a
x



a
x
, where the
0
1
p

1
coefficients a0,, api are unknown elements

of Z m , and a0 = S is the key.
For a (p,p)-threshold scheme, where all participants
must pull shares together before k can be
reconstructed. A (p,p)-threshold scheme is described
below:
1.
D secretly chooses (independently at

2.

3.

When there is need to reconstruct the key S some
participants’ ≤ p will pull together their shares to
reconstruct S. This scheme is represented below by

random) p-1elements of Zm,y1pusing a chosen
polynomial
D computes

 p 1 
y p  S   y i  mod m … (1)
 i 1 
For 1  i  w , D gives the shares y i
to p i

The formula use by p participants to compute S can

 p 1 
be represented by k   y i  mod m … (2)
 i 1 

Shamir’s (p,n) –threshold scheme in  m [Stinson,
D chooses w distinct, non-zero elements

Shamir (1979) identified some properties of a (p, n)
threshold scheme as follows:
1) The size of each piece does not exceed the
size of the original data.
2) When p is kept fixed, Di pieces can be
dynamically added or deleted (e.g., when
executives join or leave the company)
without affecting the other D, pieces. (A
piece is deleted only when a leaving
executive makes it completely inaccessible,
even to himself.)
3) It is easy to change the Di pieces without
changing the original data D
4) Adewumi and Garba (2008) have use this
scheme to devise a method that uses a
polynomial of the form

of  m , denoted by xi 1  i  w ,

xi

participant p i . The values xi are public
Suppose D wants to share a
key S   m . D secretly chooses
(independently at random) p-1 elements
ofm,a1p.

3.

They

polynomial chosen by D. Since a(x) has degree at
most
p-1,
a(x)
can
be
written
as

A secret sharing scheme is a method of sharing a key
S into pieces (called shadows) among a set of p
participants called the shareholders such that any p
shareholders forming a quorum can reconstruct the
value of S but no group of less than p participants can
do so. Usually, a person known as the Dealer (D),
D  S chooses the key S. The dealer gives some
partial information called shares to each participants
which must be secretly distributed such that no
shareholders knows the share that has been given to
another shareholder.

2.

k.

1  j  n , where a(x)m[x]is the (secret)

will need c5 126 padlocks to secure the cabinet.
This is prohibitive and impracticable in real life. A
secret sharing algorithm will achieve the justices’
desire without having to purchase 126 padlocks to
secure the cabinet.

for 1  i  w , D gives the value

p1,, pn want to
know that yij a(xij ),

Suppose that participants

9

1995]
1.
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For 1  i  w , D computes

yi  a(xi ) where
p 1

a( x)  S   a j x j mod m .
j 1

4.

For 1  i  w , D gives the share

y i to pi .

to share codes amongst shareholders (participants)
and it was also shown how shareholders could come
together to reconstruct the shared message when
participants submit their shared code for this
reconstruction.
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There are anti-virus software that can help remove
viruses. Eg Norton MacAfee

4.3 Multilevel security schemes for Relational DB
Current protocols for exchange of secure data (Http
and wireless protocols). Operational tools necessary
for analysis and resolution of problems w.r.t effective
filters and firewalls, tracing sources of attack and
systems recovery.

Symptoms of Viruses
a) System becomes extremely slow
b) Undisclosed music playing in the
background
c) Display of funny characters on the screen
d) Replication of files
e) Messages coming on the screen
f) Computer refuses to boot
g) Loss of data
h) Etc

5. Security Controls
Control is the activity which measures deviations
from planned performance and provides information
upon which corrective action can be taken either to
alter future performance so as to conform to the
original plan, or to modify the original plans.

Hacking
This is unauthorized access by a user in into a system
for the purpose of retrieving data, manipulating data
or deleting data. Hackers are major treat to any
organization that has sensitive data that are connected
in any form on a network, especially the internet.
Hackers log into systems such as bank systems to
transfer to their account, delete vital information that
may fold up an organization or retrieve information
and make it accessible to the public on the internet.
The populations of hackers are usually students
within the ages of 10 to 25 and hack in to systems
just for the fun of it.

Cyber crimes are crimes committed via the use of a
computer for the purpose of using:
•
The computer as a target – attacking the
computers of others (spreading viruses
is an example).
•
The computer as a weapon – using a
computer to commit traditional crime
that we see in the physical world (such
as fraud or illegal gambling).
•
The computer as an accessory – using a
computer as a fancy filling cabinet to
store illegal or stolen information.
We will be looking at a few of this cyber crimes and
their implication

Unfortunately hacking into a system is relatively not
too difficult as there are online sites that give tutorials
on how to hack into systems and give free software to
achieve these purposes.

Virus attacks
A virus is a program that has been written to affect
the normal operation of a computer. These viruses are
written by programmer for different reasons and
spread by different media to get the host computer to
affect its normal operations. The aim of the
programmers that write these virus programs most of
the time is to compete to find out who is better than
the other. Other reasons include a disgruntled staff of
an organization who is trying to get back at his
organization for discrepancies between the
programmer and the organization. But the long-term
effect of these viruses will disrupted the normal
operation of organizations. There are over a million
known viruses and the number increases everyday as
new viruses come out on a daily basis. The greatest
media of transmitting these viruses is the information
super highway the internet. The internet connects
users worldwide leaving their computers vulnerable
to malicious attacks. It is also transferred by means of
movable media like diskettes, usb etc. Viruses can
come with email attachments, downloadable free files
on the net such as software, music or by just surfing
the web.

Most of this software’s can remotely take over your
computer system, shutdown or restart the computer
remotely, format the host machine, delete registry
information and retrieve sensitive data. The term
hacker, previously applied to rough and ready breed
of computer enthusiasts, became synonymous with
computer crimes. In 1989 computer users braced for
the infectious outbreak of a columbees day virus that
was set to do its dirty work on a Friday the thirteenth.
It would attack the hard disk of unprotected personal
computers erasing crucial elements that could be
restored only by a process that would erase
everything else on the disk. This incident proved not
to be as serious as was feared, partly because many
wary computers steal the long standing pattern of
poor computer security and control prevails in many
place. In many companies, existing protection and
control were far adequate for the several reasons:
i.
Control
is
inconvenient.
Most
techniques that deter illegitimate users
are equally effective at hindering
legitimate users,
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ii.

iii.

iv.

v.

vi.

companies want to be seen as secure
and in control many computer crimes
have gone unreported because chief
executive worry about what would
happen to their company’s image
should they acknowledge that the were
a victim.
You cannot just throw technology at a
security problem, you must always be
aware that security control is primarily
a human problem, not a technical one.
The greatest threat to your computer
and data comes from inside your
organization and not outside. The
person most likely to invade your
computer is not a youngster in some
other parts of the country, but an
employee who is currently on your
payroll
The next most likely threat is an
employee who until recently was on the
payroll. That means the best security
control techniques are not usually those
that rely on technology, but those that
concentrate on the human elements
Awareness of the problem is not
enough. As always, it is a necessary
first step towards a solution, but it is not
the final step
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Access to data files and programs should be designed
to prevent unauthorized use of such data.
Access to program documentation and data files
should be limited to individuals authorized to
process, maintain, or modify particular systems.
Adewumi (2006) have suggested a number of
measures to safeguard information transfer in
Nigeria.
These measures include:
1.
2.

Registration of all cyber cafes in
Nigeria
Design of an email tracking system
to monitor and sniff all emails
emanating from Nigeria to regulate
the incidences of mail scams. The
suggestion identified Economic and
Financial Crime Control (EFCC) as
the agency to handle this system.

In this model, a growth rate was determined which
we hoped will cause scams messages to fizzled out
this country if well implemented by government.
General controls
Evolving technology changes the way controls are
implemented. These days, business controls have
moved
into Information
Technology (IT)
infrastructure and beyond, into the systems of third
parties where control is not under the direction of
many parties that must rely on it. General IT controls
can be described in various forms and they relate to
the environment in which application exists and are
being used. Internal control assessment is important
to decisions about control reliance and assurance
testing.

The result has been an increased emphasis on
computer security control. It also meant that security
control is increasingly the responsibility of all
managers, not just those who have the charge of
computer systems. As personal computers proliferate,
so do the security risks, not only from the machines
but also from their operators

The various forms of controls are described below:

5.1 Safety of Management Information Systems
Rapid changes in technology are reshaping the way
organizations do business, but they also raise new
risks for these organizations. The Internet, wireless
communications, and today's computer software
applications no longer just support the business with
information. Safety of Information Systems has to do
with access controls which should prevent
unauthorized use of (EDP) Electronic Data
Processing equipment, data files and computer
software (programs). The specific control includes
both physical and procedural safeguards. Access to
computer hardware should be limited to authorized
individuals, such as computer operators. Physical
safeguards include the housing of equipment in an
area that is separate from user departments. Access to
the area should be restricted by security guards, door
locks, or special keys.

Data and procedural controls
Data and procedural controls provides a framework
for controlling daily computer operations,
minimizing the likelihood of processing errors, and
assuring the continuity of operations in the event of a
physical disaster or computer failure. The control
functions involve:
i.
Receiving and screening all data to be
processed
ii.
Accounting for all input data
iii.
Following up on processing errors/update
iv.
Verifying the proper distribution of output.
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The ability to maintain the continuity of computer
operations involves:
i.
the use of off-premises storage for important
files, programs, and documentation.
ii.
physical protection against environmental
hazards.
iii.
formal record retention and recovery plans
for data and; arrangements for use of
BACKUP facilities at another location in the
event of a disaster.

detection is vAded, these controls should alert users or
management to irregularities and unexpected errors as
soon as they occur. They also provide a redundant view
of potential errors to provide assurance that protection
is functioning. This type of controls must be carefully
design to avoid false alarms and time consuming
analysis about whether a problem exists. Monitoring is
an important detective controls that warns of problems
and reports real-time status for positive confirmation
that operations are running smoothly.

A good procedural security programme should
include:
•
A written policy that spells out
employees’ responsibility provides a
means to detect violations, and have
enough management control to make
sure it is properly implemented.
•
Existing management control should be
reviewed regularly to make sure they
kept up with the development of your
computer systems.
•
Your procedures should maintain
control over processes, computer use
and access to programs and data
•
Requires regular test of your security
system, make such it is adequate and
employees are observing the proper
procedures.
•
Be prepared to take action against any
one caught misusing the system. This
can range from minor disciplinary
action to criminal charges if necessary.
Be ready to take action even if it might
mean bad publicity for the company.
•
Management official and members of
the technical staff should stay in touch
to discuss security needs and problems

Application controls
The following three groups of application control are
widely recognized:
i)
Input controls
ii)
Processing controls
iii)
Output controls
Input Controls
These are designed to provide reasonable assurance
that data received for processing have been properly
authorized. Processing Controls are used to provide
reasonable assurance that the computer processing
has been performed as intended for the particular
applications. These controls should prevent data from
being lost, added, duplicated, or altered during
processing. Processing controls take many forms, but
most common are programmed controls incorporated
into the individual applications software.
Output Controls
They are designed to ensure that the programming
result is correct and that only authorized personnel
receive the output. Control over the distribution of
output is usually maintained by the data control
group.
Administrative control
Security control is a management responsibility. On
the front line of today’s security efforts are managers
in marketing, purchasing or training; even manager
whose departments do not use computer at all.
Everyone in the organization shares the
responsibility. Even the most sophisticated security
measures can be rendered useless by a user’s careless
mistakes. Managers must teach and motivate their
subordinates to avoid these errors. More importantly,
from the viewpoint of a non-technical manager, the
most serious security threat in nearly every
organization comes from the disgruntled employee or
ex-employee. The manager who maintains a certified,
well-motivated work force does as much for security
as the technician who installs an access control
system.

Preventive controls protect organizations against
undesirable events, but they are rarely 100 percent
effective. Examples of these systems include automated
systems that:
(i)
Bar unauthorized systems access
(ii)
Require identification and passwords
to
access or enter data .Restrict
user
overrides
(iii)
Prevent books from being closed
when are missing transactions.
Detective controls
This type of control identifies events that have already
occurred; they include warnings, exceptions, and edit
checks. Detective controls are a major focus of
evaluation because detection of errors by audit testing
may point out weaknesses in controls. Since speedy
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Several factors have combine to extend the
responsibility for internally controlled computer
security to non-technical managers as follows:
•

The rise in the use of personal
computers has increased. Millions of
office workers now have PCs on their
desk. Many are linked to other PC via
local area networks (LANs), many also
have links to the bank of data in
corporate networked systems. The
increasing use of database servers on
both PCs and large computers will
make the organization’s data even more
vulnerable to error and sabotage.

•

Those millions of PCs also have
millions of people who know how to
operate them who are far from being an
expert. At best these people have
learned the mechanics of application
programs they use regularly in their
jobs. Many other employees, however,
have become computer experts. What
was once a specialized profession has
been joined by a host of learned semiprofessionals, untold numbers know
enough to cause real trouble?
The vast increase in computers and
computer users has been accompanied
by an equally vast increase in the
amount of information stored and
processed in computers. This is the
information age, as no doubt you have
heard. Organizations live and die by the
information they process and most of
that priceless information is stored in
computer.

•
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Controlling the human factor involves a full range of
security factors, including such basic security
precautions as limiting access to sensitive data. In
addition, you should consider personnel controls such
as:a)
Providing clear job descriptions
b)
Separating duties so no one has
beginning to end control over the entire
system analysts, operators, and data
entry employees are separate positions,
each working with only a part of the
system. Control is more difficult in a
microcomputer system where one
person takes all these functions.
c)
Enforcing minimum length vacations.
This has been a standard practice in
banking. An embezzler usually needs
frequent access to the books to keep
covering up the theft. An enforced twoweek vacation interrupts the criminal
sequence.
d)
Having key employees bonded
e)
Rotating employees among shifts,
computers, or projects
f)
Maintaining logs of which uses
programs and data files
g)
Maintaining physical security. Consider
establishing
areas
where
even
programmers and systems analysts are
not allowed to enter
h)
Maintaining a password system that will
admit only those who have current
authority to use the computer
i)
Collecting key identification cards and
other security items as soon as
departing employees leave
j)
Developing a motivation campaign to
make all employees aware of your
security needs
k)
Establish a system of internal auditors,
independent of any computer-using
department

Other important issues in administrative control
involve the organizations, procedures and records
you establish. They should be set up so that activities
proceed according to management’s wishes, and
leave audit trails of accountability as they do so. It
also includes most of the personnel controls designed
to prevent present human factor.

After the job is over, many employers continue
to look the other way even after current
employees are caught in security violations.
Again, the inability to admit that you have a
problem gets in the way of a solution.
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Internet Threats
Favored techniques for compromising targeted systems include identifying
known vulnerabilities in software and exploiting those vulnerabilities using
readily available software tools. Many attacks succeed because organizations
fail to apply software patches provided by vendors to remedy known
vulnerabilities in their products. Sometimes vulnerabilities are discovered and
exploited before a patch is available, but most exploits succeed because
maintaining software patches on the computer is manually and/or otherwise
improperly handled.
Once a vendor stops supporting the older version of an operating system,
software patches are no longer provided when new vulnerabilities are
discovered. To reduce costs, software vendors have drastically shortened the
time frame to support older operating systems. System users are therefore
required to upgrade to newer operating systems to not only get the new
functionalities, but to reduce the exposures created by having older,
unsupported systems within the enterprise. Failure to upgrade unsupported
systems can introduce unacceptable risks to the organization.
The internet, in its ever-evolving state, is becoming a serious method of
business communication and data transfer. As such, banks and other financial
institutions are beginning to use the Internet as a new vehicle for doing
Internet allows banks to offer both new services and new levels of
convenience for existing services, and allows the consumer to interact from
any computer capable of making the appropriate connection. Because of this
popularity, there are many policy decisions involving security, technology, and
other matters that financial institutions have to consider before making fullfeatured banking services available on the Internet. With the introduction of
banks that exist solely on the Internet and have no physical presence of
consumers to interact with the institution, regulators should be requiring all the
same safeguards required of real banks. This move would create uniformity
among all financial institutions.
Security and transaction fraud are important issues that banks have to deal
with, because the remote access nature of the Internet obviously makes a
bank’s identification to customers a more serious risk as compared to walk-up
services. Banks developing security technology will lower their risk, but as with
all technology, increases on one of the balance often raise the level of
sophistication on the other side as well. Recent studies show that potential
consumers on the Internet are unwilling at this stage in its technological
evolution to give personally identifiable information for fear of fraud (not to
mention direct marketing).
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6. CONCLUDING REMARKS
The concern over accessibility to financial records is a real and serious one, and has long been a
concern in the banking industry and other financial institutions. The appearance of banks on the
Internet simply magnifies the problem by potentially exposing bank information to the full range of
Internet users. This paper provides an overview of the role ICT plays in the delivery of banking services
alongside common impacts and challenges in Africa. Following this introduction, a foundational
overview of banking activities, ICT, and its role in banking is presented prior to the discussions on
application of ICT components in the execution of banking services in the third section. In addition to its
application in banking services, the third section also presents relevant architectural, processing, and
infrastructural considerations applicable in banking. Section four and five illustrate ICTs impact and
challenges respectively drawing on implementation examples from the Continent. We concluded by
summarising the discourse and provide directions for future developments.
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SUMMARY
Fingerprint biometric is the most widely deployed trait in biometric recognition systems. This is
largely due to its level of acceptance and cost effective integration in existing and new
technologies. Fingerprint has been the form for casting votes in elections hence the logical
biometric to integrate in E-voting systems. Many nations have embraced E-voting using
fingerprint biometric however post-election technical and societal problems still arise especially
in the developing countries in Africa. This paper proposes a scheme for voter registration,
biometric enrolment, verification and voting from any polling centre within the country and an
indexing technique that would facilitate the search for a matching identity to an input fingerprint.
In other words, a registered voter does not need to cast his/her vote where s(he) registered.
Minutiae-based statistical codes fused at the score-level are proposed as indexing features in
this paper. The indexing technique has an average penetration rate of 7.0573% at a 100% hit
rate for 10 prints verification.
Keywords: Fingerprint, biometric, e-voting, indexing, minutiae

1. INTRODUCTION
Biometrics existed in antiquity but has in recent times re-emerged as a new field of study in Computer Science and
Engineering. A biometric is a physiological (biological) or behavioral trait in a human, called an identifier that
uniquely classifies each human. Fingerprint is one of the biological identifiers. Fingerprint recognition is largely
used in several civil, governmental and commercial applications. Many countries have embraced fingerprint
recognition since it is the most efficient biometric currently. A fingerprint is a latent, scanned or ink impression of
the friction ridges of a finger.

The friction ridges also known as epidermal ridges are the raised portions of the skin. Formation of the fingerprint
starts at the embryonic state after the formation of the central nervous system [1] and the epidermal ridges once
formed maintain the same pattern throughout life [2]. This is the basis for fingerprint recognition. The three main
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feature types or levels used in fingerprint recognition are the level 1, level 2 and level 3 features. Figure 6 shows the
ridges and levels 1, 2 and 3 features in a fingerprint. Level 1 features are characteristic of the ridge flow pattern and
include loop, core, whorl and delta features

Ridges
(a)
whorl
loop
cores
deltas
(b)

Bifurcations

Ridge-ends
(c)
Pores
Incipient
ridges

(d)
Figure 6: (a) Ridges in a fingerprint (b) Level 1 features (c) Level 2 features (d) Level 3 features
Level 2 features are called minutiae details and are macro details not visible to the human eye. They are captured at
about 500dpi [3]. The minutiae details include termination and bifurcation minutiae which are used in minutiaebased recognition. Level 3 features include the skin sweat pores embedded in the fingerprint ridges and also the tiny
ridges in-between the main ridges, called incipient ridges. They are micro details and can be captured at higher
resolutions of about 1000dpi [4].The arrangement of these three levels of features is unique for every human and
also different amongst the ten fingers.
An identification system with a database of enrolled fingerprint identities for the purpose of person identification is
called an Automated Fingerprint Identification system (AFIS). AFISes are widely used in many applications such as
visa application, drivers’ licensing, National Identity, welfare disbursement and in forensics. In Nigeria, fingerprints
have been enrolled for registration of SIM cards; for conduction of Unified Tertiary Matriculation Examination
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(UTME) exams of the Joint Admission and Matriculation Board; and most recently for voter registration for the
2011 elections. In an AFIS a “one-to-many” or “1:N” match/comparison is carried out to determine if a genuine
identity to the input or query fingerprint exists in the database or not. An AFIS grows with more enrolment of
persons. Consider the world’s currently largest AFIS still growing in India with ten prints over 200 million persons
enrolled in the central database [5]. In the 2011 elections in Nigeria, the INEC reported that over 70 million
fingerprints were enrolled [6].
A number of African countries including Ghana and Congo have also embraced biometric technology in their
elections. The Nigerian 2011 pre and post election successes and some errors are beyond the scope of this paper,
however, this paper proposes a scheme that could help with the technical issues and ICT planning in future elections
in Nigeria. Whenever a form of ICT is introduced into a system there are bound to be initial problems and they are
expected. ICT has a transforming phase and the performance of the system improves with time. Therefore, from a
technical point of view, no one expects a perfect election in the first time ICT is introduced. The scheme proposed in
this paper will also help to ensure that monitory and ICT resources are properly utilized and optimized in future
elections, with high personnel and user conveniences which should be the benefits of introducing ICT. Optimizing
ICT resources in biometric voting remains the bone-of-contention.
The use of biometric should encourage electronic voting all the way and eliminate the paper-based voting system;
otherwise election personnel should be ready for a killing work of examining ink paper ballots after elections.
Optimizing ICT in elections would undoubtedly save much money, require less personnel, save much time of voters
and personnel, eliminate rigging, ensure accuracy and transparency in election results and fast release of election
results.bThe contributions of this paper are two-folds. The first is a scheme for a dynamic biometric-based voting
such that the resources of ICT are optimized and also a registered voter can vote from anywhere in the country and
not necessarily from where s(he) registered.
This would ensure that all registered voters eventually participate in all elections irrespective of where they are in
the country. The second is a fingerprint indexing technique using minutiae-dependent statistical codes that reduces
the search time to enroll and verify a voter on election day.
This paper is organized as follows: Section 1 introduces fingerprint recognition and indexing. Section 2 states the
problem, its background and how it will be addressed in this paper. Sections 3 and 4 discuss the proposed election
scheme and indexing technique respectively. The experiments carried out in this paper to evaluate the indexing
technique are discussed in Section 5. Section 6 concludes the paper.

2. PROBLEM STATEMENT
The problems to be solved in this paper are primarily two. The first is the fact of a registered voter being restricted to
a particular polling centre to cast his/her vote in the election day. This problem can be solved by centralizing the
voters’ registration database such that all polling centres have make queries to the same database. Then registered
voters would be able to register from any polling centre in the country and subsequently cast their votes from any
part of the country.
The solution to this problem gives rise to a second set of problems in the centralized AFIS. The problems inherent in
AFISes are the considerable time it takes to compare an input fingerprint with all enrolled fingerprints in the
database; the enormous computational burden incurred as a result and the increase in error rates with the increase in
size of the database [7]. The time taken to find a match to a query fingerprint is a function of the size of the database
and this takes considerable time because databases contain millions of biometric data.
If the decision for a match is based on similarity scores in a 1:N identification, all enrolled identities will be
compared with the input fingerprint to seek a match. The comparison that yielded the highest is taken as the match
to the input fingerprint. In a minutiae-based fingerprint comparison, every single minutia in the fingerprint is
compared with every other minutia in an enrolled fingerprint. This comparison takes an average of 0.25ms [8] for a
fingerprint. Matching speed using 1 core processor without database pre-sorting is 3500 – 4000 fingerprints per
second [8]. This equals 0.286ms to 0.25ms per fingerprint. This implies that an AFIS of 70 million fingerprints
would take 17500secs or 4.86hours to find a match for just one query print. Exhaustive comparison of an input
fingerprint with all fingerprints in an AFIS would be inconceivable.
Hence it is crucial to derive a technique that reduces the search time for a match either by classifying the fingerprints
in the database or by indexing the fingerprints such that not all fingerprints are visited in searching for a matching
identity. Fingerprint classification and indexing approaches have been proposed to solve this problem. Fingerprint
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classification partitions the database into 5 classes based on Henry’s classification of fingerprints. Classification
however does not solve the problem as there are only 5 classes which do not reduce the fingerprints to be searched
significantly.
Fingerprint indexing does not exclusively partition the fingerprints rather a fingerprint is characterized by a feature
vector or an index code. In fingerprint indexing, a small set of candidate fingerprints with similar index codes or
feature vectors to an input fingerprint are retrieved from the AFIS to be searched for a matching identity.
In the past two and half decades several works have been published on fingerprint indexing. The techniques of [9,
10] are based on level 1 features. Most of the approaches such as [11-22] are based on level 2 features. It is
important to note that level 2 features are most commonly used in recognition because they are more salient and
reliably extracted from fingerprints than level 1 features. Level 3 features would have been the best but at the cost of
higher image resolutions and complex computational algorithms. Hence level 3 features are rarely used in
commercial applications but in forensics [23].
In this paper, a fingerprint is indexed with a feature vector of 20 statistical based values derived from the
arrangement of the minutiae in a fingerprint. The statistical codes should hopefully characterize fingerprints such
that similar fingerprints have similar codes while dissimilar fingerprints have different codes. The statistical codes
are extracted from all database fingerprints and enrolled. The incremental search [24] is employed in the retrieval of
the candidate fingerprints to a given input fingerprint.
The performance of an indexing technique is measured by the penetration rates at a given hit rate. The penetration
rate is the fraction of user identities retrieved from the database upon presentation of an input fingerprint and the hit
rate is the probability that the genuine fingerprint is retrieved [17, 25]. The penetration rate is given as [1]:
Penetration rate 

number of images accessed
 100% (1)
Total number of images

3. PROPOSED SCHEME: DYNAMIC
BIOMETRIC-BASED SCHEME FOR
REGISTRATION, VERIFICATION AND
VOTING
The scheme described in this section ensures that voter enrollment, verification and the actual voting are all done
electronically. The dynamism referred to in the title is the ability for a registered voter to vote from any polling
centre in the country. The Nigerian election is used as the example. In the 2011 elections in Nigeria, elections were
carried out in 3 phases namely:




Voter registration
Voter verification and
Voting

Voter registration involves acquiring the bio data of the eligible voter as well as the ten fingerprints. Voter
verification is authenticating that the registered voter is who s(he) claims to be. The actual voting is the final phase
and goal of the election process.
In the Nigeria 2011 election these were done on separate days and the voting was carried out for Presidential,
Senator, State candidates and other levels.
The scheme described in this paper has two stages
 Voter registration/identification and fingerprint enrolment
 Voter verification and the actual voting
The first stage of the scheme comprises voter registration, identification and fingerprint enrolment. There is an
identification process at this stage because the AFIS has to check whether the fingerprint biometric supplied exists in
the database. Since this is a ‘one-to-many’ check and is called Identification. In the proposed scheme voter
verification and voting are merged because it is better to verify a person at the time for voting, since the biometric of
the voter must be verified before s(he) votes. The essence of the verification is to ensure that the voter is who s(he)
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claims to be, and the biometric stored in the AFIS for the voter corresponds to the fingerprint biometric supplied at
the time of voting.
Once the voter casts his/her vote the AIFS remarks the voter and closes the session, hence, the voter cannot have a
repeat exercise.

when prompted to the central AFIS. Prior to enrolment,
fingerprint templates are created from the images by
extracting the minutiae information as well as the index
codes

Figure 7 describes the registration and enrolment
process. There are 1,2...j number of registration/polling
centres. Each polling center can temporarily store
voters’ bio-data and biometric information in system
database. The registered voters’ data can be transferred
Voter A

Polling
Centre 1
Voter’s
bio-data and
fingerprint
acquired

Voter B

Temporary
storage of
bio-data and
fingerprint

Transfer of
fingerprints
on request

Polling
Centre 2
Voter’s
bio-data and
fingerprint
acquired

Transfer of
fingerprints
on request

Temporary
storage of
bio-data and
fingerprint

Transfer of
fingerprints
on request

…

Temporary
storage of
bio-data and
fingerprint

Voter C

Polling
Centre j
Voter’s
bio-data and
fingerprint
acquired

Signal processing
Feature extraction
Template creation

Is each
voter’s
biometric
present in
the
database?

Yes
Discard

AFIS with a
database of F
fingerprints
No
and T
templates
Enroll corresponding
to the total
number of raw
fingerprint
images and
templates
from all
polling centres

Figure 7: Voter Registration/Identification and Enrollment Process.
Voters are registered and enrolled in a number of polling centres and their bio data are transferred to the central AFIS.
Voters bio-data and fingerprints are enrolled only when do not already exist in the central AFIS.
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Voter B

Polling
Centre 1
Voter’s
fingerprint
acquired

Voter C

Is voter’s
print present
in database

Polling
Centre 2
Voter’s
fingerprint
acquired

AFIS with a
database of F
fingerprints
and T
templates

Is voter’s
print present
in database

…
Voter A
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If YES
each voter
casts a vote

Votes
recorded
and
processed
in
Electronic
Voting
System

Polling
Centre j
Voter’s
fingerprint
acquired

Is voter’s
print present
in database

Figure 8: Voter Verification and Voting.
A voter’s identity is verified before permitting him/her to vote. If the voter’s fingerprint is present in the central AFIS
and has not previously voted then s(he) can cast a vote.

The minutiae extracted templates are enrolled together with the images in the AFIS and the index codes. The
minutiae templates are rather used for comparing fingerprints. The index codes are used for the retrieval of the
candidate list that would contain the genuine fingerprint. The AFIS compares all fingerprints being transferred
within a session with all enrolled fingerprints in the AFIS to ensure none already exists in the AFIS. Depending on
the number of enrolled fingerprints in the central AFIS the comparison can take a significant time. This is why
fingerprint indexing is essential for fast retrieval of fingerprints.
Minutiae extraction, template creation and index code computation are done at the central AFIS end. A registered
voter’s data can only be enrolled in the central AFIS only when the data do not exist in the AFIS. Every transferred
data from a polling centre are considered redundant and can be deleted once successfully enrolled in the central
AFIS. Figure 8 describes the voter identification and voting. In Figure 8 the order of the voters is different from that
of

Then s(he) is verified by searching for his name and
fingerprint in the central AFIS for a match. Secondly
the AFIS has to check whether the voter has previously
voted. Once verified, the voter can vote with his/her
fingerprint in the online electronic voting system. The
online electronic voting system can only accept one
fingerprint for a vote.

Figure 7 showing that a voter should be able to vote
from any polling centre. A voter lays a claim to have
registered by issuing his voter’s card and fingerprint.
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It is also advisable to use multi-fingerprint scanners
(see Figure 9 (a)) rather than single-fingerprint
scanners (see Figure 9 (b)) in the registration stage to
save time in the acquisition of an individual’s 10prints. This could help reduce the long time taken in
registering and acquiring the 10 prints of an individual.
With a multi-finger scanner, an individual’s 10-print
can be acquired in 3 slaps (4 right fingers, 4 left fingers
and 2 thumbs) whereas it would take 10 slaps in a
single-finger scanner.

(a)

ISSN- 2006-1781

F = { μ, σ, γ, k, C, mk, D, o, Q, X, Rn, Qμ, Qe, p, s,
μH, μL, α, β1, β2 }
The names, symbols and equations of the codes are
shown in Table 8. The statistical codes are operations
on the distance vector, V, following the definitions
made in Equations (2) and (3). The first nine Equations
are known while the rest are derived.

(b)

Figure 9: Fingerprint scanners a) multi-finger b) optical
scanner made by Digital Persona

4. Proposed Indexing Technique

Table 8. Names, symbols and equations of the
statistical codes in a Feature Vector, F

4.1 Indexing Features

No
1

Let a fingerprint have m number of minutiae points.
Measurements of the Euclidean distance between every
minutiae point and the preceding minutia point are used since
the minutiae locations are (x, y) coordinates that vary for
several samples of an individual’s fingerprint. The length of
the minutiae distance vector would be (m-1) since there are m
minutiae points. Let the distance vector be V and let the
length be w. The steps followed to determine the values in V
are:

2

Names and Symbols
Mean (μ)

Equations



1
w

Standard deviation
(σ)

Skewness (γ) [26]

Given a set of minutiae points m

u

i

i 1

w

 (u   )

2

i

i 1


3

w

w

 f (u   )

i

3

3

4

Sort m with respect to the x-axis such that

Kurtosis (k) [26]
k

m = {(x1, y1), (x2, y2), … (xm, ym)}
Let a minutia coordinate (x, y) be z and take the
Euclidean norm of V.

5

Mean deviation (d)

d

V = {||z2, z1||, ||z3, z2||, … ||zm, zm-1||}, z = 1,2…m (2)
No
6

Let each value in V be denoted by ui , then

Names and Symbols
K moment (mk) [21]

1
w





w

 (u   )

w


i 1

1
w
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2

| u   |
i

i 1

Equations
1

1
w

w

 (u   )

4

i

i 1

 (V )
 (V )

7

Coefficient of
dispersion (C)

C

8

Mode (o)

o = mode(V)

9

Inter quartile range
(Q)

Q = Q3 (V) – Q1(V)
where Q3 is the third quartile

Feature Vector of a Fingerprint
A feature vector that characterizes a fingerprint is made
up of 20 statistical codes. Let the feature vector be F
and be defined as:

(ui   ) 2 


w

w

m4 3  3

V = {u1, u2, … uw} → V = {ui | i = 1,2…w} (3)

4

i

i 1
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and Q1 is the first quartile
10

Points variance (X)
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5. EXPERIMENTS AND DISCUSSIONS

w

 (u   )

2

The datasets used for the experiment in this paper are
3480 fingerprints of 10 prints of 87 subjects at 4
similar impressions in the database. The collection of
the fingerprint was not supervised hence a good
number of the fingerprints are distorted and collected at
slightly varying degrees of rotation.

i



11

Points range (Rn)

12

Mean IOR (Qμ)
IQR = Inter Quartile
Range

i 1

m ( w)

Rn 

range(V )
m

Qu 

Q



13

Median IQR (Qe)

Qe 

14

Central product (p)

p

15

Central sum (s)

s  mean(V )  mode(V )

16

High-mean (μH)

H  mean{(V ) | ui  }

17

Low-mean (μL)

L  mean{(V ) | ui  }

The minutiae details of the fingerprints were extracted
in C++ with the help of Verifinger software
development kit (SDK), a Neurotechnology SDK.
Subsequently, the distance vector for every fingerprint
was extracted. The feature vector of index codes was
extracted for every fingerprint following the definitions
in Table 8 and Table 9.

Q
median(V )

mean(V )  median (V )
mode(V )

The database was divided into 2 sub databases for the
experiment, namely, the gallery and the query
database. A quarter of the impressions where set aside
in the gallery while the remaining were used as query
prints. Hence, one ten-print impression of the subject
was in the gallery. Both gallery impressions and query
impressions were fused for each identity as
performance is expected to be better with consolidated
biometric information from a subject. The fusion
scheme employed was fusion at score-level using the
average rule [27].

The remaining three values are derived as follows and
shown in Table 9:
Let h be an (w-1) directional vector of deviations {i | i
= 1, 2, …w-1} of V given from equation (5) that V =
{u1, u2, …uw}

i = |ui+1, ui|

(4)

where  is not a squared distance

Table 9: Statistical Codes α, β1, β2, derived from
Equations (4) and (5)

The incremental search technique was employed as a
retrieval strategy in retrieving the candidate list for a
probe. If the query fingerprint is Q and the gallery
fingerprint is G, and the candidate list is C, a basic
incremental retrieval search technique could work as
follows:

No

Retrieve C for fingerprints, G <= Q ± i

h = {1, 2 … w-1}

18

19

20

Names and
Symbols
Factor of sum
of squares (α)
First factor of
root of sums
(β1)

Second factor
of root of
sums (β2)

(5)

Equations



(



1  (

w1
i 1



2  (

i

2



where
i is a tolerance value that is incremented from 1,2…k.

m( w  1)

 w1 
i 

w 1

0.25  i 1
) 
i 1 i
w 1 









0.5

 w1 
i 

w 1

0.25  i 1
) 
i 1 i
w 1 









(6)

The indexing technique was evaluated by computing
the average penetration rates for all query prints used in
the experiment at hit rates of 97% to 100%.
Figure 10 shows the results of the penetration rate. The
average penetration rate at a 100% hit rate is 7.0573%.
This implies that in a database of 70 million
fingerprints only 9.92 million candidate prints with the
genuine print included will be visited rather than the
whole database

0.5
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6. CONCLUSION

This paper proposes a scheme for a dynamic voter registratio
online biometric electronic voting system. An eligible voter s
vote from any polling centre within the country. Minutiae-ba
technique in combination with a fast incremental search s
retrieving the candidate list for a query print from a large-s
technique was evaluated on a ten-print database with 3480 im
7.0573% at a 100% hit rate and the very little computational t
technique is useful.

Figure 10: Penetration rates at hit rates of 97 to
100%

7. DIRECTION FOR FUTURE WORK

There are two main directions for future work as follows:
 There is need to convince the National Electoral Comm
proving the efficacy of Biometrics in National elections.
 There is the urgent need to carry out research on the et
that affect the large use of biometric data as well as set up
data from abuse.

The average time taken to retrieve a candidate list for a
fused query print is 5.813μs from a gallery of 87 fused
10-prints. It would then take 4.677s to retrieve a
candidate list for a query print from a database of 70
million prints.
5.813  70000000
 4.677 s
87
This shows that indexing greatly reduces the search
time for a genuine fingerprint in the gallery.
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SUMMARY
Over the years, support system, commonly referred to as, customers help desk’s initiative has
continued to be a platform to gain confidence of current and prospective clients. The success of
the help desk hinges on how prompt valuable decisions are made or the ways problems/
complaints are treated. It has been however realized that many big companies like banks,
telecom industries, to mention a few failed or lost esteemed customers due to weak customer
help desk unit. This work via the use of the concepts of knowledge discovery brings to fore how
INTRODUCTION
decisions are quickly made and sent to concerned1.agents
in charge in a particular organization.
The technique involves using the “a priori algorithm” to mine data for relevant patterns. In this
Decision
Support
System chart.
is gaining
increasing
wise, for decision to be made, patterns are made
visible in
a visualization
The design
popularity
in various
domains involved
including:in military,
employed architectural representation of job allocation
to represent
the activities
the
medicine,
organizations,
and so on.
These asystems
decision support system. The implementation shows
the level
to which agents
handled
case are
especially
situationsinwhere
amount of
successfully with the view of making decision on the
best fit valuable
agent. Aincompany
Lagos,theNigeria
available
information
is
prohibitive
for
the
intuition
is used as a reference point to mine the data warehouse and discover knowledge from it so as of
a human decision maker and where precision and
to build the decision support system.
performance are of importance. In (Zeeshan et al.,
Keywords:
Knowledge discovery, Priori algorithm, Visualization chart, Job allocation,
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2011), decision making as defined by (Baker et al.,
2001) in their study is: “efficient decision-making
involves a series of steps that require the input of
information at different stages of the process, as well as
a process for feedback”.
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For decision making to be carried out, knowledge
discovery is pertinent. Knowledge Discovery Process
(KDP) seeks new knowledge in some application
domains. Cios et al. (2007) mentioned that KDP
consists of many steps, one of which is data mining
(DM), each aiming to complete a particular discovery
task and accomplished by the application of a
discovery method. In furtherance of the definition, they
elucidated that KDP is non-trivial process of
identifying valid, novel and potentially useful, and
ultimately understandable patterns in data.

When an organization is faced with a difficult decision,
there are several steps that can be taken to ensure the
best possible solutions will be decided.

It is in view of the above that data mining and
knowledge discovery are seen as instrumental towards
detecting the relationship among features of data in the
database. Today, complaints are being made to
industries via the window of announced members of
staff. To follow the complaints, they are handled by
first receiver of the complaints at best case and referred
from one staff to the other as the case may be on other
occasions; thereby causing delay in discharge of duties.
Decision making is viewed by Harris (2009) in two
ways:
Firstly, “It is the study of identifying and choosing
alternatives based on the values and preferences of the
decision maker”. Secondly, “Decision making is the
process of sufficiently reducing uncertainty and doubt
about alternatives to allow a reasonable choice to be
made from among them”. Thus, every decision
involves a certain amount of risk; there usually exists
an algorithm- a set of steps or recipe that is followed to
bring about a fixed result. Decision making begins with
problem, opportunity, identification, and ending with
activities to be taken on the decision made.
Every decision making process produces a final
choice. The output can be action or opinion of choice.
Human performance in decision terms has been the
subject of active research from several perspectives.
From normative perspective, the analysis of individual
decisions is concerned with the logic of the decision
making and rationality and invariant choice it leads to.

These steps are put by McMahon, (2007) into seven
effective ways to go about this decision making
process:
1.

2.

3.

4.

5.

6.
7.

Outline the goal and outcome. This will
enable decision makers to see exactly what
they are trying to accomplish and keep them
on a specific path.
Gather data. This will help decision makers
have actual evidence to help them come up
with a solution.
Brainstorm to develop alternatives. Coming
up with more than one solution allows the
decision maker to see which one can actually
work.
List pros and cons of each alternative. With
the list of pros and cons, the decision maker
can eliminate the solutions that have more
cons than pros, making your decision easier.
Make the decision. Once each solution is
analyzed, the one that has many pros (or the
pros that are most significant) can then be
picked.
Immediately take action. Once the decision is
picked, implementation follows.
Learn from, and reflect on the decision
making. This step allows you to see what you
did right and wrong when coming up, and
putting the decision to use.

Kusiak (2002) stated that a major part of decision
making involves the analysis of a finite set of
alternatives described in terms of some evaluative
criteria. A critical factor that decision theorists
sometimes neglect to emphasize is that in spite of the
way the process is presented on paper, decision making
is a non-linear, recursive process.
Every decision is made within a decision environment,
which is defined as the collection of information,
alternatives, values and preferences available at the
time of the decision. An ideal decision environment

2. THEORETICAL BACKGROUND
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knowledge base. In order to generate patterns the “a
priori algorithm” is then used to mine data contained in
the data warehouse using a predictor variable. Report
of the capability of the agents is presented in form of
chart and a tabular representation. However, the
management is expected to make useful and simple
decision by allocating the jobs to the person with
highest number of proficiency - in this context, the
management is in charge of the decision support
segment of the system while any other user will only
have the chance to enter complaints or data related to
processed complaints to the knowledge base.

would include all possible information, which is
accurate; and every possible alternative (Harris, 2009).
3. RESEARCH METHODOLOGY
In an attempt to model the expertise decision support
system, the architectural design is first established. The
architecture in figure 1 shows the components of the
system, structure and inter-communication of the
concerned components such as, agents and knowledge
base.
The system design develops the architectural detail
required to build the system or product. The
architectural design of the decision support system is
shown in figure 1. The kind of complaints treated in the
past that are related to hardware, software applications,
networking and computer peripherals are stored in the

Functional requirements are the features of the system
expected to be part of the system after development.
Figure 2 depicts the representation of the model of the
proposed system

Fig.1: Architectural Design of the Decision Support System for Job Allocation
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Fig. 2: Model of the Decision Making System
During the design phase, software developers create
models of different aspects of the system. Each type of
model provides a different viewpoint on the
prospective system. Some emphasize functionality,
some highlight data, and others model behavior of the
system in response to its environment.

The job allocation decision support system is allowed
to be in use to validated users as a result check point is
created for users to identify themselves as valid users.
Afterwards, they are allowed to enter needed number
of requests in terms of complaints to the system’s
knowledge base. Additional privilege is created at the
administration level for the managers at the helms of
decision making.

As the design process progresses, abstract models are
refined into more concrete models by adding detail.
This process reflects increased understanding of the
program components. The culmination of the design
process is the creation of the most detailed model of the
system: the pseudo-code. We make use of pseudo code
to model the specifications of the new proposed
system.

After being granted privileges by the system, managers
can check available complaints waiting for response.
The system is then used to find most suitable agent that
can handle the job with the knowledge discovered.

3.1 Modeling and Implementation of the Decision
Making System
3.2
Pseudo-code on Job Allocation for Decision Support System
We specify the decision support system thus:
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IF CUSTOMER= TRUE THEN:
ENTER NAME/COMPANY
ENTER AGENT
ENTER COMPLAINT
+ RUN ADD_TO_DATABASE (NAME, COMPANY, AGENT, COMPLAINT):
ELSE
DENY ACCESS
END IF
IF USER-TYPE = MANAGEMENT and PASSWORD = TRUE
THEN
CHECK COMPLAINT LOG
+RUN PRIORI ALGORITHM
KNOWLEDGE VISUALIZATION
ALLOCATE AGENT
ELSE
DENY ACCESS
ENDIF
+ ADD_TO_DATABASE:
CONNECT TO DATABASE
DESIGN DATABASE ADDRESS(URL)
DESIGN SQL STATEMENT
ADD PARAMETER TO DATABASE
CLOSE DATABASE CONNECTION
+ PRIORI ALGORITHM:
DEFINE N-FREQUENT ITEMSET
IF (A^B^C) > N THEN
IF ((A^B) > N AND (A^C) > N)
A is FREQUENT
ELSE
A not FREQUENT
END IF

With this work, employers of the agents at the help
desk or people at the helms of decision making are not
left with the responsibility of allocating jobs to
available agents. The visualization chart shows the
prowess of agents based on the knowledge discovered
from the knowledge base. Subsequently, with this
discovery, not only simple decisions are made from the
representation but it is also possible to make decision at
a rather fast rate to meet speculated time constraint.
Figures 3 and 4 depict the discovery of the right agent
to handle printer problem and “system not booting”
problem using visualization tools such as pie and Bar
Chart respectively. After appropriate agents have been
assigned jobs, reports of jobs are now generated as
shown in figure 5.

According to the specifications by the pseudo-code
above, valid user enters the name/company, agent and
company which is stored to the knowledge base using
the function ADD_TO_DATABASE. The stored data
through the user is used to generate patterns using the
function PRIORI_ALGORITHM. Next is the
Visualization of the result to aid the manager to
allocate suitable agents.
4. RESEARCH FINDINGS AND RESULTS

71

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

ISSN- 2006-1781

The “A Priori Algorithm” is a veritable tool that
reduces number of possible combination of variables
(features) using association rule and quickens
extraction of patterns from the data. The detected
patterns from that mining can then be taken a step
further by making it visual to companies to make
decision.
The visualization aspect of the process in this system is
the area where knowledge discovery comes in for the
allocation of jobs. Thus, this work modeled a decision
making system and implemented it with the aid of the
knowledge discovery algorithm called “A Priori
Algorithm” to facilitate the decision on allocation of
jobs in the context of system support. We are working
on applying other knowledge discovery algorithms to
facilitate decision making in support system.

Fig. 3: Visualization of support knowledge Patterns
using Pie chart
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5. CONCLUSION
Decision making is better based on the knowledge
acquired from past events. This approach is what data
mining and knowledge discovery are known for. With
this, services are improved through issuance of jobs to
help desk agents on the basis of their performance in
the past.
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SUMMARY
Research has identified a need for the improvement of the health situation in Nigeria. EHealth services are expected to make healthcare service delivery quicker and easier,
covering a wider range of people. This research investigates the adoption level of eHealth in Nigerian health institutions, with focus on the use of the Electronic Medical
Record (EMR). The SPSS (version 16.0) software was used to measure the variables
with respect to the theories proposed and their individual items. For the purpose of this
research, the theories adopted include the Technology Acceptance Model (TAM),
Theory of Planned Behavior (TPB) and the Innovation Diffusion Theory. Using the
elements of these theories, the research model developed postulated that Perceived
Ease of Use (PEU), Perceived Social Influence (PSI) and Relative Advantage (RA) of
the technology are what would determine the perceived usefulness (PU) which would in
turn determine the intention to use (INT) the technology.
Keywords: Adoption, E-Health, Nigeria, TAM.
variables influence belief, attitude, and intention to use.
Two cognitive beliefs are posited by TAM: perceived
usefulness and perceived ease of use.
According to TAM, one’s actual use of a technology
system is influenced directly or indirectly by the users’
behavioral intentions, attitude, perceived usefulness of
the system, and perceived ease of the system [Park,
2009]. The Theory of Planned Behavior (TPB), the
second theory adopted, suggests that all behavior is
motivated by individual decisions that are based on an
individual’s intention to perform that behavior.
Intention to perform a behavior, in turn, is influenced
by the individual’s perceived control over the
performance of that behavior, his or her attitude toward
performing the behavior and his or her perception of
social norms (pressure or approval from important
referent individuals to perform a behavior).

1. INTRODUCTION
According to the World Health Organization [WHO,
2010], Nigeria is estimated to have a total population
of 151,212,000 with life expectancy at birth given as
49 for both males and females, healthy life expectancy
at birth given as 42, and a maternal mortality ratio of
1100 per 100,000 live births. This is irrespective of the
fact that Nigeria already has some of its health
institutions working with one or more forms of eHealth services. It therefore becomes imperative to
determine the lead causes of these poor statistics and
take steps in changing the situation by testing the actual
extent to which technology has been adopted and then
to the level of acceptance in further studies.

The development of the Theory of Planned Behavior
(TPB) [Ajzen, 1985], which was developed from the
theory of reasoned action (TRA), led researchers to
consider the use of the TPB for predicting people’s
behavior towards technology use. Mathieson (1991)
identified three unique features of TPB: TPB primarily
explores beliefs that are specific to each situation and
some beliefs may generalize to other contexts and
others may not; TPB is detailed in determining social
variables; and lastly, TPB has a stronger treatment of
behavioral control.

The Technology Acceptance Model (TAM) is an
information systems theory that models how users
come to accept and use a technology. It was first
created by Fred Davis in 1989. TAM has proven to be
a theoretical model in helping to explain and predict
user- behavior towards information technology [Legris
et al., 2003]. TAM is considered an influential
extension of theory of reasoned action (TRA),
according to Ajzen and Fishbein (1980). TAM
provides a basis with which one traces how external
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Finally, the innovation diffusion theory (IDT) has the
following technology-related elements; relative
advantage, ease of use, image, visibility, compatibility,
results, and voluntariness of use. The EMR is a form of
e-health service which was selected for use in this
research because it is a very basic health technology
and the most easily deployed and adopted here in
Nigeria.
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between and across institutions poses as a great
challenge to medical practitioners. This does not
enhance collaboration (also referrals) among such
institutions. The challenges cited above have brought
about a lack of proper accountability in the health
sector.

3. RESEARCH METHODOLOGY
A survey was carried out in a number of medical
centers in Lagos, Nigeria with visits made to over 20 of
them on the Lagos Island and its environs. The survey
attended to only those medical centers that had already
begun using the Electronic Medical Records (EMR) or
some form of it. Out of these centers visited, only 6
were well aware of and already adopting the EMR in
the delivery of healthcare services, showing the low
adoption level of e-health services in these parts.

2. THE NEED FOR EHEALTH IN NIGERIA
Wide regional disparities exist in the health sector in
the health status, mode of service delivery, resource
availability and workforce. Nigeria has about 45,000
medical doctors to a population of 150 million,
according to the Nigerian Medical Association. Besides
doctors, the country is also facing dearth of other
health workers. The few that are available are unevenly
distributed with most of them concentrated in the urban
areas. Consequently, rural communities, where many
Nigerians reside, find it difficult to access qualitative
health care.

The results presented in this study are as provided by
19 respondents from 19 medical centers who work
directly with the EMR in these medical centers, also
showing the low level of acceptance in this region.
Each of these respondents was required to show their
agreement or disagreement with the 36 questions asked
(divided under the headings of the 3 models used) in
the two-page questionnaire used in this study.

The distribution of these yardsticks favors the southern
region over the northern region with the rural areas
being the worst favored. Rural dwellers have limited
access to the basic amenities which include education,
good roads, good water and electricity. They have to
travel long distances to get these resources or wait
endlessly. The lack of good and standard
infrastructures has inhibited the timely delivery of
quality healthcare services [Labiran et. al., 2008].

The research model for this study is to investigate the
factors that influence the adoption of E-Health services
in Nigeria. For the purpose of this study, Behavioral
Intention to Use (INT), Perceived Usefulness (PU),
Perceived Ease of Use (PEU), Perceived Social
Influence (PSI) and Relative Advantage (RA), which
are the major parts of the Technology Acceptance
Model and Innovation Diffusion Theory respectively,
have been adopted for the development of the
hypotheses. From their practical operations as drawn
from the questionnaires retrieved, the following
hypotheses are brought forward:

In bid to serve the rural communities better, the
government adopted the Primary healthcare delivery
system. This is healthcare delivery at the grassroots.
This forms an integral part of the National Health
Policy. This policy entails the delivery of a fullpackaged health care system. This package includes
health education, maternal, newborn and child
healthcare, nutrition and immunization. Effective
management of healthcare at the grassroots requires
record keeping and data storage and availability of
medical personnel and health workforce.
Massive Data storage and availability of such data ondemand have been sources of concern to health
institutions. Lack of storage facilities and media have
brought about a slow rate in hospital-to-hospital
collaboration. Also, secure information exchange
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H1:

Perceived ease of use has a positive effect on
the perceived usefulness of the EMR.

H2:

Perceived social influence has an effect on the
perceived usefulness of the EMR.

H3:

Relative advantage is significantly related to
the perceived usefulness of the EMR.

H4:

Perceived usefulness has a strong significant
effect on the intention to use the EMR.
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The proposed model for this construct of E-Health
adoption in Nigeria is portrayed in Figure 1.

H1

Perceived Ease of
Use

H2

H4

Perceived Social
Influence

Perceived
Usefulness

Intention to
use

4.1 Testing
Evaluation of the items used for each variable was
carried out in order to measure their validity in terms of
reliability and validity of the construct. The Cronbach
alpha coefficient and factor loadings for the variables
were extracted to ensure the internal validity and
consistency of their items. A Cronbach alpha of more
than 0.7 as recommended by Hair et al. (1998), would
indicate that
the items are homogeneous and
measuring the same constant. Also, the generally
accepted Cronbach value of 0.60 and above and the
recommended factor loadings for each of the variable
items of over 0.5 as the boundaries for qualification as
reliable was met as shown in Table 2 below. This
therefore demonstrates that the questionnaire is a
reliable measurement instrument.

H3

Relative Advantage
Figure 1: Proposed Research Model

Table 2: Cronbach’s Alpha and Factor Loadings for
the Items

4. DISCUSSIONS
Using the SPSS version 16.0 software, the hypotheses
represented in the research model developed were
tested. Correlations between the adopted variables are
as shown in Table 1. PU correlates significantly with
each of the other variables providing a strong
possibility for the positivity of the hypotheses
developed.
Table 1: Correlations between Items for Hypotheses
Correlations
PEU
PEU

PU

INT

PSI

RA

Pearson
Correlation
Sig. (2-tailed)

__

N
PU

INT

PSI

RA

Pearson
Correlation

.811**

Sig. (2-tailed)
N

.000
17

__

Pearson
Correlation

.442

.696**

Sig. (2-tailed)
N

.058
19

.002
17

Pearson
Correlation

.322

.485*

.391

Sig. (2-tailed)
N

.179
19

.049
17

.098
19

__

.475*

.734**

.422

.436

.046

.001

.081

.071

Pearson
Correlation
Sig. (2-tailed)

__
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Scale Items
Perceived Usefulness
(5)

Perceived Ease of Use
(6)

Perceived
Influence (4)

Relative
(5)

Cronbach’s
Alpha
0.914

1
2
3
4
5
6

0.698
0.972
0.615
0.652
0.805
0.919

Social

0.814

1
2
3
4

0.899
0.931
0.763
0.653

Advantage

0.915

1
2
3
4
5

0.744
0.922
0.935
0.864
0.907

1
2

0.907
0.907

Intention to Use (2)

the independent variable and perceived usefulness as
the dependent variable. Its significance is as shown
from the results displayed in Table 4.

Factor
Loadings
1
0.864
2
0.956
3
0.882
4
0.879
5
0.729

0.856

0.783

Table 4: Regression Results for Hypothesis 2 (H2)
β
Perceived
social
influence

Relative
advantage

Perceived
ease
of
use

p

df

B

1.080

.955

.018

6

1.031

df

B

R2

.646

4.360

.023

4

2.818

.614

.102

β

Standard
Error

t

p

df

B

R2

.026

.674

2.520

.028

5

1.697

.208

Table 6: Regression Results for Hypothesis 4 (H4)
β

R2
Perceived
usefulness

.117

p

Finally, Hypothesis 4 (H4) was tested to confirm if
indeed perceived usefulness has any significant
influence on the intention to use the EMR. Using the
linear regression analysis, with perceived usefulness as
the independent variable and intention to use as the
dependent variable, the test was carried out and the
results shown in Table 6 prove that the hypothesis is
supported with p < 0.001 and β = -0.709.

Table 3: Regression Results for Hypothesis 1 (H1)
t

t

Table 5: Regression Results for Hypothesis 3 (H3)

For Hypothesis 1 (H1), a regression analysis was
performed, with perceived ease of use as an
independent variable and perceived usefulness as the
dependent variable. Results from the analysis are as
presented in Table 3.

Standard
Error

Standard
Error

With the results showing values p < 0.05 and β = 0.102, the hypothesis tested positive, supporting that
perceived social influence does in fact have an effect
on the perceived usefulness of the EMR. The third
hypothesis (H3), which proposes that relative
advantage (as the independent variable) also has an
effect on perceived usefulness (serving as the
dependent variable) was tested using linear regression.
The results are as depicted in Table 5, showing that the
hypothesis is fully supported with influence significant
at values of p < 0.05 and β = 0.026.

Linear regression analyses were individually conducted
for each of the hypotheses based on the 19 completed
questionnaires collected from the study.

β
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Standard
Error

t

p

df

B

R2

.134

8.245

0.000

5

1.108

.909

.709

.558

The table shows the significant influence of perceived
ease of use on perceived usefulness at a level p < 0.05
and β = 0.117, supporting the hypothesis presented.

Hypothesis 2 (H2) was also tested separately also using
linear regression, having perceived social influence as

5. CONCLUSION
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During the course of this research, majority of the
hospitals visited didn’t have prior knowledge of EMR.
There is little or no awareness of the use of computers
for record management. Much still needs to be done to
create awareness of the application of ICT to this area
of healthcare. Hospitals that have embraced it have
only implemented part functionality of the EMR
system. This investigation has validated the proposed
model and hypotheses.
Perceived ease of use,
perceived social influence and relative advantage have
been found to directly influence the perceived
usefulness of EMR.
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SUMMARY
Investments have been made in ICT in administrative and financial transactions,
wireless and mobile communications with promising results. However, investments in
ICT in Nigerian tertiary education have not yielded reasonable expectations. In most
educational institutions, especially higher institutions, the mode of delivery of
knowledge and curriculum are not yet ICT-enhanced. ICT in education is therefore in
its infancy in Nigeria. Although there is great scope for improvement, the modest
efficiencies recorded represent great achievements. This paper discusses ICT in its
dimensions; how it transforms education; its status in Nigerian educational institutions
and the limitations to its infusion in the Nigerian educational system and suggests
ways of improvement.
Keywords: ICT in education; Status; Limitations; E-learning

1. INTRODUCTION

Information Communication Technology (ICT) is the
processing, maintenance and integration of
information, and the use of all forms of computer,
communication, network and mobile technologies to
mediate information. Communication technologies
include all media employed in transmitting audio,
video, data or multimedia such as cable, satellite,
fibre optics, wireless (radio, infra-red, bluetooth,
Wifi). Network technologies include personal area
networks (PAN), campus area network (CAN),
intranets, extranets, LANs, WANs, MANs and the
internet. Computer technologies include all
removable media such as optical discs, disks, flash
memories, video books, multimedia projectors,
interactive electronic boards, and continuously
emerging state-of-the-art PCs. Mobile technologies
comprises mobile phones, PDAs, palmtops, Ipods,
Ipads, etc. These technologies have information as

ICT in Nigerian Education is still in the preliminary
phase. This is largely due to a number of factors that
limit the infusion of ICT in the Nigerian educational
system. Investments in ICT in Education have not
yielded reasonable expectations compared to similar
investments in the finance and banking sectors and
GSM communication. With the up-to-date
developments in online banking and transactions one
expects comparable achievements in the educational
sector. Martin Carnoy states that the major obstacles
in incorporating ICT into the teaching-learning
process are not clear despite the fall in price of
technological systems and rise in their computational
power [1] showing that this is a global problem.
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their material object. Information is not reserved for
use in isolation, but, rather communicated among
users. Communication could either be in an
asynchronous or synchronous form. The information
conveyed in this context could be educational content
in written form, audio, visual or multimedia data. ICT
applied to education could be deployed in modes of
e-learning, blended learning, mobile learning,
distance education and online learning. E-learning
though, seems to be a bigger umbrella over distance
learning, online and mobile learning.
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the students and staff when implemented, and of
great benefit to the institution on the longer run. It is
evident that e-learning has a lot of advantages, but,
there could be a few drawbacks such as the time
consuming preparation of lecture materials for
lecturers; a lack of motivation in learning especially
in asynchronous modes; cultural rejection and
isolation. These drawbacks are highly minimized
when e-learning is made a flexible and blended
learning. Blended learning [6, 7] is a flexible form of
learning that constitutes a proper blend of all the
components of technological enabled learning and
face-to-face teaching and interaction. Blended
learning incorporates models that enhance the
delivery of e-learning for the students and teachers
involved in learning. The proper variation and
blending of resources made available by technology,
including face-to-face interactions makes e-learning a
blended learning. E-learning that is well blended
easily adapts to the students needs and obviates
student adaptation to e-learning against their
convenience. Hence, it can be said that the delivery
of e-learning is flexible and well blended with faceto-face learning.

E-learning is learning mediated by an open set
of all kinds of technology. The set is open
because new technologies are yet to come. It is
the use of ICT which includes computer,
networks,
communication
and
mobile
technologies to enhance and extend learning.
These technologies help deliver and make
education and information accessible to
whoever needs it. In the traditional education
setting, the students’ assimilation of knowledge,
excluding other factors, always depend on how
well the teacher or lecturer passed the
knowledge. With e-learning, the focus is no
longer on the teacher [2], but both teacher and
student especially, who takes advantage of the
varied resources of knowledge made available
by existing technology. E-learning has many
benefits which include the enhanced and
consistent mode of delivery of knowledge [2];
easy and regular administration of individual
and group assessments; awareness of the
institution; unhindered interaction among
teachers and students; collaboration with other
institutions like universities.

ICT applied to education enhances the delivery and
access to knowledge, and improves the curriculum. It
produces richer learning outcomes compared to
education without ICT. It encourages critical thinking
and offers unlimited means of achieving educational
goals. A basic understanding of ICT in education is
vital in keeping abreast of rapidly changing
technologies. The key thing is not in ICT itself, but,
in understanding ICT and effectively employing it in
the delivery of knowledge and reaching goals in less
time. ICT is used as a means but not as an end. Four
major approaches have been identified [8] for
effectively employing ICT in education. They are the
emerging, applying, infusing and transforming
approaches that constitute ICT optimization stages in
education.

This collaboration decreases the digital divide
between institutions in developing countries and
developed countries. E-learning, needless to
say, makes learning self-paced for the student,
and puts the student on the driving seat on the
highway of learning. The student in other words
has a better control over the learning method.
Learning is personalized. Learning when it is
online or distance learning removes the
geographical barriers of learning for the
students and teachers. Distance learning
encourages a lifelong learning process [3]. They
might be no need for study leave for workers
running a program in school. E-learning makes
knowledge available on demand anytime,
anywhere and anyhow [4, 5].

Sometimes, ICT employed in education does not
reach expected goals, or at times introduces some
type of complicated educational reform. Student and
teachers of educational institutions can lose focus of
the essentials and get distracted by rapidly changing
technologies. This usually results when students and
teachers especially have not yet understood the
technologies; the role ICT plays; where, how and
what technology to use. When the meaning of ICT
and its unlimited offer to education are understood,
then, rapidly changing technologies are not seen as
overwhelming issues, but, enablers to more critical
thinking and problem solving in education.
Optimizing the use of ICT in education would

Though implementation of e-learning in any
institution is costly, however, it is cost-effective to
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depend on understanding ICT; when, how and where
to use ICT and what technology to use.

and Education Trust Funds (ETF) geared towards
Universities and polytechnics. In a good number of
universities there are ETF buildings with ICT
structures setup for staff and students’ use. There is a
great need for government, industry and
philanthropists to partner to provide the needed ICT
tools and infrastructure for the nation’s educational
institutions. However, some oil companies like
Schlumberger and Mobil have to a great extent
funded ICT projects in universities.

2. PROBLEM STATEMENT
The educational system is in a state of flux.
Researches are on-going both in the Sciences and
Education disciplines on the best approach or model
to adopt in integrating ICT in education with rich
learning outcomes. It is also not easy to measure the
impact ICT has on education in a university.
However, it is clear that a number of factors limit the
infusion of ICT in educational institutions in Nigeria.
These include paucity of ICT infrastructure in many
universities in Nigeria which has to do with lack of
funding allocation to technology. The problem of
unavailability and instability of electrical power
supply coupled with the 24/7 lack of Internet access,
makes the problem seem insurmountable.
This paper discusses ICT in its dimensions; how it
transforms education; its status in Nigerian
educational institutions and the limitations to its
infusion in the Nigerian educational system and
suggests ways of improvement.

3. STATUS OF
EDUCATIONAL
INSTITUTIONS

ICT

IN
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3.2 Online administrative processing and
transactions
There has been a lot of development in using ICT in
tackling the administrative problems of higher
educational institutions in Nigeria. Payment of
tuition, hostel and other sundry fees which were
normally paid in cash or bank draft in the past nine
years are largely carried out online nowadays. Online
payments and registrations have now eliminated the
nightmare of long queues for payments, loss of
uncollected revenues by dubious means and a better
fit between published and achieved time table of
academic events.
Some universities have an automated system for the
computation of undergraduate and postgraduate
degree results, facilitating the prompt assessment of
results. Some other universities though still rely on
manual computation of results and processing of
students files. Some have made the move but have
‘open-ended’ technologies. These can be likened to
technological systems with inputs but no outputs,
though with the complete ICT structure/application in
view. Such ‘open-ended’ technologies have and are
currently creating problems in the records and exams
units of some universities. Oguntunde mentioned
some challenges faced in managing higher
institutions academic records [11] and the challenges
are peculiar to many higher institutions in Nigeria.

NIGERIAN

The goals of ICT in education should embrace these
four approaches; emerging, applying, infusing and
transforming approaches. The last three phases are
functional approaches. There are few sectors within
the Nigerian economy that have progressed beyond
the emerging phase. Most of the Nigerian educational
institutions are still in the emerging and applying
phases. ICT in education is therefore in its infancy in
Nigeria. The amount of work to be done in these
aspects is enormous. Nigeria, though, has a great
advantage because there are many Nigerian ICT
experts in the Diaspora. But no concerted and winwin efforts have been made to harness this potential
to accelerate and sustain ICT development in
Nigerian tertiary educational settings.

3.3 Broad ICT Penetration
The penetration of ICT in Nigerian tertiary
institutions is broad and shallow. There are islands of
deeper ICT penetration in a few universities that have
benefitted from large funding and developed
sustainable ICT structures. There are also islands of
deeper ICT penetration in libraries that in addition to
online libraries provide cyber café services in an
atmosphere consistent with library environments.

3.1 Governmental and non- Governmental Aids to
Higher Institutions
Several governmental and non-governmental
organizations, banks and individuals have funded the
implementation of ICT in Nigerian educational
institutions at all levels and strategic plans and
projects are always ongoing to revisit targets in area
of ICT [9, 10]. Some of these organizations include
the Nigerian Communications Commission (NCC)

A survey of the web presence and ICT backbone of
37 Federal universities and 37 State universities in
Nigeria as of July 2012 shows the following statistics
portrayed in Table 10. The column headers are
defined as follows:
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Table 10: Web presence and ICT Backbone of 37 Federal Universities and 37 State Universities in Nigeria
ICT backbone

 University has either or both campus wireless or fibre-optic infrastructure covering all
areas in campus, not just the Library or some ICT centres. VSAT is not included.

Website

 The university exists on the web

Faculties

 All faculties and departments of the university are portrayed on the website along
with information related to the departments

Email

 University email for all staff at least

Staff Directory

 Directory or homepage of all academic and non-academic staff of the university

Student Affairs

 Website with information on students’ events; information for undergraduate,
postgraduate and international students. Information on the halls of residence and how
to apply for them.

News

 Updated news on university events and life on campus

E-Learning

 The university has a structured and stable programme for E-Learning or Distance
Learning

Website

Faculties

Email

Staff
Directory

Student
Affairs

News

E-Learning

Federal (37)
State (37)

ICT
backbone

Universities

5
0

32
31

32
31

18
9

8
1

11
4

31
29

3
0

The links to all the university websites were taken
from the Nigerian University Commission (NUC)
website
(http://www.nuc.edu.ng/pages/universities.asp).
Some universities are still initiating projects on
installing fibre optic or wireless infrastructure. A
number of universities currently have a significant
web presence but only a few have fibre-optic or
wireless infrastructure. A few universities have stable
provisions for Distance or E-Learning like the
National Open University of Nigeria [12], University
of Lagos [13] and University of Ibadan [14]. The
University of Nigeria Nsukka has a wireless network
accessible from everywhere on campus [15].
University of Lagos [16] has both wireless and fibre
optic networks. Ahmadu Bello University, Zaria [17]
and Obafemi Awolowo University, Ile-Ife [18] both
have fibre-optic infrastructure. The National Open
University of Nigeria sets the pace in ICT
infrastructure [19]. Some other universities have
wireless network or VSAT in the Library or ICT
buildings or fibre-optic connecting ICT buildings to
libraries and some other units.

3.4 Curricular and Extracurricular ICT Activities
Apart from the traditional curricular offerings, a
number of universities are broadening their ICT
services to fit the new labour force to the challenging
ICT environments they will work under. For example,
some universities contract outside ICT companies to
impart hands-on-experience to all enrolled students
in their universities irrespective of area of
specialization at university cost. Others have
established recognized ICT centres where
undergraduate and postgraduate students take
extracurricular courses and acquire certifications
recognized world-wide by industries, while pursuing
degree programmes. Such courses are in general
very expensive. The trend is that many Nigerian
industries are reluctant to offer ICT training to their
workforce preferring instead to hire those who have
invested in themselves in ICT or those trained by
their competitors. In general the area where there is
the least development in ICT education in Nigeria is
the integration of ICT in all aspects of education
particularly in the Sciences, Engineering and
Technologies.
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In some ICT centres in Nigerian universities, efforts
are ongoing to accelerate bridging the digital divide
by redirecting Nigerian universities to begin
contributing to ICT resources rather than being a net
consumer. This is the onset of the transforming stage
of the ICT cycle. It is barely visible but the outlines
are discernable in the few islands of deepest ICT
penetration in Nigeria. One of the major tasks
confronting ICT education in Nigeria is how to link
or network these islands of ICT competencies.
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The solution to the problem of lack of infrastructure
bears on the Government and educational
commissions in the country. Some Vice Chancellors
however, have personally sourced for funds to
develop and build new ICT structures in their
universities.
4.2 High cost to the Consumer
The cost to the consumer of ICT services is quite
expensive. Offices of staff are rarely equipped with
desktop computers and staff and have to resort to
buying personal laptops if they can afford them.
Students do not have enough computers in the
departmental laboratories or libraries or university
library and have to purchase laptops if they can
afford them as well. Staff, students and researchers
visit on-campus business cyber cafes to use the
Internet. In these cafes, the average cost of browsing
is 1.0 USD per hour. As a result of the high cost,
student and staff browse only when it is necessary.
One could get a monthly home internet subscription
ranging from 50 USD of slow and epileptic limited
internet connectivity (dial-up access) to 150 USD of
wireless and unlimited access. A reasonable part of a
staff’s income could be budgeted on Internet
connectivity. Staff also need to carry out research and
publish papers from their work. Most institutions do
not provide institutional license for essential software
nor access to paid journals.

4. LIMITATIONS TO THE INFUSION OF ICT
IN NIGERIAN
TERTIARY EDUCATIONAL INSTITUTIONS
AND
SUGGESTIONS FOR IMPROVEMENT
The problems besieging the integrating of ICT in
education are global. However, the problems
encountered in Nigeria are peculiar to the developing
countries. Many factors limit the infusion of ICT in
educational institutions in Nigeria. These include
paucity of ICT infrastructure and lack of access;
inadequate funding and absence of funding allocation
to technology; high cost of ownership and cost to the
consumer and policy implications of the mismatch
between the advertised capabilities of ICT
technology and the aims of individual educational
institutions.

4.3 High Cost of Ownership
There is a realization in Nigeria that the government
alone cannot adequately shoulder the high cost of
quality education in the 21st century. Partnership
between government, industry and stakeholders
appears to be the preferred option. In Nigeria a
number of organizations for example, Education
Trust Fund (ETF), Petroleum Technology
Development Fund (PTDF), etc donate ICT
laboratories equipped with 20 – 200 computers to
some tertiary institutions. In addition they pay for one
year of two years internet subscription and mandate
the recipient institution to sustain the facility. Most
of these laudable efforts have failed because the
recipients were unable to pay for the high cost of
equipment renewal, maintenance and bandwidth.
This is because network costs in Nigeria consist of
not only capital cost but also high operating cost.
Thus the cost of ownership is very high.
Organizations that fund the installment of ICT
structures in educational institutions may need to go a
step further to bear the operating costs to an extent. A
summary of the total cost of ownership including the
capital and operating costs is illustrated in Table 11.
Donors may need to appreciate the total cost of
ownership.

4.1 Paucity of ICT Infrastructure and Lack of
Access
Inadequate funding of universities and lack of
technology budget despite high student enrolment
exacerbate the problems of ICT infrastructure. A
good number of universities in Nigeria suffer from
lack of infrastructure. The underlying assumption for
ICT in education is universal access to the network.
Although some progress has been made in this front,
there is urgent need to break the crippling access
barrier confronting institutions of higher learning in
Nigeria. The profile is vastly different from campus
to campus. Some have Campus Area Networks
(CAN) backed by fibre-optic backbone or wireless
broadband or narrow bandwidth. Some have only
internet cafes with grossly insufficient computers for
the user base with a 30:1 ratio being typical and
others have departmental LANs. The expected
quality and performance will correspondingly be low.
Web based education in the form of online, mobile
and distance education requires reliable computer
networks, broadband connectivity, fibre-optic
backbones for all the bandwidth hungry applications
and to interconnect offices, departments and centres
to the public internet via the campus area network.
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Table 11: Total Cost of Ownership in Terms of Capital Cost and Operational Cost.

1

2

Factors
Affecting Cost
Implementation
Schemes

Infrastructure

Details

Comments

 Project proposals and
budgets
 Implementation outlines
& design



 Building Infrastructure



 Technical Infrastructure






The project should be well planned at the
initial stage
Targets should be revisited from time to
time.
Comprises computer laboratories,
furniture, standby generators.
Fibre optic backbone, Wireless Bandwidth,
gateways, VSAT.
Workstations, printers, servers, routers.

 System Infrastructure
3

Organizational
plans

 Sustenance of Projects
 Maintenance schedules
 Continuous training of
technical staff and
academic staff

When the total cost of ownership is borne then ICT
projects can be sustained. These efforts would promote
high quality of course delivery. Ron Oliver [20] states
that “costs associated with the high quality of course
delivery in educational institutions are more than a
mere fact of repacking existing materials”.





Plans have to be made to sustain ICT
projects in education
There should be trained personnel to man
the ICT projects.
Academic staff employing ICT in
education should be trained as well.

When power is rarely supplied, the admirable goals of
transforming education with ICT and taking a
paradigm shift in education is all a dream; having
access to educational resources on demand, anytime,
anyhow and anywhere is a story; e-learning would not
be sustained either. The problem of inadequate power
supply affects every sector, organization and
individual, Federal government is however, working
towards improving the generation of enough
megawatts of power in the country. The solution is in
the hands of the Government.

4.4 Unsteady and Inadequate Electrical Power
Supply
The irregular supply of electrical power has adversely
affected the Nigerian economy and hindered the
progress of research carried out by universities,
institutes, groups and individuals in the country. It is
frustrating to embark on extensive ICT project within
an educational institution, without solving power
problems first. Electrical power supply varies from
zone to zone within the country; however the average
power supply does not exceed 10 hours per day.
Alternate sources of power are standby generators,
batteries and solar panels. The premier universities
cannot foot the bill of maintaining several standby
generators nor can they purchase enough solar panels
to go round the campus.

5. DELIVERABLES
ENHANCED
EDUCATION

OF

A

GOOD

ICT

Amongst the benefits of ICT in education the following
aspects could be deliverables assuming the underlying
ICT structure exists:
 A stable platform for student and staff
collaborative learning and collaborative
projects to foster richer learning outcomes and
meaningful research/team work
 The use of dedicated software for teaching
and research, for e.g., MATLAB, AutoCAD,
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statistical packages, along with institutional
licenses
Institutional access to research materials,
journals and proceedings
Laboratories equipped with state-of-the-art
instruments as well as online simulated
laboratories for students.
Automated recording and computation of
undergraduate and postgraduate results
High quality of course delivery
Use of ICT to curb exam malpractices and all
forms of fraudulent acts that may occur in a
university.
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ENDNOTE
An earlier version of this paper was presented in the V
International Conference on Multimedia and ICT in
Education. Lisbon, Portugal. 22nd to 24th April 2009 [22]

Web-based assessment has also been proposed for prescreening of UME candidates in universities [21].

6. CONCLUSION
This paper has shown that a lot of achievements have
been made in Nigeria in introducing ICT in educational
institutions. Islands of competencies exist and the
challenge facing the nation is how to integrate these
competencies and profit from the contributions of
Nigerians who are world experts in the Diaspora. But a
lot of huddles remain in the infusion of ICT in
educational institutions. These huddles include low
funding, paucity of ICT infrastructure, irregular and low
quality power supply and high cost of ownership of ICT
facilities which include capital and operational costs.
We have suggested what could be done to overcome
these hurdles. If the nation persists with more coherent
planning and evolves better policies, ICT will gradually
transform the quality of the Nigerian educational
system and at the same time improve the standard of
living of Nigerians. The cost is worth the opportunities
that will unfold.
7. DIRECTION FOR FUTURE WORK
The backbones to ICT infrastructure are wireless
broadband and fibre optic – the media for
communication. There is need to research and come
up with ICT implementation schemes to setup the ICT
technical infrastructure in all universities in Nigeria and
consequently enable the transformation of education by
ICT. Also, there is need to explore and propose
models that can aid diffusion, adoption and utilization of
ICTs in Higher Education Sector in Nigeria.
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SUMMARY
Social media offer new and exciting opportunities to entrepreneurs and business
organizations to re-strategize, obtain usable feedbacks from customers and competitors
alike, and reach target customers beyond their immediate vicinity. Although the role of
these medium for commerce have been studied in the context of sales, services and
manufacturing for larger organizations, research on the how these media can be used to
create economic dynamics required to nurture and grow indigenous business
enterprises are sparse. Using a mix of qualitative and quantitative methods on selected
enterprises and consumers, we review the impact of social media on indigenous
enterprises offering products sales and service delivery in Nigeria. Findings from our
research shows an increase in the awareness of the business possibilities made
available by social media to indigenous enterprises. However, adoption is still relatively
low as most indigenous entrepreneurs believe that promoting business activities on
social media is costly and exclusive to larger organizations.
Keywords: Social media, entrepreneur, commerce, feedbacks,
indigenous.

business and

1. INTRODUCTION
Businesses as well learn and reform by buying into
idea from quick responses to questionnaires and usable
feedbacks from customers and competitors alike.
Economic liberty, for any society, emerges from the
birth of indigenous industries which are nurtured and
prune rightly. There has been increase in usage of
social media in Nigeria over the last five years. As at
December 31, 2010 there was a total of 2,180,900. In
2011, the number grew to a total of 2.99 Million
(Olaoti, 2010, Nigeria Best Forum News, 2010).

Irrespective of the size or nature of a business, social
factors plays a major role in its advancement. Social
media in creating a virtual platform has been of
immense benefit to businesses today. With a bit of
intelligence, entrepreneurs can strategize how to reach
target customers or administer good customer care
plans on current customers. Social media encourages
better interaction that facilitates good emotional
connection between businesses and customers.
Customers enjoy easier and faster services in using
social media as a medium for real-time transaction.
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This indicates that the level of awareness and
application of Social Media, in Nigeria, is vastly
increasing. Through Social Media business can connect
with existing and prospective client without any
geographical barrier. These customers in turn reach
back to you immediately making the media very
interactive. This is a method of marketing using social
networks and it is called Social Network Marketing
(SNM). Social media marketing is basically centered
on efforts to create content that attracts attention,
generates online conversations, and encourages readers
to share it with their social networks. There is a
resonate as marketing message spreads from user to
user; this is because the information emerges from a
trusted source on the network. A recent blog revealed
that the impact of social media is not measured in
direct sales; rather, in users’ experience and the level of
socializing, which results in intensified loyalty and
concludes that the potential for social Marketing in
Nigeria is high (Evolution Africa, 2012). .
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perceive as valuable, it can create a chain reaction for
promoting goods and services among consumers.

This is tremendously powerful to marketers
since in these scenarios, users subtly accept
such information in passing as very active
introduction to products or services, Users on
Social networks also provide information on
their profile while joining such sites. This
information is invaluable to marketers as they
can be used to develop highly targeted
marketing adverts to reach potential consumers
(Social Networking Sites, 2007). Facebook
emerged on the social network scene over half
a decade ago; originally viewed as a
networking site limited to college students. In
2006, Facebook was serving as many as 7.5
million registered users and was seventh
among the more accessed websites in the U.S.
(Collen, 2009; Gaudin, 2002, Wild Fusion,
2010). Recruiters for businesses and colleges
are finding for the social and professional
networks are to perform background checks on
potential employees. In the past many
companies used Google and Yahoo to perform
these background checks but recently
Facebook, MySpace, Xanga and Friendster are
being utilized in this regard (Budden and
Budden, 2009).

While the majority of people using social media do not
pose a threat, malicious people may be drawn to them
because of accessibility and amount of personal
information that is available. As a result, the
information could be used to conduct social
engineering attack. Social engineering involves luring
unsuspected users to take a cyber-bait much the same
way a conventional fishing involves luring a fish using
the bait (Longe & Ukpe, 2010). Phishing is a form of
social engineering that deceives consumers into
disclosing their personal and financial data, such as
passwords, ATM pin numbers, credit card numbers and
bank account numbers. It is an attempt to elicit a
specific response to a social situation the perpetrator
has engineered (Granger, 2005; Tony, 2009). Among
other forms of cybercrime, phishing and identity theft
scams are on the increase in Nigeria (Longe &
Osofisan, 2011).

Social media is a functional platform where
Nigerian
Entrepreneurs
can
effectively
communication with Nigerian Consumers to
elicit useful information that will be of great
benefit to the business Angela, 2011).
Considering the level of usage of social media
in Nigeria for other purposes, questions needs
to be asked as to how these media has helped
in raising awareness for locally made Nigerian
products/services. On the other hand,
researchers should also seek to know if social
media has done more in promoting foreign
brands at the expense of locally made goods
among Nigerians. This research therefore seek
to assess the degree of awareness of
indigenous entrepreneurs to the business
opportunities offered by social media in
promoting sales and services as well as
determine the impact of adverts of indigenous
products on social
platforms on the buying
3. RESEARCH
APPROACH
behaviour of consumers in Nigeria.

2. RELATED ISSUES
Research has showed that users share opinions and
make recommendations on social networking sites
(Redbridge, 2012). On these sites, consumers seek
others opinions when considering the purchase of
products and services. In fact, 78% of global
consumers say they trust and believe other people’s
recommendations for products and services more than
any other medium. Members of social networks serve
two roles; they both supply and consume content. The
creators of content are typically highly engaged
consumers and, as a result, influential. If the proper
influencers are reached with a message that they

A multi-method approach involving both qualitative
(in-depth interviews) and quantitative analysis was
engaged for this research. A questionnaire instrument
was developed to solicit responses among selected
indigenous entrepreneurs on the awareness and level of
usage of social networks for marketing. A second
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questionnaire was designed to solicit responses from
consumer and addressed respondents’ level of response
to adverts of locally made Nigerian products/services
on social networks.
3.1 The Study population
The study population consists of undergraduate and
postgraduate students in selected universities in Nigeria
as well as some self-employed youths from outside of
the academic sphere. Questionnaires were administered
to entrepreneurs involved in production and sales of
indigenous products/services. This was followed by
In-depth interviews with
OremiCrafts (Eclat
Collections), BoxTunes Entertainments (Outfit Galore)
and
the Business Development Office, (Bead
Emporium Nigeria) ******(I am very confused here,
maybe we should continue using these entrepreneurs)
entrepreneurs that make aggressive use of Social
Network for promoting their products and Services..

Fig. 1(b)

3.2 Research Instrument Validation/Reliability
The instruments developed were verified and validated
by expert in the University of Ibadan. After effecting
the necessary corrections, the interviews were
conducted and the questionnaires were administered by
the researchers. The responses from the questionnaire
were analyzed using Predictive Analytic Software.

4. DATA PRESENTATION
The figures below is a graphical representation
reflecting the information obtained from the
questionnaires administered to consumers on their
attitude to social media adverts of indigenous products
and services.

Fig. 1(c)

Fig. 1(d)

Fig. 1(a)
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Fig. 1(f)
Fig. 1(e)

Fig.2(a)

Fig.2(b)

The figures below is a graphical representation
reflecting the information obtained from the
questionnaires administered to entrepreneurs on their
use of social media for promoting sales of products
and services.

Fig.2(c)
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Fig.2(d)

Fig.2(e)

Hypotheses
To
further drive this research, the following
hypotheses were formulated and tested

For the Entrepreneur group:
The following hypothesis was formulated to guide
data and inference from the enterprener gropu

For the Consumer group:
H10: There is no significant relationship between
how likely social media users are to purchase an
advertised product/service from a brand/business and
how often they come across adverts of locally made
Nigerian products/services via their pages

H10: Placing adverts on social media network is
significant to the patronage experience of the
Entrepreneur.

H20: There is no significant relationship between a
users having a page on a Social Media network and
how likely they are to purchase an advertised
product/service from any brand or business via their
pages.
H3o: There is no significant relationship between
how often users come across adverts of local
products/services and how often they patronize these
local products/services.
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Table 1: Cross Tabulation for the likelihood of consumers purchasing an advertised product/service
from a brand/business via social media and the frequency of coming across such adverts
How Often do you come across adverts of locally made Nigerian
products/services on your page
ALWAYS

FREQUENTLY

RARELY

I DONT KNOW

Total

How likely are VERY

Count

11

6

24

6

47

you

to UNLIKELY

Expected Count

2.6

4.2

28.4

11.8

47.0

purchase

an

0

0

33

18

51

2.8

4.6

30.9

12.8

51.0

0

6

0

20

26

1.4

2.3

15.7

6.5

26.0

0

0

58

6

64

3.5

5.8

38.7

16.0

64.0

Count

0

6

6

0

12

Expected Count

.7

1.1

7.3

3.0

12.0

Count

11

18

121

50

200

11.0

18.0

121.0

50.0

200.0

advertised

QUITE

Count

UNLIKELY

Expected Count

DONT KNOW

Count

product/service
from a brand/
Expected Count
business
your page

via
QUITE LIKELY

Count
Expected Count

VERY LIKELY

Total

Expected Count

Table 2: Decision Based on Observed and Computed Chi-Square Analysis for H10
S/No

Computed X2 value

Hypothesis

P

Decision at 0.05 Level of
Significance

143.691a

H0

0.010

Table 3: Chi-Square Tests
Asymp. Sig. (2Value

df

sided)

Pearson Chi-Square

143.691a

12

.010

Likelihood Ratio

146.351

12

.000

2.784

1

.095

Linear-by-Linear Association
N of Valid Cases

200
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Table 4: Cross-tabulation for different Social Media Sites
B7

B5

FACEBOO

Count

K

Expected Count

VERY

QUITE

DONT

QUITE

VERY

UNLIKELY

UNLIKELY

KNOW

LIKELY

LIKELY

41

51

20

41

6

159

37.4

40.5

20.7

50.9

9.5

159.0

0

0

0

6

6

12

2.8

3.1

1.6

3.8

.7

12.0

0

0

6

11

0

17

4.0

4.3

2.2

5.4

1.0

17.0

6

0

0

6

0

12

Expected Count

2.8

3.1

1.6

3.8

.7

12.0

Count

47

51

26

64

12

200

47.0

51.0

26.0

64.0

12.0

200.0

MY SPACE Count
Expected Count
LINKEDLN Count
Expected Count
BEBO

Total

Total

Count

Expected Count

Table 5: Chi-Square Tests
Pearson Chi-Square
Likelihood Ratio
Linear-by-Linear Association
N of Valid Cases

Value
85.352a
79.116
4.778
200

df
12
12
1

Asymp. Sig. (2-sided)
.000
.000
.029

Findings from Quantitative Research
In the first set of descriptive (Fig. 1a –f), 23.5% of
respondents in the consumer group claimed that it is
very unlikely that they will purchase indigenous
products or services advertised via social media. .
Although 37% of make an Everyday use of their pages
only 5.5% patronize locally made products/services via
their pages. However, social platform were effective in
raising awareness of products/services as 385% of the
respondents obtain information about product/service
via their page. Very small percentage (less than 20%)
of the respondents in the consumer group pay attention
to adverts on their pages. 17% claimed that they always
come across adverts via their pages, 40.5% saw it
frequently, 34% chose rarely while 8.5% don’t even
know of existing adverts on their pages.

The second sets of descriptive Fig 2(a-d) Table 2, 70%
of respondents that falls into the Entrepreneur group
make use of their pages to promote their
products/services while 30% of them do not use it.
60% make an everyday visit to their page, 20% did that
once a week while 20% do visit their pages more often.
50% claimed they have a superb patronage experience
for their advertised products, 30% claimed it was
encouraging, 10% chose fair and it was averagely ok
for the remaining 10%. Our findings also show that
Facebook and MySpace are more effective for Social
Network Marketing, with 40% of respondents claiming
they experienced more sales on Facebook, 40% also
chose MySpace, LinkedIn and Twitter both had 10%
each.

96

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

ISSN- 2006-1781

Tosin: Yes, we were aware of Facebook adverts but we
did not go paying Facebook for adverts. That only
work for standard businesses that have the big money.

5. QUALITATIVE IN-DEPTH
INTERVIEWS
The following questions and corresponding responses,
from our three Respondents, were noted during each
interview session.
Question:
Which product/services do you render?
Vera: I make handmade accessories which include
bags, brooches, wallets, notebook jackets.
Victor: I am into Audio and Video production.
Tosin: I work for Business Minds Limited. We do
training and business consultancy for corporate
organizations, CEOs, business owners and other
members of Staff.
Question:
Which of the Social Sites do you have a page on and
what influenced your choice?
Vera: I have my page on Facebook. I feel Facebook
has a wide range of people that might be interested in
what I do.
Victor: Facebook. I believe with Facebook I can reach
at least sixty percent of the world. The age ranges of
people I want to attract are on Facebook.
Tosin: We planned an Entrepreneur Summit. Guest
speakers were invited and that really cost us a lot. We
had posters and hand bills sent out and placed adverts
on radio to create awareness for the event. Two weeks
to the event we had just a few people registered. We
decided to change our strategy. We went on Facebook.
Question:
Are you aware that you can buy Facebook ads and
have you tried it?
Vera: I am aware. I have not bought any. The best bet
for me is not only to advertise but to connect and have
relationship with my customers. People can see and
ignore adverts. My customers ask me questions about
my crafts and I send them pictures of what I have.
Victor: I am aware but I am yet to buy any. I know it
will help give my business a better exposure but
considering the profit margin, I believe that will work
well for the big companies.
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Tosin: We did wall to wall postings continuously for
four days. It was like a miracle! We had calls streaming
in. A great number of people eventually registered and
attended the program. I was amazed at such a “crowd
pulling” power of Facebook.

Question: How do you seek prospective
customers on Facebook?
Vera: I make use of my network. Forming a
relationship helps me more. I have met someone
on Facebook through my friend. She made her
orders and paid my money into my account. A
guy also saw pictures of my works on Facebook,
he told a friend of his who also made orders. I
meet a lot of people through Facebook. There
was a time I went for an exhibition in V.I. (Lagos),
I met a woman that I introduced myself to. On
mentioning my business name, she said it sounds
familiar; we later get to know she saw the name
on Facebook.

5. CONCLUDING AND FUTURE WORK
The use of social media for different forms of human
activities will continue to grow and so will also be its
impact both positively and negatively. Using a mix of
qualitative and quantitative methods on selected
enterprises, this paper reviewed the impact of social
media on indigenous enterprises offering products sales
and service delivery in Nigeria . The extent to which
social media is employed to promote business activities
and growth of indigenous businesses was evaluated and
research findings show an increase in the awareness of
the business possibilities made available by social
media to indigenous enterprises. However, adoption is
still relatively low as most indigenous entrepreneurs
believe that promoting business activities on social
media is costly, exclusively to larger organizations.
Future work will examine what pragmatic steps
stakeholders in the promotion of indigenous business
products and services can take to encourage adoption
and usage of social media for the promotion and
marketing of indigenous goods and services.

Victor: To get my customers, I do post on my
wall. I recently had a call from a guy. He said he
saw my postings on Facebook and the pictures
and he read all about me. He liked it all and
decided to hook up. I also pay attention to what
other users post on their walls. With this, I guess
on their interests, I then pick those in line with my
interest and contact them. I get their emails and
phone numbers from their pages and then make
regular contacts by regularly posting on their walls
and sending them messages using bulk SMS.
Tosin: We posted on our walls but this limited us
to only those within our networks. I know that if
we go through Facebook adverts, we would have
been able to choose our demography and as well
reach a larger number o f people.
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Question:
What would you say has been your experience
so far?

REFERENCES

Vera: Facebook is a marketing tool apart from
using postal ads, placing adverts in newspapers,
etc. Every week, I have new posts on my wall and
pictures of my resent works are always posted. I
also write o n people’s walls.

1.

Victor: Facebook helps to give a growing
company the depth it needs. You get the needed
exposure. So far it has helped people develop
trust in my company. I do a lot of postings on my
wall and post pictures regularly as well. I think the
trust is built when you are continually post
progress of projects you are into.
Also, one thing I have noticed, for Nigerians, once
it is on the net, they believe it is good. On
occasions, I have met some people at events who
said my face is familiar- they have seen a lot of
me on Facebook.

2.

3.

4.

98

Angela, H. (2011). Social Media Marketing:
Nigerian
Business
Presentation.
http://www.slideshare.net/angelahausman/soci
al-media-marketing-nigerian-businesspresentation
Budden, C & Budden, M. (2009). The social
network generation and implications for
human resource managers. Business and
Economics Research 7.1: 10-12
Colleen, R (2009):Safeguarding against social
engineering.
Infosec
Writers
Library
Retrieved
May
15,
2010
from
http://itmanagement.earthweb.com/secu/articl
e.php/1040881
Evolution Africa (2012). The Potential for
Social Media Marketing in Nigeria
http://evolutionafrica.com/blog/

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

5.

6.

7.

Gaudin, S.(2002). Social engineering: The
Human Side of Hacking. Retrieved May 2010
from
http://itmanagement.earthweb.com/secu/articl
e.php/1040881
Granger, S, (2006). Social engineering
reloaded. Security Focus. Retrieved April
2010
from
http://securityfocus.com/print/infocus/Nigeria
Best Forum News (2009). Social Media
Marketing.
Available
online
at:
http://www.nigerianbestforum.com/blog/?p=2
5708
Longe, O.B. & Osofisan, O.A. (2011). On the
Origins of Advance Fee Fraud Electronic
Mails: A Technical Investigation Using
Internet Protocol Address Tracers," The
African Journal of Information Systems: Vol.
3:
Iss.
1,
http://digitalcommons.kennesaw.edu/ajis/vol3/
iss1/2

ISSN- 2006-1781

Authors Bio

Mrs. LONGE Folake Adunni is
currently a lecturer at the Africa
Regional Centre for Information
Science, University of Ibadan,
Ibadan, Nigeria. She is a doctoral
student in the same University in
Information Science with a focus on Knowledge Maps in the
Public Sector. She was a MacArthur Fellow to the
Information Science Faculty at the University of Western
Ontario, London Ontario in 2011. Her current efforts are
focused on
knowledge maps and its application to
behavioural issues in public sectors and developing models
for assessing risks posed by information technology product
usage.

8.

Longe, O.B & Ukpe, K. (2010). Social
Engineering and Workforce Productivity –
Evaluating Organizational Consequences in a
Nigerian
Service
Enterprise
Setting.
Proceedings of the Ghana Graduates
Conference, Accra Ghana, September, 2010.
9. Olaoti, Y. (2011) The Branding Gavel - Social
Media
and
Nigeria’s
market/brands.
http://yinkaolaito.com/2010/05/social-mediaand-the-nigerias-marketbrands/
10. Redbridge Marketing (2012) Social Network
Marketing:
The
Basics
http://www.labroots.com/Social_Networking_
the_Basics.pdf

Dr. Friday Wada Holds a
Bachelors
Degree
in
Accounting from the Ahmadu
Bello University, Zaria, Nigeria,
an MBA from Southern
University,
Baton
Rouge
Louisiana and a PhD from the
Nelson Mandela School of Public Policy from
Southern University. His research focus is on using
public policy theories to explain usage and ICT
diffusion as well as provide policy perspective on how
cyber security influence the adoption and use of web
interfaces and platforms. He can be reached at
friwada@yahoo.com

11. Social Networking Sites – Venues for the
Brand Ambassadors of the Future? (2007,
May
18)
http://www.iprospect.com/media/article_sc_0
5_18_07.htm.
12. Tony,
B.
(2009):
Gone
Phishing
http://netsecurity.about.com/od/secureyourem
ail/a/aa061404.htm
13. Wild Fusion (2010). Social Network
Marketing in Nigeria. Available online at:
http://wildfusion.blogspot.com/2010/02/social
-network-marketing-in-nigeria.html

99

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

ISSN- 2006-1781

Matrix Determinant as verifier of a Path in the
Directed Hamiltonian Cycle Problem under Two
Special Conditions for Sale Online:
Implications for Online Security in Africa and Beyond
Okunoye Babatunde O
Department of Pure and Applied Biology, Ladoke Akintola University of Technology,
P.M.B. 4000, Ogbomoso, Nigeria.
babatundeokunoye@yahoo.co.uk

SUMMARY
The decision version of the Directed Hamiltonian Cycle Problem (DHC) attempts to
determine whether given a directed graph consisting of a finite non-empty set of vertices
V and edges E which are ordered pairs (V, W) of vertices contains a Hamiltonian Path or
otherwise. This problem is NP-complete. By employing a representation of a directed
graph – the adjacency matrix, a method is devised for deciding whether a given
adjacency matrix contains a Hamiltonian Path under two special conditions, by exploiting
the properties of the matrix, specifically the properties relating to a special scalar called
the determinant of a matrix. This problem and its resolution is relevant to the future of the
security of the Internet, a technology which has been instrumental in transforming large
sections of the African economy and society, including some sections of rural Africa.
Keywords: Directed Hamiltonian Cycle Problem (DHCP), P vs NP, Internet Security.

A comprehensive list (300) of NP-complete problems
can be found in [4]. Quite apart from the world of
computer science and engineering, computational
complexity related problems are important also in the
biological sciences; for instance it has been shown
that Protein design is NP-hard [12]. Here, the author
expresses the Directed Hamiltonian Cycle Problem as
an adjacency matrix of 0’ s and 1’s, in which case the
elements of this matrix of scalars represents the
absence (0) or presence (1) of an edge in a vertex of
the corresponding graph. The determinant value of
the matrix is used to verify the existence or otherwise
of a Hamiltonian Path based on the following
established theorems with accompanying proofs from
[10] regarding determinants (similar proofs of the
stated theorems are given in [14], [8], [7], and [1]:

1. INTRODUCTION
The P vs. NP problem has been called “one of the
most important problems in contemporary
mathematics and computer science” [15] and the
status of the problem remains undecided with many
scientists leaning towards P ≠ NP [13]. Numerous
NP-complete problems have been identified [4],
including the decision version of graph problems like
the Directed Hamiltonian Cycle Problem. Showing a
polynomial time algorithm for any of the NPcomplete problems shows that P=NP.
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Theorem 1: For a matrix A, if A has a row (column)
of zeros, then |A| is zero.

ISSN- 2006-1781

Hence by Theorem 3, |A| = -|A| and so |A| = 0.
Now suppose 1 + 1 = 0 in K. Then sgn σ = 1 for
every σϵSn. Because A has two identical rows, we can
arrange the terms of A into pairs of equal terms.

Proof: Each term in |A| contains a factor from every
row (column), and so from the row (column) of
zeros. Thus each term of |A| is zero, and so |A| = 0.

Because each term is zero, the determinant of A is
zero.

To prove theorem 2 (If A has two identical rows
(columns), then |A| = 0) it is necessary first to prove a
related theorem:

2. RESULTS
Theorems 1 and 2 imply that for any given adjacency
matrix A, |A| ≠ 0 if there are no zero rows or
columns; and there are no identical rows or columns.
It is obvious then that the allocation, or better still,
distribution of the scalars 0’s and 1’s as entries into
an adjacency matrix with both conditions satisfied
will always result in the presence of at least one

Theorem 3: If two rows (columns) are interchanged,
then |B| = - |A|
Proof: The theorem is proven for the case that the
two columns are interchanged. Let τ be the
transposition that interchanges the two numbers
corresponding to the two columns of A that are
interchanged. If A = |aij| and B = |bij|, then bij = aiτ(j).

compatible one-way edges entering into each vertex
exactly once. Take the relatively easy case of a 3 × 3
adjacency matrix:

Thus,
|B| = Σ (sgn σ) b1σ (1) b2 σ (2) … bn σ (n) = Σ
σϵSn
σϵSn
(sgn σ) a1 (τ ο σ) (1) a2 (τ ο σ) (2) … an (τ ο σ) (n)

1
0
0
1

Because the transposition τ is an odd permutation,
sgn (τ ο σ) = (sgn τ) (sgn σ) = - sgn σ.

2

0
1
0

0
1
0
(A)
2

1

It follows then, sgn σ = - sgn (τ ο σ), and so
|B| = - Σ [ sgn (τ ο σ) ] a1(τ ο σ) (1) a2 (τ ο σ) (2)
σϵSn
… an (τ ο σ) (n)

3

1
0
0

0
0
1
(B)

As σ runs through all the elements of Sn, τ ο σ also
runs through all the elements of Sn.
Hence,
|B| = -|A|.
Theorem 2:
If A has two identical rows (columns), then |A| = 0.
Proof: Suppose 1 + 1 ≠ 0 in K. If we interchange the
two identical rows of A, we will still obtain the
matrix A.
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It is self-evident, that the permutations possible on each
row and column under these two conditions results in
at least one compatible one-way edge entering each
vertex exactly once. In adjacency matrix (A), we have
the compatible one-way edges 1→ 2 → 3, 3→ 1→ 2,
2→ 3→1 while in (B) we have the compatible one-way
edges 1→ 3→2, 2→1→ 3, 3→ 2→1. Consider also the
case of a larger, 7 × 7 matrix:
1
0
1
1
1
0
0
1

2
1
0
0
0
1
1
1

3
0
1
0
0
1
1
1

4
1
1
1
0
1
0
0

5
0
0
1
1
0
1
1

6
1
1
1
1
0
0
0
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Here, again, as shown with the examples above, the
distribution of inputs of 0’s and 1’s in such an
adjacency matrix in such a way as to fulfill the two
given conditions (with the zero diagonal of the
adjacency matrix already in place) invariably leads to
at least one Hamiltonian Path being encoded. From the
theorems on matrices above, the determinant of a
matrix under these conditions is non-zero. It is however
obvious that, the existence of a zero column or row on
its own; or the existence of two identical rows or
columns on its own do not imply the absence of a
Hamiltonian Path.

7
1
0
0
1
1
1
0

An adjacency matrix could encode for a Hamiltonian
Path if there exists a zero row or column, or two
similar rows or columns. Nevertheless, what is to be
noted is that these two properties, taken together,
drawing from the theorems proved above, conclusively
indicate a zero determinant value. Therefore an
adjacency matrix with neither of these two properties
(as deduced earlier gives a Hamiltonian path from the
distribution of inputs) gives a non-zero determinant
value which is a way of verifying the existence of a
Hamiltonian Path. Linear algebra (of which matrix
algebra is a subset) is an example of a natural problem
with both feasible and polynomial time algorithms [3].

(C)
Some of the Hamiltonian Paths encoded here, amongst
others, are as follows: 1→2→3→4→6→5→7,
2→3→1→4→6→5→7,
3→1→4→6→5→7→2,
4→6→5→7→2→1→3,
5→7→2→1→3→4→6,
6→5→7→2→3→1→4, and 7→2→1→3→4→6→5.
We can infer that this result is scalable and holds true
for an arbitrary adjacency matrix of size n.

3. DISCUSSION

The theory of average-case complexity [9] [5] permits
us, even with NP-complete problems, to discuss in
what instances a given problem is difficult, or simple.
A given adjacency matrix (which is a representation of
a directed graph), with all inputs 1’s (with the
exception of the diagonal of course), represents an
extreme, where every vertex leads into every other
vertex, and thus we get not one, but multiple
Hamiltonian paths.

Even if P≠NP, it may still happen that every NP
problem is susceptible to a polynomial-time algorithm
that works on “most” inputs [3]. This could render
cryptography impossible and bring about most of the
benefits of a world in which P=NP. This also motivates
Levin’s theory of average case completeness, in which
the P=NP question is replaced by the question of
whether every NP problem with any probability
distribution on its inputs can be solved in polynomial
time on average [3]. It seems clear that on certain
inputs which fulfill two key conditions (the absence of
a zero row or column; and the absence of two identical
rows or columns) relevant to the theorems on the
determinant of matrices, a non-zero determinant value
indicates conclusively the presence of a Directed
Hamiltonian Path.

From the above theorems on determinants, the
determinant of this matrix is non-zero as there are no
zero columns or rows, and no row or column identical
because the diagonal of the adjacency matrix precludes
this. In this adjacency matrix a non-zero determinant
value indicates the presence of a Hamiltonian Path or
Paths. From this extreme we can move to the other
limit where we have a given adjacency matrix with a
sufficient amount of inputs such that there are no zero
rows or columns; and no two rows or columns are
identical.
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security. And although it might still be that
P≠NP, a solution to an NP-complete problem
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some inputs, drawing from Levin’s theory of
average case complexity, can still pose
problems for cryptographic schemes critical for
internet security.
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Internet penetration is still low in Africa
compared with the rest of the world. In 2006,
Africa had an estimated number of Internet
users of 44 million or 3.8% of the world’s 1.1
billion Internet users [6]. The share of Africa’s
Internet users is higher than its share of main
(fixed) telephone lines and broadband
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SUMMARY
The association connecting information and communication technologies (ICTs) and wellbeing or poverty remains vague and research today has resulted to divergent conclusions.
This paper defines ICTs as “tools” that facilitate communication and the processing and
transmission of information and the sharing of knowledge by electronic means. In the African
region context, we examine ICTs utilization that aims to improve the provision, access and
information management in the health sector. This paper considers access to information as
very important benefits that can be achieved in many areas including economic growth,
education and healthcare. In healthcare, the roles that ICT plays in ensuring that health
information is provided to healthcare providers and consumers to support improving the
health of individuals and strengthening health systems, disease detection and prevention are
crucial to development and poverty reduction as stated in the UN’s MDGs. For example,
access to appropriate information can minimise visits to physicians and periods of
hospitalisation for patients suffering from chronic conditions, such as asthma, diabetes,
hypertension and HIV/AIDS. This will in turn reduce the cost of healthcare provision. ICTs
have the potential to impact almost every aspect of health sector. The paper then proposed
how ICTs can be used to reduce poverty and ensure that health information is well
administered and reaches the right people, at the right time and in the right form.
Keywords: Health information, eHealth, ICT uses, Poverty, Developing countries.

1. INTRODUCTION
One fundamental application area, especially following
the UN’s Millennium Development Goals (MDGs), is
the opening of health information systems based on
ICT to improve the management and the quality of
health care for development at lower cost. Many
different types of eGovernment projects have been
implemented around the world, as well as in
developing countries.

Restructuring of health information systems has
become an essential trend in the entire developing
world since the implementation of primary health care
as a global strategy for achieving the health for all
goals [1]. With the UN’s MDGs (Millennium
Development Goals), UNESCO’s EFA (Education for
All), Africa Union’s NEPAD (New Partnership for
African Development): all goals geared eventually
towards improving the human development index.
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The author considers that the “e” in eHealth does not
only stand for electronic but implies a number of basic
e’s, such as: efficiency, enhancing quality of care,
evidence based, empowerment, encouragement,
education, enabling, extending, ethics and equity. The
World Health Organization (WHO) defines eHealth as
the cost-effective and secure use of ICTs for health and
health-related fields. ICT provides a range of
technologies for gathering, storing, retrieving,
processing, analysing, transmitting and receiving data
and information. These include radio, television,
mobile phones, computer and network hardware and
software, as well as the services and applications
associated with them, including videoconferencing and
distance learning.

In In the face of finite resources (both financial and
personnel), there is urgent need to prioritize among the
various goals themselves with respect to the impact of
ICTs. With such priorities as laid out in line with health
related targets of MDGs. The Millennium
Development Goals (MDGs), which were agreed upon
by the United Nations in 2000, center on development
and the reduction of poverty. Health is an integral part
of development and poverty reduction; it is in fact,
central to poverty reduction. Indeed, the MDGs place
health at the heart of development [2]. This means,
therefore, that in order for the goals to be attained there
is needed to consider the efficiency and effectiveness
of the information systems that support the health
sector. According to [2], the importance of ICTs in
meeting health goals has been recognized.

eHealth is an umbrella term that covers a variety of
areas such as health informatics, digital health,
telehealth, telemedicine, eLearning and mobile health.
eHealth can contribute to health systems strengthening
in several ways by improving the availability, quality
and use of information and evidence through
strengthened health information systems and public
health surveillance systems; developing the health
workforce and improving performance by eliminating
distance and time barriers through telemedicine and
continuing medical education; improving access to
existing global and local health information and
knowledge; and fostering positive lifestyle changes to
prevent and control common diseases.

ICTs have been defined by different reviewers in
various ways [3, 4, 5, 6, 7, and 8]. Many definitions
focus particularly on the ‘newer’ computer-assisted,
digital or electronic technologies, such as the Internet
of mobile telephony. Some do include ‘older’
technologies, such as radio or television. Some even
include the whole range of technologies that can be
used for communication, including print, theatre, folk
media and dialogue processes. Some focus only on the
idea of information handling or transmission of data. In
our study we cover the broader concept of ICTs as
tools to enhance communication processes and the
exchange of knowledge.
In developing countries, avoidable diseases and
untimely deaths still wreak a lofty toll. Inequality of
access to basic healthcare services affects distinct
regions, communities, and social groups. Underfinancing of the healthcare sector in most countries has
led to quantitative and qualitative deficiencies in
service delivery and to emergent gaps in facility and
equipment maintenance. Inefficient allocation of scarce
resources and lack of coordination among key
stakeholders have made duplication of efforts,
overlapping responsibilities, and resource wastage
common and troublesome problems.

Most countries are at some stage of health sector
reform, trying to provide expanded and equitable
access to quality services while reducing or at least
controlling the rising cost of healthcare. Health reform
processes have many facets and that there is no single
model being adopted by all countries [10]. ICTs have
the potential to make a major contribution to improving
access and quality of services while containing costs.
Improving health involves improving public health and
medical programs designed to provide elective,
emergency, and long-term clinical care; educating
people; improving nutrition and hygiene; and providing
more sanitary living conditions. These in turn
ultimately involve massive social and economic
changes, as many health challenges go well beyond the
health sector.

eHealth is defined as an emerging field in the
intersection of medical informatics, public health and
business, referring to health services and information
delivered or enhanced through the Internet and related
technologies [9]. In a broader sense, the term
characterizes not only a technical development but also
a state-of-mind, a way of thinking, an attitude and a
commitment for networked, global thinking, to
improve health care locally, regionally and worldwide
by using ICTs.

The health sector has always relied on technologies.
ICTs form the backbone of the services to prevent,
diagnose, and treat illness and disease [11]. ICTs are
only one category of the vast array of technologies that
may be of use. Given the right policies, organization,
resources, and institutions, ICTs can be powerful tools
in the hands of those working to improve health [12].
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Advances in information and computer technology in
the last quarter of the 20th century have led to the
ability to more accurately profile individual health risks
[13], to better understand basic physiologic and
pathologic processes [14], and to revolutionize
diagnosis through new imaging and scanning
technologies. Such technological developments,
however, demand that practitioners, managers, and
policymakers are more responsible in assessing the
appropriateness of new technologies [15].
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2. Positions of ICTs in Accomplishing HealthRelated target of MDGs
Health is at the heart of the MDGs, in recognition of
the fact that health is central to the global agenda of
reducing poverty as well as an important measure of
human development [16]. Three of the eight MDGs are
directly health-related: Reduce child mortality (goal 4);
improve maternal health (goal 5); combat HIV and
AIDS, malaria, and other diseases (goal 6). The other
MDGs include health-related targets and reflect many
of the social, economic, environmental, and genderrelated determinants that have an impact on people’s
health. Achieving them will also contribute to
improvements in the health status of millions of people
around the world.

There have been spectacular developments in ICTs
around the world over the past few years. ICTs have
penetrated virtually every segment of society and
projections suggest increased penetration rates. Though
distinctions are often made between new ICTs such as
computers and mobile phones, and old ICTs such as
radio, television, and landline telephony, the current
technological convergences increasingly blur such
divisions. Thus, single devices such as mobile phones
can now receive, process, store and display text, image,
sound together, and the Internet which change the
opportunities for people to share opinions, experience,
and knowledge. The findings indicate that mobile
phones contribute to reduce poverty and improve rural
livelihoods by expanding and strengthening social
networks; increase people’s ability to deal with
healthcare
emergencies;
increase
temporal
accessibility; and amplify efficiency of activities. The
use of mobile phones will in turn reduce costs of
healthcare services.

These targets include: Eradicating extreme poverty and
hunger (goal 1); improving education (goal 2);
empowering and educating women (goal 3); improving
water and sanitation systems (a key component of goal
7); and improving international partnerships (among
other things to improve access to affordable, essential
drugs on a sustainable basis – goal 8). The eight MDGs
do not work in isolation and therefore cannot be treated
in isolation. Policy efforts and discussions need to
consider the broader health determinants that affect
people’s lives [16].
In the following we summarize the positions that ICT
might be able to play in achieving the highlighted
health-related MDGs.
Many development institutions and researchers have
explored the connection between ICTs and efforts to
reduce poverty and achieve the other MDGs, including
the Organization for Economic Cooperation and
Development [17], the U.K. Department for
International Development [18], the Swedish
International Development Cooperation Agency [7],
and researchers [2, 19, 20, and 21]. The main
conclusion of these and other studies is that ICTs,
when integrated effectively into development programs
can be useful tools in efforts to reach the MDGs.

Reliable information and effective communication are
crucial elements in public health practices. The use of
appropriate technologies can increase the quality and
the reach of both information and communication.
Increased information helps people to improve their
own health. At the same time, social organizations help
people achieve health through health care systems and
public health processes. The ability of impoverished
communities to access services and engage with and
demand a health sector that responds to their priorities
and needs is influenced by wider information and
communication processes intervened by ICTs.

According to [6] argues that there is growing evidence
of the ability of ICTs to:
 facilitate management and transfer of
knowledge
 bring previously unattainable markets within
the reach of the poor;
 provide new and more efficient methods of
production; and
 improve the delivery of government services.

The rest of the paper is organized as follows. Section 2
describes the position of ICT in accomplishing healthrelated target of MDGs. Section 3 describes the
potential uses of ICTs in the health sector. Section 4
discusses the constraint and challenges of ICT in
eHealth system perception. Section 5 presents the
emerging trends as drivers for broadband ICT services.
Section 6 suggests some issues in ICT to be considered
during interventions for the African region
development.
Section
7
highlights
some
recommendations while Section 8 concludes the paper.
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SIDA adds that, increasingly, examples can be found
“where the thoughtful use of ICTs has markedly
addressed various aspects of poverty. Despite the
various pitfalls associated with deploying ICT projects,
there is growing evidence that the use of ICTs can be a
critical and required component of addressing some
facets of poverty. It is quite clear that ICTs themselves
will not eradicate poverty, but it is equally clear that
many aspects of poverty will not be eradicated without
the well-thought-out use of ICTs. [7]. At the same
time, it is difficult, if not impossible, to establish
‘”proven empirical links” between the use of ICTs and
the achievement of the MDGs. As [3] points out:
‘measuring the impact of ICT on health generally
seems to be fairly difficult because there are obviously
many other factors that impact health’.
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There are many ways that ICT can help in achieving
the MDGs in the health sector as noted by [20]: ICTs
enable monitoring of the progress made in achieving
MDGs; they facilitate information sharing on diseases
and other health related problems; they enable
monitoring and tracking of the health status; they
facilitate exchange and sharing of knowledge between
policy makers, practitioners and advocacy groups; they
can facilitate telemedicine; and they can also facilitate
access to health information for practitioners, policy
makers, and consumers of health care.
In relation to healthcare service delivery, for example
[24] mentioned eHealth projects under implementation
in Uganda, South Africa and Nigeria (UHIN, Cell-Life
and MindSet Health, LAMIS respectively). In line with
this, [19] indicated that developing countries face
challenges in providing accessible, efficient and
equitable health services to their people. The authors
argued that if opportunities offered by ICTs are
combined in right mixture with human, material and
financial resources; it will take healthcare delivery to
the next level.

The ideal for setting policy in any area is to rely on a
strong evidence base of what does and does not work.
In the case of ICTs and health, strong evidence-based
information that draws on impact assessments or
outcome measurements is not easy to find. Published
evidence currently available on the use of ICTs in
health tends to be at the proof of- concept stage. The
idea of using a particular technology in relation to a
particular medical condition or within an area of the
health care system has been shown to work. However,
it is harder to find examples of analysis that moves
beyond the project purpose to look at the particular
processes that might help achieve international
development objectives – such as the MDGs – or to
look at the conditions that might need to be in place to
scale up the intervention and what might be the impact
of such activity [22]. This is where it is essential to
look also at analyses of pooled experience, consensus
statements, and policies.

According to [25] states that: ICT is changing how
health care is delivered and how health systems are
run. Today, ICT is fundamental for health systems to
meet obligations to deliver care, pursue research,
educate students, treat patients and monitor public
health. ICT in its many forms is essential for
coordinating complex activities, ensuring quality,
fostering collaboration and sharing the growing body
of knowledge in health.
According to [21] advocated: ICT as a tool for poverty
eradication and economic growth in Nigeria context.
This is in line with the first MDGs that aim to halve the
number of people living in extreme poverty between
1990 and 2015. The authors identified three concepts
for poverty eradication in Nigeria as follows:
empowerment, opportunity and enhancing security.
They argued that the government of Nigeria must take
urgent steps to facilitate these concepts by providing
enabling environment for ICTs to strive and for Nigeria
to meet demands for MDGs in 2015.

Health technologies are evidence-based when they
meet well defined specifications and have been
validated through controlled clinical studies or rest on a
widely accepted consensus by experts [11]. Nearly all
of the reviews indicate that there are useful
applications for ICTs in health care. Some have been
able to identify positive outcomes at the population
level. Several also provide concrete suggestions for
policymakers and donors. One of these suggestions is
that policymakers should be cautious about
recommending increased use and investment in
unevaluated technologies. The use of ICTs is also
growing in many areas of health communication,
including consumer, patient, and provider education;
decision and social support; health promotion;
knowledge transfer; and the delivery of services [23].
In the next section, we look at the usefulness of ICTs in
the health sector.

3. Potentials Uses of ICTs in the Health Sector
According to WHO, the use of ICTs in health is not
merely about technology [2], but a means to reach a
series of desired outcomes, such as: health workers
making better treatment decisions; hospitals providing
higher quality and safer care; people making informed
choices about their own health; governments becoming
more responsive to health needs; national and local
information systems supporting the development of
effective, efficient, and equitable health systems;
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policymakers and the public becoming more aware of
health risks; and people having better access to the
information and knowledge they need for better health.
The evidence regarding ICTs in health is usefully
viewed with reference to the key aspects of the WHO
eHealth strategy. According to [11] summarized in
three categories as follows:
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The nature of health care systems, particularly as
regards information, is markedly different from most
other sectors. In banking, for example, there are limited
terms used, limited transaction possibilities, and simple
information needed about customers, and well
established standards for data exchange among banks
so that most transactions can be performed at
automated terminals by the customers themselves.

Policy
 Ensure public policies support effective and
equitable eHealth systems.
 Facilitate a collaborative approach to eHealth
development.
 Monitor internationally accepted goals and
targets for eHealth.
 Represent the health perspective in
international gatherings on major ICT issues.
 Strengthen ICT in health education and
training in countries, supporting a multilingual
and multicultural approach.
Equitable access
 Commitment by WHO, Member States, and
partners to reaching health communities and
all populations, including vulnerable groups,
with eHealth appropriate to their needs.
Best use
 Analyze eHealth evolution, impact on health;
anticipate
emerging
challenges
and
opportunities.
 Provide evidence, information and guidance to
support policy, best practice, and management
of eHealth systems and services.
 Identify and address needs for eHealth norms
and standards, innovation, and research.

The options for information systems within health care
are much more complex due to the array of data types.
For example, the automation of patient records must
deal with a variety of data requirements and
specification problems found in many health care data
types which are exacerbated by the size and complexity
of the medical vocabulary, the codification of
biomedical findings, and the classification of health
conditions and interventions.
Nomenclature issues include concepts such as
procedures, diagnoses, anatomical topography,
diseases, aetiology, biological agents such as
classification of micro-organisms, drugs, causes for
health care contact, symptoms and signs, and many
others. Possible combinations and detailing represent a
staggering number of possible identifying coding
requirements.
Information systems within the health care system –
patient records, tracking of disease prevalence,
monitoring drug supplies, maintaining ordering
systems for supplies, billing procedures – all stand to
benefit from the use of ICTs. ICTs are the basis for the
development and operation of information systems and
enable the creation and application of knowledge.
Information systems function at many levels of
sophistication and complexity — from very specific to
very general.

Disease Control Priorities Project in its latest
publication, Priorities in Health [24]:
 Information, surveillance, and research.
 Management of health services.
 Human resources.
 Financing.

Example 1 (gives three examples of information
systems that have been developed in South Africa
health sector context): One is stalled, one has been
reasonably successful and the third failed completely,
according to its evaluation team [26]. All three
examples illustrate the need to:

Clearly each of these pillars can benefit from the use of
ICTs. In practice, the use of ICTs in the health sector
has tended to focus on three broad categories that
incorporate these pillars:




3.1. Improving the performance of health care
systems






Health systems are very complex. So too are the types
of processes and information needs that are handled in
health care systems. To be useful, information systems
must capture and process data with broad diversity,
scope, and level of detail.
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pay attention to past experience;
involve users in the planning and design of the
system;
build information cultures;
strengthen capacity of users;
set realistic goals; and
focus on the benefits of the system, rather than
the technology.
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1. A National Health Care Management Information
System (NHC/MIS) was designed to cover medical
records, patient registration, billing and scheduling
modules in select hospitals in all nine provinces. Most
provinces have minimum patient records. The National
Health Information System Committee of South Africa
(NHISSA) has prioritized the standardization of the
Electronic Health Record. The South African
Department of Health (DoH) is working with the Home
Affairs National ID System (HANIS) Project to
incorporate its data elements onto a smart card being
developed by the project. The information will include:
a minimum patient record, which includes ID
verification; blood group; allergies; donor status; last
ten diagnoses, treatment, prescriptions; and medical
aid. Reliance on the HANIS system is perhaps
questionable, however, since it has been in the pipeline
for a number of years without any meaningful progress.
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laboratory, radiology, operating theater, other clinical
services, dietary services and laundry; financial
management; management information, and hospital
performance indicators. Introduction of the systems ran
well over time and budget and were implemented only
in some of the hospitals. Major factors identified as
contributing to the failure of implementing this system
(which are likely to apply to other situations), included:
failure to take into account the social and professional
cultures of healthcare organizations and to recognize
the need for education of users; computer staff
underestimation of the complexity of routine clinical
and managerial processes; different expectations
among stakeholders; the long process of system
implementation of systems in a sector where
managerial change and corporate memory is short; and
failure of developers to identify and learn lessons from
past projects.
Source: Electronic Government, Issue 2, Vol. 1,
2004:31; www.hisp.org. South African Health
Example, 5Review 2001, [26].

2. The South African District Health Information
System (DHIS) was launched in 1998 in all provinces.
This was the first systematic data-gathering tool that
could be used to identify public health issues. It
enabled all the 4,153 public clinics to collect
information on ten national health indicators. DHIS is
facilitated by the Health Information Systems
Programme (HISP). On completion of a three-year
pilot project in the Western Cape the HISP model
(comprising training methods, data-handling processes,
and software tools) resulted in the development of a
coordinated strategy following acceptance and
endorsement as the national model by NHISSA in the
latter half of 1999. The HISP approach to the
development of a DHIS, is based on a six-step
implementation model: Step 1 – establishment of
district information teams, Step 2 – performance of an
information audit of existing data handling processes,
Step 3 – formulation of operational goals, indicators
and targets, Step 4 – development of systems and
structures to support data handling, Step 5 – capacity
building of health care providers, and Step 6 –
development of an information culture. The HISP
model has been exported to other countries, including
Mozambique and Cuba.

All three project examples were “big” projects –
covering an entire province or across the country. A
clear lesson about big information system projects is
that they should actually start small ─ as pilots or
prototypes ─ with careful monitoring and assessment
to test out the challenges and issues that are likely to
emerge. These are the key lessons: careful planning,
regular involvement of, and communication with
stakeholders, and enabling local initiatives and
adaptations to the overall plan.
In Bangladesh, a project with a different scale was
developed to register, schedule, and track
immunization of children. Based in the city of
Rajashahi, a computerized system was introduced to
replace a manual record-keeping system [27]. Over a
period of three years, the new system was able to
increase immunization rates from around 40 percent to
more than 80 percent. A critical reason for the project’s
success was that it was designed to meet the interests
and needs of various stakeholders, and to provide them
with tangible benefits. The project reduced the time
health workers spent searching records; made it easier
for managerial staff to supervise the immunization
system and monitor performance; and improved
immunization protection for children and ultimately
their health, benefitting all the families reached by the
system.

3. The South African province of Limpopo has 42
hospitals (two mental health facilities, eight regional
facilities and 32 district facilities). The area is one of
the poorest in South Africa. The overall goal of the
project was to make use of information systems to
improve patient care, the management efficiency of
hospitals and generally increase the quality of service.
Among the functions of the proposed information
systems were: master patient index and patient record
tracking; admission, discharges and transfers;
appointments ordering; departmental systems for
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Fundamental to the effective use of ICTs is the concept
of added value – all participants must get out of an
information system at least as much as they put in. The
system must generate benefits greater than its cost;
otherwise it becomes a burden. Information systems
are almost totally dependent upon the staff that provide
and record the information, yet the staff is usually the
lowest valued and least involved. If the benefits of their
contribution are not evident to the staff, there is a high
probability of building inaccuracy, instability, and
future failure.
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3.2.1 Telemedicine
Telemedicine is a growing field. According to the
International
Telecommunication
Union
[31],
telemedicine is a powerful tool for improving health
care delivery that has been successfully implemented in
pilot projects in many countries. Many of these pilots
clearly demonstrate proof of concept – telemedicine
can improve diagnosis and treatment of specific
conditions.
Health telematics is a composite term for health-related
activities, services and systems, carried out over a
distance by means of ICTs, for the purposes of global
health promotion, disease control, and health care, as
well as education, management, and research for health
[11]. More restrictive terms that are part of
telemedicine include: teleconsultation, telediagnosis,
remote second opinion, teleradiology, telesurgery,
telecare, teleducation and teletraining. Although
telemedicine can be highly effective, a SIDA report [2]
notes that cost is an issue: “in its high-tech
implementations, it is unlikely to be cost-effective or
affordable in widespread use.

It is important to remember that the context in which
ICTs in healthcare systems operate, the clinical
patterns they support, and the policy environment will
all change constantly, and the information systems
must respond to these changes. New opportunities will
arise, which should be exploited when cost-benefit
analysis shows this to be justified. Monitoring and
evaluation of information systems and other ICT
interventions enables adjustments to be made
according to how the changes are perceived, and how
they change practice.

If used wisely, however, telemedicine can be a costeffective method that richer countries can employ to
aid capacity building in the health care systems of
poorer countries [32]. A study on the use of
teleophthalmology found that the technology transfer
was effective in reducing the burden of eye disease and
that practitioner in South Africa also learned novel
procedures that could help future patients and improve
cost-effectiveness. The use of teleconsultations has
been assessed in a number of specialties [33]. Some,
such as laboratory, dermatology, and cyto-pathology
teleconsultations, are not time consuming and are
reliable. The effectiveness and cost-benefit of
teleconsultations in cardiology and radiology are
disputable. An example is the use of telemedicine in
rural areas to improve maternal health [34].

3.1.1 Key lessons
Here are some of the key lessons in this brief review of
the literature and analysis about the role and potential
of ICTs in improving the functioning of health care
systems:
 An effective approach to setting up
information systems is to explicitly identify
the objectives of the system and determine the
expected results;
 For maximum potential success, an ICT
project requires all participants (from the
developers of the system to the users and
beneficiaries) to view the innovation as adding
value to existing systems. If the people using
the system do not like, want, or support it, it
will likely fail and
 Information systems should never become
static or they will lose their value.

Remote Patient Monitoring System (RPMS) especially
targeted at providing healthcare to remote areas of
Pakistan [35]. Based on advances in ICT, this system
enables specialist doctors to provide remote healthcare
to the patients. This system is an important step
towards providing better health facilities virtually
either in situations where appropriate care is either
non-existent or insufficient. The system has
comprehensive development and evaluation strategy
and it is intended to augment the existing healthcare
infrastructure targeted at reducing maternal and infant
mortality rates. This study also reveals from the user’s
perspective that the evaluation of usability of
interactive healthcare computer applications.

3.2 Improving health care delivery
Integrating the use of ICTs into existing health systems
has helped to improve the delivery of health care in a
number of ways [28, 29, 30]. These include: the use of
telemedicine to improve diagnosis and enhance patient
care; improvements in the continuing professional
development of health workers and better sharing of
research findings; and efforts to extend the reach and
coverage of health care to make an impact on specific
conditions.
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In Africa, most people are based in rural areas, and
their health care is sparse. Yet the epicenter of health
care expertise and resources in Africa remains in the
cities. The result is that the people come to towns and
cities for their health care in huge numbers and at
enormous cost. ICTs are beginning to be used
innovatively to bring health care to the people in a
more effective manner. Telemedicine is one way this
can be done, as the example from the Africa Medical
and Research Foundation (AMREF) telemedicine
project indicates (see example 2)
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medical practice and routine consultancies can make a
difference.
3.2.2. Health Promotion via ICTs Learning
Users of health care such as the general
public need to feel that they are also
responsible partners in their own health care.
Thus they must be educated such that they do
realize the health consequences of their
lifestyles; they must have access to
information about conditions that may afflict
them or their loved ones. Thus the education
of health care consumers is very important,
and again ICT can facilitate this process
through radio programs, TV and the World
Wide Web. However, we know that there may
be a fair amount of information dissemination
on radio and TV, but virtually none on the
World Wide Web because there is a dearth of
content relevant for African countries. In the
context of MDG 4 and 5, a role for ICTs is in
the education of mothers on ways that they
can contribute to reduced child mortality as
well as improve their own pre- and post-natal
health.

Example 2: using telemedicine to improve rural
health): AMREF is improving its clinical outreach
program with the help of telemedicine. Many sites have
been set up to test the approach and gradually expand it
across nearly 80 rural hospitals currently served by
AMREF across East Africa. The AMREF telemedicine
project provides expert second opinion to clinicians in
those hospitals supported by the AMREF outreach
programme. The primary goal is to improve the quality
of and access to specialist care. The secondary goal is
to
improve
care
through
training
using
teleconsultations and CME courses. An AMREF
clinician and physicians consult on specific cases.
Clinical staff from the rural hospital use e-mail to
forward the case notes and supporting images of the
patients to be seen the following day. Notes may be
scanned images of handwritten notes or PC-based
using proprietary software. Digital images of the
patient, digital images and/or video clips of any visible
wound, and digital images of X-rays can accompany
the notes together with the results of any other
diagnostic procedures. The outreach clinic accesses the
Internet for transmission of the clinical notes and
attachments, and begins the virtual consultation.

The same applies to MDG 6, where the public
may be educated on ways to combat
HIV/AIDS, malaria and other diseases. It is in
this area that ICTs can be used to “raise
awareness in health issues and for stigma
reduction” [36]. For example, Botswana has
implemented a number of ways through which
the population is informed on health related
issues, and these are through radio and
television.

Consultants meet to prepare opinions and at an agreed
time a teleconferencing connection will be established.
On completion of the consultations, the entire record is
saved on a dedicated library file on the AMREF server.
In this way, AMREF helps link thousands more
patients in remote areas every year with services and
skills in an increasing number of hospitals in Eastern
Africa. Source: www.amref.org

In a key paper produced as part of a global
review on access to health information, [37]
concluded that
“universal
access to
information for health professionals is a
prerequisite for meeting the MDGs and
achieving Health for All. However, despite the
promises of the information revolution, and
some successful initiatives, there is little if any
evidence that the majority of health
professionals in the developing world are any
better informed than they were 10 years ago.
Lack of access to information remains a major
barrier to knowledge-based health care in
developing countries (as well as in many parts
of the ‘developed’ world). ”

The examples cited here and the experience elsewhere
demonstrate that telemedicine helps countries deal with
shortages of health care professionals through better
coordination of resources; builds links between wellserved and underserved areas of the country; helps link
health workers to the latest research and information;
and can enhance sharing of experience and professional
development. Telemedicine is more than the delivery
of hardware and software [31]. Incorporating alreadyexisting technology – such as phone or e-mail – into
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Using ICTs effectively offers the promise of changing
this situation for health workers. One attempt to
improve access to information has been undertaken by
WHO and the United Nations Development
Programme
(UNDP)
in
India
Source:
http://www.rho.org/html/ict_progexamples.htm#india
was launched in 2000. Key lessons emerging from this
project that are relevant to many other initiatives to
increase access to basic health information deal with
connectivity, capacity, and content. For example, some
of these lessons indicate that:
 connectivity took longer to establish than
anticipated;
 local capacity needed to be strengthened in
terms of both project management and the use
of ICTs; and
 content and format of the information needed
to be relevant to users’ lives and needs, and
available in local languages is vital to many
community health workers.
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The Ghana project yielded compelling evidence of the
value of PDAs for data collection and reporting. Data
from 2,400 field surveys were submitted to the
implementing agency by mid-day following a
vaccination campaign in a particular location. They
were analysed, and a report was prepared for the
Ministry of Health by the end of the day. Previously,
data entry would have taken 40 hours using paper and
pencil surveys. The Kenya and Uganda pilots
demonstrated the value of using PDAs for information
dissemination. In Uganda, 95 percent of physicians
reported that using the reference materials over a threemonth period improved their ability to treat patients
effectively. This included improvements in diagnosis,
drug selection, and overall treatment. In Kenya, the
majority of students actively used the treatment
guidelines and referred to the medical references and
textbooks stored on the PDA during their clinical
practice [47].
Another use of technology in Uganda has had an
impact on maternal mortality. The Rural Extended
Services and Care for Ultimate Emergency Relief
(RESCUER) pilot project in eastern Uganda made use
of a VHF radio and mobile walkie-talkies to help
empower a network of traditional birth attendants, to
partner with the public health service centres to deliver
health care to pregnant women. This resulted in
increased and timelier patient referrals, as well as the
delivery of health care to a larger number of pregnant
women [38]. It also led to a reduction in maternal
mortality from 500 per 100,000 in 1996 to 271 per
100,000 in 1999.

A major concern for this project was the need to ensure
that already-existing inequalities in health information
access were not exacerbated by the introduction of
ICTs. Project managers found that a strategic approach
was needed to reach health workers less likely to have
access to the Internet and computers skills (women,
lower-ranked professionals).
Health workers involved in primary health care in
developing countries are often isolated. They work in
remote settings, often alone, and have little or no
access to up-to-date information and opportunities to
exchange experiences with colleagues. This situation is
beginning to improve as health workers make better
use of existing technologies and learn to use new
technologies.

Two strong messages that come through in the
experiences highlighted in this section: There is a need
to ensure that ICT use in the health sector reaches out
to the poorest populations and there is a strong focus
on linking rural, remote, difficult environments that are
underserved with the resources that are located in the
central health services.

In Ghana, Kenya, and Uganda, Satellife has been
building experience around the use of personal digital
assistants (PDAs) – small handheld devices that enable
health workers in remote settings to gain access to
information; capture, store and share important health
data; and link to the experiences of other colleagues to
improve their practices and the outcomes for their
patients (see example 3).

In this regard, people living in rural areas are the major
beneficiaries in ICT initiatives will help meet the
MDGs including those related to health [39]. However,
Food and Agricultural Organization (FAO-2003) report
points out that “there has been virtually no progress in
making the Internet available in the least developed
countries, especially in the rural areas.” More MDGs
can be addressed by including rural populations in the
group of beneficiaries of ICT initiatives in the health
sector, as the rural poor constitute the most vulnerable
population group. Roughly 75 percent of the world’s
poorest live in rural areas.

Example 3 (Using PDA’s in African: Satellife’s
experience): In Ghana, community volunteers have
been using PDAs to collect data as part of a measles
vaccination program. In Kenya, medical students were
equipped with PDAs loaded with relevant information
about their studies in obstetrics/gynaecology, internal
medicine, and paediatrics. In Uganda, practicing
physicians were given PDAs containing basic reference
material as part of their continuing medical education.
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Health conditions in rural areas are generally poorer,
and access to information, services and supplies is most
limited. Implementing ICT initiatives probably means
encouraging intermediaries, such as NGOs, health
educators, academic institutions, or local entrepreneurs,
to act as conduits for information available via
technologies such as the Internet, and the poor, through
translation, adaptation and use of more traditional
means of communication.

Approaches that are being used for any of these
purposes include:
 developing Internet information portals;
 using mass media to broadcast widely;
 developing interactive programming on
broadcast media;
 making more effective use of existing
communication systems; and

developing community access points (CAPs).

3.2.3 Key Lessons

3.3.1 Information via the Internet and other ICT
media

These are some of the key lessons in this brief review
of the literature and analysis about the role and
potential of ICTs in health care delivery:
 Telemedicine provides benefits of resource
coordination, urban/rural linkages, and
connecting remote health staff to centralized
health expertise and resources.
 Incorporating already-existing technology,
such as phone or e-mail, into medical practice
and routine consultancies can make a
significant difference.
 While there is still limited evidence of
improved access to learning in the developing
world, there is strong potential for e-learning
in health as demonstrated by a variety of
successful small projects around the world.
 Multiple ICT routes can, and are, being used
for e-learning in a mixed toolbox approach
(for example, using Internet, radio, SMS,
PDAs and print materials).

ICTs are presenting health communicators, media, and
other stakeholders with a range of new and stronger
opportunities for health information dissemination.
Whether this dissemination is effective or not requires
further analysis, but the actual mechanisms for
distributing health information and debate have clearly
been expanded by the advent of ICTs.
3.3.1.1 Information and communication via the
Internet
There are increasing numbers of health-focused portals
and information sites aimed at providing information to
consumers as well as sites dedicated to health workers,
individuals and a range of health-related communities
of interest.
A. Patient focused
Navigating these information sites and determining
which are worthwhile is becoming an increasing
challenge for patients and health workers alike. A
systematic review of "Web-based therapies" intended
to encourage an individual's behaviour change found
that 16 of 17 studies revealed the outcomes of
improved knowledge and/or improved behavioural
outcomes for participants using Web-based
interventions [41]. Outcomes included increased
exercise time, knowledge of nutritional status, and
slower declines in health. [42] concluded from another
systematic review that there were some positive effects
on health outcomes from the use of information sites
on the Internet. However, much of this was based on
anecdotes and opinion rather than well-designed
controlled studies. [43] concluded that because of the
amount of information and the immediacy of access to
it (for those with connectivity), the issue of quality of
information was important. The author highlighted
several rating systems that had been used but identified
methodological problems with many of the approaches.
The author suggests that health workers have an
important role to play in educating patients to be
critical users of the information they find on the
Internet. As pointed out by [37] that health workers too
“need critical appraisal skills to be able to distinguish
unreliable from reliable sources of information.”

3.3 Improving communication around health
People absorb new information, ideas, and approaches
by making sense of them in terms of their own local
context and social, economic and cultural processes.
They assimilate, adapt, and incorporate them into their
daily realities in ways that help them better deal with
the local situation. ICTs present a range of
opportunities for the delivery of health information to
the public, and for developing greater personal and
collective communication. Commentators view ICTs as
also representing a way for health workers to share
information on changes in disease prevalence and to
develop
effective
responses.
They
provide
opportunities to encourage dialogue, debate, and social
mobilization around a key public health concern.
However access remains an abiding issue, particularly
in developing countries [40].
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B. General focus
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The data collection aspect of this initiative was
particularly successful. The overall process was four
times as effective as manual data entry. Even with the
costs of hardware and software, it was still 25 percent
more effective [47, 7].

There are a growing number of sites and portals
directed at general public audiences or at particular
groups of users, such as people living with HIV and
AIDS, or media professionals who want background
information and data for health reporting. Many
international NGOs have recognized the potential of
the Internet for extending traditional communication
projects, as well as for developing new approaches;
such as providing resources for communications
online. There is a need for policymakers to share
learning and to collaborate around HIV and AIDS
communication eResourcing to maximize this avenue
of media support.

3.3.3 Greater access to communication tools and
opportunities
ICTs are also being used to improve access to
communications for health centres and the
communities they serve.
A. Community access points
Research in Zambia, Botswana, and Mozambique
found that access to information about HIV and AIDS
was a major concern [45]. Recognizing that it was not
possible to provide individual access to such
information, the study recommended developing
community access points (CAPs) which could act as
HIV and AIDS “knowledge centres.” Telecenters, and
local service providers. Use of such services could be
increased by either basing or placing such centres close
to primary client organizations – those that were likely
to make extensive use of the service – such as the
media, schools, and health clinics.

3.3.2 Increasing effectiveness of communication
systems
ICTs such as Geographical Information Systems (GIS)
can facilitate health sector planning, and help predict
and identify the spread of emerging disease conditions.
In Bangladesh, for example, GIS data has been used to
warn the health authorities about the likely location and
spread of cholera in coastal areas. In India, the Malaria
Research Centre in New Delhi has used images from
India’s remote sensing satellites to map areas where a
malaria-carrying mosquito was likely to be found on
the basis of ecological factors conducive to its breeding
and survival. Their model correctly predicted exact
breeding locations, which were then targeted for
specific control measures. An estimated 50 million
inhabitants were at risk from this mosquito, whose
presence was in some cases unknown to the health
authorities until the satellite aided study was carried
out [44]. In Africa, the Uganda Health Information
Network (UHIN) has been making use of PDAs to
provide early warning information about the spread of
communicable diseases such as measles or cholera, as
the following example describes.

3.3.4 Increasing interaction, participation, and
amplifying “voices”
ICTs are being seen as presenting new prospects for the
voices of those who are not usually consulted ─
particularly those who are affected by ill health ─ to be
heard, and for that local knowledge to be used to help
frame and develop better services and better responses
to people's illness.
A. New prospects
ICT has resulted in innovative and new communication
forms. There is more peer-to-peer communication
between individuals, as well as between intermediaries
such as the media or health workers. There is more
scope for personal reflective communication,
anonymous online communication and research and
online community networking by communities of
interest as well as the traditional communities as
defined by geography or social character. For example
HIV and AIDS provides many illustrative examples of
new communication enabled by ICTs; eForums and
news groups abound, as do Websites by both health
service providers and health communicators,
advocates, international and local groups, and many
others.

Example 4 (Preventing illness in Uganda): Veronica is
a midwife in the Rakai District in southern Uganda.
She uses her PDA for her work and for her community.
She travels to the wireless router that stores the
surveillance report for the entire district and where she
uploads reports from the rural health clinic where she
works. She also can download news and medical
information. If there is an outbreak of measles
somewhere in the district, she will learn of it before it
reaches her community. She can advise people how to
prevent catching it. Equally, if her report shows a local
rise in cholera, the district will review her data and
send medications and specialist assistance to help out.
It used to take six months before the district would
respond to this type of distress message, if at all.
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In the health sector, development and digital divides
between industrialized and developing countries are
wider than the gaps observed in other productive and
social sectors. In some cases, the changes brought
about by the privatization of health care added to the
already high degree of structural inequity that prevails
in most low and middle-income countries. Dependable
connectivity is needed for reliable transactions. In
developing countries reliable broadband connectivity is
still limited, and usually only dial-up access is
available. Poor telecommunications infrastructure,
limited number of Internet Service Providers (ISP),
lack of access to international bandwidth, and high
Internet access costs continue to be barriers to
widespread use of ICTs. National expenditures among
countries, even for countries of comparable income
level, vary considerably [53]. Low per capita
expenditure in health limits the market for new and
expensive technologies.

3.3.5 Key lessons
These are some of the key lessons about the role and
potential of ICTs in improving communication in
health care:
 There is growing evidence that ICTs aid
health information dissemination, particularly
via online routes.
 There is growing evidence that ICTs increase
the effectiveness of some communication
systems.
 Increasing access to communications allows
more people to be linked to communication
opportunities.
 Mass media ICTs, such as radio, remain key
in communicating health issues.
 There are demonstrable benefits in combining
technologies, particularly some of the older
with some of the newer ICTs.

However, Per capita expenditure in ICT is a better
indicator of the real level of ICT investment than
expenditure as percentage of the GDP. Some
developing countries have expenditures that are
comparable to that of developed countries when
expressed as percentage of the GDP, although the
absolute value per capita is low [54].

4. CONSTRAINTS AND CHALLENGES
A number of factors can inhibit the introduction and
successful application of ICTs in the health sector in
developing countries. According to [47] identified four
main factors: connectivity, content, capacity and
capital.

4.2 Content

4.1 Connectivity
With connectivity, there are issues such as the lack of
an enabling telecom policy and regulatory
environment; lack of access to electricity, solar power
options, and power supply back-ups; insufficient
infrastructure and connectivity access; and high costs.
Embedded in this are issues of broadcasting rights and
regulations controlling the media. Connectivity access
– measured in terms of telephone access, personal
computer ownership, and Internet connectivity – varies
widely around the world. Inequitable access also exists
within societies. Within the African regions, segments
of the population have been by-passed by the products
of the information revolution. This is complicated by
the fast-changing deployment of new technologies and
accompanying standards that constantly raise the level
of advancement that must be met by anyone who wants
to remain current [48, 49].

Content factors include the lack of local content
creation, the language used and the relevance of
content to the local situation. Appropriate language is
frequently neglected in ICT programs and little content
is available in local languages for health programs.
Another major content issue is the quality and
reliability of health information. The Internet can
provide a wide range of users with timely, accurate,
diverse, and detailed health information. However, its
decentralized structure, global reach, levelling of
access to the tools of publication, immediacy of
response, and ability to facilitate free-ranging
interchange also make the Internet a channel for
potential misinformation, concealed bias, covert self
dealing, and evasion of legitimate regulation. It is very
difficult to ascertain and recommend the credibility,
motives, sponsorship, and eventual conflicts of interest
in the more than 50,000 health Websites in existence.
Many healths public-oriented Websites are profitdriven, others promote unproven and even dangerous
forms of treatment or products, while others may have
good intentions, but contain misleading or false
information [55, 56, 57, 58, 59].

This is part of a set of much broader constraints that
include insufficient telecommunications infrastructure,
high telecommunications tariffs, inappropriate or weak
policies, organizational inefficiency, lack of locally
created content and uneven ability to derive economic
and social benefits from information-intensive
activities [50, 51, and 52].
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Given the sensitive nature of health care information,
and the high degree of dependence of health
professionals on trustworthy records, the issues of
reliability (assuring that data residing in the electronic
health records are accurate and remain accurate),
security (owner and users of the electronic health
records can control data transmission and storage), and
privacy (subject of data can control their use and
dissemination) are of particular significance and must
be clearly and effectively addressed by health and
health-related organizations and professionals [60].
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GNP devoted to research and development is a good
indicator of those capabilities.
The most successful efforts to incorporate information
and communication technologies have occurred in
countries with strong and efficient government and
academic institutions committed to investing in
education, scientific and technological development,
and public services, in tandem with business sectors
(for instance, banking and retail commerce) ready and
willing to automate their operations. Capacity also
refers to inequities in societies and the sharing of
resources within the community.

Reliability, security, and privacy are accomplished by
implementing a number of preventive and protective
policies, tools, and actions that address physical
protection, data integrity, access to information
resources, and protection against unauthorized
disclosure of information. There are diverse ways of
ensuring the security and privacy of a patient’s
electronic health record between the physician and the
patient’s so as to ensure the integrity and
confidentiality of the information [61].

For example, due to lower rates of literacy, women
(and marginalized groups in general) are not given
equal access to the benefits of ICTs. Ensuring that
women are part of the target group, that gender
deliberations have been undertaken by choice of the
ICT tool, and that language or cultural norms do not
exclude women benefiting from the ICT intervention
are important considerations [39]. Several reports have
provided highlights of the use of ICT to combat HIV
and AIDS. In November 2001, a consultant for the
International Development Research Council produced
a comprehensive report showcasing several pilot
project activities in this area [63].

In order to have a successful eHealth plan, there is need
to further improve the perception of privacy and trust
for citizens, new policies will need to be in place to
define electronic health record (EHR) life cycle
management and access rights. As demonstrated by
[46] with the help of a case study, a framework for
designing mobile eHealth applications deployment.
The study demonstrates the power of using user
centred design to create applications that align user’s
mental models and capabilities with their work
environment. Analysis of the study shows that an
eHealth application can only diffuse into constrained
environments, if its interface does not hinder the
workflow of the users; rather it should provide
quantifiable benefits to the users in efficiently
executing their tasks. However, a comprehensive
review and reference source on personal data
protection regulation was published by the Pan
American Health Organization [62].

Among other conclusions, the author recommended the
importance of teaching girls and young women how to
use the Internet. Other evidence [64] also suggests that
women with the mastery of almost any level of ICTs
increase their self-esteem and has spill over effects into
other activities that work toward poverty alleviation, an
important element in decreasing their susceptibility to
economic situations that put them at greater risk of
catching HIV and AIDS. The Mangelete women’s
group in Kibwezi, which started the first community
radio in Kenya, for example, has trained rural women
in the production and use of video to generate income,
disseminate new skills, and use the Internet to access
the necessary information [65].

4.3 Capacity

4.4 Capital
Generally, there is little investment in ICTs for health
in most African countries. The picture is one of
fragmentation, with many different varieties of ICTs
being acquired from different donors. Very few
government-run health services have properly
functioning ICTs within them, and there is no reliable
infrastructure to enable inter-organizational transfers of
information. Invariably, there is no national health
information and IT infrastructure to underpin the
delivery of health care. As pointed out by [11] that
technologies must be “integrated into health services
that meet basic needs” if they are to be considered to be
essential investments.

While capacity to adapt information to ensure that it is
culturally appropriate and relevant is a major
challenge, so too is the capacity to use ICTs
effectively, and to service and maintain them. A skilled
ICT work force is an essential ingredient for the
effective use of ICTs in health. Systems professionals
and technology products and services providers and
project team leaders with high skill levels and
experience in working in the sector introducing the
ICTs are important components of success. The
number of technicians, scientists, and portion of the
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In Uganda for example, investment in ICTs for health
is less advanced than might be expected, due to
institutional, cultural, and financial factors [66]. The
financial factor is one that is common to other regions:
effective use of ICTs in health will need funding at a
higher level than is currently the case. Finding ways to
blend private and public resources in ways that
contribute to the development of improved; publicly
accessible knowledge bases are key challenges.
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tendering, local development, or acceptance of an
externally funded donated system. The procurement
process should be planned and structured, in order to
match the solution to the need and circumstances. This
in turn needs a systematic approach to defining the
requirements and the available resources, including
running costs and staff availability.

5. EMERGING TRENDS AS DRIVERS FOR
POTENTIAL USE OF ICTS
Predicting the future in the ICT sector is a hazardous
occupation. As [70] notes, the rate of technological
innovation accelerates technological obsolescence.
Technologies are changing rapidly and so too are
opportunities. Nonetheless, some broad predictions are
possible.

The only justification for using a particular ICT
intervention is that the benefits justify the costs [67].
Those benefits must be identified, not only in monetary
terms but also in terms of improvements in access,
quality of care, better return of resource utilization,
better clinical end results, user satisfaction, and
improvement of the overall community health status.
Given the limited and finite resources available to
health decision makers, the right choices can be
reached only by appraising the alternative options to
see which carries most added value, and is affordable
and within budgets.

5.1 Emerging trends
Five areas of technology likely to offer strong potential
for new developments are:
 wireless access to the Internet;
 wider use of telephones, particularly mobile
telephony;
 greater exploitation of the power and reach of
radio, and the ability of radio content to be
locally determined;
 the use of digital video techniques to enable
local language communication tools; and
 greater focus on combinations of technologies.

Overestimation of results and consequent unfounded
expectations are common pitfalls. A common error has
been to regard technology as the solution to logistical,
administrative, and knowledge management problems
of healthcare. The lesson to be learned for the use of
ICTs in health is that technology can be justified
economically only if organizations deploy it in a real
practice environment and closely track how managers
and direct care professionals are using it. This requires
the stepwise development and implementation of
processes and metrics to monitor productivity and
impact [68, 69].

5.1.1 Wireless access
Wireless Internet has the potential to provide low-cost
broadband Internet connectivity to underserved and
remote areas. Leapfrogging the delivery of a wired
infrastructure by moving to wireless or radio
technologies is also attractive to developing countries
[71]. Wireless technologies may be deployed rapidly to
help foster economic development and workforce
productivity and to enable delivery of applications in
the areas of e-health, eEducation, and eGovernment.

When investing in ICTs, a number of key criteria for
evaluating and approving the project must be
considered. Investments in ICTs are no different to
other significant investments in terms of the procedures
that must be followed and the need for rigorously
constructed business plans [10]. There are some types
of questions that could help in achieving their goals.
Part of the cost-benefit analysis includes the question
of sustainability. Interventions need to be designed that
will have an impact not only in the immediate future
but for many years to come. Sustainability issues can
include ongoing upgrades, training, and maintenance of
the system.

5.1.2 Telephony
A study [72] has identified a strong connection
between the use of the telephone and an increased
demand for health services in Bangladesh, Peru, and
Laos. The analysis at the household level shows that
basic telephone service offers opportunities in
delivering timely information on health services to
households with relatively greater demand for this type
of information.

ICT projects, particularly those dealing with
information systems, are notorious for running over
time and over budget, yet often still failing to deliver
all the specified functions in a satisfactory manner.
This can be largely avoided by effective project
management, including planning, quality assurance,
and resource management components. Obtaining an
effective system is not simply a process of competitive
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Health workers will be able to track and monitor
patients’ symptoms using mobile phones with text
capabilities in conjunction with a central database. For
example, visiting nurses in the field might ask people
living with HIV or people with TB a series of yes/no
questions about their status, symptoms, and reactions to
particular medications. They can also assess the need
for more medication in a particular area. This yes/no
information can be entered into a mobile phone and
sent to a central database. By creating an up-to-date
database of health information, health workers can
track infectious diseases in remote areas, coordinate
medical supplies, and make better decisions based on
more accurate information.
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There are plans to expand the project's reach into other
provinces, and to develop “reverse billing” software
that will enable the clinic to be charged instead of the
counsellors using the mobile phones. They could then
contact clinic staff in an emergency even if they had no
airtime left — a measure that could save lives in
communities with few fixed-line phones. There is also
a plan to bring South Africa's other mobile phone
networks, MTN and Cell-C, into the project. On Cue, a
small company in Cape Town formed by Dr David
Green, a TB specialist, has developed a system to send
text messages to patients via mobile phones, reminding
them to take their medication at pre-determined times.
It aims to provide an affordable solution to improve
patient adherence to treatment and to reduce associated
costs for both patients and clinics.

In Egypt, mobile phones have been used to promote
maternal and child health. Home delivery was
discussed by mobile phone users in rural areas and the
phones used to mobilize assistance or transport to
qualified health workers if deliveries proved
problematic [44]. Example 5 describes how mobile
phones are being used in South Africa by 80
counsellors to support people living with HIV to follow
the treatment plan for their anti-retroviral drugs and
how text messages are helping TB patients remember
to take their drugs.

The names and phone numbers of patients are entered
in a database and every half an hour the On Cue server
reads the database and sends personalized messages to
selected patients reminding them about their
medication. The messages can be sent in one of three
languages and in a range of styles to ensure they do not
become boring. Of the 138 patients involved in the
pilot, there was only one treatment failure. The idea is
now being extended to other areas. [73 and
www.bridges.org ]

Example 5: (Mobile phones keep track of HIV and TB
treatments South African) researchers have developed
novel applications for mobile phone technology that
improves adherence to HIV and TB treatments. These
approaches have obvious benefits for the patients as
well as helping to improve the health infrastructure and
monitoring systems. The Cell-Life project, backed by
local mobile phone giant Vodacom, has developed
software and data management systems that let clinic
workers use their mobile phones to monitor patients'
HIV treatment and spot health problems before they
become life-threatening.

5.1.3 Radio
The most enduring and established of ICTs, radio
continues to maintain a central position in developing
country health communication. A DFID issues paper
[4] points to the contribution of community, national
and international radio to health programs in the
developing world and describes it as a strategic tool for
human development and poverty reduction. There is a
wealth of experience of radio health initiatives cited on
the
Communication
Initiative
Website
(www.comminit.com/radio).

The phones are loaded with R55 (US$8.50) in airtime
each month and equipped with a special menu that
enables HIV counsellors to record data on a patient's
symptoms and whether they are sticking to drug
regimes, as well as other factors that might affect their
health — such as a lack of money to pay for transport
to the clinic, or a shortage of food. The information
collected is instantly relayed over Vodacom's network
to a central database, which clinic staff can access over
a secure Internet connection. Cell-Life has just
completed successful pilot projects in townships in
Cape Town and Durban, in which about 80 counsellors
were trained to use the mobile phones and kept track of
nearly 800 patients.

“Soul City” is a high-profile health communication
program in South Africa that uses radio, TV, and other
media. It has built strong monitoring and evaluation
processes into its work and is able to demonstrate
strong impact in terms of knowledge, awareness,
understanding, and change of practice in selected
issues it has covered. Commentators rate radio highly
as a cost effective, high penetration medium that offers
affordable communication support services to remote,
poorly-equipped, and minimally-staffed health
facilities and communities. [74].The established nature
of the radio medium and its key role in decades of
health communication mean that it enjoys an analytical
credibility that other, newer ICTs still lack.
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The liberalization of broadcasting in many developing
countries plays a role in enhancing the position of radio
as a powerful health communication route, although
conversely commentators such as [4] point to this
increased density of media, radio, and TV, as a
potential danger. “This has critical implications for
how health messages are communicated, since there is
very real potential for important health messages to be
lost in a sea of media. Organizations such as the BBC
Service Trust and Massive Effort respond to this by
increasing the volume and density of messages in
response. So increasingly, increased media complexity
may force us to either 'upscale' on mass health
promotion campaigns or 'go local' and use community
mobilization increasingly to get messages across.
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Its experience underlines the importance of
undertaking information-needs assessments – finding
out what information people want – rather than simply
supplying them with what is available. It also was
quickly evident that despite the large amount of
information available on the Internet, very little is
directly suitable for dissemination to poor
communities. It needs to be repackaged to ensure local
suitability and relevance.
6. SOME ISSUES IN ICTS FOR THE AFRICAN
REGION DEVELOPMENT
The paper concludes that opportunities do exist for the
use of ICTs in the health sector of the African regions.
However, a number of issues must be carefully
considered in each intervention and setting:
 To what degree are the health sector structure
and the national regulatory support conducive
to problem-oriented, interdisciplinary, rapidresponse collaborative technical work and to
implementing the political, regulatory, and
managerial tasks required to address
multifaceted and complex technological
problems?
 Have the goals, action plans and potential
outcomes and benefits been clearly defined?
 Are there mechanisms for coordinating action
led by the public sector in a way that links
public, private, and social efforts, and engages
with diverse stakeholders to speed the
development and use of priority ICT
solutions?
 What progress has been made in
telecommunication
sector reform and
expansion of affordable ICT access?
 Are data-related standards and a regulatory
and legal support in place?
 Are there mechanisms for developing the
capacity
of
health
workers,
other
intermediaries and community members to
make the most effective use of the ICTs
available and to develop content that is
relevant,
applicable,
and
culturally
appropriate?
 What options exist to ensure continuity and
sustainability of ICT projects and programs in
terms of finance flows, public-private
partnerships and building on existing
information and communication channels and
resources?

5.1.4 Digital video
Health workers in villages can now carry VCD and
DVD players that can communicate a basic message,
which can then be followed through with discussion. In
the past, video has been expensive to make and
difficult to show in rural areas. Production of a video
can now be done on a basic computer, and the cost of
making a local language video produced by local
health workers is less than a few hundred dollars.
Portable digital players can be easily used to show the
video. This process is only going to get easier. The
NGO Gamos has explored this in Mexico, Moldova,
South Africa, Cambodia, and Ghana. Impact studies
show a remarkable change in knowledge and behavior
based on the videos. In Ghana a number of agencies,
including the Health Foundation of Ghana, have now
trained their staff and are beginning to develop local
language videos that can be shared with each other
[75].
5.1.5 Convergence and combination of technologies
Convergence and combination of technologies can help
many developing countries improve patients’ access to
medical records and improve access to health
information for patients and health workers. It has long
been recognized, as a DFID report in 2001 noted, that
“a combination of new ICTs and traditional media can
provide the widest coverage and ensure that those
excluded from education by virtue of poverty, gender,
geographical remoteness or conflict are not excluded”
[4]. Deciding which technologies to use “should be
determined mainly by the specific local context and
demand” [8]. In Kenya, AfriAfya has been working for
more than five years to explore innovative ways of
combining ICTs in different field settings.
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It is almost usual to re-emphasize the significance of
ICTs to modern regional development, and its
criticality to the African region if they must grow along
their development vector. The real challenge is to
strategically deploy ICTs in the health sector as
highlighted above in a manner that simultaneously
improves ordinary citizens’ lives (poverty reduction).
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These will in turn ensure that right information reaches
the right people, at the right time and in the right form.
For these reasons, the emergence of information source
(Internet) is changing the way people live. Service
delivery is being applied to all sectors of human life,
such as health care. Most African countries have little
coverage of society health even though the spread of
disease is high. In order to reduce this problem eHealth
is an option. As eHealth has impacted on developed
countries, it will bring a change also in the African
region.

7. RECOMMENDATIONS
The following broad recommendations can be drawn
about the use of ICTs in the health sector to enhance
the effectiveness of information systems in the African
region. These should be applicable at all levels, and the
complexity of putting them into practice is one of the
biggest challenges faced in the region in ensuring that
the health system benefits, that health workers benefits,
and that the people who make use of the health system
– the patients and citizens – benefit and their health
improves.
 Keep the technology simple, relevant and
local;
 Build on what is there (and being used);
 Involve users in the design (by demonstrating
benefit);
 Strengthen capacity to use, work with and
develop effective ICTs;
 Introduce greater monitoring and evaluation,
particularly participatory approaches;
 Include communication strategies in the
design of ICT projects;
 Continue to research and share learning about
what works, and what fails.

In this study we propose ICTs-based health system as a
tool which can facilitate the effectiveness of eHealth
for service delivery. The tool provides various facilities
to create, specify, and select health care services
delivery in achieving health related MDGs. Our tool
will serve for both wired and wireless networks. The
availability of human, material and financial resources
combined with the right flexible ICTs policies and
subsidizing ICTs tools and services to the poor is an
indicator to implement the opportunities offers by ICT
to take healthcare delivery to the next level in the
region.

8. CONCLUSIONS
There is no doubt that larger proportions of people in
the African region are suffering from poverty and lives
below poverty level of one dollar per day as specified
in World Bank report of 2000/2001. To achieve the
goal of connecting all African rural areas/villages to
broadband ICTs services, a thoughtfulness of the
actions involving ICTs and health indicates that there is
still a great deal that needs to be done. However, ICTs
can be used to boost the skill and knowledge of health
care providers and consumers through education to
reduce poverty. One feels that if all the health
professionals had access to computers and
connectivity, they would try to find time for some elearning programs, or even simply keeping up to date
with all the research that is being carried out.
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SUMMARY
The incident of poor results among Nigerian students, particularly those in secondary
schools is a matter that has become a source of concern to the government and major
stakeholders in the education sector of the country. Over the years, the majority of
students that sat for the May/ June West African Exanimations Council (WAEC), the
National Examination Council (NECO) Senior Secondary School Examinations and
Unified Tertiary Matriculation Examination (UTME) have been recording mass failure in
the key subject like English despite the high investment which the government, both at the
federal and state levels, as well as parents have been making in the sector. Also the
increasing need and benefits of applying multimedia and electronic medium in education
led to this research. This work is aimed at providing ICT based tool for accessing
consolidated knowledge in a given subject – English language vocabulary for WAEC
examination preparation. A knowledge base is built comprising a compilation of the tested
words in WAEC examinations over these years. Subsequently a database management
system is developed to dynamically access the knowledge base. The management
software was designed with visual basic programming language and the knowledge base
built around SQL database. It is believed that the result of this work when applied by
students preparing for their WAEC, NECO and JAMB examinations will lead to great
improvement in their results. .
Keywords: Knowledge-Base, Knowledge Management, Information Communication
Technology
1. INTRODUCTION
Education in the general sense is any act or experience
that has a formative effect on the mind, character, or
physical ability of an individual. In its technical sense,
education is the process by which society deliberately
transmits its accumulated knowledge, skills, and values
from one generation to another.

Information Communication Technology (ICT) is a
product of education. It is through education that
Information Communication Technology comes into
existence. It is the quest for knowledge that led man
into various discoveries of our days. A lot of
technological developments are due to man’s constant
and persistent study which cannot be separated from
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education. If truly that education led to the
development
of
Information
Communication
Technology, then there is an urgent need for full
implementation of ICT in schools. Information and
communication Technology is reforming ways of
acquisition and utilisation of knowledge globally.
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Also poor grasp of English Language as a medium of
expression is another limitation to success of students
in external examinations. The role of English language
in the academic development of any individual cannot
be overemphasized. It is an indispensable tool for
learners to survive within the learning environment.
The English language serves as a filter of entry points
into any tertiary institution in Nigeria. The number of
people who want to enter schools is too many that the
schools have to filter or sift the admissible candidates
through effective use of English as this is the dominant
language of instruction in schools. With this constraint
and limited placements, the aspiring candidates have to
learn and be proficient in spoken and written English.
English Language is a language of science and
technology, a passport to educational advancement and
prestigious employment as the language of commerce,
trade and administration. It becomes essential for all
our students to master it. It appears indispensable to
modern living and certainly our children should be
given maximum encouragement and opportunity to
learn it effectively in our schools and homes. It is also
the universal language of communication.

Promoting Information Communication Technology in
schools calls for a passionate and aggressive
reformation and re-engineering of educational
curriculum to incorporate e-learning structures and
systems. Information communication technologies
(ICTs) are information handling tools that are used to
produce, store, and process, distribute and exchange
information. ICT “is an electronic based system of
information transmission, reception, processing and
retrieval, which has drastically changed the way we
think, the way we live and the environment in which
we live”. It can be used to access global knowledge and
communication with other people [1].
Students who use ICTs gain deeper understanding of
complex topics and concepts and are more likely to
recall information and use it to solve problems outside
the classroom [2], [3]. In addition, through ICT,
students extend and deepen their knowledge,
investigation, and inquiry according to their needs and
interest when access to information is available on
multiple levels and through multimedia [3], [4].
Researchers have shown [3], [4] that several factors
that are interwoven contribute to candidates’ poor
performance in the examinations. The various factors
that could contribute to the low level of attainment of
candidates in WASCE include negative attitude to
learning, inadequate preparation, poor reading culture,
poor study habit, lack of examination techniques, lack
of understanding of the demand of questions,
inadequate coverage of the syllabus, non-familiarity
with test format and requirements, inability to tackle
numerical questions, inadequate exposure to practical
activities.

WAEC Success English Dictionary is a knowledge
base system. It is a special kind of database for
knowledge management. A knowledge base provides a
means for information to be collected, organized,
shared, searched and utilized. WAEC Success English
Dictionary is designed to allow people to retrieve and
use the knowledge it contains. WAEC English
Dictionary is all about the tested words in WAEC over
these years. It comprises of the nearest in meaning,
opposite in meaning and terms used in some fields of
human endeavour. It is in both booklet and software
form. The CD software is packaged with the book and
contains additional information. WAEC English
Dictionary is limited to only words that have been
tested by WAEC over these years. It is meant to give
the meaning of these tested words, their synonym and
antonym where possible.

If our students will have a positive attitude to learning
and study the relevant materials, success will be their
reward at the end of their examination. Proper studying
of past examinations questions and answers will help
our students (1.) evaluate themselves, (2.) become
familiar with examination format and requirements,
(3.) discover areas of their weakness and make up, (4.)
increase their questions answering speed, (5.) enhance
their examination techniques (6.) master the previous
questions and become ready to answer such question(s)
once it recurs. Past examination questions when
properly studied installed in students the confidence to
face any examination questions in future.

The year in which the words occurred with their
number is displayed at any point in time. The new
version will always be made available after WAEC
exam each year to keep it up-to-date. Terms used in
various fields of human endeavour covers the
following areas: Airport, Banking, Basketball,
Bicycling, Boxing, Building, Business, Legal, Medical,
Military, Computer, Construction, Cricket, Cue Sports,
Darts, Education, Electrical, Financial, Fishing,
Football, Golf, Ice Hockey, Investment, Literary,
Marketing, Mechanical, Motorsports, Newspaper, Oil
and gas, Political/Electoral, Rugby League, Rugby
Union, Shipping, Sports Idioms, Swimming,
Telecommunication, Tennis, Tourism, Volleyball,
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Weather, Wrestling. These terms are additional
information that is added in the CD software..
This work is meant to contribute maximally to
enhancing the performance of students in English
language examination especially WAEC examinations.
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you prepare adequately, you will walk confidently into
the examination hall,” she stressed.
Evoh [6] is of the view that ICT inclined secondary
education is essential to the creation of effective human
capital in any country. The need for ICT in Nigerian
secondary schools cannot be overemphasized. In this
technology-driven age, everyone requires ICT
competence to survive. Organizations are finding it
very necessary to train and re-train their employees to
establish or increase their knowledge of computers and
other ICT facilities. This calls for early acquisition of
ICT skills by students.

2. REVIEW OF RELATED LITERATURE
Education is one of the main keys to economic
development and improvements in human welfare. As
global economic competition grows sharper, education
becomes an important source of competitive advantage,
closely linked to economic growth, and a way for
countries to attract jobs and investment. In addition,
education appears to be one of the key determinants of
lifetime earnings. Countries therefore frequently see
raising educational attainment as a way of tackling
poverty and deprivation.

The demand for computer/ICT literacy is increasing in
Nigeria, because employees realize that computers and
other ICT facilities can enhance efficiency. On the
other hand, employees have also realized that
computers can be a threat to their jobs, and the only
way to enhance job security is to become computer
literate. With the high demand for computer literacy,
the teaching and learning these skills is a concern
among professionals [6], [3]. From studies carried out
by D. U. Ebem [3], it was observed that multimedia
based learning enhances both teaching and learning.

According to Ajibade [5], mass failure has become the
trend in most examinations especially those conducted
by the West African Examination Council (WAEC),
National Examination Council (NECO), and the Joint
Admission and Matriculation Board (JAMB). Over the
years, results of various examinations conducted by
these bodies in the country have not brought much to
cheer for the parents and students due to the poor
performance recorded across board. This trend has
been a source of concern to parents who bear so much
emotional upset and financial burdens each time their
wards sit for the examinations. Equally worried are
stakeholders who gather to identify the possible causes
and proffer solutions that can possibly reverse the
unpleasant trend.

Application of ICT in education creates learning
experiences that invite students to delve deeply into
worthwhile topics and complex issues. This helps them
to develop the skills and habits of mind conducive to
lifelong learning. When students have the opportunity
to tackle projects similar to those found within high
performance work organizations, addressing real issues
and problems through the aid of ICT; learning becomes
worthwhile. ICT enable students to see Tasks that
demand strategic reasoning, critical thinking, insight
and creativity. Tasks that demand strategic reasoning,
critical thinking, insight and creativity appear to be far
more engaging for students and better prepare them to
take their place in a knowledge society [7], [8].

She disclosed that from available records, the
percentage of candidates in Nigeria that obtained
grades 1-6 in at least five subjects including
Mathematics and English Language in the West Africa
Secondary School Certificate Examination (WASSCE)
indicated: 27.53 per cent in 2005, 15.56 per cent in
2006, 25.54 per cent in 2007, 13.76 per cent in 2008,
25.99 per cent in 2009, about 20 per cent in 2010 and
30.70 percent in 2011.

Students who use ICTs gain deeper understanding of
complex topics and concepts and are more likely to
recall information and use it to solve problems outside
the classroom [2]. In addition, through ICT, students
extend and deepen their knowledge, investigation, and
inquiry according to their needs and interest when
access to information is available on multiple levels
[4].

However, speaking on the possible remedies, she
advised students on the need for them to take
responsibility for their actions and develop positive
attitude towards learning and examinations, adding that
they must have in-depth understanding of concepts
rather than memorising them. She also said the students
should study in advance as it will enable them to
remember things more easily and that it is good for
them to explain what they have read to someone else to
reinforce their understanding. “There is no doubt that
we are rewarded in the future for our efforts today. If

Uduh O. (2009) [9] observed that WAEC has
continued to address a number of problems through the
application of information and communication
technology to its operations. For example, the eregistration project of WAEC initiated in 2005 has
made registration for the examination, capturing and
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processing of entry documents and arrangements for
the conduct of the examination less cumbersome for
the candidates and WAEC.
Among the areas addressed by the e-registration are:
(a) Ability to amend candidates’ records (both pictures
and text) before the release of result; (b) Possibility of
registering candidates up till a week to the conduct of
the first paper; (c) Electronic production of packing list
by centres/schools; (d) Anti-fraud mechanism against
entry
form
sales
racketeering;
and
(e)
Principals/candidates need not frequently visit WAEC
offices. In the same vein, WAEC has made the release
and dissemination of the results of its examination less
problematic by posting its results on the internet. This
allows candidates to access and even download their
results. It has also made e-confirmation of result
possible. The acquisition of state of the art ICT
facilities by WAEC has also enhanced the processing
of results. Yet the problem of mass failure in
examination is still there.

b.

c.

He noted that most of the software used in Nigerian
schools are for administration purposes and not for
students use. The following software are used in some
schools in Nigeria: (i.) School Automation Software
or School Management Software: is an enterprise
software solution that is designed to manage the
records of pupil, parents, teachers and other personnel,
(ii.) Pupils’ Performance Management Software:
manages the pupil’s academic performance throughout
his/her stay in the school, (iii.) School Fees
Management: properly administers the bills generation
for each term bringing forward all outstanding amounts
from the previous term, etc. There is an urgent need to
develop software that will be of a benefit to both our
students and teachers.

d.

e.

Sequel to these existing challenge and gap we have
developed WAEC Success English Dictionary
Application that will be used by both our students and
teachers for knowledge acquisition.
To make ICT thrive in our secondary schools, there is
an urgent need to promote it [10], [11], [12]. Promoting
ICT in our schools should not be left for government
alone though government has an utmost role to play in
it. Both government and non-government organizations
should on their own initiate programs that will aim at
promoting ICT in secondary schools. We are strongly
persuaded that promoting ICT in secondary schools can
be achieved through the following means:
a. Organizing time to time ICT workshop for
teachers: this will enable our teachers
understand the eminent role ICT has to play in
education. This workshop should tend to
127
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change their mind set on the implementation
of ICT on education. Many of them believed
that ICT implementation in education will do
them more harm than good.
Providing ICT facilities for our schools: our
schools are in serious need of ICT facilities.
This will enable them not only to be taught
theoretical but to have a practical experience
of what they have been taught. Government
should supply adequate ICT facilities to our
schools to make this work. Non-governmental
organizations and our parents can also be
involved in providing these ICT facilities to
our schools. It is suggested that parents in
each school can partner with the school
administration to provide some of these ICT
facilities to our schools because of the
undeniable impact the implementation of ICT
in secondary schools will have on the
students.
Recruiting ICT inclined teachers: the
education board should recruit more teachers
that are ICT inclined in our schools.
Introducing Educational Software: More
Educational software should be developed for
both students and teachers’ use. The software
should be designed to render solution to the
problems facing our educational system. In
view of this, we have developed WAEC
Success English Dictionary in software format
to assist students preparing for their external
examination.
Organizing ICT competition: an interesting
way to promote ICT in our schools is to
organize ICT competition for students. If
competitive ICT competitions are organized
for our schools, it will create a room for both
our teachers and students to learn more. The
competition should be organized in a way that
prizes will be won after the competition. The
first, second and third top positions will be
given prizes including their schools. I have no
doubt in my inner mind that this will ginger
our schools, teachers and students on their
own not to only learn more about ICT but to
also promote it in their various schools. I
therefore call on government agencies, nongovernmental
organizations,
private
enterprises/sectors, concerned individuals, and
our parents to organize regular ICT
competitions for our schools.
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 TERMS: This is a menu that enables the user select
terms used in different fields. The user has to click
on any field of his/her choice to display the terms
available in that field. Terms used in various fields
of human endeavour covers the following areas:
Airport, Banking, Basketball, Bicycling, Boxing,
Building, Business, Legal, Medical, Military,
Computer, Construction, Cricket, Cue Sports,
Darts, Education, Electrical, Financial, Fishing,
Football, Golf, Ice Hockey, Investment, Literary,
Marketing, Mechanical, Motorsports, Newspaper,
Oil and gas, Political/Electoral, Rugby League,
Rugby Union, Shipping, Sports Idioms, Swimming,
Telecommunication, Tennis, Tourism, Volleyball,
Weather, Wrestling.

3. MODULAR DESCRIPTION OF THE
PROPOSED SYSTEM
The block diagram in Fig 3.1 shows modular structure
of the software system for automating the consolidation
and access of the knowledge base on English Language
vocabulary covering past WAEC examinations on this
subject - WAEC Success English Dictionary
Application.
3.1 Program Module Description
 PROGRAM INTERFACE: This is the main
program interface from which one can perform
other functions.
 WAEC SEARCH: This is used to automatically
search for any word(s) that have occurred in the
WAEC over these years. When you click on this
button, you are prompted to enter a word to search
for and you click ok to search the word. The
program automatically retrieves the word, the
meaning, synonym, antonym and the year where
possible for you. A message is displayed if the
word is not found.

 HELP: This shows program documentation. It
shows all the steps to follow for effective and
accurate installation. It explains the function(s) of
all the buttons and menu used in the program.
 Exit: This terminates the program

 WAEC DICTIONARY: This shows the WAEC
words, the meaning, synonym, antonym and the
year. It also makes the START BY YEAR
BUTTON, PREVIOUS AND NEXT BUTTONS
VISIBLE.
 WAEC STATISTICS: It shows the number of
people that sat for WAEC for the year with their
respective score range.
 OUR VISION: This shows our vision for
designing this program. What we intend to achieve.
 START BY YEAR: This button enables the user to
start at any particular year in time. The user can
choose to start by the 2000 or 1995. You just have
to click on it and type the year (in figure) and click
ok.
 PREVIOUS: This shows the previous word(s) in
the list.
 NEXT: It shows the next word(s) in the list.
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Fig 3.1 Modular Structure of WAEC Success Application.

4. DESIGN OF SYSTEM

Table 4.1: WAEC Dictionary Design Table.
S/N

4.1 System Specification
This deals with the detailed requirements for the
development of the new system. It consists of the
modules that make up the system unit and the interrelationship among them.
4.1.1 Program Interface Specification
The new system presents a Program interface as an
entrance to the system. It consists of two menus and
nine tabs represented as links that enable easy
navigation to the various pages of the program.
4.1.2 WAEC Dictionary Specification
This shows the contents of the WAEC Dictionary
design. The fields in this design are shown below.

FIELDS

FIELD

TYPE

WIDTH

1

Word

VARCHAR

100

2

Year

Date

Default

3

Meaning

Varchar

250

4

Synonym

Varchar

250

5

Antonym

Varchar

250

VISUAL
BASIC
INTERFACE

4.1.3 Database Specification
The database for the program is managed by SQL
database. Microsoft Jet 4.0 OLE DB provider retrieves
information from Visual basic Interface and sends it to
the database. Also when the front end (the program
interface) needs information, it sends it to Microsoft Jet
4.0 OLE DB provider, Microsoft Jet 4.0 OLE DB
provider retrieves the information from the database
and then sends it to the program interface.

FIELD

MICROSOFT
JET 4.0 OLE DB
PROVIDER

SQL

Figure 4.1: Application Database Connection
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SYSTEM FLOWCHART OF OPERATIONAL MODULES

The system and operational module flowcharts are shown in the figures below.

START

MAIN
PROGRAM
WITH MENUS

A

CLICK ON MENUS

IS MENU =
TERMS?

YES

DISPLAY TERMS
PAGE

B

DISPLAY HELP
PAGE

C

DISPLAY DICTIONARY
PAGE

D

DISPLAY SEARCH
PAGE

E

DISPLAY STATISTICS
PAGE

F

DISPLAY VISION
PAGE

G

NO
IS MENU =
HELP?

YES

NO
IS MENU =
DICTIONARY?

YES

NO
IS MENU =
SEARCH?

YES

NO
IS MENU =
STATISTICS?

YES
NO
IS MENU =
VISION?

YES

NO
EXIT

Figure 4.2: Program flowchart.
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SYSTEM FLOWCHART OF
HELP PAGE MODULES

SYSTEM FLOWCHART OF
TERMS PAGE MODULES

C
B
DISPLAY HELP
PAGE

DISPLAY
TERMS PAGE

READ INTRODUCTION

SELECT ANY TERM OF
YOUR CHOICE

VIEW PROGRAM
REQUIREMENT

DISPLAY
RESPECTIVE TERMS

VIEW INSTALLATION
STEPS

READ THE TERMS

VIEW PROGRAM
WINDOW

YES

READ
MORE
TERMS
VIEW PROGRAM
FEATURES

NO
A

A
Figure 4.3: Term Module flowchart

Figure 4.4: Help Module flowchart
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SYSTEM FLOWCHART OF
SEARCH PAGE MODULES
E

D
DISPLAY
SEARCH PAGE

DISPLAY
DICTIONARY
PAGE

ENTER WORD(S) TO
SEARCH

READ WAEC WORDS

CLICK SEARCH
CLICK NEXT TO VIEW
MORE WORDS

DISPLAY SEARCHED
WORD(S)
CLICK PREVIOUS TO
VIEW PREVIOUS
WORDS
YES

A

SEARCH
MORE
WORD(S)
NO
A

Figure 4.5: Dictionary Module flowchart

Figure 4.6: Search Module flowchart
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SYSTEM FLOWCHART OF
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SYSTEM FLOWCHART OF
STATISTIC PAGE MODULES
F

G

DISPLAY
STATISTICS
PAGE

DISPLAY
VISION PAGE

VIEW WAEC
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VIEW AUTHOR’S
VISION

A
A
Figure 4.7: Statistic Module flowchart

5.
IMPLEMENTATION
TESTING
5.1Requirements For
Software

AND

SYSTEM

Using The

Finished

Figure 4.8: Vision Module flowchart

avoid carrying an error from one stage of the software
development to another.

5.3 Test Plan
The following five stages of software testing or
testing levels exist:
a) Functional Testing
b) Module Testing
c) Integration Testing
d) Total Program Testing
e) Acceptance Testing
The stages of system testing adopted for this project
work is (c) – (e).

5.1.1 Software Requirement
Window XP, Window Vista or Window 7
Microsoft Office
5.1.2 Hardware Requirement
Processor: At least Pentium 3, 760MHz
RAM: At least 128MB of RAM
HARD DISK: At least 20GB
SYSTEM TYPE: 32 OR 64 bit Operating System

5.3.1 Integration Testing
This is sometimes called subsystem testing or string
testing, a set of modules are integrated. As these
modules interact, the testing focus is on module
interfaces because it is assumed that the modules
themselves are correct. Here, the various modules
which have been tested and each has proved efficient
as an entity is integrated as a subsystem to check how
these modules react when they are integrated. This

5.2 System Testing
Testing is either done at the module level
(verification testing) or after the entire system
implementation (Validation testing).
In the
development of the WAEC Success English
Dictionary Application, both verification and
validation testing were carried out. This was done to

133

Afr J Comp & ICTs – Special Issue on ICTs in the African Environment Vol. 5. No. 4 Issue 2

test is carried out to ascertain that those modules do
not lose their efficiency and reliability by integrating
them into subsystem and systems.

ISSN- 2006-1781

5.4.1 Verification Testing
This is also called alpha testing. It involves running
the software in a simulated environment using
simulated data. In this case, we had to use imaginary
data input values to carry out the test. The essence of
this test is primarily to look for errors and omissions
regarding end user and design phase not implemented
during coding.

5.3.2 Total Program Testing
Sometimes called system testing, is the level where
all the subsystems are combined into a total program
package.
At this stage, the testing process
concentrates more on detecting design errors and
determining how well users requirement are met.

5.4.2
Validation Testing
This type of test data involves running the system in a
higher environment using data. This form of test is
sometimes called beta testing. To validate the
correctness of software, we had to verify the
specification document for conformity with the
requirements or problem statement being addressed.

5.3.3 Acceptance Testing
Here the focus of testing is on how well the program
operates with real live data in the operating
environment,
its
compliance
with
design
specification, and its ability to meet users’
requirements.
Typically, acceptance testing is
performed by users or users’ representatives. If the
program passes this test, it is accepted by the users
and is converted to full operation. This method no
doubt shall ensure and confirm the efficiency and
reliability of the system.

5.5
Test Result (Expected Versus Actual)
The output of any processing activity can be regarded
as a waste of time and financial resources if the
results obtained are incorrect, unreliable, and error
prone. To avoid this, the software output is often
compared with the results obtained manually.
Having this in mind, comparison tests of the system
was carried out and system performed according to
design. The summary of the test result in WAEC
Success English Dictionary Application (expected
versus actual) is shown in Table 5.1 below.

5.4 Test Data
The test data employed for this system could be
categorized into two. They are:
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Table: 5.1: Test Result (Expected Versus Actual)
S/N

TESTDATA

EXPECTED RESULT

ACTUAL RESULT

1

Click on WAEC Success English

The main page is expected to

The main page appeared.

Dictionary Application.

appear.

2

3

4

5

6

Select

any

field

of

human

Terms page is expected to

Terms page appeared.

endeavour under Terms menu.

appear.

Click on Help menu on the main

Help page is expected to

page.

appear.

Click on WAEC Dictionary on the

WAEC Words, their meaning,

WAEC

main page.

Synonym, Antonym and year

meaning,

of the question is expected to

Antonym and year of the

appear.

question appeared.

Click on WAEC Statistics on the

WAEC

Statistics

page

is

main page.

expected to appear.

Click on Vision on the main page.

Program Vision is expected to

Help page appeared.

Words,

their

Synonym,

WAEC Statistics appeared.

Program Vision appeared.

appear.
10

Click on WAEC Search on the

WAEC Search Dialog box to

WAEC Search Dialog box to

main page.

type your word and retrieve the

type your word appeared and

word from database is expected

WAEC

to appear

meaning,

Words,

their

Synonym,

Antonym and year of the
question are retrieved from
database
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6. DISCUSSION OF RESULTS

8. RECOMMENDATIONS

This application package is a very interactive and user
friendly software, because it enables a user to study
WAEC words, their synonyms, Antonym, and the year
of the questions. Users can enjoy easy WAEC words
search and retrieval at any given time. The uses of links
on the page also make it interactive and user friendly.
This software designed with reliability and efficiency
has come to offer solution to students preparing for
their examination for excellence performance. It has
also contributed as a new application package that will
be used not only in Nigeria but in all West African
nations where WAEC examination are conducted. This
application package when used by teachers will help
them teach the students vocabulary often used by
WAEC and consequently makes our students master
WAEC used vocabulary.

This work and the accompanying booklet is
recommended to all the students preparing for WAEC,
as well as NECO and JAMB examinations as their
companion. We additionally invite government and
software developers to develop more application
packages that will be of benefit to both our teachers
and students to promote ICT in education in Nigeria.
9. DIRECTION FOR FURTHER WORK
Efforts have been made to design and develop a
reliable and acceptable software package. However,
there is still room for improvement and expansion on
this work. The same concept can be extended to JAMB
past questions in same subject, which we are currently
working on and will soon publish the finished work.
Moreover with changing business environment and
technology every software package will certainly
require upgrades, improvements to keep it up-to-date.

7. CONCLUSION
Based on the WAEC examination statistics shown in
introduction, there was a strong passion to make our
modest contribution in order to enhance performance
of students in WAEC examinations. Creation of this
software is a consequence of the above need. It
provides an interactive e-learning geared towards
WAEC exam preparation.

We invite researchers to also explore the possibilities
of extending the concept to other subjects and even
improve on the entire concept by reviewing whole
topics in any a given subject not just past questions.

We hope that the deployment of this work in our
educational system will:
 Mean another noble contribution in building
educational software towards ICT in
education;
 Contribute in reducing mass failure in English
Language;
 Increase the knowledge of vocabulary among
students; and
 Present and promote vocabulary learning in
software format (e-learning, an interesting
way).
We are optimistic that with the use of these materials
for students preparing for their WAEC, NECO and
JAMB examinations, there will be great improvement
in their results.
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SUMMARY
This study assessed students’ satisfaction with e-learning at the National Open University
Nigeria in order to determine the factors that influence their intention to use e-learning. The
constructs system quality, information quality, service quality in Delone and Mclean
Information System Success (ISS) model were used to determine user satisfaction and
intention to use e-learning. The study adopted a survey design and a structured
questionnaire was used to collect data from four hundred respondents comprising
undergraduate and postgraduate students in the two campuses of National Open University
(NOUN) in Lagos, Nigeria. Descriptive statistics (frequency and percentage distribution) was
used to summarize the data while regression analysis was used to test the formulated
hypotheses.
The result of test of hypotheses revealed that users’ satisfaction (β= 0.319, p= 0.000) had a
positive significant relationship and contributed more to students’ intention to use e-learning.
System quality (β= -0.074, p= 0.214), service quality (β= 0.063, p= 0.310) and information
quality (β= 0.025, p= 0.691) did not significantly contribute to students’ intention to use elearning. On the other hand, system quality (β= 0.262, p= 0.000) and service quality (β=
0.205, p= 0.000) were significant predictors and contributed more to students’ satisfaction
with e-learning but information quality (β= 0.027, p= 0.645) was not significant and did not
contribute to students’ satisfaction. In addition, the finding revealed a strong relationship
between students’ satisfaction and use of e-learning (β= 0.439, p= 0.000).
The
recommendations emphasised the development of training programmes on e-learning
literacy for National Open University students. Government should endeavour to improve
electricity supply as well provide means of subsidizing computing and internet facilities for
students. Further studies could explore lecturers’ satisfaction with the use of e-learning. A
series of moderating factors could also be introduced.
Keywords: E-learning, National Open University of Nigeria, User satisfaction, Information
system success model.

BACKGROUND
The introduction of ICT into the educational system
has re-defined teaching and learning processes or
endeavours thereby giving rise to contemporary
medium of learning termed “e-learning” (Agbonlahor,
2005).

E-learning is an innovative approach for delivering
electronically mediated, well-designed, learner-centred
and interactive learning environments to anyone, in any
place and at any time by utilizing the Internet and
digital technologies.
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More specifically computers are used to facilitate
teaching and learning processes (Hedge and Hayward,
2004). According to Islam (1997), learning with the
use of computer is simply online ways of acquiring
knowledge through the internet or through the offline
CD-ROM. It may be in form of audio, visual, and or
audio/visual. The convergence of internet and learning,
or internet enabled learning is called e-learning.
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Another study by Leonard-Barton & Sinha (1993)
found that the technical performance of the developers
(based on their responsiveness to problems) was
positively related to user satisfaction. Wang et al.,
(2007) also observed that a single measure, such as
user satisfaction does not give a comprehensive view
of e-learning systems success.
The growing recognition of e-learning as a costeffective means of providing educational services has
instigated the National Open University of Nigeria
(NOUN) to adopt it to meet the growing demands for
education distance. Thus NOUN, by providing
education through the e-learning platform aims to
achieve the philosophical goal of the Nigerian National
Policy on Education (Federal Republic of Nigeria,
2004) which stated in its section II that “government
shall provide facilities and necessary infrastructure for
the promotion of Information and Communication
Technology at all levels of education” (Agbonlahor,
2005).

The applications and processes of e-learning include
computer-based learning, web-based learning, virtual
classroom and digital collaboration where contents is
delivered via the internet, intranet/extranet, audio and
or video tapes, satellite TV and CD-ROM. The
advantages of e-learning include (a) expansion of
access to education irrespective of location and time
(b) access to remote learning resources and (c)
preparation of the current generation of students for a
workplace where ICTs, particularly computers, the
Internet and related technologies, are becoming more
and more ubiquitous (Tinio, 2007; Kvavik, 2004).
Presently, some institutions in Nigeria are using elearning to deliver distance education (DE) and lifelong learning due to the fact that Nigerians struggle to
obtain qualification through higher education for social
and occupational mobility (Jegede, 2003). However, in
a country of different dimensions such as Nigeria,
distance education has emerged as a mediated form of
instruction, and has all the attributes to become a major
ally in overcoming one of the serious challenges faced
by the Nigerian society. It was based on this that the
National Open University of Nigeria (NOUN) was
established to run on an e-learning platform so as to
meet up with contemporary challenges of providing
education for Nigerians irrespective of their location.
This has led to huge investments for the deployment of
state- of- the- art of e-learning facilities in all of
NOUN’s study centres. This was believed would
enhance teaching and learning and guarantee students’
satisfaction. However, little empirical studies have
been carried out on satisfaction of e-learning in
Nigeria.

Moreover, it has been noted that the value of
investment on e-learning systems could be realized
only when the systems are utilized by their intended
users in a manner that contributes towards achieving
the strategic and operational goals of academic
institutions. Consequently, both IS researchers and
education professionals are still struggling to know
why many users stop their online learning after their
initial experience. However, a number of factors, such
as ease of use of the system and user’s beliefs,
perceptions and training have been cited as
contributing to user acceptance and effective usage of
computer-based information systems (Agbonlahor,
2005; Sun, et al, 2008). It has therefore become
imperative to assess the factors contributing to the
effective usage of e-learning system adopted at NOUN
because this assessment stands the chance of providing
clear understanding of the current status and how to
chart the way forward in providing a satisfactory and
effective e-learning system at NOUN.
Considering the heavy investment of NOUN on its elearning programme there is a need to know the level
of success in the implementation of the e-learning
system and gauge student’s satisfaction to justify
continued investment in the system. In addition, an indepth investigation of the challenges NOUN faces in
the implementation of its e-learning programme is
necessary for designing adequate and effective
intervention. An assessment of the students’
satisfaction of e-learning at NOUN would assist in
achieving the university’s vision to enhance life-long
learning and education for all.

Users’ satisfaction of e-learning system is a benchmark
in justifying the huge investment on a system. Leclercq
(2007), found that the relationship between the IS
function and the users as well as the quality of support
and services provided by the IS function had an impact
on user satisfaction. Venkatesh et al. (2003), found a
significant relationship between user satisfaction and
actual usage.
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The literature on e-learning (Eigbe 2010, Selim 2007)
focused on attitude of students towards e-learning and
e-learning Technology (Olaniyi, 2006), access to elearning, (Bassey, et al, 2007) and challenges and
prospects of e-learning, (Ajadi, 2008) have pointed out
several factors militating against the success of elearning.
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Within the e-learning context, e-learners use the
systems to conduct learning activities, making the elearning system a communication and IS phenomenon
that lends itself to the updated Delone and Mclean IS
success model. This study therefore assessed students’
satisfaction with e-learning at the National Open
University Nigeria to determine the factors that
influence their intention to use e-learning.
The constructs system quality, information quality,
service quality, in Delone and Mclean (2003)
Information System Success (ISS) model were used to
determine user satisfaction and their intention to use elearning.

These include: lack of adequate and appropriate
infrastructure, high cost of acquiring and maintaining
e-learning
facilities,
and
services,
poor
telecommunication or network services, erratic
electricity supply and inadequate training. Others are
inappropriate skills to use e-learning resources or
facilities effectively, high cost of owning a internet
ready computer, poor orientation towards the use of
ICT in education, non-availability of up-to-date
content, etc. Today, the Nigerian educational system is
witnessing critical shortage of appropriate teaching
materials and ineffective system for digital learning
resources creation, storage and maintenance (Manir,
2009). Kevin (2007) also observed up-front
investment, technology issues, inappropriate content
for e-learning and cultural acceptance as issues in
organizations where student demographics and
psychographics may predispose them against using
computers at all, let alone e-learning.

Background to the National Open University of
Nigeria
As cited in Ajadi et al. (2008) the National Open
University of Nigeria (NOUN), was established in July,
1983, by an Act of the National Assembly as the first
distance learning tertiary institution in Nigeria when it
became crystal clear to the then Federal Government
that the ever growing demand for education by her
people cannot be met by the traditional means of faceto-face classroom instructional delivery. NOUN, a
federal government-owned university emerged as the
first dedicated University in Nigeria to introduce
education through distance learning mode. The vision
statement of the University is that the NOUN is to be
regarded as the foremost University providing highly
accessible and enhanced quality education anchored by
social justice, equity, equality and national cohesion
through a comprehensive reach that transcends all
barriers. While the mission statement is that NOUN is
to provide functional cost-effective, flexible learning,
which adds life-long value to quality education for all
who seek knowledge. In addition to the broad vision
and mission statements, the university has eight major
objectives which are listed below:
i.
Provide a wider access to education
generally but specifically in University
education in Nigeria.
ii.
Ensure
equity and
equality of
opportunities in education.
iii.
Enhance education for all and life-long
learning.
iv.
Provide the entrenchment of global
learning culture.
v.
Provide instructional resources via an
intensive use of ICTs.
vi.
Provide
flexible,
but
qualitative
education.
vii.
Reduce the cost, inconveniences, hassles
of and access to education and its
delivery.
viii.
Enhance more access to education.

The Delone and Mclean (1992) model has been
identified as one of the most widely cited IS success
models which suggest that a systematic combination of
individual measures from IS success categories can
create a comprehensive measurement instrument. The
model consists of six dimensions in which the success
of an IS can be assessed namely: (1) system quality, (2)
information quality, (3) use, (4) user satisfaction, (5)
individual impact and (6) organizational impact. As
Delone and Mclean (1992) suggest, these six
dimensions of success are interrelated rather than
independent. System quality and information quality
separately and jointly affect both use and user
satisfaction. Additionally, the amount of use can affect
the degree of user satisfaction positively or negatively
and vice versa. Use and user satisfaction are direct
antecedents of individual impact; and lastly, this
impact on individual performance should eventually
have some organizational impact (Heo & Han, 2003).
The Delone and Mclean (D&M) model makes two
important contributions to the understanding of IS
success. First it provides a scheme for categorizing the
multitude of IS success measures that have been used
in the literature. Second, it suggests a model of
temporal and causal interdependencies between the
categories (Seddon, 1997).
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According to NOUN (2003, 2006), the National Open
University of Nigeria operates from its administrative
headquarters located in Lagos, Nigeria. The reading
and studying of printed course materials can take place
in the home, in an environment convenient to the
student or at some designated places called study
centers. Presently, there are 37 study centers located
throughout the country.
NOUN employs a range of delivery methods to take
education to the people and make learning an enjoyable
activity. These methods include:
(i) Printed instructional materials, audio, video
tapes and CD-ROMs. These are transported
by courier companies, NIPOST and NOUN's
in-house transport division.
(ii) Television and radio broadcast of educational
programmes.
(iii) Electronic transmission of materials in
multimedia (voice, data, graphics, video) over
fixed line (telephone or leased lines),
terrestrial and VSAT wireless communication
systems.
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Forty-One (16,241), has enrolled for 2007/2008
academics session as at 9th of June, 2008.

The NOUN offers the following services to support the
existing platforms; software application training,
hardware engineering, digital lab (used for it training
services and for various on-line examinations), ID card
production, online application and registration
technical support and videoconferencing and
teleconferencing services (provided between the head
quarters and the study centres and strategically located
in the geopolitical zones around the country).
According to NOUN (2003, 2006), NOUN currently
offers over 50 programmes and 750 courses, stair
casing through from certificate to diploma and degree
level, and maintain a strong commitment to
internationalization. The NOUN consults with industry
and employers in developing courses and also brings
international programs from universities around the
world. NOUN provides higher education and
professional training in wide areas, such as arts,
business, education, social sciences, sciences and
technology.
The institution offered several formal academic
programmes from Certificate to Masters Level under
four academic schools and a Centre for Continuing
Education and Workplace Training (CCE&WT). The
current enrolment of NOUN is Forty-three thousand,
two hundred and fifty four (43,254). Ten Thousand and
twenty-six students enrolled for the 2003/2004
academic session in various schools as shown below
while Sixteen Thousand, Nine Hundred and EightSeven (16,987) enrolled for 2005/2006 academic
sessions, while Sixteen thousand, Two Hundred and
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CONCEPTUAL MODEL
SYSTEMS EVALUATION

OF

E-LEARNING

Although there are other Information System
Success (ISS) models, this study adopts the
Delone and Mclean (2003) which was an update of
their work of 1992. Delone and Mclean model is
among the most influential theories in predicting
and explaining system use, user satisfaction, and
IS success (Guimaraes, Armstrong, & Jones,
2009). According to Heo & Han (2003), the Delone
and Mclean Model of IS Success is one of the
most widely-cited in the IS literature. According to
Myers, the basic contributions of the model are
extremely important to the IS researchers because
it provides a classification for all the evaluation
measures that have been reported in the IS
literature, the model commences to identify
potential stakeholders groups subject to be
evaluated in the model, and it suggests how the
constructs may interact with each other.
This is not meant to suggest that the model is
perfect, as has been pointed out by Seddon et al
(1997). According to Clyde and Lee-Post (2006),
not only did Delone and Mclean’s original model
succeed in furnishing an integrated view of
information systems success, it also helped to
instil a process approach to information systems
success. In the decade following its advent, the
original model was referenced 285 times in
refereed papers in journals and proceedings,
signifying research that applied, validated,
challenged, and critiqued it. Wang et al. (2007)
showed that the Delone and Mclean model is
applicable and implementable in the context of
virtual learning.
They employed the model from the actor or learner
perspective, and found that the model can be used
when developing and testing virtual learning
systems or when implementing new virtual
learning systems. Holsapple and Lee-Post (2006)
also show that the Delone & Mclean model (2003)
can be used as a descriptive tool when evaluating
a virtual learning environment. The six dimensions
offer possibilities to explore and describe the
environment from several approaches. Holsapple
and Lee-Post (2006) emphasized that the
measures should be used according to the target
system.
Delone and Mclean (1992) model suggested that
these six dimensions of success are interrelated
rather than independent. System quality and
information quality separately and jointly affect
both use and user satisfaction. Delone and Mclean
(2003) proposed an updated ISS model and
evaluated its usefulness in light of the dramatic
changes in IS practice, especially the emergence
and consequent explosive growth of web-based
applications.
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Based on prior studies, the ISS model was updated by
adding “service quality” measures as a new dimension
and by grouping all the “impact” measures into a single
impact or benefit construct called “net benefit” .Thus,
the updated model consists of six dimensions: (1)
information quality, (2) system quality, (3) service
quality, (4) use/intention to use, (5) user satisfaction,
and (6) net benefits. The IS Success Model created by
Delone and Mclean incorporates the six different
dimensions of IS success that the authors identified in
their extensive review of the literature. According to
the authors, system quality and information quality
both affect use and user satisfaction, both being
antecedents of individual impact, and this individual
impact should ultimately affect the organizational
impact.
(a) System Quality
System quality is the individual perception of a
system's performance. From an e-learning perspective,
the system quality is measured in terms of both the
hardware available to the user and the various software
applications designed for their intended use and needs.
While the user is not aware of the network
requirements of ELS, e-learning often requires network
to network communication that necessitates Internet
access. High quality ELS demonstrates the following
characteristics: availability, usability, realization of
user expectations, ease of learning, and response time
(Guimaraes, Armstrong and Jones, 2009). In terms of
the relationship between system quality and user
satisfaction, researchers have long employed user
satisfaction with their systems as a surrogate measure
for success (Rai, Lang and Welker, 2002; Guimaraes,
Armstrong, and O'Neal 2006). Delone and Mclean
(2003) identified system quality as an important
characteristic of the user perception to use information
technology. This then leads to a direct positive impact
on user satisfaction.
(b) Information Quality
Information quality traditionally refers to measures of
system output, namely the quality of the information
that the system produces primarily in the form of
reports. The desired characteristics include accuracy,
precision,
currency,
reliability,
completeness,
conciseness,
relevance,
understandability,
meaningfulness, timeliness, comparability, and format
(Swaid and Wigand, 2009). The main measures used in
the information quality construct for ELS are slightly
different. The focus is more on information accuracy,
completeness, relevance, content needs, and timeliness.
These aspects are largely controlled by various entities
that include IT departments and the learning
organizations responsible for assembling the ELS
requirements.
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average time (Benbasat and Dexter 1979), or
confidence on the decision made (Taylor, 1975).

(c) System Use
According to Delone and Mclean (1992), system use is
an important measure of system success. The system
use construct has also been measured as a “possible to
use” and an “intend to use” construct (DeSanctis,
1982). Delone and Mclean (2003) suggest that the
nature, quality, and appropriateness of system use are
important outcomes, and a simple measure of time
spent on the system is inadequate. System use is
considered a necessary condition under which
systems/technologies can affect individual (learning)
performance.

(g) Organizational Impact
According to Delone and Mclean (2003),
organizational impact does not have a clear and defined
measurement variable. The measures can be grouped
into three different areas: studies that use profit, studies
that use productivity, and studies that use cost/benefit
analysis. From these three areas, studies select one or
more measures to operationalize organizational impact.
For example, Benbasat and Dexter (1985; 1986) have
used profit and profit performance to measure
organizational impact. Miller (1987) utilized a costbenefit analysis to study the success of the IS. Edelman
(Edelman, 1981) utilizes productivity as his outcome,
and an overall organizational effectiveness is the
selected outcome for Millman and Hartwick (1987).

(d) Service Quality
The closest definition of service quality in online
library systems is associated with library quality as
derived from Parasuraman’s study of service
effectiveness. Service quality is a research and
development project undertaken to define and measure
library service quality across institutions. Library
service quality comprises information access
(content/scope and timeliness), personal control (ease
of navigation and convenience), affect of service
(responsiveness and reliability) and library as a place
(utilitarian space) (Heath, Boykin, & Webster, 2002).
Other studies by Parasuraman, et al. (1988) involving
the use of quality constructs, including service quality
as a measure of user satisfaction while another study by
Pitt, et al. (1995) which included service quality in its
success model concluded that SERVQUAL is
appropriate in measuring IS service quality.

Delone and Mclean (2003) proposed an updated ISS
model and evaluated its usefulness in light of the
dramatic changes in IS practice, especially the
emergence and consequent explosive growth of webbased applications. Based on prior studies, the ISS
model was updated by adding “service quality”
measures as a new dimension and by grouping all the
“impact” measures into a single impact or benefit
construct called “net benefit” (Delone and Mclean,
2003). Thus, the updated model consists of six
dimensions: (1) information quality (2) system quality
(3) service quality (4) use/intention to use (5) user
satisfaction and (6) net benefits.

(e) User Satisfaction
Delone and Mclean (1992) studied articles that address
the subject of user satisfaction in their research. They
concluded that user satisfaction was widely used as a
measure of IS success. However, while user
satisfaction has been widely used as a surrogate for
systems performance and IS success, critics have
questioned its general applicability because of poor
instruments that have been developed to measure
satisfaction (Galletta and Lederer, 1989).

RESEARCH MODEL
The research model for the study is represented in
Figure 1 based on Delone and Mclean’s (2003) IS
success model as a theoretical framework to develop an
instrument for assessing the students’ satisfaction with
an e-learning system in NOUN. The study proposes
number of relationships and connections; such as
system quality, information quality, service quality and
students’ satisfaction will directly affect intention to
use as established in the hypotheses below:

(f) Individual Impact
In their review of IS success literature, Delone and
Mclean (2003) stated that user satisfaction is one of the
measures more widely used when studying IS success
mainly because individual impact per se is the most
ambiguous to define. The authors described how
individual impact becomes a general term used to
reflect how the information received affects the user,
for example: a behavioural change (Mason 1978),
individual learning (Lucas and Nielsen, 1980)
understanding of a problem and test scores related to
the problem (Lucas, 1981), information recall (Watson
and Driver 1983), decision effectiveness in terms of

H1: There is no significant relationship between system
quality of the e-learning system and students’ intention
to use it.
H2: There is no significant relationship between
information quality of the e-learning system and
students’ intention to use it.
H3: There is no significant relationship between
service quality of the e-learning system and students’
intention to use it.
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H4: There is no significant relationship between
students’ satisfaction with the e-learning system and
intention to use it.
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METHODOLOGY
Research Design
Survey research design was adopted owing to its
suitability for collecting information about behaviors,
attitudes, feelings, perceptions and beliefs of people
(Aina and Ajiferuke, 2002). The study population
comprised both undergraduate and postgraduate
students in the two campuses of NOUN in Lagos State
namely Ikeja, and Apapa. Disproportionate stratified
random sampling was used to select five hundred (500)
students at both undergraduate and postgraduate levels
from the two campuses. The student’s population was
stratified based on their number in a particular level
and campus. This was done using the formula:
NS
x
100
TNS
Where: NS = Number of students in each level
in a campus
TNL = Total number of students at all
levels in both campuses

That is the performance of system and information
quality determines the students’ intention to use
(Guimaraes, Armstrong and Jones2009; Swaid and
Wigand 2009). While service quality differs in the way
users measures it Aladwani, (2002). Thus the model
indicates that system, information, service and
students’ satisfaction ought to affect students’ intention
to use.
In addition, system quality, information quality and
service quality will also affect students’ satisfaction.
Fitzgerald & Russo, (2005), found that improved
system quality was positively related to subsequent
system use. Since system quality of e-learning directly
affects students’ satisfaction, also it is naturally
expected that the outcome of a good system lies in the
quality of information output of that system Mc Gill et
al., (2003). While the service quality has to meet the
users expectations by ensuring the ease of information
flow. It becomes imperative to assess the relationship
of the constructs with students’ satisfaction and this
brought about the next three hypotheses.

Thus the overall sample size was 500 comprising 486
undergraduates and 14 postgraduates.
Instrumentation, Data collection and Analyses
A structured questionnaire was used for data collection.
It contained close ended questions that were divided
into three sections namely: Section A: was designed to
collect demographic data about the respondents,
Section B: Aimed at identifying the available elearning facilities at the National Open University of
Nigeria that influences user satisfaction, Section C:
aimed at eliciting data on the e-learning system at
National Open University of Nigeria using service
quality, system quality and information quality as
parameters. The questionnaire was subjected to
scrutiny by four information system researchers. Their
suggestions were used to improve the quality of the
questionnaire. The reliability of an instrument was
determined using Cronbach Alpha. The reliability
coefficients of the constructs were as presented in
Table 2.

H5: There is no significant relationship between system
quality of the e-learning system and students’
satisfaction.
H6: There is no significant relationship between
information quality of the e-learning system and
students’ satisfaction.
H7: There is no significant relationship between
service quality of the e-learning system and students’
satisfaction.
Hence, the model assumes that there would be
correlation between system quality, information quality
and service quality with students’ satisfaction
Finally, students’ satisfaction will directly affect the
use of e-learning. The impact of a system on users can
only be measured based on its usage. Quality of the
system notwithstanding, if system has poor patronage,
its perception in term of usefulness and efficiency will
be judged poorly by users. Therefore the last
hypothesis was stated thus:

Table 1: Reliability Statistics
Variables
Cronbach’s
Alpha
System Quality
Information Quality
Service Quality
User Satisfaction
Use of e-learning
Intention to use

H8: There is no significant relationship between
students’ satisfaction with the e-learning system and its
use.
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0.758
0.752
0.717
0.748
0.765
0.712

Number
Of
Items
6
6
4
5
9
2
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Table 1 shows the Cronbach’s Alpha for the variables
with values: (System Quality, α = 0.758), (Information
Quality, α = 0.752), (Service Quality, α = 0.717), (User
Satisfaction, α = 0.748), (Use of e-learning, α = 0.765)
and (Intention to use, α = 0.712). Since the values
were above 0.5, it shows that the data set has a good
reliable scale hence; the data is sufficiently reliable to
be used for data collection and subsequent further
analyses.
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Table 2: Effects of System, Information, Service
Qualities, and User Satisfaction on Students
Intention to Use E-learning
S/N Independent
Students Intention to Use
Variables
E-learning
Β
Beta
Sig
1
System Quality
-0.028
0.214
0.074
2
Information
0.010
0.025 0.691
Quality
3
Service Quality
0.034
0.063 0.310
4
User Satisfaction
0.091
0.319 0.000
Adjusted R-Square= 0.098

In administering the questionnaire, the researchers
sought permission from the Registrar of the institution
to elicit data from the students of NOUN.
Subsequently, copies of the questionnaire were
administered by with the assistance of two research
assistants. A total of 500 copies of the questionnaire
were administered but 80% of them retrieved. All the
copies administered to postgraduate students in the two
campuses were all returned while 83.65% and 71.43%
of those administered to undergraduate students in
Ikeja and Apapa campuses were returned respectively.
The distribution of the respondents who took part in the
survey was as follows: about (53%) and (47%) of
respondents constituted “females and males” in the
samples respectively and (50%) of the respondents had
“bachelor’s degree”, while (30%) had HND as their
highest qualification.

H01: There is no significant relationship between
system quality of the e-learning system and students’
intention to use it.
The results in Table 2 showed a weak and negative
correlation (β=-0.074, p= 0.214) between system
quality of the e-learning systems and students intention
to use it. We then accept the null hypothesis and
conclude that there is no significant relationship
(p=>.005) between system quality of the e-learning
system and students’ intention to use it.
H02: There is no significant relationship between
information quality of the e-learning system and
students’ intention to use it.

The respondents with Ordinary National Diploma
(OND) were (18%), while only (2%) had “master’s
degrees”. In terms of their age, the age group <30years
were about (41%), those between ages 41-50 were (28
%), “31-40 years” was (25%) while those of
“>50years” were (7%). The level of study of the
respondents were in the following descending order;
undergraduate (50%), postgraduate (31%) while
“Masters and M.phil” are (4.5%) and (1%).

The results in Table 2 revealed that information quality
of the e-learning system has a weak and positive but
insignificant slope (β=0.010, p= 0.691) with students
intention to use the e-learning system. The null
hypothesis is then accepted at (p=>.005). There is
therefore no significant relationship between
information quality of the e-learning system and
students’ intention to use it.

Collected data were coded and analyzed using
Statistical Package Software for Social Sciences
(SPSS) software. Both descriptive and inferential
statistics were used for analyses. Frequency and
percentage distribution were used for descriptive
statistics while regression tests were performed to test
the hypotheses.

H03: There is no significant relationship between
service quality of the e-learning system and students’
intention to use it.
As shown in Table 2, there is a weak positive but
insignificant correlation (β=0.063, p= 0.310) between
the dimensions of service quality and students intention
to use it. At (p=>.005) we then accept the null
hypothesis and hence conclude that there is no
significant relationship between service quality of the
e-learning system and students’ intention to use it.

RESULTS
TEST OF HYPOTHESES
This section presents the results for the test of
hypotheses.

H04: There is no significant relationship between
students’ satisfaction with the e-learning system and
students’ intention to use it.
Results in Table 2 indicated that students’ satisfaction
showed a positive and significant relationship

Table 2 presents the results of the analysis of the
independent variables; system quality, information
quality, service quality, user satisfaction and dependent
variable; intention to use e-learning.
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(β=0.319, p= 0.000) with students intention to use. We
therefore reject the null hypothesis (p=>.005) and infer
that there is a significant relationship between students’
satisfaction of the e-learning system and students’
intention to use it.
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H07: There is no significant relationship between
service quality of the e-learning system and students’
satisfaction.
Table 3 also showed that there is a positive and
significant relationship (β=0.205, p= <.005) between
service quality and students’ satisfaction. We therefore
reject the null hypothesis and conclude that there is a
significant relationship between service quality of the
e-learning system and students’ satisfaction.

Table 3 presents the results of the analysis between the
independent variables: system quality, information
quality, service quality and dependent variable;
students’ satisfaction with e-learning.

Table 4 presents the results of the analysis between the
independent variable of students’ satisfaction and
dependent of use of e-learning.

Table 3: Effect of System, Information, and Service
Qualities on students’ Satisfaction with E-learning
S/N Independent
Students’ Satisfaction
Variables
with E-Learning
Β
Beta
Sig
1
System Quality
0.347 0.262 0.000
2
Information Quality 0.039 0.027 0.645
3
Service Quality
0.391 0.205 0.000
Adjusted R-Square= 0.162

Table 4: Effect of students’ Satisfaction on Use of Elearning
S/N Independent Variable Use of E-learning
Β
Beta
Sig
1
Students’ Satisfaction 0.269 0.439 0.000
Adjusted R-Square= 0.191
H08: There is no significant relationship between
students’ satisfaction with the e-learning system and
its use.

H05: There is no significant relationship between
system quality of the e-learning system and students’
satisfaction.
As shown in Table 3, a positive and significant
relationship (β=0.262, p= <.005) between system
quality and students’ satisfaction. There is therefore a
significant relationship between system quality of the
e-learning system and students’ satisfaction. Hence we
reject the null hypothesis.

The results presented in Table 4 showed that students’
satisfaction has a positive and significant relationship
(β=0.439, p=<0.05) with the use of e-learning. The null
hypothesis is therefore rejected and we affirm with the
alternate hypothesis that there is a significant
relationship between students’ satisfaction with the elearning system and its use.

H06: There is no significant relationship between
information quality of the e-learning system and
students’ satisfaction.
The construct of information quality presented in Table
3 showed a positive but insignificant relationship (β=
0.027, p= 0.645) with user satisfaction. The null
hypothesis is therefore accepted (p= >.005).

Summary of Values
Table 5 shows a summary of the values of the
hypotheses test, their significant values and decisions
on the null hypotheses.
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Table 5: Summary of Values
Hypotheses

Beta

There is no significant relationship between system quality and students’
intention to use.
There is no significant relationship between information quality and students’
intention to use.
There is no significant relationship between service quality and students’
intention to use
There is no significant relationship between students’ satisfaction and students’
intention to use it.
There is no significant relationship between system quality and students’
satisfaction.
There is no significant relationship between information quality and students’
satisfaction.
There is no significant relationship between service quality and students’
satisfaction.
There is no significant relationship between students’ satisfaction and use
It can be observed from Table 5 system quality,
information quality and service quality had no
significant relationship with students’ intention to use
e-learning but there is a significant relationship
between students’ satisfaction and students’ intention
to use it. On the other hand, system quality and service
quality had a significant relationship with students’
satisfaction, while information quality had no
significant relationship with students’ satisfaction.
Finally Students’ satisfaction had a significant
relationship with use of e-learning.

Decision

-0.074

Significant
Values
0.214

0.025

0.691

Accept

0.063

0.310

Accept

0.319

0.000

Reject

0.262

0.000

Reject

0.027

0.645

Accept

0.205

0.000

Reject

0.439

0.000

Reject

Accept

the system was negatively related to intention to use.
However, a study by (Fitzgerald & Russo, 2005), found
that improved system quality was positively related to
subsequent system use. Similarly, Iivari (2005) found a
positive relationship between system quality and
intention to use. Thus, in order to guarantee continuous
intention to use e-learning system, stakeholders have to
ensure that the e-learning system is easy and the
environment is very conducive.
In like manner, information quality did not
significantly influence students’ intention to use the
system. It is expected that student, being enlightened,
should value the quality in information, according to
Doll et al. (1998) Information quality is a key
dimension of end-user satisfaction and is the desirable
characteristics of the system outputs, as a result,
information quality is often not distinguished as a
unique construct but is measured as a component of
other variables. In essence, when a system is complex
to use, the complexity might affect the throughput
observed by a user. Also similar to our findings are
Halawi et al., (2007), (McGill et al., 2003; Iivari,
2005). The authors, while measuring information
quality with other constructs observed that information
quality of their systems has no impact on intention to
use. However, (Kim & Palmer, 2002) and Scheepers et
al., (2008) contradicts our finding. Other studies on
information quality showed mixed results, (Teo &
Wong, 1998), (Farhoomand & Drury, 1996) and
Bradley et al. (2006). This study however implies the
need for students to be well informed about the system
thereby easing every challenge they might encounter
while using the system, thereby producing the desired
system output.

DISCUSSION OF FINDINGS
Results showed that system quality of the e-learning
system did not significantly influence students’
intention to use the system. System quality is the
individual perception of a system’s performance.
Delone and Mclean (2003) identified system quality as
an important characteristic of the user perception to use
information technology. Since system quality is a
universal
construct
that
depict
outstanding
performance, excellence, and superiority, it should be
expected that system quality in this study should
improve the intention to use a system, however, this
study demean the importance of system quality as
propounded by Delone and Mclean. Given that system
quality had little implication to student’s perception in
using a system, there might be other possible reasons
for this effect, for example the environment in which a
system is placed might have a negative effect on
perception. Moreso, system quality according to (Rai et
al., 2002) is based on how easily a user can deal with
the system. This invariable implies that the perceived
difficulty of a system will directly weaken its usage.
This finding correlates with Weill & Vitale, (2002),
where the authors found that the technical quality of
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Service quality is increasingly being recognized as key
strategic value by organizations in both the
manufacturing and service sectors, Rashid and Jusoff,
(2009). Notwithstanding its importance to this study
found service quality not significant to user satisfaction
of the e-learning system and students’ intention to use
it. Several studies, (Choe, 1996), (Yoon et al., 1995),
(Leclercq, (2007), have likewise examined the
relationship between service quality and intention to
use and found mixed support for this relationship.
Service culture is generally poor in the Nigerian private
and public firms. This might probably be due to long
term effect of nonchalant attitude towards work. The
result of this finding probably confirmed this cultural
trend. Also similar to our finding is Marble, (2003) and
Chiu et al. (2007). Likewise, Choe (1996) examined
the role of training and education on user satisfaction
of an information system and found no significant
relationship. Furthermore, examining service quality
more broadly, rather than just in terms of personnel and
training, there is still mixed support for its effect on
user satisfaction. A study of university support
services by Shaw et al., (2002) found a relationship
between service quality and user satisfaction and
identified software upgrades, staff response time, and
documentation of training materials as the service
quality factors having the most influence on user
satisfaction.
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Universally, satisfaction is tied to the benefit derived
from the high performance of a system. Similar to our
findings are (Todd, 2005), (Iivari, 2005), (Chiu et al.,
2007), (Halawi et al., 2007), though in a relatively
different context, identified a significant relationship
between intention to use and user satisfaction. While
some researchers have argued that use is irrelevant
when a system is mandatory, Iivari (2005) illustrates
that it is possible to have sufficient variability in the
“use” construct to have significant relationships with
other constructs in the D&M model, such as user
satisfaction.
The strong correlation between
satisfaction and intention to use is further buttressed in
Hsieh & Wang (2007). The authors discovered a
significant positive relationship between satisfaction
and extent of use among users of Enterprise Resource
Planning systems. However, other studies such as (Ang
& Soh, 1997) have found conflicting results.
This study revealed that there is a significant
relationship between system quality of the e-learning
system and student’s satisfaction. The quality of an elearning system can only be accessed based on how
satisfied a user is with regard to the system
performance. This study revealed a positive correlation
in the quality of the e-learning system towards meeting
the desired expectation of the student.
This also revealed the effort of NOUN facilitators in
sustaining the e-learning platform. However, many
studies; (Kositanurit et al., 2006), (Rai et al. 2002),
(Venkatesh & Davis, 2000), (Hsieh & Wang, 2007),
(Adams et al., 1992) measured system quality and
found
positive
relationships
with
various
operationalizations of use in a variety of systems. This
altogether suggests that both system quality and use are
complex constructs. Research on system quality in
relation to other measures obtained mixed results as
seen in (Iivari, 2005), (Goodhue & Thompson, 1995),
(Igbaria et al., 1997). Also in a case study of e-learning
system, both qualitative (Markus & Keil, 1994) and
quantitative (Gefen & Keil, 1998) results found,
contrarily to this study, however, that system quality
did not guarantee the usage of the system. Other
contrary result can be found studies by (Gefen, 2000),
(Gill, 1995), Weill & Vitale, (1999). However, similar
to our finding, is Fitzgerald & Russo, (2005), found
that improved system quality was positively related to
subsequent system use. Since system quality of elearning directly affect students satisfaction, more
consolidated effort (by NOUN) should be placed on
continuous improvement of system quality to ensure a
sustained satisfaction of system end-users, students
specifically.

Although the studies in university settings found
support for this relationship, a study by Aladwani,
(2002) on 31 government organizations, examining
internal computing support and user satisfaction did not
find a significant relationship. Although findings from
this study revealed a non-significant effect of service
quality, the contradictory findings in the literature
suggest the sensitivity of this construct to the manner in
which it is measured which invariable implies that all
institutions have different measures of service quality.
User satisfaction is strongly related to use when
measured by system dependence (Rai et al., 2002;
Kulkarni et al., 2006). Delone and Mclean (1992)
studied articles that address the subject of user
satisfaction in their research. They concluded that user
satisfaction was widely used as a measure of IS
success. However, while user satisfaction has been
widely used as a surrogate for systems performance
and IS success, critics have questioned its general
applicability because of poor instruments that have
been developed to measure satisfaction (Galletta &
Lederer, 1989). This finding suggests that there is a
significant relationship between students’ satisfaction
of the e-learning system and students’ intention to use
it. Satisfaction is achieved when the fulfilment of
accomplishment of objectives is satisfied.
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Findings also showed that there is no significant
relationship between information quality of the elearning system and students’ satisfaction. Although
system quality improved students satisfaction, to
observe the reverse with respect to information quality
looks paradoxical, since it is naturally expected that the
outcome of a good system lies in the quality of
information output of that system. This also shows a
strong divergence between the system itself (the
container) and the system product (the content). This
should send signal to NOUN facilitators of the need to
improve content or information quality to synchronize
with system quality. However, the relationship between
information quality and students’ satisfaction is
strongly supported in the literature; (Mc Gill et al.,
2003); (Almutairi & Subramanian, 2005); (Wixom &
Todd, 2005); (Kulkarni et al., 2006); Chiu et al.,
(2007); Halawi et al., (2007). In addition, studies by
Kim et al., (2002) and Palmer, (2002) specifically
examining the information quality aspects of web sites,
such as content and layout, also found significant
relationships between these constructs and user
satisfaction. However, Marble (2003), similar to this
study, did not find a significant relationship between
measures of information quality and user satisfaction.
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In addition, a case study performed by Leclercq, (2007)
found that the relationship between the IS function and
the users as well as the quality of support and services
provided by the IS function had an impact on user
satisfaction. However, contrary findings were observed
in these literatures; (Marble, 2003), (Chiu et al., 2007)
and (Choe 1996). While emphasizing the importance
of user satisfaction, Limayem & Cheung, (2008)
indicated that the usage level as well as user
satisfaction should be managed and enhanced for
sustainable IS usage. However, Wang et al., (2007)
observed that a single measure, such as user
satisfaction does not give a comprehensive view of elearning systems success. Considering the overall
expectation of NOUN students in terms of satisfaction,
it becomes paramount for their system facilitators to
ensure effective and efficient usage of the e-learning
system by ensuring system and information quality and
also providing a sustainable service infrastructure,
while reducing redundancies and bureaucratic
bottlenecks that might affect system usage.

Examining service quality more broadly, rather than
just in terms of personnel and training, there are varied
support for its effect on user satisfaction. This study
however reveals that there is a significant relationship
between service quality of the e-learning system and
students’ satisfaction. This finding earmarks the
significance of service quality in meeting the
expectations of system users and also calls for the need
to put in place a service delivery system strategy to
actualize and sustain the mechanism. NOUN should
therefore make it as part of their strategic focus to fine
tune the service quality delivery system to ensure the
ease of information flow and other system variable that
would constantly improve on the e-learning system.
Divergent on this issue however, exist in literatures;
(Kositanurit et al., 2006), (Halawi et al., 2007).
The finding of this study reveals that there is a
significant relationship between students’ satisfaction
with the e-learning system and its use. The impact of a
system on users can only be measured based on its
usage. Quality of the system notwithstanding, if system
has poor patronage, its perception in term of usefulness
and efficiency will be judged poorly by users. Delone
& Mclean, (2003), states that increased user
satisfaction will lead to a higher intention to use, which
will subsequently affect use. Positive relationships to
user satisfaction are found in literatures; (Venkatesh et
al., 2003), (Leonard-Barton & Sinha, 1993). (Yoon et
al., 1995).
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Further studies could also focus on the above issues as
well as on understanding of the several attitudes and
beliefs with regards to computer-literal participants
opposed to people with limited technology background.
A series of moderating factors may also be introduced,
such as gender, age differences and organizational
issues (Venkatesh, Morris, Davis, & Davis, 2003).

CONCLUSIONS AND FUTURE STUDIES
Service quality, information quality, system
quality did not predict favourably to students’
intention to use e-learning system, while user
satisfaction positively influenced intention to
use. However, service quality and system
quality
highly
correlate
with
students’
satisfaction of e-learning system while
information quality did not. A strong relationship
was also established between students’
satisfaction and use. The effectiveness of elearning in lieu of students’ satisfaction should
therefore be a major focus to NOUN facilitators
by improving system and information quality,
while providing on the other hand a sustainable
service system strategy that can drive the
efficiency of the e-learning system.
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