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Managing Editors Introduction.
The ICT strides continues – so are the challenges
Events within the last one year showed that Computing and ICT will continue to dominate popular discussions all over the world. What
with new advances in mobile developments, tele-medicine, drones for fighting battles and new concerns about viruses that can now close
down nuclear plants. We live in a time that can be considered as a watershed of mixed blessings brought about by accelerated
developments in computing, ICTs and their applications.
The African Journal of Computing & ICT stands at the nexus of providing a platform for contributions to discourses, developments,
growth and implementation of Computing and ICT initiatives. We provide a voice for scholars from the developing countries and other
nations across the world to contribute to the solution paradigm through timely dissemination of research findings as well as new insights
into how to identify and mitigate possible unintended consequences of ICTs.
In the last year, we have experienced tremendous impact and acceptance across the globe. This is evidenced by the H-Index of some of
our authors ranking as high as 7 based on cited works in the journal. Our impact factor has also grown beyond the 1.7 in 2011 to 2.8
during the first quarter of this year, 2012. In particular is the interest expressed in the Journal by African scholars in Diaspora. Thanks to
our authors and reviewers and the Editorial board for continuously striving to provide submissions, insights and comments that has
helped improve the quality of the Journal. We have also continued to experience increased interest evidenced by the volume of
submissions that we received recently from Asia, America, the United Kingdom and many parts of Africa that are now scheduled to
appear in future issues. Surely, the Journal is repositioning itself among the league of impactful Journals in Computing, information
systems/science, Information and Communication Technology and other allied fields globally.
The African Journal of Computing & ICTs is now indexed in the Cabells Directory of ScientificJourna, Google Scholar, IS Publication
Indexing, ScienceCentral.com , Database of Computer Science Journals, Docstoc Database/Indexing and the SCRIBD Research
Database. Other indexing schemes are being pursued to further increase access to the journal contents. We remain committed to
excellence in publishing and desire that the Afr, J of Computing and ICT be a prime avenue for the dissemination of cutting edge
research report by Africans, for Africa and all lovers of research and development all around the world. We will promote indigenous
Computing and ICT development through the dissemination of cutting edge research and development report
This March, 2012 issue of the African Journal of Computing & ICT contain ten (10) articles that have been subjected to rigorous peer
review by experts in the subject domain. The articles articulate issues of research and development related to computational informatics
and mathematical modelling, computer and cyber security, e-Learning and multimedia-based pedagogy, data mining and knowledge
management, management of ICT units, grid computing and open source mobile platform system design. While welcoming you to
peruse this March, 2012 Edition of the African Journal of Computing and ICTs, we encourage you to submit your manuscript for
consideration in future issues of the African Journal of Computing and ICTs.
Have a rewarding reading
Thank you
Longe Olumide Babatope PhD
Managing Editor
African Journal of Computing & ICTs
Fulbright SIR Fellow
International Centre for Information Technology & Development
Southern University System
Southern University
Baton Rouge
Louisiana, USA
E-mail: longeolumide@fulbrightmail.org

vi

Vol 5. No. 2, March, 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

On the Number of Idempotent Conjugacy Classes
of the Symmetric Inverse Transformation Semigroup
1
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ABSTRACT

From the conjugacy classes of the Symmetric inverse transformation semigroup, we obtained its idempotent conjugacy
classes [4][5][8]. A general expression was obtained for the number of idempotent conjugacy classes in the Symmetric
inverse transformation semigroup.
Keywords: Conjugacy, Symmetric, Semigroup, Classes Idempotent
1. PRELIMINARIES
Let

2. IDEMPOTENT CONJUGACY CLASSES OF
.

Then a

(partial)

transformation

is said to be full or total
if

, otherwise it is called strictly partial.[2][4]

The set of all partial transformation on n-object forms a
semigroup under the usual composition of functions. It is
denoted by , when it is strictly partial,
when it is full or
total and

when it is partial 1-1(or the symmetric inverse)

[1][3]
An element

is idempotent

if and only if

[6][7][8]
Let
if

, then chart
and

is conjugate to chart

if and only

have the same path structure..
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When n = 1
(1], (1)
Total idempotent conjugacy classes = 2
When n = 2
(1](2], (1)(2], (1)(2)
Total idempotent conjugacy classes = 3
When n = 3
(1](2](3], (1)(2](3], (1)(2)(3], (1)(2)(3)
Total idempotent conjugacy classes = 4
When n = 4
(1](2](3](4], (1)(2](3](4], (1)(2)(3](4], (1)(2)(3)(4], (1)(2)(3)(4)
Total idempotent conjugacy classes = 5
When n = 5
(1](2](3](4](5], (1)(2](3](4](5], (1)(2)(3](4](5], (1)(2)(3)(4](5],
(1)(2)(3)(4)(5], (1)(2)(3)(4)(5)
Total idempotent conjugacy classes = 6
When n = 6
(1](2](3](4](5](6], (1)(2](3](4](5](6], (1)(2)(3](4](5](6],
(1)(2)(3)(4](5](6], (1)(2)(3)(4)(5](6], (1)(2)(3)(4)(5)(6],
(1)(2)(3)(4)(5)(6)
Total idempotent conjugacy classes = 7
When n = 7
(1](2](3](4](5](6](7], (1)(2](3](4](5](6](7], (1)(2)(3](4](5](6](7],
(1)(2)(3)(4](5](6](7], (1)(2)(3)(4)(5](6](7], (1)(2)(3)(4)(5)(6](7],
(1)(2)(3)(4)(5)(6)(7], (1)(2)(3)(4)(5)(6)(7)
Total idempotent conjugacy classes = 8

1

Vol 5. No. 2, March, 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

3. RESULTS

Author’s Briefs

From the enumeration above, a summary of the sequence of the
number of idempotent conjugacy classes of
is listed below
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2
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2, 3, 4, 5, 6, 7, 8, … where n = 1, 2, …
Let a(n) be the number of idempotent conjugacy classes in
From the sequence above, we can deduce that the number of
idempotent conjugacy classes in
is given as

4. CONCLUSION
It has been shown that the number of idempotent conjugacy
classes in the Symmetric inverse transformation semigroup is
given as
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ABSTRACT
With the continuous increase in number of network attacks, distribution/variation of attacks sources and their complexity, la rge and
information-critical organizations are mostly affected. There is therefore no doubt the need to develop a system that will detect and
combat such attacks. That system is called Distributed Intrusion Detection System. The present Distributed Intrusion Detection Systems
are often faced with challenges such as insider threat detection, problem of fault tolerance, peer-to-peer threat detection and
vulnerability, poor intelligence and lack of in-depth evidence. Therefore, in this work, we study intrusion detection in distributed
networks. We consider agent and data mining independently and their mutual benefits. Finally, we present a theoretical concept and
framework based on peer-to-peer computing for integrating multi-agent system and distributed data mining in symbiont manner for the
purpose of distributed intrusion detection.
Keywords: Intrusion Detection, Peer-to-Peer Architecture, Distributed Data Mining, Multi-Agent Systems

1. INTRODUCTION
Network-based computer systems play increasingly vital roles in
modern society, they have become the targets of criminals who
are called hackers or intruders. According to a recent survey by
CERT, the rate of cyber attacks has been more than doubled
every year in recent times while Zone-H report by [2] put the
global website defacement at about one million and five hundred
in 2010.
This speed of attack-spread as well as the complexity affirms the
need for complex and up-to-date security response mechanisms.
In distributed environment, the challenge of security is much
greater [17] [26]. This is largely due to the heterogeneous nature
of network data that is spread across the various subsystems that
make up the entire network.
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So, researchers and information technology security professionals
devised specialized and more appropriate techniques for the
domain. In the field of data mining, distributed data mining is
theorized and applied while in that of agent technology, the focus
is on multi-agent system.
The security of a computer system is compromised when an
intrusion takes place. This affects negatively the integrity,
confidentiality or availability of a system and network resources
[15]. According to [10], Distribution Intrusion Detection System
(DIDS) is defined as multiple Intrusion Detection Systems
(IDSs) spread over a large network, all of which communicate
with each other, or with a central server that facilitates advanced
network monitoring, incident analysis and instant response to
attacks. These IDSs are either misuse, anomaly or hybrid based
which combines misuse or anomaly features.
2. CHALLENGES OF DISTRIBUTED INTRUSION
DETECTION
Intrusion detection is faced with numerous challenges some of
which have been solved in single IDS but for DIDS, a lot of
improvements are needed.
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These problems are highlighted below after a taxonomic review
of existing works based on data sharing, the nature of the data
analysis, and security and trust features.
2.1 Data Sharing
In a distributed IDS system, each agent shares its data with other
agents in the system. However, there are wide varieties of
sharing schemes that have been developed. These schemes
include: centralized data reporting on one side and completely
decentralized sharing on the other. The most extreme
centralization is represented by systems in which a commercial
vendor collects security information from a wide variety of
customers, each running the vendor’s agent software [33] [34].
The vendor typically has multiple machines handling the data
collection and analysis load that this widespread deployment
incurs. When the vendor detects a possible Internet attack,
customers receive alerts and advice from the professional
security experts who manage the system. This approach has two
primary shortcomings. First, the central management and
processing of data represents a single point of failure or
vulnerability. Second, it results in a scalability bottleneck, and
due to the volume of incoming data, these systems often have
slow response time to new threats. The most common
distributed IDS approach is one in which all agents report data to
a central server controlled at a domain or enterprise level [7]
[12].
This is fundamentally the same as in the previous centralization
approach, but on a different scale, and this possesses most of the
advantages and disadvantages of these larger-scale systems.
These are usually oriented towards enterprise security, and are
generally unsuitable for use among independent peers on the
Internet due to the central control. To address the scalability
problem of a centralized system, many techniques use a
hierarchical structure as in [24]. Data is passed up a hierarchy
tree and is processed at each level to search for intrusions and to
reduce the amount of information that must be passed to the
higher level. This helps address scalability and allows a system
to be deployed across large enterprise-scale networks, but it
limits the kinds of intrusions that can be detected at the highest
levels.
This also helps address the single point of failure problem since
the lower tiers can typically continue to function with reduced
detection capabilities if a higher node in the hierarchy fails.
Between the hierarchical approach and the fully distributed
approach lie projects such as [14], which uses a hybrid
hierarchically-distributed approach? Each agent publishes
“interests” to the network, which are distributed through a
hierarchical structure. Agents share data with other nodes who
are interested, and all analysis occurs locally at the agent level.
Instances of completely distributed solutions are rarer and not
well developed. Gossiping, multicast, or subscription-based data
sharing techniques have been proposed [17], but none of these
have yet been implemented in a distributed IDS system.

4

2.2 Nature of Data Analysis
Although distributed IDS systems are usually independent of the
techniques used to detect individual security events, the ways in
which these security events are used can vary greatly. Since
most systems work in heterogeneous environments, and since
the security relationship between, for instance, a port scan and a
buffer overflow attack may not be obvious, how does a system
turn event detection into a response? Expert system is a common
approach [18], relying on rule sets to process and respond to
events.
These rules can attempt to define security policies, normal
behaviour, and/or anomalous behaviour, and alerts or actions are
generated based on how events match against the rules but new
attacks are poorly detected. Many systems [4] [28] use threshold
scheme. Each security event increases the global alert level. The
amount of the increase can be based on any number of factors,
such as the particular event that was observed and its relation to
other events in time or space. When the alert level exceeds a
certain threshold, generic increased security measures are
deployed, or an administrator is alerted. However, long periods
of time without security events can cause the alert level to
decrease.
Also, [1] proposed a hybrid architecture involving ensemble and
base classifiers for intrusion detection. They evaluated three
fuzzy rule-based classifiers to detect intrusions in a network.
Results were then compared with other machine learning
techniques like decision trees, support vector machines and
linear genetic programming. Further, they modelled Distributed
Soft Computing-based IDS (D-SCIDS) as a combination of
different classifiers to model lightweight and more accurate
heavy weight. They demonstrated the importance of feature
reduction to model lightweight intrusion detection systems.
Agent and data mining were combined in works which include
JAM Intelligent static Association rules [29] agents MetaLearning Classifier, Approach of Mobile and Classification
algorithms [16] Static Agents Genetic algorithms, MSAIDS
Mobile agents Modified Apriori [27] algorithm and DMAS-IDS
Intelligent distributed Multi-Class Supervised [25] agents
Classification algorithm.
In [5], a novel distributed multi-agent IDS architecture, called
MAD-IDS was presented. MAD-IDS integrated the mobile
agent methodology and the data mining techniques to
accommodate the special requirements in distributing IDS.
Although, they demonstrated that the data mining techniques
and in particular the unsupervised clustering algorithm and the
generic association rule mining are capable of discovering
anomalous connections, as well as, generating an informative
summarize but their system was not generic as it was meant to
defend against probe.

Vol 5. No. 2, March, 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

An alternative graph-based approach in which connections
between machines are logged and constructed into a graph of
network activity has also been studied [28]. These graphs were
analyzed by an expert system to detect possible intrusions.
According to [6] [21], no single technique could detect all types
of malicious activity - each detects some kind of attacks and
leaves the rest.
2.3 Security and Trust
Security and trust are crucial aspects of any distributed system.
However, in most proposed distributed IDS systems, these
issues are given a much lower priority than other design
considerations. In all cases, a complete solution for trust and
security is not provided, but sometimes a concrete solution to a
limited aspect of the problem is presented. One issue is that of
message authentication, allowing agents to ensure that messages
come from who they claim to come from. Smaller-scale,
centrally controlled systems such as [12] can rely upon a login
mechanism, such as Kerberos. Their agents only acknowledged
logged-in systems, providing a measure of trust to the validated
agents. However, this solution is only appropriate for systems
with a central login authority.
This solution, like the signed message approach, is unable to
protect against a legitimate agent sending malicious data. The
issue of trust can be left to individual agents in the system [12]
[24]. Each agent decides whether or not to trust higher level
agents in the system hierarchy. The agent then subscribes to
exchange information from those monitors it chooses to trust.
Several projects [19], [31] suggest the possibility of using a
“web of trust” among peers, but this approach has not yet been
explored.

The main feature which is achieved when developing multiagent systems, if they work, is flexibility, since a multi-agent
system can be added to, modified and reconstructed, without the
need for detailed rewriting of the application. These systems
also tend to be rapidly self-recovering and failure-proof, usually
due to the heavy redundancy of components and the selfmanaged features. Despite these merits, MAS is limited in terms
of knowledge representation and discovery, in-depth data
analysis and machine learning.
3.2 Distributed Data Mining
In a typical distributed environment analyzing distributed data is
a non-trivial problem because of many constraints such as
limited bandwidth (e.g. wireless networks), privacy-sensitive
data, distributed compute nodes, only to mention a few. The
field of Distributed Data Mining (DDM) deals with these
challenges in analyzing distributed data and offers many
algorithmic solutions to perform different data analysis and
mining operations in a fundamentally distributed manner that
pays careful attention to the resource constraints [8]. It offers
advantages like machine learning, in depth data analysis and
knowledge discovery ability. However, it lacks intelligence,
social ability (communication, cooperation, adaptation, etc) and
mobility required in complex scenario like distributed intrusion
detection.
3.3 Agent Mining Interaction and Its Benefits
The emergence of agent-mining interaction is driven by mutual
needs from agent and data mining [35]. Agent-mining
interaction has potential to complement each other and create
super-intelligent systems that cannot be reached by respective
efforts. This fosters the birth of agent-mining symbiosis and
agent-mining systems.

3. STATE OF THE ART
3.1 Multi-Agent System
A multi-agent system (MAS) is a system that is composed of
multiple interacting and intelligent agents. Multi-agent systems
can be used to solve problems that are difficult or impossible for
a single agent to solve. Intelligence may include some methodic,
functional, procedural or algorithmic search, find and processing
approaches.
The agents in a multi-agent system have several important
characteristics [32] such as





Autonomy: the agents are at least partially
autonomous
Local views: no agent has a full global view of the
system, or the system is too complex for an agent to
make practical use of such knowledge
Decentralization: there is no designated controlling
agent (or the system is effectively reduced to a
monolithic system) [22]

5

In agents and data mining interaction and integration, the
following aspects of mutual benefits are enjoyed: autonomy of
data sources, interactive distributed data mining, dynamic
selection of sources and data gathering, high scalability to
massive distributed data, multi-strategy distributed data mining
system, collaborative data mining, new data mining can be
added to the system and out-of-data techniques deleted
dynamically. Also, data mining related agent and other agents
can interact at run time with ease unlike in non-agent data
mining where interaction must be decided at design time
favouring data mining driven agent rule / algorithm/optimizers
and parameter tuning of algorithm agents through data mining.
The interaction and integration (symbiosis) between agents and
data mining are comprehensive, multi- dimensional, and interdisciplinary. To affirm agent mining as a better approach for
system enhancement, studies are carried out on methodologies,
principles, techniques and applications of the integration and
interaction between agents and data mining in [36].
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3.4 Peer-to-Peer Computing
Peer-to-Peer (P2P) computing, a recently developed network
architecture for distributed systems, is currently receiving ever
increasing attention of both academia and industry. It was
originally proposed "for the sharing of computer resources
(content, storage, processor cycles) by direct exchange, rather
than requiring the intermediation or support of a centralized
server or authority [3] while providing the network nodes with
identical roles, when any node may act both as client and server.
P2P computing has become a driving force for many new ideas
and opportunities in design and implementation of modern large
scale applications composed of highly autonomous entities.
The biggest asset of peer-to-peer systems is not the ability to put
everything everywhere but the ability to put anything anywhere.
Its feature advantages include: no central coordination, equal
privileged of each node, robustness, resource sharing,
scalability, fault tolerance meaning there is no single point of
failure.

D.

This, however, is possible with integration of
enhanced distributed data mining system and multiagent system.

Table 1: Clustering Analysis
Metrics

K-Means

EM

47.4169

63.2616

8,903

11,878

9,873

6,898

Percentage Accuracy

Correctly

Classified

Exemplars
Incorrectly
Exemplars

Classified

4. DISTRIBUTED INTRUSION DETECTION SYSTEM
4.1 Preliminary Works
The outcome of the proposed DIDS emanated from the works on
agent based DIDS in [9] [13] [19] [20] and the results of our
preliminary analysis [21] on KDD Cup 99 dataset using KMeans and Expectation Maximization (EM) Clustering
Algorithms, Multilayer Perceptron Neural Networks (MLP) and
Radial Basis Function Neural Networks (RBF), C4 Decision
Tree algorithm, Naive Bayes Tree (NBTree) algorithm and
Classification and Regression Tree (CART) algorithm presented
in figure 1, figure 2, table 1, table 2, and table 3 respectively.
The following hypotheses are drawn:
A. From the results in table 1, figure 1 and figure 2,
Clustering algorithms, K Means and Expectation
Maximization, were used to clustered the dataset into
five clusters. K-Means performed poorly considering
the percentage detection or accuracy that is less than
60% and the amount of data that were correctly
classified. However, there was overlap among the
clusters showing that the network attacks have similar
features. The percentage accuracy recorded was
63.26%. This is a further boost to [11] that data
mining algorithms are not intelligent enough to
distinguish complex patterns.
B. Results in table 2 and table 3 show that classifiers
have varying predictive accuracy for different attacks
model with multilayer perceptron neural networks,
radial basis function neural networks, naive bayes tree,
CART and C4.5. The least percentage accuracy
recorded is about 80%. The decision trees also
generated some rules which can be simplified with
association and meta rule mining to serves as criteria
for intrusion detection and response.
C. This suggests the need for specialized distributed data
mining system supported by intelligent multi-agent
system for effective intrusion detection most
especially distributed intrusion detection.

6

Fig 1: K-Means Cluster of KDD Cup data

4.2 Concept and Framework
The main goal to be achieved with this work is to develop a new
concept and framework for distributed intrusion detection
system that will rely on multi-agent system and distributed data
mining symbiont. This concept for interaction will be based on
peer-to-peer architecture to address the issues of data sharing,
data analysis, security and trust in the DIDS.
On the framework of the proposed DIDS, the system has three
levels of composition. The first level which is the lowest level
represents the core of the system. It is at this level that the
interaction and integration of multi-agent system and distributed
data mining is established.
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This establishment is described by the unified modelling
language in figure 3 that presents the activities of agents and
data mining. The analogy shows cooperative and symbiotic
characteristics that exist among agents and data mining with the
target of achieving a common purpose. This process is an
iterative one involving search procedure.

Table 2: Artificial Neural Networks Analysis
Data

Metrics

(Hidden

RBF (Iteration)

1

2

1

2

Time(s)

237.81

357.84

12.39

12.88

Accuracy(%)

97.7135

98.9862

86.4754

90.0129

TP Rate

0.977

0.99

0.865

0.9

FP Rate

0.036

0.006

0.105

0.085

Time(s)

137.91

212.6

11.01

10.58

Accuracy(%)

98.8906

99.168

94.792

94.7304

TP Rate

0.989

0.992

0.948

0.947

FP Rate

0.015

0.028

0.009

0.419

Time(s)

116.97

176.59

10.82

10.63

Accuracy(%)

98.3184

98.5706

87.2478

90.639

TP Rate

0.983

0.986

0.872

0.906

FP Rate

0.033

0.033

0.043

0.039

Time(s)

98.61

154.76

10.22

10.17

Accuracy(%)

99.6934

99.7274

99.3186

99.3186

TP Rate

0.997

0.997

0.993

0.993

FP Rate

0.397

0.397

0.993

0.993

Type

DoS

Probe

MLP
Layer)

Fig 2: EM Cluster of KDD Cup data
The second level which precedes the topmost level of system
composition is made up of dedicated and specialized agents that
cooperate and communicate in continuous fashion to generate
host based and network based intrusion detection system. They
lack mobility feature. The organization of this agent is perfectly
decentralized, no dedicated central server. All of them are
important in their own wise. This ability is enshrined in peer-topeer scheme.
The second level which precedes the topmost level of system
composition is made up of dedicated and specialized agents that
cooperate and communicate in continuous fashion to generate
host based and network based intrusion detection system. They
lack mobility feature. The organization of this agent is perfectly
decentralized, no dedicated central server. All of them are
important in their own wise. This ability is enshrined in peer-topeer scheme
At the highest level of composition, different intrusion detection
systems are involved. They cooperate, communicate and move
about to detect and report threat. The p2p organization of the
intrusion detection systems offers scalability advantage. The
system on the overall enables peer-to-peer threat and
vulnerability detection, insider threat detection, fault tolerance
and recovery and intrusion prevention.
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Table 3: Decision Tree Analysis
Data
Metrics
Simple
Types
CART
DoS
Time
to 10.71
Model
Size of Tree
13
Accuracy
100
TP Rate
1
FP Rate
0
Probe
Time
to 1.22
Model
Size of Tree
13
Accuracy
99.7952
TP Rate
0.988
FP Rate
0.007
R2L
Time
to 1.87
Model
Size of Tree
9
Accuracy
100
TP Rate
1
FP Rate
0
U2R
Time
to 0.04
Model
Size of Tree
3
Accuracy
72.7273
TP Rate
0.727
FP Rate
0.152

C4.5

NBTree

1.05

31.81

68
100
1
0
0.17

64
100
1
0
10.82

19
99.0964
0.991
0.007
0.35

10
100
1
0
13.52

3
99.8471
0.998
0.002
0.01

12
99.5413
0.995
0.005
4.000

9
72.7273
0.727
0.152

2
62.634
0.636
0.303

The experimental study of the proposed DIDS is currently being
carried out with a view to develop the various components of the
system and implement the system in Java Agent Development
Environment. In future, the issues of knowledge and cost
management in the context of agent mining based DIDS can be
examined. The scheme can as well be extended to Intrusion
Response System.

Data Preprocessing

Process

Agent Reactive
Activity

Data Mining Activity

Change
Process

5. CONCLUSION
The process of securing network resources mostly in distributed
network system at this information critical era requires a well
articulated and complex system. Although, the use of agent and
data mining is not new in distributed intrusion detection system,
however, there interaction for intrusion is novel. So, an attempt
has been made in this paper to present these two distinct areas in
incorporating terms to detect and prevent attacks. The theoretical
concept proposed for the DIDS is peer-to-peer agent mining
integration.

Agent Proactive
Activity

Derive
Goal

Knowledge
Base

Fig 3. UML Activity Diagram of the Proposed Agent and
Data Mining Interaction
Fig. 3: UML Activity Diagram of the Proposed Agent and
Data Mining Interaction
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ABSTRACT
Existing CAPTCHA systems are majorly single challenge-response systems that makes it easy for automated scripts such as bots and
zombies to answer the test. A Multiple CAPTCHA Challenge-Response Systems (M-CRs) was introduced in [10] as a means of
overcoming the inadequacies of the single challenge-response system. Unfortunately, attackers now use unsuspecting humans rather
than automated script to solve CAPTCHAs at a price. This scenario, referred to as CAPTCHA relay attack, has therefore emerged as a
new challenge to authentication in online transactions. In this paper, we employ response time constraints as a measure to mitigate
CAPTCHA relay attacks. The mechanism utilize time between responses as a way of differentiating humans from automated scripts . A
genuine user is granted access to system resources when the CAPTCHAs are solved within specified time limits. Lack of response to
solving multiple CAPTCHAs are taken as emanating from automated scripts. By so doing, attacker using relay tactics end up having
incomplete solution for the challenge and thus a denial of service response to protected online resources
Keywords:

CAPTCHA, Relay, Attack, Humans, Online, Response

1. INTRODUCTION
A general solution of “Reverse Turing Tests" was introduced by
Moni Naor [11] and later popularized as “Completely
Automated Public Turing test to tell Computers and Humans
Apart" (CAPTCHA) by Von-Ahn et al. [1] to deal with the
problem of authentication in online transactions. While there are
many versions of CAPTCHA, the most common consist of a set
of alphanumeric characters (random and/or dictionary words)
that are given to the user as a visually garbled image. In order to
pass the challenge, the user should distinguish the characters.
However, cruel users have decide to outsource or relay the
CAPTCHA test to another person rather that answering the test
themselves an attack process known as CAPTCHA relay attack.
Of course, the real goal of CAPTCHA’s is not to keep bots out,
but to keep out the malicious users who use bots to automate
their interests.

These people have found a creative way to provide their bots
with CAPTCHA solving capabilities – outsource the
CAPTCHA-solving task to humans. For example, when a bot is
faced with a CAPTCHA, it might place that CAPTCHA onto the
entrance page for a porn site, and the next visitor to that site
solves the CAPTCHA for the bot, in exchange for (otherwise
free or price-reduced) entrance to the porn site. This strategy
greatly reduces the relative cost to bots of solving CAPTCHAs,
and is largely immune to technological advances in
CAPTCHAs. The cost now depends on the difficulty of getting
porn viewers to solve the CAPTCHA, and is out of the control
of the CAPTCHA designer [13]. The CAPTCHA relay attack is
also called ATT (Automated Turing Test) relay attack in [12]
and “stealing cycles from humans” in [9]
1.1 Relay Attacks
A Relay attack in its broad-spectrum is a type of attack related to
man-in-the-middle and replay attacks, in which an attacker
relays verbatim a message from the sender to a valid receiver of
the message. The sender may or may not be aware of even
sending the message to the attacker; if the sender is aware, it is
likely under the impression that the attacker is the intended
receiver of the message. Relay attacks are forecast [6] to get
more and more common with the increasing number of
contactless (RFID - Radio frequency Identification) devices.

African Journal of Computing & ICT Reference Format:
U.C. Onwudebelu & U.C. Ugwuoke (2012). Employing
Response Time Constraints to Mitigate CAPTCHA Relay
Attacks. Afr J. of Comp & ICTs. Vol 5, No. 2. pp 11-16.
© African Journal of Computing & ICT March, 2012
- ISSN 2006-1781

11

Vol 5. No. 2, March, 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

The CAPTCHA relay attack is difficult to defend against, as it is
not strictly a failure of cryptographic protocols. In this paper, we
will be discussing on strategy of curbing CAPTCHA Relay
attack through response time monitoring. For information in
confronting relay attack based on contactless smart card see [4]
[5] [8].
It is sometimes rumoured that spammers are using pornographic
sites to solve CAPTCHAs: the CAPTCHA images are sent to a
porn site, and the porn site users are asked to solve the
CAPTCHA before being able to see a pornographic image [12].
Whereas it is trivial to write a bot that abuses an unprotected site
millions of times a day, redirecting CAPTCHAs to be solved by
humans viewing pornography would only allow spammers to
abuse systems a few thousand times per day and therefore must
be tackled. The CAPTCHA relay attack is related to general
classes of middleperson attacks and interleaving attacks
involving an active attacker inserting itself between legitimate
parties in a communications protocol and/or using information
from one instance of a protocol to attack a simultaneous instance
[12]. It is also a form of social engineering.

1.2 CAPTCHAs Cracking for a Price
The use of human solver to solve CAPTCHAs (via off shoring
and outsourcing) for pay is becoming very rampart especially in
Eastern Europe or Asia this because human labour can be much
cheaper in these continent [7]. The basic premise is that the
human solvers are set up to solve CAPTCHAs like Yahoo,
MySpace, Hotmail, Gmail, Facebook, Friendster, Xanga, etc.
Most of the CAPTCHAs could be easily decoded automatically
but the challenging could be cheaper done through cheap labour.
Countries such as Bangladesh, Belorussia, China, India,
Romania, and Vietnam have workers willing to solve
CAPTCHAs for as low as $1 per 1000 CAPTCHAs with
Bangladesh taking the lead. One becomes even more
flabbergasted at the rate people are offering for this work. In
Vietnam the rate is 4$ for per 1000 CAPTCHA solved.
In Bangladesh large numbers of well educated, skilled and
hardworking persons are available for good quality Data Entry
& Processing working at very cheap rates. These rates varies
from group of solvers who do this for clients all over the world.
The following rates are common place: $1-15 per 1000
CAPTCHAs solved. So for $50 a day, you can get your own
human CAPTCHA solver. The reason it’s not higher is because
they take breaks, and fail sometimes. The ages of the solvers
range from 18-23 years old. The economics are as follows: 300500 CAPTCHAs per person per hour. The economics are
probably the most interesting part, since human solvers might be
non-technical and only type in what they are given by their
clients. Bid rate and payment procedures are negotiable. The act
of spammers setting up a sweatshop to employ people to look at
computer screens and answer CAPTCHA challenges is called a
Turing Farm. If the attacker sent it to a pornography site it is
then called a Turing Porn Farm [14]
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2. RELATED WORKS
CAPTCHAs have been used to counter online scripted attacks.
However, CAPTCHAs fall short from protecting against semiautomated attacks such as those where an unsuspecting person is
lured into assisting an attack (i.e., relay attacks) [2]. Recent
research results carried out by Van and Stubblebine [12] give
specialized protocols using CAPTCHAs that increase protection
against relay attacks. They also proposed a simple method to
prevent CAPTCHA relay attacks. A drawback of their proposal
is that it requires some thought on behalf of users. However,
they believe that the general idea may be adapted to significant
advantage. The common idea is to rely upon self-awareness of
legitimate users to prevent unwitting participation in a
CAPTCHA relay attack. One approach is to make challenges
user-directed by incorporating a user’s specific User-ID within
the CAPTCHA itself. Preferably, removing this information is
of comparable difficulty to answering the CAPTCHA itself. For
example, as part of answering a text CAPTCHA, a portion of the
text is a User-ID field, which the user is warned to compare to
their own User-ID, to confirm that the CAPTCHA is targeted
specifically at them (within the embedded warning, the user is
instructed to not answer the CAPTCHA if the match fails).
A variant instead embeds the name of the site being visited (i.e.,
for which the CAPTCHA is being solved for), with similar
operation; the choice between web site name and User-ID could
be made dynamically, e.g., selecting the shorter of the two. In
another variant, the challenge might also be customized to
include the site’s graphical logo possibly as a background
image, with the user asked to verify this to confirm that the
CAPTCHA comes from the intended site. Optionally, the
CAPTCHA might also contain an embedded short “help URL,”
for a site giving further instructions on the use of this type
CAPTCHA.
Hancke [4] illustrates an attack which effectively allows an
attacker to ‘borrow’ the victim’s card for a short period without
requiring physical access to the victim’s card. As a result the
legitimate owner will remain unaware of the attack. He further
demonstrated how his hardware successfully executed a relay
attack against an ISO 14443A contactless smart card, up to a
distance of 50 m. Halprin [3] defines the notion of dependent
CAPTCHA and show how it prevents most types of CAPTCHA
relay attacks. Kfir and Wool [8] discussed basic designs for the
attacker’s equipment, and explore their possible operating
ranges on relay attack that is based on contactless smartcard
systems rather than CAPTCHA systems.
While Hlavac and Rosa discussed on the relay attacks on epassports and showed how a particular communication protocol
properties can even make these attack considerably more
dangerous [5]. Longe et al [10] introduced a M-CR access
mechanism which can be use to double checked against
masquerading but fails to tackle the problem of CAPTCHA
relay attacker.
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3. CAPTCHA RELAY ATTACKS MECHANISM
A CAPTCHA relay attack is depicted in Fig. 1. A relay attack may be executed on online protocols involving a CAPTCHA by relaying
the CAPTCHA challenge to an auxiliary location, employees, staffs, or workers which generates responses, which are relayed back to
the challenger. The unique CAPTCHA target thus evades the investigation

Busy Server

Unsuspecting
Person

CAPTCHA Puzzle Solution

Relay
CAPTCHA
Puzzle
Attacker

Submit Solution

Web Server
Request

Fig. 1: CAPTCHA Relay Attack Scenario

Assuming there are two web sites (although there can be more
sites, some of the attackers are determined to have as many web
sites as fit necessary to achieve their purpose of getting
restricted resources through fraudulence means). The first, say
ebanking.com, is assumed to be the target of regular online
dictionary attacks and, consequently, requires correct responses
to CAPTCHA challenges before allowing access. The second,
say porn.com (owned and controlled by the attacker), is a
popular high-volume web site (busy server), which is assumed
to be vulnerable to compromise. The attack is easy to perform
because the adversary is in control of several high-volume web
site, e.g., a popular legitimate site the attacker compromises, or
owned malicious site to which traffic has been drawn, e.g., by
illegally hosting popular copyrighted content, a fraudulent
lottery, or free software [12].

13

The attack begins with an adversary visiting into the
ebanking.com site through automated script and installing attack
software. Upon a user-initiated HTTP connection to porn.com,
the attack software receives the request and initiates a fraudulent
login attempt to ebanking.com. The attack software, presented
with a CAPTCHA challenge from ebanking.com, redirects it to
the porn.com user connection, instructing that user to answer the
test to gain access to porn.com.
Many users will follow such instructions; most users are nontechnical, unsuspecting, and do as requested not minding the
source of the web page.) The porn.com user responds to the
CAPTCHA challenge. The attack software relays the response to
ebanking.com, completing the response to the challenge to the
fraudulent login attempt. Thus, Attacker can then access
arbitrary network resources using the victim’s response to the
test. Victim only needs to visit attacker’s web site.
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____________________________________________________________________________________________
Successful Response

ACCESS Granted

Yes
CAPTCHA Response 2 Replied

CAPTCHA Response2

CAPTCHA Test 2

Generate CAPTCHA 2

Session Request

CAPTCHA Request

CAPTCHA Test 1

Generate CAPTCHA 1

Is
Response
2 Correct?

No

CAPTCHA
Failed

Bot

CAPTCHA

Agent

User

CAPTCHA Response 1 Replied

CAPTCHA Response1

Yes
Is
Response
1 Correct?

No
CAPTCHA Failed
Web Server

Bot

Fig. 2: Multiple Challenge-Response System for Mitigating Relay Attacks
3.1 Double Challenge Response System
In this proposed system (Figure 2), the attacker has no
information of the type of system that has been implemented in
the site, say ebanking.com but unknown to him is the fact that he
will be presented with double challenge response and once
started he would not like to terminate the session abruptly.
Therefore, he needs not be told that the system is a double
challenge response system. A genuine user that solves the
problems "wins" the contest in two interactions. When the user
does not respond to these key requests/challenges or insert
incorrect guesses, the user is declared absent and presumes to be
an automated script. As can been seen in Figure 2, the automated
script will be identified two times.
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An attacker that uses relay tactics will end up having incomplete
solution for the challenge and thus a denial to the protected
resources. This is because the data of the second CAPTCHA
will be attached to it web page such that positioning it in some
other web site will not work, unless the original web page is
placed in the attacker's site, any relay web page is thus a
suspicious web page. This is in line with the suggestions made
in [3]. The unsuspecting users/human solvers on his part will be
frustrated by the frequency on answering two tests, but the
system is built such that the relay test will not give room for the
second challenge to appear on the human solvers machine
resulting into incomplete solution.
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In this double challenge response the user is expected to answer
two challenges this is aimed at making the CAPTCHA system
more secured and robust as well as frustrating the effort of an
attacker relaying the test to a solver in his site. The unsuspecting
users/human solvers will be discouraged and willing to abandon
the site in question for fear that he might be presented with yet
another CAPTCHA thus wasting his time and money.

TDPT1 → Deception Time for a Single Challenge Response
System (SCRS)
TDPT2 → Deception Time for Double Challenge Response
Systems (DCRS)
Additional Delay Time = Decision Time + 2Relay Time
TADT = TDT + 2TRLT ………………………1

4. RESPONSE TIME CONSTRAINT (RTC)
Most applications of CAPTCHAs require the tests to be
answered within a short time after they are presented [4] and an
attacker wishing to forward data between one site to another site
will be unable to avoid causing a delay in the system. Since in
relaying information through a communication link between two
sites and waiting for response, delays cannot be rule out,
response time is very significant to combat CAPTCHA relay
attack. Therefore, there is an intrinsic additional delay (and
potential pitfall for accessibility) for redirecting the challenge, in
addition to the time needed for solving the CAPTCHA and the
time needed by the unsuspecting users to decide whether to
solve the challenge or not.
Therefore, a minimum time needed to solve the test should be
implemented with each challenge that is there should be an
elapsing time limit. This will cause several aborting of
challenges that exceed the time limit once the CAPTCHA
challenge has been trigger and a human solver requested to
authenticate thus frustrating the attacker’s malicious behavior.
For the attacker to manoeuvre this would require substantial
technological resources and time. Response time needs to be
restricted so that an attacker will not be given plenty of time to
solve all the puzzles. Distance bounding protocols would be an
effective way of preventing CAPTCHA relay attacks, although
the practical implementation for a low-cost passive token with
limited resources remains a problem to be solved [4].

4.1 Effect Of Relaying A Hijack CAPTCHA
Suppose the following holds:
TRT = Response Time → Time needed for solving a single
CAPTCHA test
TADT = Additional Delay Time → Time needed by attacker
attempts to relay the test and have a feedback from the
Unsuspecting User (UU).
TDT = Decision Time → Time taken by the UU to decide
whether to answer the test or not.
TRLT = Relay Time → Time taken to transfer the hijack
CAPTCHA to the UU machine.
TDPT = Deception Time → Complete time taken by the attacker
to solve a CAPTCHA test via the help of an Unsuspecting User
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Deception Time = Response Time + Additional Delay Time
TDPT = TRT + TADT ………………………2
Substituting 1 into 2 gives
TDPT1 = TRT + TDT + 2TRLT ...........................3
Equation 3 is the Deception Time for a single challenge
response system for a double challenge response system
multiple equations 3 by 2 and this gives
TDPT2 = 2TRT + 2TDT + 4TRLT ……………4
In CAPTCHA relay attack, an adversary typically lures the
unsuspecting user to solve the challenge and thus cause some
delay on the system. A legitimate user will not cause such a
delay and as such the response time for a single challenge by a
legitimate user will be TRT while that for a double challenge is
2TRT. As said earlier the emphasis is on double challengeresponse system (DCRS) rather than single challenge response
because the former can be used more effectively and efficiently
in checking against internet masquerading as described in [10].
Assuming that the response time taken to answer a single
CAPTCHA challenge is TRT, and that for DCRS is 2TRT. If a
user with a malicious intention tries to hijack the CAPTCHA
test and relays it to a human solver or unsuspecting user, he
introduced a delay in the system making the response time to
exceed 2TRT. There by indicating that an intruder must have
answered the test. From equation 4, it can be seen clearly that
the response time for an attacker which is preferably called
Deception Time exceeds the response time (2TRT) by 2TDT +
4TRLT. Consequently, 2TDT + 4TRLT is the exceed time taking
by the unsuspecting person to answer the test. This is different
from that taken by a human solver. A human solver does not
waste any Decision Time (TDT) in solving the challenges
because he is been pay for the task as a result his delay time is
4TRLT which is less than that taken by an unsuspecting user
(2TDT + 4TRLT) by 2TDT. These further illustrate a simple fact:
An additional delay time is always introduce in any system in
which a CAPTCHA test is hijack and relay to a person
irrespective of whom the individual is. At the very least,
legitimate users are more likely to use lesser response time than
an attacker. Hence, the CAPTCHA token should have a clock
that has a response time of TRT for SCRS and 2TRT for DCRS.
Anything greater in each case should be treated as a user trying
to cheat by outsourcing the CAPTCHA test and thus the test
should be terminated (lockout).
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4. CONCLUSION
Sites with attractive resources and millions of users will always
have a need for access control in order to limit abuse. Due to the
increasing level of malicious activity seen on today’s Internet,
puzzles that require human efforts such as CAPTCHA, are been
reposted on spurious websites to be solved by users seeking
access to obnoxious contents. These activities can introduce
delay in response time which can be used to differentiate
between genuine users and attacker. Attackers attempting to
relay data introduces delay into the system which can be used as
a measure to mitigate such attacks. Our proposed mechanism
clocks the CAPTCHA so as to enable it respond with a denial of
service (DOS). The security community, based on these
mechanism, will stay miles ahead in the arms race between
CAPTCHA designers and malicious users.
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ABSTRACT
One of the biggest challenges that face the use of password as a security token is its low entropy. Researchers have proposed a
cryptographic approach in an attempt to strengthen the security of password systems. In this paper, we investigate a new approach
using irreducible polynomial in prime field GF (2m) to build a secure password system that transforms the text of the password with
every transaction. The transformational password for each session is based on the exponentiation of the irreducible polynomial. This is
to create irregular pattern in the password file in case of online and offline dictionary attacks. The proposed authenticati on protocol is
easy to implement and provides a new direction for research in the area of authentication protocols.
Keywords: Password, irreducible polynomial, authentication protocol, dictionary attack, cryptographic protocol.

1. INTRODUCTION
As computers and networks become major drivers of human
services, the issue of efficient authentication takes a central
focus to ensure the continued uptake of ICT services by
businesses and individuals. Authentication, which has become
an integral part of almost all information systems, can be used to
verify either the content of a message, the origin of a message or
the identity of the communicating parties [15, 27]. Researchers
have proposed various authentication techniques [2, 3, 11] in
ensuring the security goals of confidentiality, integrity and
availability. One of such methods is the use of password.
Password authentication regime is still a central factor for
security in most businesses [13] because of the advantages of
simplicity, convenience, adaptability, mobility, and less
hardware requirement [28].
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Due to its usability and ease of deployment, most financial
transactions over the Internet are authenticated through a
password [17]. Password also found application in smart card
security [21]. Users must remember just a password of their
choice and store no other complicated data like long random
keys or certificates. However, password systems are liable to
dictionary attacks because users are unwilling or unable to retain
password with large amount of entropy [20]. In online dictionary
attacks, the attacker tries to guess the correct password by
interacting with the login server. In offline dictionary attacks,
the attacker first collects messages between the users and the
server or find a copy of the password file. Then, the attacker
tries to guess correct password by matching the passwords in her
dictionary with the collected information without requiring any
feedback from the login server.
In the light of this, a major research focus for password-based
authentication has been to design protocols that are secure
against dictionary attacks. Hence, password must be protected
during transmission and when stored in a password file. The
widely deployed method is to send password through Secure
Socket Layer, which always required an expensive deployment
of Public Key Infrastructure [25]. In addition, using SSL is
subject to man in-the-middle attacks [4], since public key
certificates are rarely checked and these protocols forward the
password to the server.
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Since passwords are inherently weak, one logic solution seems
to replace them with strong secrets, say, cryptographically
secure private keys. The solution is called password authenticate
key exchange protocol [6]. PAKE has been implemented using
different public-key cryptosystems like RSA, ElGamal, DiffieHellman and ECC [1, 16, 26] in an attempt to create an efficient
secure protocol. Most PAKE use Public Key Infrastructure to
identify communicating entities. Although PKI is secure, the
large computational and heavy processing requirements have
been a subject of concern [14]
In practice, these mathematical and computational functions do
not clearly hide information as much as transform it.
Consequently, each time we do something with encrypted base
password using private or secret key, it is as if we give a little bit
of it away [22]. This is the basis of Destructible Password
Functionality authentication protocol. DPF is a dynamic
password that differently modified and transformed for each
new session in the transaction history of two communicating
entities. The proposed protocol uses the irreducible polynomial
in binary field as trapdoor function. The duration of
transformation is based on the exponentiation of the irreducible
polynomial.
2. CONCEPT OF IRREDUCIBLE POLYNOMIAL
Polynomial p(x) can either be expressed as an-1xn-1 + an-2xn-2
+…+ a1x1 + a0 or a0 + a1x1 + .. + anxn where an ≠ 0. By
fundamental theorem of algebra, one expects that p(x) be
factorized to an appropriate number of linear factors, in which
their product results to p(x). It has been discovered that
polynomial of degree 2 upward may be reducible completely or
partially or irreducible. The problem of factorization of
polynomials over finite fields is very important for theory and
practice in coding theory, cryptography and computer algebra
[23]. Aside from notable method of transformation which can be
used to reduce a polynomial of higher degree, say 3 upward, to a
level of factorization, if possible. Tartaglia developed a method
in the sixteen century for reducing x3 + ax + b = 0 when a ˃ 0

x=
The Tartaglia method is just one of the roots, after which Euclid
Division algorithm is applied to have the quadratic factor which
may be factorized completely or an irreducible quadratic
expression. In partial fraction, an irreducible quadratic factor
which is a part of product of factors of p(x) does result to a
partial fraction of the form:
A non unit f(x) ∈ R(x) (set of polynomial over R), R(x) is an
integral domain, is said to be irreducible if f(x) = q(x)a(x) which
implies either a(x) or q(x) is a unit or f(x) ∈ R(x) of positive
degree is said to be irreducible if f(x) = q(x)a(x) and either a(x)
or q(x) is a scalar.
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If an irreducible polynomial, say f(x), divides a polynomial g(x)
which is a product of p1(x),p2(x),..,pn(x), that is, g(x) =
p1(x),p2(x),..,pn(x) then f(x) divides one of pi(x) for i=1,2,..,n.
The problem of how to generate irreducible polynomials of a
given degree is of immediate practical concern in the proposed
authentication protocol. We can efficiently find irreducible
polynomials via the method of successively generating random
polynomials and testing for irreducibility [7].
There exists a deterministic algorithm which determines if a
given input polynomial p(x) ∈ Fq[x] is irreducible over Fq [7]
in time O (n3 log(q)). One of such efficient algorithms is given
as algorithm 1.
Algorithm 1: TestIrred (p(x))
Input: A polynomial p(x) ∈ Fq[x].
Output: The flag True if p(x) is irreducible, the flag
False otherwise.
1. If p(x) ł xqn − x do:
(a) Return False.
2. For all prime divisors p of n do:
(a) If gcd(p(x), xqn/p − x)) ≠ 1 do:
i. Return False.
3. Return True.
It is clear that this algorithm returns true if and only if p(x) is
irreducible. This test involves one division and as many GCD
computations as there are prime divisors of n.
Theorem 1
Let m ≥ 3 be an integer and w∈Fp*, where Fp*=Fp\{0}. Then
the polynomial xm-w is irreducible in Fp (x) if and only if the
following two conditions are satisfied:
1. Each prime factor of m divides the order e of w over Fp* but
not (p-1)/e
2. p ≡ 1 mod 4, if m ≡ 0 mod 4
3. OVERVIEW OF DESTRUCTIBLE PASSWORD
FUNCTIONALITY
This section introduces the novel notion of destructible
password functionality authentication protocol. This is to make
the password-based system flexible, dynamic and create nonregular pattern in case of offline /online dictionary attack. The
destructible password functionality uses GF (2m) because of its
underlying requirement of a system counter. The field GF (2m) is
defined by a set of 2m unique elements that is closed under both
addition and multiplication, in which every non-zero element
has a multiplicative inverse and every element has an additive
inverse. Addition and multiplication in GF (2m) are associative,
distributive and commutative. The GF (2m) is defined over an
irreducible polynomial of degree m with coefficients in GF (2).
Efficient hardware implementation is better in this field because
the elements of this binary field can be represented by n-bit
binary code words.
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The binary field extension can use the exclusive OR (XOR) and
shift operations, which have wide representation in most
programming tools. This leads to significant improvement in
speed. The underlying mathematics for the destructible
password functionality is the polynomial multiplication with
irreducible polynomial in GF (2m). In [24], the complexity of the
discrete logarithm problem of such polynomial is exponential
especially
for
GF
(2m)
=
GF
x
(2 )
). An irreducible
polynomial is analogous to a prime number in finite fields in that
it cannot be factored into two non-trivial factors. For large field,
this can be a difficult assignment and brute-force can be
infeasible [18] in finding the roots of irreducible polynomial.
This is the trapdoor of the proposed DPF.

using efficient arithmetic in finite fields [24]. The Destructible
Password Functionality provides a new approach to privacy
communication capability of irreducible polynomial in
authentication systems.

Irreducible polynomials are useful for several applications:
pseudorandom number generators using feedback shift registers
[12], cryptography, storage system reliability, discrete
logarithms over prime field [9, 19], and privacy communication

The timestamp, t, expires

Bob
input p1(x)

S(I, t, C(Pi))

V(Sx) = S
Sx, Sy
p2(x) ≠ p2(x)’?yes
continue
else logout
Implementation level: Convert the shared password:
P1(x) = an-1xn-1 + an-2xn-2 +…+ a1x1 + a0
P2(x) = bm-1xm-1 + bm-2xm-2 +…+ b1x1 + b0

When the other party verifies the
, he send his own ackMsg
using the private creation algorithm along with the received S
for the validity from the other party using:
V(Sx, S) =
The communicating entities abort the session in any of the three
scenarios
(a) V(Si) ≠ S
(b) Bob or Alice fails to send ackMsg

Alice
abort if p1(x) ≠ p1(x)’
else send p2(x)
V(Sy) = S

Start
Choose a suitable irreducible polynomial in GF (2m) of the form:
f(x) = ct-1xt-1 + ct-2xt-2 +…+ c1x1 + c0
for i := gcd (f,
);
if g≠1, then f is reducible and choose new f(x)
f is irreducible
end;
Ensure:
NPw = P1 × P2
϶
NPw ≠ P where NPw = new password
For i = 0 to n do
K(x) = xi × P2(x)
if i > m
Pm(x) = K(x) + F(x)
K(x) = Pm(x)
Endif
Npassword = Addition of K(x)is where an = 1

Fig.1: Phases of Destructible Password Functionality Protocol
The return value Npassword is the new virtual password for
Alice and Bob whose transformation hides the password file
from dictionary attack, man-in-the middle attack and denial of
service attack. The transformation continue until an = 1. The
flowchart for the proposed authentication protocol is given in
figure 2.
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The proposed protocol has two benefits. First multiplication by
polynomial can be easily achieved by one-bit shifting of the nbit word; an operation provided by common programming
languages. Second, the result needed to be reduced only if the
polynomial maximum power is n-1[5].
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Start

Authentication
OK?

Session
terminated

NO

Yes
User level
Test the polynomial for irreducibility

Use polynomial multiplication
on pwi to create new password

Is pwi
degree
exhausted?

NO

Multiplication continue

System level

Yes
Output new password to
users

Give new password to users to start
new session

Stop

Fig.2: Description of Destructible Password Authentication Protocol

4.1 Security Analysis
The security properties of the proposed destructible password
functionality can be stated as follows:
Resistance to Dictionary attacks: In the proposed protocol, if the
adversary intercepts the password message and searches the
message to obtain p. However, to find p, the attacker needs to
solve the equation Pm(x) = K(x) + F(x) in which he must find the
multiplier that creates Pm starting from K(x). For large field, this
can be a difficult assignment and dictionary attack can be
infeasible [18] in finding the roots of irreducible polynomial.

20

Resistance to man-in-the middle attack: Suppose the adversary
can know K(x), then he can use Pm(x) = K(x) + F(x) to find the
point P related to the plaintext password message. This, however,
contradicts the irreducible polynomial assumption if large field is
employed, this is the same type of problem. In addition, the
adversary cannot guess the xi needed to compute K(x) in a single
run.
Denial of Service attack: In this attack, the adversary updates
password file with some arbitrary message to defeat a legitimate
user. However, the proposed protocol presents an irregular pattern
in the password information due to transformation function of the
irreducible polynomial. The attacker has to guess the xi (which
specifies the length of transformation), K(x), Pm(x) and F(x) in
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order to mount a successful denial of service attack. It is
impossible to guess all these especially for large field irreducible
polynomial in real polynomial time.
Impersonation attack: Suppose the attacker impersonates as the
legitimate user and forges the authentication message. The attacker
can attempt to modify the login message but the modification will
fail because there is no way the attacker can obtain the I, t, C to
generate the valid V from the S algorithm. The privacy of S and V
algorithm also provide another security challenge for
impersonation attack.

[7]
[8]
[9]

[10]

4. CONCLUSION AND FUTURE WORKS
[11]
Password system continues to enjoy unparallel patronage despite
availability of biometric and other more secure authentication
protocols due to its wide acceptability, convenience, mobility and
simplicity. This has made researches into password protocol
interesting and challenging coupled with high rate of password
theft. In this paper, we introduced destructible password
functionality system using irreducible polynomial. This approach
focuses on transformation of password tokens using the degree of
irreducible polynomial. With each session, the password is
transformed without the knowledge of potential attacker that is
monitoring the session.
The notion of DPF still needs some groundwork in terms of
efficient user recall and other security proof of polynomial
arithmetic that is widely available in Galois extension theory. This
research provides a theoretical foundation for security
communities in exploiting the security potentials of irreducible
polynomials. Future works include integrating the proposed
scheme into a dedicated client/server network. The performance of
the protocol in a distributed system is also another area of future
research where the proof of security resistance against phishing
attack is a key evaluation parameter.
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ABSTRACT
The goal of this paper is to first review the challenges the University of Ibadan (Nigeria) Information Technology Unit has faced from
inception till present. It is a critical review of “down-the-memory-lane” experiences, the cognizance of which will help upcoming
school, colleges and University networks to avoid the blind alleys that the University network under focus has fallen but adopt the
strength that will promote growth. The University management also can utilize the knowledge of these challenges to provide better
support for the realization of the University ICT objectives. The Paper then discusses the improvement on the network since the time
under discussion. Then, it concludes by giving a few recommendations as to how the network can overcome its challenges for better
realization of the set institutional objectives.
Keywords: Challenges, Higher Academic Institution, Network, Cradle, Managing, University of Ibadan, Experience.

1. INTRODUCTION
The various innovations and uses to which networks are being
put are growing by the day and hence are becoming complex
and invariably more difficult to manage by the day. Kolo et al
[4] and Dell Inc [7] confirms this by saying “yet, many IT
leaders are already facing challenges presented by highly
decentralized environments”. Research Institutions, in particular,
often have multiple departments that control their own funds and
purchase decisions. These disparate IT groups often work in
silos, leading to inefficiencies and interoperability issues. This
paper reviews the challenges experienced in managing
University of Ibadan ICT network so, appropriate measure could
be put in place consequently to better performance. The
University of Ibadan (UI), the Premier University in Nigeria,
was established in the year 1948. It is presently located along
Oyo road, Ibadan, Oyo state of Nigeria

It has students population of around twenty-five (25) thousands
(regular students) and twenty-eight (28) thousands (Distance
Learning students). The Information and Communication
Technology (ICT) Unit of the University emanated from the
initial email committee established in 1977 with the mandate to
develop and implement an Electronic Mailing Systems for the
University. It introduced the use of Internet facility to the
University. It started-off with 16K/32K (up/down) dial-up link
with General Data Engineering Services (GDES) otherwise
called SKANNET (a local ISP in Ibadan, Nigeria) in 2001 fed to
the faculties, departments and units through a 2.4 Ghz Omni
antenna. In 2003, ICT Unit which was then operating under the
Management Information Systems Unit (MIS) won a grant from
the John D. Catherine T. MacArthur Foundation and became an
autonomous unit. With the deployment of its Very Small
Aperture Terminal (VSAT) equipment, it has since been
responsible for supporting, extending and maintaining the
University Local Area Network (LAN-interconnection of two or
more computers to communicate and share resources over a
small geographical area), UI SIXTY LANDMARKS [10].
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From inception, UI LAN had been evenly distributed to cover
almost all faculties, departments and units which spore its
structured LAN to increase from 15 network units in 2004 to 65
units by the end of 2007. Eleven critical units have optical cable
connection while others are linked by wireless radio, UI SIXTY
LANDMARKS [10].
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The University increased its bandwidth from 512kbps/2048kbps
(up/down) to 1536kbps/7352kbps (up/down) for the VSAT in
2008. In November 2011, the bandwidth had been upgraded to
17000kbps/17000kbps (up/down).

After such accessory had been supplied or job completed, the
accessory or job could not be deployed until Audit Inspection
which caused another level of delay. In 2004, an auditor who
came to inspect and certify payment made for bandwidth
insisted seeing the bandwidth physically before endorsing the
payment. Due process is good but issues relating to information
and Communication Technology should be given higher priority
to enhance the efficiency of a unit like ICT.

Fig 1: University of Ibadan Network Diagram

2.2 Management Style
Most managers that have overseen the ICT unit were
academically sound and intelligent but were not information and
Communication Technology experienced. They learn on the job
and by the time they are mastering the office their tenure has
lapsed and another takes over, repeating the process all over.
New ideas sold to them are hardly digested on time which, slows
down growth and development of the unit. Technical Staff were
not represented in ICT decision making meetings and project
defense. Technical staff could not contribute to choice and
specifications of projects. Such jobs or project when deployed or
delivered were most times defective and so the technical staff
had to bear the brunt running around to make things work. Most
paramount network devices had no spares (backups). When
there was breakdown of such devices, we either scanned around
to lease another for sometime or wait until the LPO processing is
completed before the network could come up again. It made the
university network to experience regular incessant downtime
such that at a time our upstream provider complained of not
seeing our carrier regularly.
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2.1 Fund Accessibility in the University
As mentioned above, the Information and Communication
Technology (ICT) Unit of the University won a grant from the
John D. and Catherine T. MacArthur Foundation in 2003. The
grant ran for a total of three years which made at least, adequate
fund available for the project but method of accessing fund in
the university is slow for the efficiency of the unit. Execution of
job and project in the University is by Local purchasing Order
(LPO). Contractors and consultants wait for the LPO’s white
copy (approval) before undertaking supply or job execution
which take around three (3) months by which time there would
have been serious downtime in case of any accessory need on
the network.

Node

Figure 2: Wireless Network Design
2. THE CHALLENGES FACED IN ICT UNIT
MANAGEMENT
Current developments in the personal computer and
telecommunications arenas make it essential for academic
institutions to re-examine their use of computing resources.
There now exist many technologies that can enrich students and
faculty experiences in the academics environment. In Many
cases, however, it is essential to tie computing resource to
networks to achieve this goal, Julio et al [7]. If we are to employ
the current technology to deliver adequate learning, teaching and
research environment, there is the need to continually reappraise our ICT investments and ensure that they are ploughed
into profitable channels to achieve set objectives. The ICT Unit,
University of Ibadan has faced various challenges as discussed
below.

24

Aside of the fact that the staff of the unit are designated systems
analysts and network administrators, both cadres had no clear
and distinct job descriptions. Everybody functions in all
departments. This could be argued to promote all round
knowledge but did not give room for specialization and sound
mastery of skills. Both old and new staff members report
directly to the management which made it difficult for older and
more experienced staff to administer the new and train them up.
Staffs of the ICT unit were underutilized. B.Sc. degree holders
assisted by interns were deployed to man cybercafés. User and
network support functions were left for a few and so many
complaints were on queue waiting for solutions, affecting
performance and user satisfaction. Internet accounts were not for
students.
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Even though, two (2) resource centres were available for
students, they were grossly inadequate and students had to queue
and loiter around for their turns. A common problem in many
academic settings is the difficulty that students have in locating
and exchanging messages with faculty members, Julio et al [7].
Eventually, the students resulted to hijacking staff, departmental
and units Internet account, the situation which, went out of the
control of the ICT unit even, till now. As a result of this,
laboratory Internet accounts were withdrawn from owner
departments.
2.3 Services
The ICT unit had no vehicle(s) to facilitate support services.
Ladder, cables, interns and accessories are not easily conveyed
to support sites. At some times, there were no troubleshooting
tools such as laptop computers, third party software for network
monitoring and communication tools for staffers to contact the
Network Operating Centre (NOC) for information when on the
field. All these caused hindrances in the way of ICT unit’s
effectiveness and efficiency. As at 2008, most ICT unit staff
members were on contract arrangements. Aside of this fact, their
wages were very low. There was no incentive for the few on full
and permanent appointment. The duty requirements of this unit
were not “friendly” with the above conditions of service.
The ICT unit open 24/7 running morning, afternoon and night
shifts even, on public holidays and during strike actions on
campus. So, staff members saw no reason for commitment
except for personal conviction of some few. Even though
recently, the contract staffs have been given permanent
appointment yet, “Once a soldier is always a soldier”. The
commitment had not been what it should have being as users
give ill report concerning ICT staff response to support request
either in the ICT building, departments, faculties or units. The
ICT was not rendering some basic hardware/ software repairs
and supplies services even, till now. This should have being a
symbiotic benefit to both the users and the ICT unit. To the users
their hardware and software needs would have been met using
reliable and quality parts then, at a cost a bit cheaper than what
obtains outside the campus. On the part of the ICT unit, they
would have, through this been able to set and maintain standards
(hardware, software and network) on campus and even accrue
some more profit into her Internally Generated Revenue (IGR)
coffers.
The University ICT mail services had many times not been
available. It had a number of times dispose of users (staff) mail
backups. It is devoid of appropriate central anti-virus,
antispyware and anti-malware as a first level protection for the
users’ network devices. Spam mails are more than valid mails
for lack of appropriate mail filters. The mail accounts on this
mail server are supposed to be the staff evidence of affiliation to
the University for contact when collaborating with colleague
researchers within and outside the University but staff members
are skeptical using the mail service because of its porosity,
insecurity and incessant loss of staff mail backups so, they prefer
the free public or general mail services of www.yahoo.com,
www.hotmail.com, www.gmail.com to mention but a few.
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Even though the mail and browsing services have been priced so
low yet, only about 25% of the entire staff strength were
subscribed to it as at 2008.
2.4 Training
Harrison et al [3], claimed as regards Moi University’s (Kenya)
Information Resource Management (IRM) Unit, Training of
IRM users and even, staff is an important function in any
organization. This ensures that they do not only keep abreast of
the ever-changing technology but also that they contribute
optimally to the realization of the organization’s objectives. The
University ICT unit did not invest in skill trainings both locally
and internationally. The University ICT unit had since relied
more on hired hands for core network support rather than
grooming staff from ground-up that can be in charge of the
network. It had always being at the mercy of consultants whose
distress support services have not been available.
The few available local training were sometimes politicized to
favour those in the good books of the management. So, the
impact of such trainings could not be felt. The University ICT
had not also been ready to sponsor or subsidize staff certification
examinations, the main aim of which is to widen staff
knowledge horizon and expose them to professional skills.
Although, it could be argued that adequately and skilfully
trained staff are likely to leave for better paying companies but
“Train the Trainer” schemes could be employed whereby as
soon as a staff on training returns, he or she organizes a handson sessions for the other staff members thereby passing on the
values to them also. Training and re-Training brings mastery of
skills.
2.5 Electric Power Supply
At the inception of the ICT unit in 2003, its operations relied
only on the Nigeria National Electric Power Authority (NEPA)
later known as Power Holdings Company of Nigeria (PHCN)
until sometimes in 2004 when the first electric power generator
was procured. Before the procurement of the power generating
set, once the national power grid fails, there was downtime also
in the University ICT unit. When the power generating set came,
the challenge was in how to convey diesel from the University
Works and Maintenance unit, sometimes there was no diesel or
cannot lift diesel because of public holidays. Even, when diesel
was available, the generating set could not run for 24 hours a
day and whenever the generator was down or faulty, downtime
was eminent.
The power generating set powers the ICT Network Operating
Centre (NOC) when PHCN fails but another challenge was that
most nodes could not connect to the network except powered by
another generator at the other end. Sometimes in 2010, the
University ICT unit with the aid of step-B project had since been
powered by another alternative power source (battery powered
inverters running on deep cycles battery) such that whenever
PHCN power source fails and the unit’s power generating set
could not come up or is to rest then, the network can still keep
running and users having battery power on their laptops can
keep working as long as they desire.
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A successful implementation and management of an IRM centre
requires a reliable supply of electricity, Harrison et al [3].
According to Harrison et al [3], he quoted Ondari-Okemwa [8]
as follows. “In Kenya, and indeed most developing country, the
supply of electricity is erratic and quite unreliable”. Aside of the
downtime effect, the rate at which power surge destroy
equipment was alarming at the NOC, faculties, departments and
units.
2.6 Bandwidth and Optimization
According to Ivan et al [5], computer and network users in
academia can be split into three categories: Standard users,
research workers and the students. By standard users we mean
typically, management and technical staff ensuring the everyday
operation of the institution. Most of them need regular
computing environment and they are prevalent in most nonacademic organizations. They are less in academic institutions.
Research workers are typically computers and network users in
research and development institutions. Depending on their field
of study, they may need completely different computing
environment, individual approach and specific services. As a
rule, they are involved in inter-institutional collaboration and
take advantage of remote access, data transfer, recently also Grid
Computing and other forms of network services. It may be
difficult to enforce some regulations on them. The third category
is the students. They are probably the most problematic group to
manage. As earlier discussed, the bandwidth utilization of the
University ICT has metamorphosis from 16kbps/32kbps
(up/down) to 512kbps/2048 kbps (up/down) and to
1536kbps/7352kbps
(up/down)
and
then
recently,
17000kbps/17000kbps (up/down) but no matter the magnitude
of the bandwidth, if not properly managed, optimized and
monitored, the effect of the size will not be felt due to virus,
worms, spyware, malware and Peer-to-Peer (P2P) applications
activities. Wayne [11] quoted P-Cube Inc.(2003) for P2P
applications definition thus: P2P apps allow the use of
decentralized, dynamic and anonymous networks for file
exchange over the Internet.
In the past, there had being a number of situations when viruses
and worm activities on some University network node(s) pulled
down the entire University network. Virus or worm infected
nodes send traffic that has no destination and so, roam around in
the network causing flooding. We had to disconnect the
concerned node(s), ran antivirus software on all the systems,
install antivirus on those systems that do not have (antivirus)
before such nodes were reconnected back to the network. At an
instance, firewall rules were deployed on the wireless interface
of nodes routers of faculties, departments and units because on
the network nodes monitor, we discovered that the nodes
utilized their bandwidth to the maximum yet, such nodes
complained of inability to connect to the Internet through ICT
network. The effect of the firewall rules was to limit the inability
to connect to the Internet to only the routers sending worms
traffic.
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The students category of the University users most pose another
great challenge on bandwidth optimization through the use of
P2P applications to download, share and distribute e-books,
films, audio and video music files. P2P file sharing programs
exposes the campus network and students computers to hackers,
viruses, worms and Trojan Horses, Wayne [11]. The Institute
further claimed that P2P applications are incredible consumer of
bandwidth and takes as much bandwidth as available,
constricting available bandwidth for other applications.
Wayne gave examples of P2P applications available as, “2 find
MP3”, Aimster, Audio Galaxy, Audio Gnome, Bear Share,
Blubsters, Direct Connect, Earthstations 5, e-Donkey 2000, File
Navigator, Filetopia, Flipr, Gnotella, Gnucleus, Groksters,
Imesh, Kaza, Limewire, Mactella, Morpheus, Napigator, Ohaha,
Rapigator, real MP3 finder, Songspy, Swaptor WinMX, Xolox
(SurfControl Plc) to mention a few.
The University of California Irvine (UCI) is one University that
has PacketShaper (anti P2P apps) in use to control P2P traffic on
the dormitory network. The network staff found that over 50%
of the network traffic going outbound to the Internet came from
one P2P application, Wayne [11]. The University of Ibadan is no
exception as students could be seen in nook and cranny of the
campus using hijacked staff and departmental Internet account
to browse the web for their various undisclosed intentions. In
2007, one of the University students was apprehended in one of
the students’ resource centres browsing the Internet free of
charge for as long as he desired. Having paid for a minimum of
30 minutes airtime, he run a third party software to stop
Cyberclok from billing him. Only posterity could tell for how
long he had enjoyed this unauthorized privilege before he was
apprehended.
2.7 ICT Policy, Security and Standardization
The University ICT unit had operated for many years (2001 –
2010) without ICT policy. Recently, an ICT policy committee
came up with a version but the impact of the policy is yet to be
felt. In the pre-policy years, there was no control on use and
standards for hardware, software and network. Staff (teaching
and non-teaching) and students deploy software, hardware and
network devices without following a specific standard or set of
guidelines. The faculties, departments and units wanted to have
control over what they purchase, choice of contractor, hardware
and network devices requirements and specifications. The
students and other non-subscribed staff members were in
possession of hijacked, unlawful Internet accounts (usernames
and passwords). Harrison et al [3] quoted Biwott [1], During the
pre-policy period, the centre IRM, Moi University, Kenya faced
several technical and managerial challenges. For example
personal computers, local area networks and microwave links
that connect University’s campuses were installed without
following a specific standard or set of guidelines. Harrison et al
[3], This lack of standard which is attributable to the lack of ICT
policy, led to the development of unreliable networks. This is
especially true for the University of Ibadan ICT unit too.
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2.8 Low Information and Communication Technology (ICT)
Awareness and Support from Faculties, Department and
Units
Since there were no guidelines for installations of network
devices, these bridges were powered from extension boxes to
which every other office gadgets were plugged. Many a times
distress calls were made to complain of lack of connectivity but
to later discover that power source were not switched ON for
such network devices. Sometimes, when phones or electric fans
and kettles were to be used, network devices had been removed
to plug phone sets for charging, electric fans or kettle to heat
water for tea and eventually network devices were not plugged
back which, caused unnecessary downtime.
Some teaching and non-teaching staff out rightly refused to use
the computer and network facilities in their offices saying, it had
never worked before so, it cannot work. Some staff members
even, refused any of the network devices (switches) to be
installed in their office(s). Even, when they allow installation of
such devices, when they are out of campus or travelled, they
switch off such devices, lock up their offices thereby cutting off
as many as are connected to the devices from enjoying the
facility until they come back. Whenever inputs are expected
from faculties, departments and units for example staff (teaching
and non-teaching) profiles for the University websites, responses
do not readily come.
This has led to downplay of the University of Ibadan for many
years now in the world webometric rating since staff
information, research output, exchange programmes, grants and
fellowship won were not reported on the site because the
faculties, departments and units refused to turn them in. Towards
the mid of 2011, the University IT committee took it upon
themselves to go to faculties, departments and units to collect
these information by hand and mobilized the web masters to
upload the information then, the University attained its rightful
placement as the best (in Nigeria) in the last webometric rating.
3. SUCCESS STORIES
“Without challenges, there is no success”, In the midst of all
these challenges, the University ICT unit recorded some
progress. As mentioned earlier, the University network was
fairly distributed to connect all the faculties, department and
units even, from its inception. This design attracted the
commendation of the MacArthur Implementation Monitoring
Committee during their visit in 2005. The staff members who
were previously on contract appointments had been permanently
absorbed into the University workforce. At the expiration of the
John D. & Catherine T. MacArthur Foundation grant, the
University ICT had since continued to sustain the ICT unit
operations and in fact, the bandwidth of the University ICT
network had been upgraded to 17000kbps/17000kbps (up/down)
which is a commendable sustainability plan. Each of the staff
now has a laptop for field work and are all on GLO telecoms
group plan for communication with either themselves or
members of the university community.
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The Logistics for securing diesel from the University Works and
Maintenance unit for the generating set had been improved.
Drums of diesel are deposited in a small pent-house and the
power generating set is being fed with diesel by a mechanical
device. Technical staff are now being represented in ICT
decision making meetings and project defense. Most of the
servers on ICT network are modern (blade or rack) servers.
4. CONCLUSION AND RECOMMENDATIONS
Since the main purpose of this work or research is to ensure
better and improved performance of the University of Ibadan
ICT unit, we propose the following recommendations.
4.1 Funds Accessibility
Securing or accessing funds for information technology related
issue should be treated with higher priority. Even though, due
process is good and should be observed to forestall fraud.
4.2 Network Redundancy
Redundancy should be designed into the network. Network
equipment should have properly configured spares such that
when there is any natural disaster or power surge that leads to a
breakdown, broken down devices could easily be replaced by
spares. By this, downtime will be minimized to the barest
minimum.
4.3 Staff and Students Internet Account
We are of the opinion that Internet account for staff should not
be voluntary. Once a staff is enlisted in the workforce of the
University, the Internet account should be part of the personal
information delivered to him or her such as staff identification
number and cards. The cost of the service should be deducted
automatically from salary source. Likewise, students should be
taken care of on the network to forestall hijacking of innocent
staff Internet account.
4.4 Stratification of the Unit
Staff of the ICT unit should belong to specific teams to enable
them specialize and master their skills. Moving from one unit to
the other could be allowed for all round experience but they
should be allowed to focus skill related to a specific unit at a
time.
4.5 Mobility for Support Function and other Services
Mobility is paramount to fulfil support functions. Vehicle(s) for
a unit like ICT should be able to convey passengers and
provision for conveying ladders, cables and other accessories for
effective support services.
4.6 Hardware, Software and Network Repairs and
Supplies Services
A department should be created within ICT unit to render
hardware, software and repairs functions. This will on one hand
enable ICT to set standard and control hardware, software and
network requirement and specifications. This will also generate
some revenue for ICT unit.
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4.7 Human Resources Management
It is a waste of human power and resources to designate B.Sc.
degree holders to manage cybercafés. The Interns can be trained
to handle such then, at most one senior staff could be designated
to co-ordinate and oversee the activities of the Interns at the
cybercafés. The services of these B.Sc. holders could be needed
in other department such as network services, help desk, support
services to mention a few. Thus efficiency could be improved.
4.8 Skills Training
The University ICT unit needs to sponsor the staff members on
specialized skill training and the unit structured to encourage
specialization. The ICT staff needs to be in total charge of the
network servers and the University web and portal sites. For
some time now, the University mail and the radius server for
authentication had not been consistent. If there were to be
competent hands they would have been reinstalled ground-up to
rid off any error or corruption with the two servers.
4.9 Amelioration of the Inevitable Power Failure Effect
Wireless presence powered by Inverter Battery should be
installed to cover the faculties, departments, units and the staff
quarters such that whenever PHCN power source fails (the end
of which nobody can tell) as many as have battery power in their
laptop can continue to work. Students have to be accommodated
on the University ICT network. As soon as students are
admitted, alongside with every other information created about
them is their Internet account charged into their school fess per
session. These will fast track nefarious activities on the network,
conserve bandwidth and eliminate hijack of staff and
departmental Internet account.
4.9.1 ICT Policy
The Impact of the new ICT policy is yet to be felt, if it has been
implemented at all. The new ICT policy should be implemented
to maintain standards (hardware, software and network) on the
campus.
4.9.2 University-Wide Staff Training
The ICT manpower development training for University staff
started in 2009/10 and continued in 2010/2011 session. We
recommend that the training continues since information
technology is an evolving way of life so that the staff members
can be kept abreast of latest developments in information
technology (IT).
4.9.3 Protection for the Computers on the Network
Set firewall rules. Firewall enforce security policy on traffic
flows to and from the external internet, and can be useful tools
to restrict excessive bandwidth usage. Particular Internet
addresses, ports or protocols on which file-sharing or other
infringing activity typically occurs can be blocked. The
University ICT should also ensure that it becomes a rule that any
system discovered to be devoid of antivirus and spyware
protection will be disconnected from the network. IFPI [4] said
antivirus virus and spyware protection should be maintained.
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Protective software can screen out rouge files containing viruses,
spyware or other damaging material, and should be installed on
every computer. All copies of anti-virus and spyware
programmes should be run regularly and kept up to date.
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ABSTRACT
In this experiment, a multimedia learning system for the teaching and learning mathematics was developed. This is to test the
hypothesis that multimedia based learning enhances the teaching and learning of the mathematics in secondary schools. The project was
developed using Microsoft Visual Basic 6.0 and Microsoft Office 2003. In this method, teaching and learning are presented in a tension
free mode. An empirical study was conducted probing the reasons for poor performance of students in mathematics and the opini ons of
education stake holders on the usefulness of multimedia learning system were sought for. The results of their responses were
scientifically analyzed and interpreted, in order to identify the reasons for poor performance of students in the sciences. Ninety one
percent (91%) of the sample population agreed that multimedia based learning enhances learning and is also beneficial for the teaching
and learning of the mathematics. The project was evaluated using Enugu State as a case study. A random sample of fifty schools was
selected for the evaluation of this project, out of a total of two hundred and ninety three (293) secondary schools in the state. In each
selected school one hundred students of the same level were used for the evaluation exercise. Each set of the one hundred students was
divided into two groups of fifty. The first group used multimedia and the second group used Talk, Chalk and Board (TCB) non
multimedia. To compare or measure the effect of multimedia, paired sample tests were adopted. The objective of pairing was t o
increase the precision of the comparison of the two methods. The result from the evaluation showed that a student who fails (i.e scores
zero percent(0%) with the TCB teaching method is expected to have scored at least forty percent(40%) if multimedia was used.
Keywords: ICT, TCB, multimedia, integrating, teaching and learning.

1. INTRODUCTION

2. RELATED WORKS

To succeed in a global economy all students require solid
foundation in science, technology, engineering and
mathematics[1], Nigerian students are not exemption.
In the US education system smartlabs are used for the teaching
and learning of
science, technology,
engineering and
mathematics(STEM)[1] but it is not so in Nigeria. The Nigerian
education system uses the traditional method of teaching and
learning which is talk, chalk and board(TCB). The ultimate aim
of any teaching–learning situation is to promote learning,
develop the students’ potential to the fullest and increase their
motivation to imbibe learning culture.

Studies have shown that the use of information technology
across different curriculum subjects can have beneficial
motivational influence on the students learning and achieving
better grades than using the conventional teaching method[2-6].
The purpose of this research is to see whether multimedia can
be an effective instrument for promoting a good mathematics
learning culture and increase motivation to learn mathematics
for our students. By multimedia learning system we mean the
combination of sound, graphics, animation and video to enhance
the teaching and learning of the lessons. It is technology based
learning system. This paper presents the results of an
experiment carried out at Enugu State Nigeria with secondary
school students.
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Our experiment sets out to achieve the following objectives:

To develop a multimedia learning system for the teaching
of mathematics

To identify the reasons for poor performance of students in
the mathematics.

To present teaching and learning in an easy to digest
mode.(in an easy and exciting /interesting manner).

To identify the usefulness of the multimedia learning
system in the teaching and learning of mathematics.
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To change the role of the teacher to a facilitator rather than
a disseminator of knowledge.
To promote learning and develop the students potentials in
the use of multimedia system for learning of mathematics.
To increase the student’s motivation, learning culture and
inculcate confidence in the mathematics.
To enhance self-paced learning mathematics.

3. METHODOLOGY
This section presents the ways we used to collect the data used
in this publication. The data were collected using the following
methods
a) Observation
b) Questionnaire
c) Conducting of Examinations (Test Results)
3.1 Observation
The researcher went to schools both at urban and rural areas.
The purpose of her visit was to see what was actually happening
in the schools.
3.2 Questionnaire
Two sets of questionnaires were designed and given to two
groups of people: the students and the stakeholders. The factors
that guided the design of the questionnaires are

The objective of the study;

The hypotheses to be tested;

The sampling techniques
adopted (simple random
sampling and stratified random sampling) and

The respondents for whom the questionnaires were
designed.
Random sampling is a sampling technique in which each of the
unit of the sampling population has a calculate able (non zero)
chances of being included in the sample. Simple Random
sampling is a case where each of the unit has equal chance
(probability) of being selected. Stratified Random sampling is a
sampling technique whereby a heterogeneous population is
divided into a fairly homogeneous group or strata before simple
random sampling is conducted within each situation. This is
applicable in this research because different groups namely
parents, students, teachers (variables) having varying
characteristics were used.
In the course of this research both qualitative and quantitative
methods were used. The qualitative part consists of the
researcher’s observations and interactions with students,
teachers, parents, educationists and the general public. The
quantitative part consists of two sets of questionnaire which
were produced and distributed to two categories of people. The
first questionnaire was directed to the students. It had five linear
response options. The 2nd questionnaire was directed to the stake
holders It equally had five linear options.
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3.3 Conducting Examination (Tests)
In Enugu state there are a total of two hundred and ninety three
(293) secondary schools. A random sample of fifty schools
were selected. In each school one hundred students of the same
level or stream were selected. They were grouped into two
groups (fifty in each group). We used multimedia and Talk,
Chalk and Board (TCB) non multimedia to teach the same group
of students. To compare or measure the effect of multimedia,
paired samples were adopted. The objective of pairing was to
increase the precision of the comparison of the two methods.
According to (7) the variable on which we pair should predict
accurately the performance of the subjects in the measurement
by which the effects of the treatments (method) are to be judged.
Self-pairing is highly effective when an individual’s
performance is consistent on different occasions, but exhibits
wide variation when comparisons are made from one individual
to another. Thus we took two independent samples of n=50 and
used multimedia method on the first sample (treatment)[n1]
while the other sample(n2)was taught without multimedia(Talk
,Chalk and Board[TCB] )
Mathematics was used in the first fifty samples. The means of
these two samples were then compared to observe the treatment
(method) effects. Therefore , to measure the effect , of
multimedia on performance of students in mathematics , efforts
were made to keep all other variables constant .The only
variable measured was multimedia teaching method. Therefore
for any paired sample , teacher, time and so on were kept
constant .The SS1 class was randomly selected for this research
work.
4. RESULTS
Table 1: Average Mathematics Score
Average Mathematics Scores(SS1)
S/N

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

With
Multimedia
Teaching
Method
60
80
75
60
65
55
66
58
72
63
80
58
70
85
78
82
55
78
69
75
80
75
65
86
78

With TBC
Teaching
Method
55
70
60
50
45
40
61
43
45
38
71
52
41
60
45
73
48
61
57
52
46
50
55
72
61

S/N

26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

With
Multimedia
Teaching
Method
64
59
83
58
62
75
85
86
70
75
68
60
75
81
80
69
78
70
75
58
62
70
85
70
78

With TBC
Teaching
Method
46
41
51
46
40
54
60
77
48
56
50
50
45
62
53
71
48
66
58
46
50
58
77
62
60
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5. PERFORMANCE EVALUATION (T TEST)
5.1 Multimedia versus TCB Teaching Methods.
Introduction : Here we want to find out whether or not the mean
effects of the two methods of teaching are equal. H0: The mean
output (performance of students ) from multimedia method of
teaching and learning of mathematics (U1) is equal to the mean
output from talk, chalk and board(TCB) (U2) method. That is the
mean effect of the two teaching methods are equal.(U1=U2 ).

H1: The mean output (performance of students ) from
multimedia method of teaching and learning of mathematics
(U1) is greater than the mean output from talk ,chalk and board
.(TCB) (U2) method. That is the mean effects of the two
methods of teaching are not equal. U1>U2
Level of significance : α = 0.05;0.01

Table 2: Paired Samples T-Test on Average Performance Scores in mathematics for Multimedia and the TCB Methods.
Mean
Paired Differences
Corre Signifi
lation cance
Multimedia
71.28
Mean
Std.Dev Std.Error 95% Confidence
iation
Mean
interval of the
Difference
Lower Upper T
Df Sig.(216.76
tailed)
8.53
1.21
Talk, Chalk &
54.52
14.34
19.18
13.898
49 .000
.617
.000
Board (TCB)
t = 13.898; p=0.00; p<0.01 Test is highly significant (α=0.99); r = 0.617;p = 0.00; p<0.01, (α=0.99)

5.2 Regression Analysis
5.2.1 Predicting multimedia performance from TCB performance
Due to the fact that the scores from TCB and multimedia used in measuring student performance are measured independently (data
table 3.1) regression can be performed on them such that one can predict the score a student may obtain if subjected to multi media
using his score in TCB.

Table 3: Regression Model Summary
Change Statistics
Model
R
R Square Adjust
ed
1
.617
.381
A predictors:(constant), TCB

.368

Std.Error of
the Estimate
7.33

Table 4: Regression Coefficient and Significance
Model
B
Standard Error
1(constant)
40.754
5.712
TCB
.560
.103
A dependent Variable: Multimedia

R
Square
Change
.381

Beta
.617

From the above tables ( Table 3.3 and table 3.4) the correlation
coefficient (r) which measures the degree of linear relationship
is high and statistically highly significant. [r=0.617; p=0.000;
p<0.01] . The F ratio and all the regression variables are also
statistically highly significant [F= 29.529; p=0.000; p<0.01]; [ a
(the regression constant) =40.754; ; p=0.000; p<0.01] ; [; b (the
regression coefficient) = 0.560; p=0.000; p<0.01]

F
Change

Df
1

Df
2

29.529

1

48

t
7.134
5.434

Significance
.000
.000

Decision

p<0.01

Decision
p<0.01
p<0.01

Therefore the relationship between the two teaching methods
can be fitted with a linear equation namely
Y = 40.754 +0.56x …………..equation 1
Where
Y = multimedia score
X = TCB score
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Significan
ce F
Change
.000
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The above equation implies that multimedia score is predictable
from TCB score. One can also infer from equation 1 above that
a student who fails (ie scores zero % ) with the TCB teaching
method is expected to have scored at least 40% if multimedia is
used.
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ABSTRACT
The enormous amount of information stored in unstructured texts cannot simply be used for further processing by computers, which
typically handle text as simple sequences of character strings. Therefore, specific (pre-) processing methods and algorithms are required
in order to extract useful patterns. Text mining also known as text data mining, refers to the discovery of previously unknown
knowledge that can be found in text collections. In this study, we discuss text mining as a young interdisciplinary field in the
intersection of the related areas such as information access - otherwise known as information retrieval, computational linguistics, data
mining, statistics and natural language processing. We discuss some application areas of text mining and identify the related works. We
also describe the main analysis tasks/processes in Text Data Mining such as, information extraction, pre-processing, text transformation
and feature selection. An architectural framework for Knowledge Discovery from Journal Articles Using Text Mining Techniques is
also presented.
Keywords – Text mining, Data mining, Information Retrieval, Computational Linguistics, Knowledge Discovery

1. INTRODUCTION
Text Mining is a process of extracting new, valid, and actionable
knowledge dispersed throughout text documents and utilizing
this knowledge to better organize information for future
reference. Mining implies extracting precious nuggets of ore
from otherwise worthless rock [1]. It is the gold hidden in
mountains of textual data [2]. Text mining, otherwise known as
Text Data Mining (TDM), is the discovery by computer of new,
previously unknown information, by automatically extracting
information from a usually large amount of different
unstructured textual resources. Previously unknown implies
discovering genuinely new information. Unstructured means
free naturally occurring texts- as opposed to HyperText Markup
Language (HTML), eXtensible Markup Language (XML), and
other scripting languages. Text mining can be described as data
mining applied to textual data. Text is “unstructured,
amorphous, and difficult to deal with” but also “the most
common vehicle for formal exchange of information.” [3]. Table
1 shows the classification of data mining and text data mining
applications.
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Table 1: Classification of data mining and text data mining
applications [1]
Finding
Finding “Nuggets”
Patterns
Novel
Non-Novel
NonGeneral DataDatabase
textual
Mining
Queries
Exploratory
Data
Data
Analysis
Textual
Computational
Information
Data
Linguistics
Retrieval
1.1 TDM and Information Retrieval
TDM is a non-traditional information retrieval (IR) whose goal
is to reduce the effort required of users to obtain useful
information from large computerized text data sources.
Traditional IR often simultaneously retrieves both “too little”
information and “too much” text [4] [3]. However, in
Information Retrieval (Information Access), no genuinely new
information is found. The desired information merely coexists
with other valid pieces of information.
1.2 TDM, Computational Linguistics and Natural Language
Processing (NLP)
If we extrapolate from data mining on numerical data to data
mining from text collections, it is discovered that there already
exists a field engaged in text data mining: corpus-based
computational linguistics! Computational linguistics refers to the
long-established interdisciplinary field at the intersection of
linguistics, phonetics, computer science, cognitive science,
artificial intelligence and formal logic, which again is frequently
assisted by statistical techniques [5] [6].
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Empirical computational linguistics computes statistics over
large text collections in order to discover useful patterns. These
patterns are used to inform algorithms for various sub problems
within natural language processing, such as part-of-speech
tagging and word sense disambiguation [1]. NLP is the branch
of linguistics which deals with computational models of
language. NLP has several levels of analysis: phonological
(speech), morphological (word structure), syntactic (grammar),
semantic (meaning of multiword structures, especially
sentences), pragmatic (sentence interpretation), discourse
(meaning of multi-sentence structures), and world (how general
knowledge affects language usage) [7].
When applied to IR, NLP could in principle combine the
computational (Boolean, vector space, and probabilistic)
models’ practicality with the cognitive model’s willingness to
wrestle with meaning. NLP can differentiate how words are used
such as by sentence parsing and part-of-speech tagging, and
thereby might add discriminatory power to statistical text
analysis. [3].

Table 2: Comparison of Data Mining and Text Mining
DM
TM
Object
of Numerical
and Textual Data
Investigation categorical data
Object
Structured
Unstructured or Semistructure
(Relational database) structured (Free form
texts)
Goal
Predict outcomes of Retrieve
relevant
future situations
information, distil the
meaning,
categorize
and target-deliver
Methods
Machine
learning: Indexing, special neural
SKAT, DT, NN, GA network
processing,
linguistics, ontologies
Current
100,000 analysts at 100,000,000 corporate
market size
large and midsize workers and individual
companies
users
Maturity
Broad
Broad implementation
implementation since starting 2000
1994

1.3 Natural Language Processing
The context of a spoken dialogue system can be illustrated as
follows:

The relationship of data mining, information retrieval, statistics,
web mining, computational linguistics and natural language
processing, to text data mining is shown in Figure 2.

Information
Retrieval

Data Mining

Text Mining
Web Mining

Statistics
Computational
Linguistics &
NLP

Fig 2: Relationship of Text Mining and Other Applications
Fig 1: Simple Pipeline Architecture for a Spoken Dialogue
System [7]

2. RELATED WORKS

1.4 TDM and Data Mining (DM)
In Text Mining, patterns are extracted from natural language text
rather than databases. The input is free unstructured text, whilst
web sources are structured. Table 2 presents a summarized
comparison of Data Mining and Text Data Mining.
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The evolution of internet as a means for sending information led
to the growth of on-line knowledge resources and to the
diversification of forms and formats used for their storage and
transmission: text, data, video and audio. Although hardware
restrictions of storage space and data transmission speed is no
longer a problem, the text still remains the most efficient form
for presenting knowledge over the internet, compared to
different audio, video and multimedia formats [8]. With the
rapid development of the Internet, the volume of semi-structured
and unstructured textual data such as XML documents, e-mail
messages, blog posts, academic papers has been under an
exponential growth. Discovering useful knowledge from such
huge volume of data has become a very challenging problem.
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Text mining tries to extract knowledge from unstructured data
by using techniques from data mining, machine learning, natural
language processing, information retrieval, and knowledge
management [9]. Text mining is a knowledge-intensive process
in which a user interacts with a document collection by a suit of
analysis tools, and finally identifies and explores some
interesting patterns [9].Text data mining is a natural extension of
data mining [1], and follows steps similar to those in DM.
The qualitative difference in text mining, however, is that TDM
processes data from natural language text rather than from
structured databases of facts [10]. Companies use text mining
software to draw out the occurrences and instances of key terms
in large blocks of text, such as articles, Web pages, complaint
forums, or Internet chat rooms and identify relationships [11].
The software converts the unstructured data formats of articles,
complaint forums, or Web pages into topic structures and
semantic networks which are important data drilling tools. Often
used as a preparatory step for data mining, text mining often
translates unstructured text into a useable database-like format
suitable for data mining for further and deeper analysis [12].
[13] also described text mining as an emerging technology that
can be used to augment existing data in corporate databases by
making unstructured text data available for analysis. In [14] text
mining techniques were partitioned into classifier learning,
clustering, and topic identification.
Classifiers for documents are useful for many applications.
Major uses for binary classifiers include spam detection and
personalization of streams of news articles. Multiclass classifiers
are useful for routing messages to recipients. Most classifiers for
documents are designed to categorize according to subject
matter. However, it is also possible to learn to categorize
according to qualitative criteria such as helpfulness for product
reviews submitted by consumers. In many applications of
multiclass classification, a single document can belong to more
than one category, so it is correct to predict more than one label.
This task is specifically called multilabel classification.
In standard multiclass classification, the classes are mutually
exclusive, that is, a special type of negative correlation is fixed
in advance. In multilabel classification, it is important to learn
the positive and negative correlations between classes [14].
Another way to view text data mining is as a process of
exploratory data analysis that leads to heretofore unknown
information, or to answers for questions for which the answer is
not currently known. [1] Text-mining is ideally suited to extract
concepts out of large amounts of text for a meaningful analysis.
It has been used in a wide variety of settings, ranging from
biomedical applications to marketing and emotional/sentiment
research where a lot of data needs to be analyzed in order to
extract core concepts.
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Text-mining achieves this, by applying techniques from
information retrieval (such as Google), natural language
processing, including speech tagging and grammatical analysis,
information extraction, such as term extraction and named-entity
recognition and data mining techniques, such as pattern
identification [[15] [16].
2.1 Knowledge Management
There is no universally accepted definition of exactly what
knowledge is. Some authors define it as the information
individuals possess in their minds. This definition is argued by
saying that raw data (raw numbers and facts) exist within an
organisation. After processing these data they are converted into
information and, once it is actively possessed by an individual,
this information in turn becomes knowledge. [17] defines
knowledge as the justified belief that increases the capacity of an
entity to take effective action. Knowledge management is
considered as the process of converting the knowledge from the
source available to an organisation and then connecting people
with that knowledge. The aim of knowledge management is the
creation, access and reuse of knowledge [17].
Traditionally, textual elements are extracted and applied in the
data mining phase aiming to reveal useful patterns [18]. [19]
concentrated on the extraction of textual elements (that is,
entities and concepts). Thus the extraction and correlation of
textual elements are the basis for the data mining and
information retrieval phases aiming to promote support to
knowledge management applications. Knowledge management
is seen as systematic and disciplined actions in which
organisation can take advantage to get some return [20].
According to [21], knowledge management is an important tool
for the enhancement of the organisational knowledge
infrastructure. The information technology has an important role
in the process of transformation of the knowledge, from tacit to
explicit [22]. Thus we state making explicit entities and their
relationships through information extraction and retrieval, and
text mining techniques is an important step towards knowledge
management applications, such as, communities of practice [23],
[24], expertise location [22] and competency management [25],
[26].
Text-mining is ideally suited to extract concepts out of large
amounts of text for a meaningful analysis. It has been used in a
wide variety of settings, ranging from biomedical applications to
marketing and emotional/sentiment research where a lot of data
needs to be analyzed in order to extract core concepts. Textmining achieves this, by applying techniques from information
retrieval (such as Google), natural language processing,
including speech tagging and grammatical analysis, information
extraction, such as term extraction and named-entity recognition
and data mining techniques, such as pattern identification [15]
[16].
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Applications of text mining methods are diverse and include
Bioinformatics [27], Customer profile analysis, Trend analysis,
Anti-Spam Filtering of Emails, Event tracks, Text Classification
for News Agencies, Web Search and Patent Analysis [27].
Applications of text mining can also extend to any sector where
text documents exist. For instance, history and sociology
researchers can benefit from the discovery of repeated patterns
and links between events, crime detection can profit by the

Document
Collection

Text PreProcessing

Documents that published in given time

Cleaned Text,

WWW (research
articles, EWOM)

identification of similarities between one crime and another [28],
and unsuspected facts found in documents may be used in order
to populate and update scientific database [29]. Other areas
include updating automatically a calendar by extracting data
from e-mails [30], [31], identifying the original source of a news
article [32] and monitoring inconsistencies between databases
and literature. [33]

(Attribute
Selection)

Text Transformation
Attribute
Generation)

Information
Retrieval

Stop words removal, Stemming, Term Weighting

Data Mining

interpretation &
Evaluation

KM

TRENDS
Domain Experts

Fig 3: The Proposed Architecture
The Figure 3 above presents the proposed architecture of our
work. This comprises of the following major steps:
Document Collection: This involves with the review or the
literature search and gathering of academic journal articles using
Electronic Academic Resources.
Development of text mining tool using Python programming
language.
Text Extraction: deals with identification and extraction of text
from scientific publications. Raw journal article documents are
transformed into structured data. The text mining tool will be
used to extract keywords and clue words from the document.
This tool is used here as a data processing and informationextracting tool.
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Text Pre-processing: This stage involves Text cleanup,
tokenization, Parts of Speech Tagging, Word Sense
Disambiguation.
Text Transformation and feature selection. The document is first
split into a series of words (features). Adjectives, adverbs, nouns
and multi-word are extracted from the document. Word
frequency and inverse document frequency are two parameters
used in filtering terms. Low term frequency (TF) and document
frequency (DF) terms are often removed from the indexing of
journal documents. To better match concepts among terms,
words will be stemmed based on Porter’s algorithm. It contains
keywords, title words, and clue words.
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By repeatedly merging back nearby words based on three simple
emerging dropping, and accepting rules, maximally repeated
strings in the text are extracted as keyword candidates. The title
words are those non-stop words that occur in the title of a
journal document. The clue words are a list of words that reveal
the intent, functions, purposes, or improvements of the journal.
In “Bags of words” representation each word is represented as a
separate variable having numeric weight. The most popular
weighting schema is normalized word frequency tfidf:
tfidf (w) = t f. log

(1)

tf(w) is term frequency (number of word occurrences in a
document)
df(w) is document frequency (number of documents containing
the word)
N represents number of all documents

tfidf(w) is the relative importance of the word in the document
Data Mining: At this point the Text Mining process merges with
the traditional Data Mining process. Classic Data Mining
techniques are used on the structured database that resulted from
the previous stages. The converted (structured) data are
processed here. Processes involved here are clustering,
classifications and predictions.
Knowledge Management: New models and trends are generated
based on the predicted values got from step 6. These will be
used to answer some knowledge management research questions
of how to classify the generated (explicit) knowledge.
3. METHODOLOGY
The overall process of conducting text-mining-based analysis
goes through several steps. This is depicted in Figure 3 below.
First of all, text collection and text pre-processing are the
preliminary steps. Second, raw journal article documents are
transformed into structured data. In relation to this analysis, text
mining is used as a data processing and information-extracting
tool.

KM

Interpretation/
Evaluation

Data Mining/
Pattern Discovery

Attribute Selection

Text Transformation
(Attribute Generation)

Text Preprocessing
Text

Figure 4: Text Mining Processes
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For mining document collections the text documents are
pre-processed and the information stored in a data
structure. A text document can be represented by a set of
words, that is, a text document is described based on the set
of words contained in it (bag-of-words representation).
However, in order to be able to define at least the
importance of a word within a given document, usually a
vector representation is based, where for each word a
numerical “importance” value is stored. The currently
predominant approaches based on this idea are the vector
space model, the probabilistic model and the logical model.

order to achieve this, the word from has to be known, that
is, the part of speech of every word in the text document
has to be assigned. Since this tagging process is usually
quite time consuming and still error-prone, in practice
frequently stemming methods are applied.
Stemming methods try to build the basic forms of words,
that is, strip the plural ‘s’ from nouns, them ‘ing’ from
verbs, or other affixes. A stem is a natural group of words
with equal (or very similar) meaning. After the stemming
process, every word is represented by its stem. A wellknown rule based stemming algorithm has been originally
proposed by Porter (1980). He defined a set of production
rules to iteratively transform (English) words into their
stems.

Text Pre-processing
In order to obtain all words that are used in a given text, a
tokenization process is required, that is, a text document is
split into a stream of words by removing all punctuation
marks and by replacing tabs and other non-text characters
by single white spaces. This tokenized representation is
then used for further processing. The set of different words
obtained by merging all text documents of a collection is
called the dictionary of a document collection.

Index Term Selection
To further decrease the number of words that should be
used also indexing or keyword selection algorithms can be
used. In this case, only the selected keywords are used to
describe the documents. A simple method for keyword
selection is to extract keywords based on their entropy. For
each word t in the vocabulary the entropy can be can be
computed as

In order to allow a more formal description of the
algorithms, we define some terms and variables that will be
frequently used in the following: Let D be the set of
documents and T= {t1, …, tm}be the dictionary, that is, the
set of all different terms occurring in D, then the absolute
frequency of term t T in document d D is given by
tf(d,t).
We
denote
the
term
vectors
We also need the
notion of the centroid of a set X of term vectors. It is
defined as the mean value
of its term

with
(2)
Here the entropy gives a measure how well a word is suited
to separated documents by keyword search. Words that
occur in many documents will have low entropy. The
entropy can be used as a measure of the importance of a
word in the given domain context. As index words a
number of words that have a high entropy relative to their
overall frequency can be chosen, that is, of words occurring
equally often those with the higher entropy can be
preferred.

vectors. In the sequel, we will apply tf also on subsets of
terms: For  T, we let ft(d, ):=
Text Transformation and feature selection
In order to reduce the size of the dictionary and thus the
dimensionality of the description of documents within the
collection, the set of words describing the documents can
be reduced by filtering and lemmatization or stemming
methods.

In order to obtain a fixed number of index terms that
appropriately cover the documents, a simple greedy
strategy is applied: From the first document in the
collection we select the term with the highest relative
entropy as an index term. Then we mark this document and
all other documents containing this term. From the first of
the remaining unmarked documents we select again the
term with the highest relative entropy as an index term. We
then mark again this document and all other documents
containing this term. We repeat this process until all
documents are marked, then we unmark them all and start
again. The process can be terminated when the desired
number of index terms have been selected.

Filtering, Lemmatization and Stemming
Filtering methods remove words from the dictionary and
thus from the documents. A standard filtering method is
stop word filtering. The idea of stop word filtering is to
remove words that bear little or no content information, like
articles, conjunctions, prepositions. Furthermore, words
that occur very seldom are likely to be of no particular
statistical relevance and can be removed from the
dictionary [27].
In order to further reduce the number of words in the
dictionary, also (index) term selection methods can be used.
Lemmatization methods try to map verb forms to the
infinite tense and nouns to the singular form. However, in
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The Vector Space Model
Despite of its simple data structure without using any explicit
semantic information, the vector space model enables very
efficient analysis of huge document collections. The vector
space model represents documents as vectors in m-dimensional
space, that is, each document d is described by a numerical
feature vector w(d) = (x(d,t1), …, (x(d,tm)). Thus, documents can
be compared by use of simple vector operations and even
queries can be performed by encoding the query terms similar to
the documents in a query vector. The query vector can then be
compared to each document and a result list can be obtained by
ordering the documents according to the computed similarity
[27]. The main task of the vector space representation of
documents is to find an appropriate encoding of the feature
vector.
Each element of the vector usually represents a word (or a group
of words) of the document collection, that is, the size of the
vector is defined by the number of words (or groups of words)
of the complete document collection. The simplest way of
document encoding is to use binary term vectors, that is, a vector
element is set to one of the corresponding word is used in the
document and to zero if the word is not. This encoding will
result in a simple Boolean comparison or search if a query is
encoded in a vector. Using Boolean encoding the importance of
all terms for a specific query or comparison is considered as
similar. To improve the performance usually term weighting
schemes are used, where the weights reflect the importance of a
word in a specific document of the considered collection.
Large weights are assigned to terms that are used frequently in
relevant documents but rarely in the whole document collection
(Hotho, et al 2005). Thus a weight w(d,t) for a term t in
document d is computed by term frequency tf(d,t) times inverse
document frequency idf(t), which describes the term specificity
within the document collection. In Salton, et al (1994) a
weighting scheme was proposed that has meanwhile proven its
usability in practice. Besides term frequency and inverse
document frequency – defined as

-, a length

normalization factor is used to ensure that all documents have
equal chances of being retrieved independent of their lengths:

normalized vectors – the cosine between the two document
vectors is computed), that is,
(4)
A frequently used distance measure is the Euclidian distance.
We calculate the distance between two text documents d 1, d2
D as follows:

(5)
However, the Euclidean distance should only be used for
normalized vectors, since otherwise the different lengths of
documents can result in a smaller distance between documents
that share less words than between documents that have more
words in common and should be considered therefore as more
similar.
For normalized vectors the scalar product is not much different
in behaviour from the Euclidean distance, since for two vectors
and it is
(6)
Part-of-speech tagging (POS) determines the part of speech
tag, for example, noun, verb and adjective for each term.
Text chunking aims at grouping adjacent words in a sentence.
An example of a chunk is the noun phrase “the current account
deficit”.
Word Sense Disambiguation (WSD) tries to resolve the
ambiguity in the meaning of single words or phrases. An
example is ‘bank’ which have - among others – the senses
‘financial institution’ or the ‘border of a river or lake’. Thus,
instead of terms the specific meanings could be stored in the
vector space representation. This leads to a bigger dictionary but
considers the semantic of a term in the representation.
Parsing: This produces a full parse tree of a sentence. From the
parse, we find the relation of each word in the sentence to all the
others, and typically also its function in the sentence (for
example, subject, object).

(3)

Where N is the size of the document collection D and n t is the
number of documents in D that contain term t.
Based on a weighting scheme a document d is defined by a
vector of term weights w(d)=(w(d,t1), …, (w(d,tm)) and the
similarity S of two documents d1 and d2 (or the similarity of a
document and a query vector) can be computed based on the
inner product of the vectors (by which – if we assume
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The algorithm for text extraction is given as:
{
1.1
Convert the text into a LIST of words
1.2
Set threshold to a certain value such as 1 or 2, put a
separator to the end of LIST and Set an array LIST[N],
an array FinaList[N]=0,
1.3
Do
{

Vol 5. No. 2, March, 2012

ISSN 2006-1781
African Journal of Computing & ICT
© 2012 Afr J Comp & ICT – All Rights Reserved
www.ajocict.net

2.1
2.2
2.3

2.4
1.4
}

Set the frequency of the separator
(separator=0)
Set MergerList[N]=0,
For i from 1 to NumOf(LIST) – 1 step 1
{
3.1
If LIST[i] is the separator, then
Go to Label 2.3.
3.2
If
Freq(LIST[i]>threshold
and
Freq(LIST[i+1] > threshold, then
Merge LIST[i] and LIST[i+1] into
MergeList
Else
If Freq(LIST[i])> threshold LIST[i] did not merge
with LIST[i-1], then
Save LIST[i] into FinaList.
If the last element of MergeList is not the separator,
then
Put the separator to the end of MergeList.
}
Set MergeList to LIST
}while NumOf(LIST) <2
Filter terms in FinaList

USER INTERFACE

PARTS OF SPEECH
TAGGING, WORD SENSE
DISAMBIGUATION
N GRAM EXTRACTION

STEMMING, TERM
WEIGHTING

DATABASE (Words
Count, Frequencies):
Relational/Structured
database

DM

KM

Fig 4: Workflow Diagram (The Modules)

4. Expected Results
The expected results with all the interfaces developed, is fully
described in Fig. 4 below represents the workflow diagram of
our proposed work. Each module is explained as follows:
User Interface module is the Graphical User Interface, which
allows users to import the unstructured texts (journal articles,
Electronic Words Of Mouth (e-WOM) which are to be text
mined. This section is also known as the Document collection
module.
Database module: All the unstructured texts that are text mined
to produce structured data or relational database. These are
stored here for further processing, using Data Mining
techniques.
DM phase: This refers to data mining (DM) module. The
converted (structured) data are then processed there. Processes
involved here are clustering, classification and prediction.
KM module: This is the knowledge management (KM) phase
where the results got from DM phase are used for decision
support and future trends.

“The king saw the rabbit with his glasses” (How many
meanings?). N Gram Extraction module: A N-gram is an
acyclic directed probabilistic graph in which each of the paths in
the graph consists of n nodes. The nodes from 1 to n − 1
correspond to past events. The node n − 1 is adjacent to those
nodes representing all the events that can make possible the
sequence 1,..., n − 1 and the link of the node n − 1 to the node n
in each path is labelled with the probability that n follows 1,..., n
− 1.
The n-grams with n =2 or n = 3 are called bigrams or digrams,
and trigrams, respectively. The trigrams are employed in speech
recognition. The n-grams in general are employed to ﬁnd the
frequency of words in certain languages, like English Stemming,
Term Weighting module: Stemming process identifies a word
by its root and reduces dimensionality (number of features).
This is done by the use of Porter’s Algorithm. Removal of stop
words (such as “a”, “an”, “the”) is processed. These words are
irrelevancies in text mining. Term weighting uses either of these
two model representation Bags of Words (BOW) and Vector
Space models.
5. CONCLUSION AND FUTURE WORK
Classifying a text collection into categories may enable the text
processing. The similarity measures chosen for the
categorization depend on which type of semantic or statistic
distance between documents needs to be captured. The measures
can apply to words, phrases, vectors or hierarchies. A
combination of both syntactic and semantic measures may be
considered.
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New, previously unknown knowledge can also be identified by
studying the semantic relations between the information stored
in databases and the existing literature. This is an open issue that
can be explored with the help of text mining and database
methodologies.

[14]

An automated text mining system will be developed and the
result modelled for future trends.
The analysis provided will be useful for shaping the debate
about future research and publications in the social marketing
field, and hopefully engage current scholars in more actively
pursuing the widening of the research agenda beyond the
current/present area into other areas of application of social
marketing theory.

[16]

[15]

[17]
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ABSTRACT
Institutions constantly process accumulated and stored data into information. One of the most desired features of organizational data is
that it should possess high quality. Data quality is usually perceived in relation to how it meets user requirements. The implication is
that an acceptable level of quality is achieved if the data conforms to a specification that correctly reflects the intended use. This paper
investigates the factors affecting the quality of data in information systems databases with focus on Nigerian tertiary institutions. The
objective is to assess critical success factors to ensure high quality data in information system and to understand stakeholders’ views
regarding the factors that are critical to the improvement of the quality of data in Nigerian Higher institution database. Our findings will
serve as input into the design of a general framework for data quality improvement which can be adapted by the various tertiary
institutions in Nigeria.
Keywords – Text mining, Data mining, Information Retrieval, Computational Linguistics, Knowledge Discovery

1. INTRODUCTION
Today, Educational institutions have realized the importance of
quality as one of the key components to business intelligence
since to make effective decisions, these institutions need to
process accumulated and stored data into information. In its
simplest form data is raw facts that when combined with other
factors, form useful information [23]. Saba and McCormick,
[20] view data as a fact or a value assigned to a variable. Data
is usually presented in different forms such as text, numeric
photographic images, sound, or video segments [2]. One of the
most desired features of organizational data is that it should
possess high quality. Besterfield [6] defined and quantified
quality as the fraction of Performance over Expectance; ISO
8402 provides a formal definition of quality as ‘the totality of
characteristics of an entity that bear on its ability to satisfy stated
and implied needs’. Most definitions of data quality [4][21][18]
are in relation to how it meets user requirements.
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These definitions imply that an acceptable level of quality is
achieved if the data conforms to a specification that correctly
reflects the intended use. Both Juran [16] and Crosby [8]
believe that making conformance and utility the qualifying
indicators for data quality is consistent not only with the ISO
8402 standard but also agrees with traditional references which
describe quality as "fitness for use", "fitness for purpose",
"customer satisfaction", or "conformance to requirements" .
Thus when data is said to have quality, it means the expectation
of the consumer are met to a large extent. When the quality of
the data is compromised, the resultant effects range from mild to
catastrophic.
The competition instituted by the information age has propelled
many organisations to realize that quality information is critical
to success [27]. Data quality is a vital issue in both industry and
everyday life. Data quality problems have been investigated in a
substantial body of literature and there is strong evidence that
data quality problems are becoming increasingly prevalent in
practice [25][26][27]. Olson [18] reported that about 88% of
data-related projects fail largely due to issues related to data
quality; Wang et al [27] in a study discovered that in 2001, data
quality issues accounted for nearly $600M losses for US
companies and TDWI in a 2001 survey reported that data quality
issues lead to 87% of projects requiring extra time to reconcile
data. According to Huang et al [13] most organisations have
experienced the adverse effects of decisions based on data of
inferior quality.
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Today, Information Systems (IS) maintain and produce the data
used by most tertiary institutions in developed and developing
nations to plan, evaluate, and diagnose the dynamics of
operations and financial circumstances. With the advent of IS,
the traditional focus on the input and recording of data is
handled with the knowledge that the systems themselves may
affect the quality of data [12]. Indeed, empirical evidence
suggests that data quality is problematic in IS [15].
Most influential data quality research originated from
information system research. Information system researchers
initially identified and employed a set of dimensions to address
the data quality problems within information systems. As data
quality awareness and requirements increased, researchers
began to focus on data quality frameworks; Ballou and Pazer
[3][5][9]; data quality assessment [25] [26]; data quality
management [10][11][13] and data quality dimensions [26][19].
So far, there has been no attempts to identify the Critical
Success Factors (CSFs) for data quality in information systems
in educational institutions. This paper therefore focuses on the
identification of the critical success factors that influence data
quality in IS used by Nigerian Universities. Once identified,
these institutions can define unique frameworks based on the
identified factors to improve the quality of data in their
databases to increase efficiency and effectiveness.
2. INFORMATION SYSTEMS IN NIGERIAN TERTIARY
INSTITUTIONS
Today, in most Nigerian tertiary institutions information systems
have become widespread and integral to operations such as
student admission processing, course registration, hostel
accommodation application/allocation, fees payment processing,
examination results processing, transcript processing etc. The
problems facing tertiary institutions in their efforts to use
information technology are extensive and varied. One of the
ultimate and overriding problems centre on the issue of poor
data quality in the information systems. The authors of this
paper are all employees of the University of Benin and has
functioned at some point as data custodians, data consumers and
data generators and observed the following as some categories
of problems caused by poor data quality in the university
information system database:
i)
ii)
iii)
iv)
v)
vi)
vii)
viii)
ix)

Porous data security system and hence hackers break
regularly into the institution’s database
Cases of loss of data due to faulty transactions
Redundant data
Data inconsistency
Missing data
Undetected Errors
Database Contamination
Clashes / Duplication of students’ records
Delayed decisions/reports resulting from late
submission of required data
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While all these factors may not completely influence data
quality, their impact in the institution’s decision making process
has prompted the management of the University of Benin and
indeed the National Universities Commission (NUC) to seek
solutions to poor data quality. It is as a result of this concern
that the University of Benin and the National Universities
Commission (NUC) at different times set up panels to
investigate causes of data quality issues.
Before the
commencement of this research, the researchers have been
invited by panels looking at data quality issues in tertiary
institutions. One of the panels was set up by the National
Universities Commission (NUC) and the other two by a Federal
government owned tertiary institution. The one set up by NUC
had representatives from all the Federal Universities (including
the University of Benin). Recently after the commencement of
this research two committees were set up to address issues of
data quality. One was at the instance of the Vice Chancellor and
the other by the School of Postgraduate Studies. This was in
October 2010 and February 2011 respectively. One of the
authors was the panel chair while another was a member.
3. METHODOLOGY
To investigate the factors affecting the quality of data in
information systems databases with focus on Nigerian tertiary
institutions, this paper seeks to answer the following questions:
Q1:
What factors affect the quality of data in tertiary
institutions’ information systems databases?
Q2:

Which of these factors are critical success factors to
ensure high quality data in information systems?

Q3:

Do the different stakeholder groups hold conflicting
views as regards the factors that are critical to the
improvement of the quality of data in information
systems database?

Although the critical success factors for high data quality in
tertiary institutions were not found in literature, there have been
many studies of success factors in data quality management.
Based on the authors’ experience as data producers, consumers
and custodians, a preliminary set of data were extracted from
literature [22][24][7][1][11][28][2]. These factors were
combined and served as the basis for data collection in this
study. Also, the factors have not been previously studied in the
context of data quality in tertiary institutions information
systems. According to ISO 8402 there is still no general
model/framework of data quality independent of any particular
domain or application，and the existing domain models of data
quality differ in dimensions, attributes, measurements and
evaluations. This study aims at determining the views of data
producers, data custodians, data consumers and data managers
about the critical success factors impacting on data quality in the
University.
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3.1 Data Collection
The case study research method was used to gather data in this
study. Yin [30] defined the case study research method as an
empirical inquiry that investigates a contemporary phenomenon
within a real – life context when boundaries between
phenomenon and context are not clearly stated. Yin further
classified case research into three main types: exploratory,
descriptive and explanatory. This paper uses an Exploratory case
study to explore the critical success data quality factors from a
list of factors presented to the respondents. We adopt an
approach similar to that presented in Benbasat [5] and hence :
a)
b)
c)

data quality practices in the university are examined in
their natural setting
the study focuses on data quality practices
there is no control or manipulation of the data
management activities

Therefore, it may be concluded that the choice of a case study is
appropriate for the subject of Identifying data quality critical
factors for tertiary institutions. According to Benbasat et al. [6],
in the information systems field, the practitioners are usually
ahead of the research. Therefore, in order to understand the
information system (IS) field, the researchers must study the
innovations fashioned by the practitioners. A single case study is
used in this research. Yin [29] offers several rationales for
selecting a single case, the first being that the case is "a
representative or typical case". All Nigerian universities have
the stakeholder groups from which data is to be collected for the
research (Data producers, Data consumers / users, Data
custodians, Data managers). Therefore the single case (one
tertiary institution) from these similar cases (Nigerian tertiary
institutions) fits Yin’s rationale for selecting a single case. The
search for a suitable case started with familiar institutions that
the researchers had contact with, because it is usually considered
that familiar organisations possess a greater willingness to
cooperate. For the case study phase of this research, the choice
of the tertiary institution where the researchers are based was
made based on this very important consideration and its
geographical convenience.
To answer the research questions raised, data was collected from
multiple sources. It is generally accepted that multiple data
sources allows an investigator to address a broader range of
historical, attitudinal, and behavioural issues [9]. Furthermore,
the use of multiple sources of evidence is considered to facilitate
the development of a ‘converging line of inquiry’, by which the
process of triangulation is ensured. Triangulation aids the
achievement of construct validity since the multiple sources of
evidence essentially provide multiple measures of the same
phenomena [29]. In-depth interviews with the major IS
stakeholders in the University of Benin was the main source of
the data collection because we believed that the stakeholders
were well informed and could provide important insights into
the situation. Furthermore, it is recommended that an interview
is a better method of obtaining quality data efficiently
[17][31][32].
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Between October 2010 and April 2011, a total of 224
respondents were interviewed. Four (4) categories of
stakeholders from the case institution participated in the case
study. The interviewees were presented with the factors
extracted from literature to simply indicate factors that they
believed influenced data quality. Respondents were asked to
include new factors which they feel can influence data quality.
Table 1 gives a summary of the respondents interviewed by
categories.
Table 1: Summary of Respondents Interviewed
S/N Stakeholder
Position Within The
Category
Institution

1

Data
producers

2

Data
custodians

3

Data
consumers

4

Data /
database
Managers

Total
Interviewed

Course
Advisers,
Clearance
Officers,
Admin/Front
desk
officers,
Data
entry
personnel.
Heads of IT units (current
& former)

78 (34.8%)

Pensioners, Students, non
IT
employees,
prospective
students,
graduates
of
the
institution.
Chief
Computer
Programmers,
Chief
Systems
Analyst,
Principal programmers.

106 (47.3%)

TOTAL

19 (85%)

21 (9.4%)

224

4. DATA ANALYSIS
In order to determine the factors that impact upon data quality in
information systems in the case study institution, both withincase, and cross stakeholder group analysis was conducted. In
theory, within-case analysis is often done before crossstakeholder or across case analysis when a multiple case study
strategy is adopted [29][. Therefore, the case study analysis
started with the analysis of the data collected from each
stakeholder category using arithmetic mean. The result obtained
was further used in the cross stakeholder analysis.
5. FINDINGS AND DISCUSSIONS
To answer research question one, the findings from the case
analysis indicated that the factors varied in relative order of
importance for information systems data quality between
different stakeholders and different stakeholder groups.
Nevertheless, some factors were consistently rated more
important than others.
These factors are:

Management support and commitment to DQ

Data quality policies and standards

Training and Communication
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Input control
Customer focus and user involvement
Nature of the Information System
Performance evaluation & rewards
Employee
personnel
relations
(employee
responsibility to DQ)
Change management
Data supplier quality management
Continuous improvement
Internal controls
Team work between different department and within
depts.
Information supplier quality management
Understanding of the system and importance of DQ









These factors were compared with those extracted from
literature (Figure 1) to highlight the similarities and differences
between the two sets of factors. The final factors identified to
affect data quality in higher Institutions are listed in Table 2.

3,8,9,12, 24

B

1.

Management commitment &
support
2.
Data Quality policies and
standards
3.
Training and communication
4.
Organisational structure
5.
Nature of Information system
6.
Data quality controls &
improvement
7.
Information supplier quality
management
8.
Performance evaluation &
rewards
9.
Change management
10. Adequate funds to execute
project

11. Internal controls (systems
and processes)
12. Input controls
13. Understanding of the
system and importance of
DQ
14. Team work between
different dept and within
depts.
15. Continuous improvement
16. Conducive physical
environment
17. Continuous power supply
18. Sufficient funds to execute
project
19. Software (Up to date
(current) and original)
20. Customer focus & user
involvement
21. Periodic and Frequent
backups

5.1 Critical Success Factors
Having obtained the factors considered to quality data, the next
step in this study is to answer research question two; to
determine the critical success factors that should be considered
in improving data quality. The factors listed in Table 2 were represented to the respondents to rank on a 5-point scale with Five
(5) denoting extremely important, and one (1) not important.
Tables 3 summarizes the stakeholders ratings

1,2,4,5,6,7, 10,
11, 13,14,15,
16, 17,18, 23

A

Table 2: List of Factors

19,20,21,
22,25
C

The within case analysis rating and the mean of the rating is
included for each factor. The purpose of the Table 3 is to
provide an overview of different stakeholders’ perspectives of
the same factor within one case, and the overall responses for
each factor by using the mean of ratings from all stakeholders of
each particular case.

B

Fig 1: Comparison of Factors extracted from literature and
Case Study
Legend
A: Factors that are either not supported or have conflict findings
from case study
B: Factors supported by case study and literature
C: New factors identified by case study
‘A’ in Figure 1 indicates factors that had conflict findings from
the case study (8,12,24) and factors not supported by the study
(3,9). ‘B’ indicate the factors identified by the relevant literature
and confirmed by the case study, while ‘C’ represent new factors
‘discovered’ by the case study. These ‘new’ factors have not
been addressed as possible factors that may impact on data
quality in IS by the existing literature. Thus the factors listed in
Table 2 are obtained from BUC in figure 1
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The critical success factors obtained are presented in Table 4.
Thirteen(13) factors were regarded by the interviewees as
important with Training and communication with mean=4.75
considered the most critical. Other factors considered critical
with mean ≥4 are Customer focus/user involvement, Nature of
the information system, Change management, input controls,
Information supplier quality management, and top management
In answering research question three, a cursory look at Table 4,
shows that some of the stakeholder groups hold conflicting
views on some of the factors considered as critical for data
quality improvement. The factors affected have stake holders’
group ratings greater than three(3) but less than 4. Though these
values further buttress the fact that the factors are important for
improvement, these stakeholders do not consider them as
critical. Since this study is still on-going, the final part of the
study will report any further findings on why the affected factors
are considered non-critical by the various groups.
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Table 3: Stakeholder’s Rating of the factors
S/N

FACTOR

STAKEHOLDER GROUPS
Data
Manager
3.5

1.

Management
1
commitment & support

2.
3.
4.
5.
6.

DQ
2 policies & standards
Training
4
and communication
Organisational
5
structure
Nature
6
of Information system
Data
7
quality controls and improvement activities
(approaches and processes)
Customer
8
focus, user involvement
Employee
9
personnel relations (employee responsibility
to DQ)
Information
1
supplier quality management
2
Performance
1
evaluation & rewards
3
Change
1
management
5
Internal
1
controls (systems and process)
6
Input
1
controls
7
Understanding
1
of the system and importance of DQ
8
Team
1
work between different department and within
depts.
8
Continuous
1
improvement
9
Conducive
2
physical environment
0
Continuous
2
power supply
1
Software
2
(original & Up to date)
2
Adequate
2
funds to execute projects
3
Periodic
2
and frequent file backups
4

7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Data
Consumer
4

MEAN
Data
Custodian
4.5

Data
Producer
4.5

4.13

4
5
5
5
3.5

4.5
3.5
4
4

3.5
4.5
4
4.5
3.5

3
4.5
2
4.5
4

3.5
4.63
3.66
4.5
3.75

4
5

5
3.5

3.5
4

5
3.5

4.38
4

5

4

3.5

4

4.37

4

3.5

4.5

4

4

5

3.5

4.5

4

4.25

4

3.5

4.5

3

3.75

4

4

4

3.5

3.88

4

4

3.5

4.5

4

5

3.5

4.5

4

4.25

4.5

4

4.5

4.5

4.37

4

4

5

5

4.5

4

5

5

3

4.25

-

-

-

-

-

-

-

-

-

-

5

3.5

-

4

3.13

STAKEHOLDER GROUPS
Data
Data
Consumer
Custodian
4.00
4.50
4.50
4.50
4.00
4.50
5.00
3.50
3.50
4.0

Data
Producer
4.50
4.50
4.50
5.00
3.50

4.12
4.75
4.50
4.25
4.00

Serial Numbers 19 and 20 not rated by any of the stakeholders.

Table 4: Critical success factors
S

FACTOR

S/N
1
2
3
4
5
6
7
8
9
10
11
12
13

Management commitment & support
Training and communication
Nature of Information system
Customer focus/ user involvement
Employee personnel relations (employee
responsibility to DQ)
Information supplier quality management
Performance evaluation & rewards
Change management
Understanding of the system and
importance of DQ
Team work between different department
and within depts.
Continuous improvement
Conducive physical environment
Continuous power supply

Data
Manager
3.50
5.00
5.00
4.00
5.00

MEAN

5.00
4.00
5.00
4.00

4.00
3.50
3.50
4.00

3.50
4.50
4.50
3.50

4.00
4.00
4.00
4.50

4.37
4.00
4.25
4.00

5.00

3.50

4.50

4.00

4.25

4.50
4.00
4.00

4.00
4.00
5.00

4.50
5.00
5.00

4.50
5.00
4.00

4.37
4.50
4.50
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In answering research question three, a cursory look at Table 4,
shows that some of the stakeholder groups hold conflicting
views on some of the factors considered as critical for data
quality improvement. The factors affected have stake holders’
group ratings greater than three(3) but less than 4. Though these
values further buttress the fact that the factors are important for
improvement, these stakeholders do not consider them as
critical. Since this study is still on-going, the final part of the
study will report any further findings on why the affected factors
are considered non-critical by the various groups.
6. CONCLUSION
This study set out to research on factors that influence data
quality in information systems in tertiary institutions in Nigeria.
Using the University of Benin as a single case study, four
categories of stake holders were interviewed and total of twenty
one (21) factors were identified to influence data quality and
thirteen (13) of them were considered critical for data quality
improvement. Using these critical factors, we are currently
researching of how to design a general framework for data
quality improvement.
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ABSTRACT
This research work considers a job that consists of three tasks (face recognition, voice recognition and finger print) each that has been
submitted for schedule over a set of resources (computer processor) with an objective to minimize tardiness. Genetic Algorithm was
used to solve this problem. While obtaining an optimal solution is not always guaranteed, results show that a ‘satisficing’ solution can
always be obtained. It was discovered that increase in iteration provides a higher chance for a better solution with tardines s minimized.
Obtaining a quality solution, with increase in number of jobs, is proportional to the number of generations in the scheduling program.
Keywords: Scheduling, tardiness, grid application and genetic algorithm.

1. INTRODUCTION
Scheduling is the allocation of resources in order to complete
tasks under certain time constraints with the aim to best fulfil
specific task processing objectives. The goal of this research
work is the determination of a schedule that specifies when
and on which machine each task in given job sequences is to
be executed with tardiness minimization as the processing
objective. It is possible to cluster wide varieties of
geographically distributed resources such as computers,
storage systems, data sources, and special class of devices
and use them as a single unified resource, thus forming what
is popularly known as computational grids [4]. Resource
sharing is the fundamental of grid computing [1].

Although various kinds of resources on the grid may be
shared and used, they are usually accessed via an executing
“application” or “job” [2]. A CPU-intensive grid application
can be thought of as many smaller subjobs referred to as
tasks, each executing on a different machine in the grid [2];
the results of all of the jobs must be collected and
appropriately assembled to produce the ultimate answer for
the application.
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In Abramson and Abela [1], the scheduling for exams was
calculated through the use of a genetic algorithm. Because
each student has a different schedule and different priorities,
it would be very difficult to design a conventional search and
constraint algorithm for a computer program. Instead, a
genetic algorithm was used in which each chromosome is
originally a randomly-created exam timetable.

In this work Genetic algorithm (GA) is applied to perform the
scheduling process. GA is a search technique based on the
natural processes of biological evolution (survival-of-thefittest principle); it searches for best possible solution in a
solution space [3].
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The fitness function in the computer program simply tests
each student's schedule into the timetable and rates the fitness
of the timetable through several functions: how many
conflicts there are, how many times a student has to take 2
consecutive exams, how many times a student has more than
3 exams in one day, and so on. This fitness function is used
to test all the timetable chromosomes, and new generations
are created, and eventually the optimized exam schedule is
reached.

Each job has represented in the set above is characterized by
the following properties:

Release time (synonymously arrival or ready time)
rrj: The point in time when a job j was submitted
for processing.

Processing time tji: The time it takes to process job
j on machine i. This is calculated by dividing the
task size by machine speed.

Due time ddj : The point in time at which job j
should be completed.

Tasks/operations pj: Jobs are further subdivided
into different operations/tasks p1, p2,…, pr.

Also, Hai Zhu et al [7] came up with a comprehensive
analysis of heterogeneous grid task scheduling, according to
the features of the grid environment and the different needs
of task scheduling, a security benefit function and the
credibility dynamic evaluation model are constructed. Based
on these, a new model of multi-objective constrained Grid
task scheduling was set up. Through the subjection degree
function, the multi-objective optimization model was
transformed into a single-objective optimization model. By
adopting the different weights, the different requirements of
the users can be met. Through the design of new operators, a
genetic algorithm called MUGA to solve the problem was
proposed and the convergence of this algorithm was proved.
Simulation results demonstrated that the proposed algorithm
was better than the compared ones in terms of the length of
the task scheduling, security efficiency value, reliability and
scheduling costs.

Given a set of N distributed biometric jobs where job ji has r
tasks and y available resources, the problem bothers on to
allocate all the tasks in ji on y resources in order to minimize
tardiness in job. Before formulating the problem the
following terms are defined:
N = Number of jobs
M = Number of available machines
Ci = Actual completion time of job ji
Cie = Expected completion time or due time of ji
Li = Lateness of job ji
τi = Tardiness of job ji
T = sum of job tardiness J
tk = Processing time of task pk
wk = Task size (load) of task pk
si = processing speed of mi

3. PROBLEM FORMULATION
The mathematical model below represents the scheduling
problem solved in this research work. Consider a set of n
independent distributed computational jobs (in this case,
biometric analysis)

J : { j1 , j 2 ,..., j n }

This scheduling problem is represented as
n

min  i
Subject to

…………. (1)

A job ji consists of a set of r tasks represented by set

P : { p1 , p2 ,..., pr } …………..

(2)

 mk  M and wk  W

 i  max( 0, Li )
Li  Ci  Cie

M : {m1 , m2 ,..., m y } …………. (3)

………….. (8)
……………………

(9)

Equation (6) is the objective function that minimizes the total
tardiness of job.

Each task, pi belonging to ji is to be scheduled on the y
available computational resources.
The processing speed of the y machines is

Equation (7) is the machine capacity constraint, i.e. the time
it takes a task to process is dependent on the speed of the
machine and the size of the task.

…………. (4)

Processing load of each task is defined as

W : {w1 , w2 ,..., wr } ………….

t k  wk / s k

……………….. (7)
Where

Given a set of y available computational resources

S : {s1 , s2 ,..., s y }

……………… (6)

i 0

(5)
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Genetic Algorithm as described in Forrest [6], Fogel
[5] and Haupt & Haupt [8] was applied to this work. Figure 1
shows the flowchart of the process followed in obtaining an
acceptable solution to the optimization problem.

4. METHODOLOGY

Start
(1) Initial population: The first population which is our
sample or initial feasible schedule was generated based on
first come first served (FCFS) i.e. jobs were scheduled based
on ascending order of their release date (arrival date). This
forms the initial feasible solution.

Input Job

(ii) Chromosome representation: The solut
ion
is
coded into chromosomes. The job ids are used for the
chromosome representation.

INITIAL
Yes
POPULATION

(iii) Evaluation: The tardiness of each chromosome (i.e. job)
is calculated using the formula:

NO

max{( etmax  dd ),0}

YES
CHROMOSOME
REPRESENTATION

…………. (10)

That is, the due date of a job is subtracted from its task
maximum highest completion time (i.e. the task that has the
highest completion time amongst all the task of a job). Any
job that is not tardy has the value 0 as its tardiness otherwise
its tardiness is a positive value greater than zero. Fitness
function is a measure of quality. Since the objective function
is to minimize tardiness, the fitness function is thus based on
this and calculated using the formula below:

EVALUATION

Fitness function: [ max{( et max  dd ),0} ]-1 …… (11)

RECOMBINATION

That means the fitness value of a chromosome is obtained by
finding the inverse of its tardiness. Thus, fitness value is
inversely proportional to tardiness. This implies that the
lower the tardiness, the higher the fitness value.

Is population
size = N?

Where

et max

represents the completion time of a job’s task

with maximum completion end time dd represents the due
date or expected completion time of a job.
The fitness value is calculated as the inverse of tardiness.
(iv) Recombination: This leads to generation of subsequent
population which evolves from the initial feasible schedule or
solution. A subsequent generation is obtained by swapping
chromosomes that have higher fitness value with their
adjacent chromosomes provided the adjacent chromosome
has a lower fitness value. This process is repeated till the
termination criterion is met.
(v) Termination criteria: Once the termination criterion
(defined or stated number of generations) is reached, the
algorithm stops. This was varied from 10 to 1000 generations
depending on the number of jobs.

DISPLAY RESULTS

End
Fig 1: Flowchart representing the Genetic Algorithm
used for this Research Work
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The machines contain biometric algorithm that process
submitted task. In this research work, it is assumed that there
are three available machines and each machine performs a
designated task. It is also assumed that each job is divided
into three tasks namely: Face recognition, voice recognition
and finger print. Machine one is dedicated for task one (face
recognition), machine two is dedicated for task two (voice
recognition) and machine three for task three (finger print).

Processing Resources

4.1 System Simulation

Computer
Processor

Computer
Processor

Biometric
Software

Biometric
Software

Scheduled Tasks Completed Tasks

Scheduling Agent

Task
Schedule
r

4.2 Hypothetical System

There are n distributed network of machines
where n ≥ 2

Machines have different processing speeds

Each machine has a designated task it
performs

Application/job consists of a set of tasks to be
carried out on different machines

Output
Buffer

Input Buffer

4.3 System Implementation

Job Inputs

Fig 2: Target System showing scheduling agent and
processing resources

SCHEDULING
AGENT

Figure 2 shows a pictorial representation of the hypothetical
target system used in this work. It is assumed that the
operations to be performed by the computer processors in the
system are analyses of biometric data for which they have
already been equipped. The scheduling agent coordinates the
allocation of jobs to machines available for task execution in
the grid environment. It determines the machine to process a
particular task. The scheduling agent is subdivided into:





INPUT

CODE
CHROMOS
OME

Input Buffer: The input buffer contains jobs that are
submitted with information such as their release
dates, due dates and the size of each of its task.
Task Scheduler: This is controlled or directed by a
scheduling algorithm based on the concept of
genetic algorithm. The scheduling algorithm
determines the order of task execution with an
objective to minimize tardiness.
Output Buffer: The output buffer contains the result
of processed job.

TRIAL
SOLUTI
ON

OBTAIN
FITNESS

GENETIC
ALGORITHM

RANK
CHROMOS
OMES

SCHEDU
LE

STORE
CURREN
T BEST

GENERA
TE NEXT
POPULAT
ION

Fig 3: System Architecture
This project work was implemented using C++ programming
language and compiled using turbo C++ version 4.5 compiler
on a Microsoft Window XP professional version 2002
platform with an Intel centrino-duo processor. The work is
divided into different modules in order to ease the
implementation. The chart below shows each of these
modules:

The job, when submitted, is stored in the input buffer. The
task scheduler picks up the job and distributes its task to the
underlying machines based on the scheduling algorithm that
was developed in this research work. The machines return the
completed task to the output buffer from where the results
can be accessed. The two nodes represent the underlying
machines that are available for the computation of the jobs.
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5. RESULT AND DISCUSSION

Graph 5: Showing the fitness value for schedule of 20 jobs
for 1000 iterations or generations

Graph 1: Showing the fitness value for schedule of 5 jobs
for 10 generations

Graph 1 represents the schedule for 5 jobs. It had its fitness
value as 599.999 at the 3rd iteration out of a total of 10
iterations. Graph 2 and 3 depict the schedule of 10 jobs for 30
and 60 iterations or generations respectively. Graph 2 had its
best fitness as 53.5714at the 18th iteration while graph 3 also
had its best fitness as 58.1396 at the 46th iteration.
Graph 4 and graph 5 depict the schedule of 20 jobs for 500
and 1000 iterations or generations respectively. Graph 4 had
its best fitness as 17.05514 at the 58th generation while graph
5 had its best fitness as 17.0764 at 959th generation. Thus, it
was observed that an increase in iteration increases the space
to be searched for solution, hence a higher chance of a better
result.

Graph 2: Showing the fitness value for schedule of 10 jobs
for 30 generations

In summary, increase in iteration provides a higher chance
for a better and improved solution because more space is
available for search. Also, it can be clearly seen that as the
number of jobs increase, an increase in number of iterations
is needed to obtain a quality solution. Therefore, an increase
in the number of jobs requires an increase in the number of
iterations to improve the quality of solution obtained.

Graph 3: Showing the fitness value for schedule of 10 jobs
for 60 generations

6. CONCLUSION
In this research work, Genetic Algorithm concept was used to
schedule jobs over resources with the aim or objective to
minimize tardiness. We have presented a simple model in
which the performance of machines in a grid setup can be
optimized by scheduling different tasks contained in a job to
multiple machines in the grid and later reassembling the
tasks. While the arrival at optimal solution is not always
guaranteed, the genetic algorithm solution method employed
is able to provide a solution that both satisfies the constraints
of the system and is sufficiently close enough to the objective
function (a ‘satisficing’ solution)

Graph 4: Showing the fitness value for schedule of 20
jobs for 500 iterations or generations
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ABSTRACT
The rate at which people use SMS messages is increasing at so fast a pace that they may exceed the rate at which E-mails are transmitted
through the internet in the nearest future. E-mail to SMS is also becoming increasingly popular due to the mobility provided by new
ubiquitous systems. Unfortunately present method for sending E-mail to SMS using available software does not allow for flexibility since
proprietary software used for this purpose are not made available to subscribers. It has therefore become imperative to develop open
freeware software that can be made available to users interested in tailoring the software functionalities to suit their purpose. We
developed a web-based gateway system that for sending E-mail to SMS. Bulk SMS was purchased and HTTP is employed as
middleware. The system works by receiving E-mails through SMTP server and the POP3/ IMAP for onward transmission to the MAILBOX. The software automatically receives the mail; compare the E-mail address with those already stored in a database. If the address
exists, the SMTP server passed the parsed E-mail to a URL specified in a form post. HTTP protocol is used to accessing MAIL-BOX.
The HTTP defines how messages are formatted and transmitted and what action web servers and browsers should take in response to the
various commands. Preliminary results showed that the system is promising.
Keywords: Gateway Software, SMS, E-mail, SMTP, HTTP, SMSC

1. INTRODUCTION
Effective communication is an essential part of business
strategy in companies. To keep in touch with employees,
customers and business partners is very important. Industries
benefits immensely from email to SMS Companies with
employees who are always out and about, e.g. electricians,
plumbers, and other professions are open up by this channel
as they can be contacted without the need to be glued to
computer [1][4]. In order to be competitive there is need for
a well working and stable communication system. There is
need to avoid problems such as delivery delays, wrongly sent
e-mails, failed delivery because there is no internet
connection in the office [6].

Many companies are realising that email alerts may not
always be the ideal method of communicating, especially out
of hours system monitoring. This is where email to SMS
comes in. Each time an email is sent, an SMS will be
received thereby covering all bases [30]. The number of
short message services is growing very rapidly, and existing
cellular networks have to support a large number of SMS and
signalling messages. The rate of SMS messages has already
exceeded the rate of E-mail messages transmitted through
internet and their number keeps on growing [27].
If an organization uses the method of getting information
across to her teeming customers through e-mail to SMS,
firstly it will reach almost everybody. Secondly, all the texts
can be sent without paying for the priviledge. Sending SMS
directly is expensive, but most of this cost is pure profit for
the phone companies, who are able to deliver text messages
for nearly nothing by piggybacking them on other
transmission. The bill can be brought down to earth. The key
is to use SMS gateways. These are backdoors that transform
other (usually less expensive) types of communications such
as e-mail and instant messages, into text messages.
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Many texts can be sent without paying. If reply is given to a
text message sent by e-mail, the reply will come in the
format it was initially sent in, and reading it won’t cost a
thing. Bill can be cut even further by asking most- texted
customers or employees to program one e-mail address into
their address books. Even if they insist on using SMS,
sending a text message to the e-mail address will cause it to
appear in the e-mail inbox. Getting the habit of using mobile
phones to get information would certainly play an important
role in mobile internet adoption [19].

another and for technical practices that cope with failures by
taking alternate parts or retrying to create a connection when
a problem was encountered. E-mail client is an application,
(e.g. Outlook Express, Yahoo) that runs on a personal
computer through which e-mail is sent or received or
organized. It is called a client because e-mail systems are
based on client/server architecture. Mail is sent from many
clients to a server which re-routes the mail to intended
destination [27][28].
Mail Server
A mail server is the computerized equivalent of the friendly
neighbourhood mailman. Every e-mail that is sent passed
through a series of mail servers along its way to its intended
recipient. Without these series of mail servers, mail will be
sent to people whose e-mail address domains matched. For
example messages can be sent from example.com account to
another example.com account [9][10][11]. When the mail is
sent, the Mail Transfer Agent (MTA) accepted it after
checking the trustworthiness of it.(Most of the necessary
checking will be with the information supplied during the
creation of the user account, both username and password are
stored in MUA file). The network process is accomplished
using SMTP, and made sure the sender was trustworthy. This
is called authenticated SMTP [29][31][32].

If short message services functionality is added to IT system
with powerful SMS gateway software, it will make it possible
to send SMS out through the e-mail. The gateway software
makes it possible to send and receive SMS messages in the
IT environment. SMS extension can be added to the mail
client (Outlook Express or Windows Mail) in order to be
more effective. This allows for a two-way e-mail to SMS
gateway service in the system. Colleagues or employees can
compose a message as an e-mail in their windows mail client
(Outlook Express or Window Mail). They now send their
messages to mobile phones. The recipients will receive this
message as a SMS text message on their phones. If it is an
urgent message, this will prompt the recipient to check his
box as soon as practicable [32][25][26]

SMS Software Architecture

The SMS gateway software offers rock-solid mobile network
connectivity. The gateway provides mobile network
connectivity through a GSM phone or GSM modem attached
to the computer with data cable or through the internet by
using a SMS provider account. It serves several application
and users simultaneously in real-time to prevent delays. It can
be used for sending and receiving SMS messages, support
SMS delivery to networks, to handsets, and error reports
delivery [33].

Client

Client

Client

SMTP

HTTP

POP3

To make use of gateway in sending SMS requires the need to
register with the SMS gateway provider on line. The
purchase of SMS in cash or on credit is from the provider. If
the SMS is paid for, each sent SMS will cost the same
amount irrespective of the destination. If on credit, the cost
differs per SMS. If the SMS gateway software is purchased,
what can be done with the software is limited since it is a
package [24][13]. The software is not scalable. For any new
development, if patches are available, there is need to buy for
update. If there is none, SMS gateway software has to be
bought. The subscriber is always at the mercy of the software
developer. What is mostly available now is proprietary
gateway software that is kept to the chest of the developers.

Gateway Software

(

HTTP

(

Gateway

Key:

2. MATERIALS AND METHODS

Short Message Service
Centre

E-Mail Client
Messages travelled through computers that are not visible or
known to the sender or recipient. The store and forward
model is critical to the robustness of email, because it
permitted secondary routes for mail to get from one place to

Sending SMS

Sending Acknowledgement

Phone

Fig 1: E-mail to SMS Gateway Software Architecture.
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Process of Sending an E-Mail
1
The message was composed with e-mail client,
Microsoft Outlook. Through the M
S-Outlook,
connection was made to the sender’s domain’s
SMTP Server. Let the server be smtp.example.com.
2
The mail client communicated with the SMTP
server, giving it the sender e-mail address, the
recipient’s e-mail address, the message body and
any attachment.
3.
The SMTP processes the recipient’s e-mail address
especially its domain. (Sending mail involves
communicating with the Domain part of the e-mail
address and delivering to the user before @ in the
address e.g. if a mail was sent to iyaniwura@
yahoo.com, an SMTP connection was made to
yahoo and mail was delivered to user “iyaniwura”).
If the domain was the same as the server’s, the
message was routed directly over the domain’s
POP3 or IMAP server. No routing through the
server was needed. If the domain was different, the
SMTP server will have to communicate with the
other domain’s server[3][5]
4.
To find the recipient server, the sender’s SMTP
server communicated with the DNS. The DNS took
the recipient’s e-mail domain name and translated it
to an IP address. The sender’s SMTP server cannot
route properly with a domain name alone, an IP
address was a unique number that was assigned to
every computer that was connected to the internet.
By knowing this information, an outgoing mail
server performed its work more efficiently.

The standard protocol is built into e-mail products such as
Eudora, Outlook Express, Internet Explorer and Netscape.
The POP3 was used to handle e-mail between e-mail server
and local e-mail client. It authenticated the credential of the
user and downloaded e-mail that it came across on the
internet [1][2]. The use of POP3 was activated when
‘RECEIVED’ button in the e-mail client was clicked. Until
this happened, the e-mail stayed on the e-mail server. The
Database Tables that were involved in the project and their
attributes are:

The sender SMTP server had recipient’s IP address; it
connected to its SMTP server. The recipient’s SMTP server
scanned the incoming message. Recognizing the domain and
user name, it forwarded the message to POP3 server. From
there, it was placed in a
sendmail queue until the
recipient’s e-mail client allowed it to be
downloaded.
Sendmail listened to the network for incoming mails,
transport mail messages to other machines, and handed local
mail to a local program file [6][7][8].

Message table:
 I. D.
 Sender Address
 Subject
 Body
 Attachment
 Time
 Status.

Fig. 2: E-mail over the internet: POP3 and SMTP.

Alert table:
 I. D
 MsgID
 Subject
 Sender Name
 Time
 Status

Process of Receiving an E-Mail
POP3 is the most recent version of a standard protocol for
receiving e-mails. It is a client/server protocol in which a
mail is received and held for the user by the internet server.
Periodically, the user or the client e-mail receiver checked the
mail-box on the server and down load any mail using POP3.

Acknowledgement table:

I. D

AlertID

Body

Time.
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HTTP defined how messages are formatted and transmitted
and what actions web servers and browsers should take in
response to various commands (when URL was entered in a
browser, it was sending HTTP command to web server,
directing it to fetch and transmit the requested web page).
HTTP was a stateless protocol because each command was
executed independently, without any knowledge of the
command that came before it.[12][13][14]
The Transport Control Protocol (TCP) was used to exchange
data between the client and the server. HTTP browser used
TCP to connect to the web server and fetch resources from it.
SMTP used TCP in transmitting e-mails. The POP3 used
TCP to fetch the e-mail. In using the TCP in this application,
the IP address and the port number connected to, was
supplied After a TCP connection had been created, the two
steps taken in communication were as follow:
Client Request:
The HTTP client sent a request message formatted according
to the rules of HTTP standard – an HTTP Request. The
message specified the resource that the client retrieved or
included information provided to the server.
Server Response
The server read and interpreted the request. It took action
relevant to the request and created an HTTP Response
message which was sent back to the client. The response
message indicated whether the request was successful, and
also contained the content of the resource that the client
requested if approved. It was obvious that communication
between devices using HTTP took place via HTTP messages
of which there were only two types: request and response.
Clients usually sent requests and received responses while
servers received requests and sent responses.
Intermediate devices such as gateways were used in sending
and receiving both types of messages in this project.

Fig 3: Relationships for message
The database was used to store incoming e-mail records e.g.
telephone number, e-mail address, and other relevant data
needed for the operation of the system. It checked if there
was any pending e-mail to be sent out. There was only the
need to insert records into database to send out e-mail and
retrieve record from database to read e-mail. In summary:
1 A server database was built.
2
All outgoing emails were kept in the server
database.
3
If GSM Modem received a message, server read it
according to its history, forwarded it to LAN user.
Hypertext Transfer Protocol (HTTP)
HTTP is the protocol that the web browsers and web servers
use to communicate with each other over the internet. It is an
application level protocol because it sat on top of the TCP
layer in the protocol stack and is used by specific application
to talk to one another. In this case the applications were web
browsers and web servers. HTTP is the set of rules for
transferring files (graphics, images. sound, video and other
multimedia files) on the World Wide Web. As soon as the
web browser is opened, the HTTP is indirectly in use. The
operation of HTTP involved only the HTTP client, usually
the web browser on a client machine, and an HTTP server,
more commonly known as a web server. The SMTP server
passed parsed e-mail to a URL specified in form of a form
post. HTTP protocol was not a protocol dedicated for e-mail
communication, but it can be used for accessing
mailbox.[1][2][15][21]

Request

Response

Client
Client

Server

Fig 4: HTTP Client/ Server Communication.
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The computer was connected to the internet through the
unique Internet Protocol (IP) derived by the Domain Name
Server. The message was transmitted over the modem
connected to the computer to the internet. The message
was translated from alphabetic text into electronic signals,
over the internet, and translated back into alphabetic text
through the use of TCP/IP protocol stack [17[18].

simplest and oldest mobile phone ha a screen that can
display emails transformed into SMS message.
Alert Acknowledgement
As soon as the SMS was delivered to the mobile phone
inbox, an automatic acknowledgement was sent to the
sender Mailbox informing him of the deliverance of the email message. The journey taken for the delivery of the
acknowledgement was in the reverse order of the
conversion of the e-mail message to SMS with the
bypassing of POP3 protocol.

Converting E-Mail To SMS
Gateways work on all the OSI layers. The main job of a
gateway is to convert protocols among communication
networks. A router by itself transferred, accepted and
relayed packets only across networks using similar
protocols. A gateway on the other hand accepted a packet
formatted for one protocol and converted it to a packet
formatted for another protocol (e.g. TCP/IP) before
forwarding it. The gateway was implemented in software
within a router. A gateway understood the protocol used by
each network linked into the router.

3. RESULTS AND DISCUSSION
In order to implement an open source freeware E-mail to
SMS alert system for mobile platform, there are hardware
and software requirements. A main computer is needed to
house the software, to receive the client E-mail to be
converted to SMS, to provide point of contact for the GSM
modem.
A GSM modem with in-built Subscriber
Identification Module (SIM) card that works with a GSM
wireless network is required. A wireless or internet
connection is required to establish connections with either
the GMSC or the SMSC. This is done by subscribing to a
Wireless carrier. The gateway of this wireless carrier is
made use of as to sending the converted E-mail to the
mobile phone informs of SMS A mobile device on the
receiving end is necessary so that a designated subscriber
can receive the messages. A database containing at
minimum the receiving mobile device's phone information
is essential. [20][23] The E-mail address, the name and
other relevant information are expected to be added. The
freeware system consists of three major aspects: the
message, the alert feature and the acknowledgement
feature as can been seen in Figure 5 below.

The SMS gateway only bridged the connection between an
external Short Message Entities (SME was an entity that
received or sent short messages) and SMSC. SMS
gateway works simply by connecting server to the client
database. The SMSC provided storage, routing, and
confirmed delivery of SMS. The cell tower transmitted
data between the mobile device and the Mobile Switching
Centre (MSC). (The MSC is a computer controlled switch
that manages routing between mobile phones in a given
area.).
The messages were stored in SMSC until the mobile device
was available to receive messages. SMSC used the
Gateway Mobile Switching Centre (GMSC) to
communicate with TCP/IP network and determined the
routing information for the messages. The GMSC
forwarded the messages to the receiver’s service provider
MSC, where it was sent to the receiving mobile device’s
corresponding cell tower and finally delivered to the
receiving mobile device.

Bulk Short messages service units for receiving the SMS
messages was purchased. The gateway of the bulk SMS
supplier was used in sending the SMS to the mobile
platform.
The Short message service centre (SMSC) is owned and
run by a telecommunication operator. It is responsible for
the routing and delivery of SMS [22][25]. When a SMS
message is delivered to the SMSC, a store-and-forward
message mechanism is implemented, whereby the message
is temporarily stored, then forward to the recipient’s phone
when the recipient device is available.

A link was established between the computer on a wireless
communication network and GMSC. The computer then
directly communicates with the GMSC to send the
message to a mobile device through the MSC and the
corresponding tower without having to go through its own
cell tower and MSC. The gateway connected directly to a
mobile operator’s SMSC via the internet. The gateway
converted the message format into a format understood by
the SMSC; typically this was the Short Message Peer to
Peer (SMPP) protocol. The SMS gateway software was
integrated into email client. This was much more
convenient and it offered a number of functions. It was
able to send automatic alerts and also allowed two-way
communication. Similarly, emails were sent and received
as SMS from or to computer. System was monitored and
set to send alert automatically. Email messages were
automatically converted into SMS format by the E-mail-toMS Engine and delivered to mobile phone. Even the

Converting E-Mail To SMS
To convert E-mail to SMS, the following are needed:
There is need to set up an account with an SMS gateway
provider. The following will be done after logging into the
website of the gateway provider:
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The recipient address is created using the Internet
Service Provider for this purpose. This is necessary since
its gateway is being used in sending the e-mail to SMS
Receiving the E-Mail
E-mail messages are sent through the SMTP server
which resides on the recipient computer. The messages
are transferred and the pictorial representation of the
movement of the message within the freeware system is
depicted in Fig 9.
Sending E-Mail
NB: 160 characters of this email will be sent to the
receiver of the mail as SMS automatically into the
message form created by the gateway software installed
on the recipient computer.

Fig 5: Home page of iyaniwura.co.cc
1.
2.
3.

User name (selected during registration).
Password (selected during registration).
3. API-ID (issued at the end of registration).
This is the SMTP API account issued to the
person who registers.

As the message hits the inbox of the recipient email
address, the data extraction will be done. The e-mail
address will be located in the database. This address will
be linked to the recipient’s telephone number. With this,
the email will be sent through the SMS-gateway through
which the conversion to SMS will be done. The software
takes care of the maximum 160 characters that can be
sent to the mobile phone as its message while other
necessary information as to the source of message is
included.

Mobile number in international format to which the
message is sent e.g. 2348034542054. Similarly IMAP
API account is issued to the person registering after the
User name and Password had been submitted. There is
need to create E-mail user account in SMS gateway that
will periodically download incoming e-mail message that
SMS notification messages will be required. The
notification message will include the sender and the
subject line of the E-mail message. Periodically, the
client e-mail receiver checks the mail-box on the server
and downloads any mail using POP3 or IMAP4. The
SMS is purchased from the gateway provider who
provided the service above for the sending of the SMS
messages. The PHP is used as the middleware in the
development of the Open Source Freeware. The software
is installed on the computer which is serving as
client/server.

Message Acknowledgement
The acknowledgement of the message is automatic as
soon as the message is delivered. If the message is
delivered successfully, the sender will see a message
stating the condition of the message sent whether it was
delivered or not.

Creating Staff Database.
The company or institution involved populates its
database with the following information about the staff:
Staff Registration

Fig 7: Message Acknowledgement.

Fig. 6: Database Creation
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Fig 8: Message alert.
4. CONCLUSION
The software had been tested and found functioning.
Electronic mails were sent to recipients. The source code
for this software will be put online for modification by
users.
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