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Foreward
Computing and ICT no doubt form important pillars in the present day global modern technological processes and development.
Although Africa can be said to have improved substantially in the quest for knowledge in this age, much structural advancement
and progress in the larger part of the continent have not been noticed. This can be partly ascribed to the relatively meager
investment and financial commitment to providing infrastructure for sustainable research. The effect of this is that the
technological state and needs of the general African continent are not the same as those of the developed world. As such, research
output which may be important for the present socio-econo-technological state of the continent may not quite appear useful in the
developed world, and are thus usually not considered fit for their journals. Apart from this, there are relatively few journals based
in the African continent that are devoted exclusively to papers on computing and ICT.
We intend to promote indigenous Computing and ICT development through the dissemination of cutting edge research and
development report with a view of reducing the heavy dependence on importation of ICT-related products. The journal welcomes
papers from African scholars and also from non-Africans whose papers address important issues that are relevant to Africa.
There are a total of eight papers in this volume of the African Journal of Computing & ICT. These papers provide insights into
frameworks, cases and innovations that have bearing on research and developments in Computing and ICTs in Africa and
beyond. The opening paper by Onifade and Adebayo presents a novel framework for face recognition where real-time
recognition is required on a large scale; the approach adopted is multi-component autonomic grid-based computing which gives a
scalable system. The framework introduces separation of the system into different functional component such as the main
recognition engine, live-scene capture engine, distributed data repository and the notifying subsystem which all works together to
achieve a common goal.
Olawuyi et al’s paper examined the performance of four wavelet family- haar, DB4, Dmey, Coif3, Sym4, in denoising a cardiac
Magnetic Resonance Image(MRI), using the Mean Square Error (MSE) value and the Peak Signal to Noise Ratio(PSNR)
evaluation factors. The Haar wavelet produced the lowest MSE of 9.7013e-028 and the highest PSNR of 318.26 decibel. Akinola
and Osofisan’s paper evaluated the effectiveness of Ad hoc and Checklist-based software inspection reading techniques in a
paper- based environment. Code inspection artifacts seeded with a number of bugs were inspected for bugs by volunteer
reviewers. Findings for the repeated experiments were presented. Richard Boateng reviewed e-commerce and strategy
management literature to develop a resource – based model for e-commerce benefits was undertaken. The process-based model
provides an understanding of how to identify, integrate, and reconfigure resources to achieve electronic commerce benefits and
provides propositions that serves as theoretical platforms for future empirically grounded research on electronic commerce in
developing country contexts. Longe et al employed port knocking sequence, steganography and cryptography as techniques of
choice for the development and implementation of a scalable port knock system(SKAM) that protects knock sequence
transmittion as well as services running on the network server. System performance was evaluated using standard probe tools and
obtained very promising results.
Kufre et al examined the circles of network abuse outlined in Network Service Organization’s computer use policies using Airt el
Nigeria Plc as a case study. Using questionnaire and other statistical tools analysis of user responses showed that although some
actions are prohibited, employees circumvent the security measures put in place in connivance with some IT department staff.
Onuigbo investigated the extent to which students with visual impairment access and uses the internet for knowledge generation
and dissemination in Nigerian universities. Descriptive survey design was adopted with findings indicating that students with
visual impairment can only access the internet to a low extent due to unavailability of some assistive technology devices. Finally,
Omowunmi Longe’s paper analysed the growth of spectrum utilization by Nigeria television stations in the past ten (10) years
and attempt to give a forecast of what it will look like in ten (10) years time. The availability of spectrum and the generosity that
follows its’ allocation to broadcasting stations were evaluated in the light of maximizing spectrum allocated to TV stations for
use for their maximum use and profit.
Have an insightful and rewarding reading
Wishing you a productive reading
Thank you
Longe Olumide Babatope PhD
Managing Editor
Afr J Comp & ICTs
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ABSTRACT
Diabetes mellitus is a chronic disease which occurs when the pancreas does not produce sufficient insulin, or when the
body cannot effectively use the insulin it produces. It is an important and relatively common medical condition and is
a risk factor for many other medical conditions like stroke, peripheral vascular disease and coronary artery disease.
Physicians have to elicit a comprehensive medical history and thorough physical examination before diabetes mellitus
can be suspected. In this process a lot of data has been collected on the diseases diagnosis and treatment. In this work
Artificial Neural Network models were developed using both classification and predictive neural networks for the
rapid diagnosis of diabetes mellitus. Both neural network models were able to learn the problem with the predictive
network giving a better performance of 84% correctly classified records as opposed to 76% achieved by the classifier
network on the same data set. A combined Diagnosis and Treatment neural network was also modeled using various
neural network architectures. The GRNN/PNN network gave the best result out of the three architectures used. The
other networks were unable to model the problem. The ultimate intention is to assist medical workers in the diagnosis
process using physically measurable parameters (symptoms).
Keyword:
Keyword: Diabetes Mellitus, Diagnosis, Artificial Neural Networks, Classification, Prediction
1. INTRODUCTION
Diabetes Mellitus (DM), literally translated “Urine flow
promoted by sweetness” is a long standing or chronic
disease which occurs when the pancreas does not
produce sufficient insulin, or when the body cannot
effectively use the insulin it produces [4]. It is an
important and relatively common medical condition and
is a risk factor for many other medical conditions like
stroke, peripheral vascular disease and coronary artery
disease (heart attack).

Diabetes Mellitus patients in this part of the world have
been at serious risk and have lost more money in the
process of finding out what ailment they are living with,
this is due to the enormous processes or procedures
involved in diagnosing a diabetes mellitus patient.
Diabetes Mellitus has been on the increase globally. In a
2005 survey by Centre for Disease Control (CDC) in the
United States of America, it was discovered that 1 in 5
people at age 60 years and above have DM. The highest
prevalence was found in American Indians and Alaskan
natives (17.9%) [8]. Nigeria and other developing
countries are not left out in this global trend. Many
researchers have attributed this to a gradual move
towards western diet in many societies in developing
countries.
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In particular, unique or valuable relationships between
and within the data can be identified and used
proactively to categorize or anticipate additional data.
Through the use of exploratory graphics in combination
with advanced statistics, machine learning tools, and
artificial intelligence, critical “nuggets” of information
can be mined from large repositories of data.

Diabetes Mellitus is divided into four types: Type 1
(formerly known as insulin dependent or childhood onset
diabetes) caused by an absolute deficiency of insulin
secretion, Type 2 (known as non-insulin dependent or
adult onset diabetes) caused by the body’s ineffective use
of insulin due to many genetic errors occurring at the
action points of insulin, Gestational DM which is diabetes
mellitus occurring during pregnancy to a woman who
was free of DM prior to getting pregnant and some other
specific disease conditions which are known to cause DM
such as hyperthyroidism, acromegaly and pancreatitis
[4].

Many techniques have been developed for data mining,
and there is an art to selecting and applying the best
method for a particular situation [6]. Methods for
analyzing and modeling data can be divided into two
groups: supervised learning and unsupervised learning.
Supervised learning requires input data that has both
predictor (independent) variables and a target
(dependent) variable whose value is to be estimated. By
various means, the process learns how to model (predict)
the value of the target variable based on the predictor
variables. Decision Trees, Regression Analysis and
Artificial Neural Networks (ANN) are examples of
supervised learning. Unsupervised learning does not
identify a target (dependent) variable, but rather treats
all of the variables equally. In this case, the goal is not to
predict the value of a variable but rather to look for
patterns, groupings or other ways to characterize the
data that may lead to understanding of the way the data
interrelates. Cluster Analysis, Correlation, Factor
Analysis (Principal Components Analysis) and statistical
measures are examples of unsupervised learning.

Diabetes Mellitus manifests with symptoms which can be
grouped as typical symptoms and symptoms due to
complications of DM. Some typical symptoms include:
Polyuria (excessive urination), Polydypsia (excessive
consumption of water), Polyphagia (excessive food
consumption), weight loss (despite increased appetite),
Nocturia (excessive urination at night) while some
symptoms due to complications of DM include:
Paraesthesia (loss of feeling on feet and/or hands), Poor
vision, Diminution/decrease in urine quantity. DM
diagnosis is made by a combination of the
aforementioned symptoms and an elevated blood glucose
value. The blood glucose level at which DM is diagnosed
is when the Random blood glucose level is greater than
or equal to 11.1 mm/L or when the Fasting blood
glucose is greater than or equal to 7.0 mm/L [5].

Prediction problems may be divided into two main
categories: Classification and Regression. In classification,
the objective is to determine to which of a number of
discrete classes a given input case belongs. Examples
include credit assignment (to determine whether a
person is a “good” or “bad” credit risk) and cancer
detection (whether there is a “tumor” or “clear”) and
signature recognition (whether it’s a “forgery” or
“true”). In all these cases, the output required is clearly
a single nominal variable. The most common
classification tasks are two-state, although many-state
tasks are also possible. In regression, the objective is to
predict the value of a (usually) continuous variable, for
example: tomorrow's stock price, the fuel consumption
of a car, and the next year's profits. In this case, the
output required is a single numeric variable.

Physician’s have to carry out a comprehensive medical
examination before DM can be suspected. This clinical
suspicion is confirmed by doing a laboratory assessment
of the glucose or sugar level in the patient’s blood
sample. This is the traditional method for diagnosing
DM. However, in the busy outpatient setting, the
attending physician cannot afford to pursue the
traditional way of diagnosing DM. A lot of data has been
collected from patients suffering from DM over the years
and this clinical data can be used to improve the care
given to DM patients and assist in its rapid diagnosis and
treatment by analysing the data collected during the
traditional diagnosis methods using data mining
techniques.
Data Mining refers to the nontrivial extraction of
implicit, previously unknown and potentially useful
information from data in databases [10]. It is a key step
of Knowledge Discovery from Databases (KDD). In other
words, Data Mining involves the systematic analysis of
large data sets using automated methods. By probing
data in this manner, it is possible to prove or disprove
existing hypotheses or ideas regarding data or
information, while discovering new or previously
unknown information. It is noted for its Pattern
Recognition ability that ensures that information is
obtained from vague data.

Artificial Neural Networks provide a powerful tool to
help doctors to analyze, model and make sense of
complex clinical data across a broad range of medical
applications. Most applications of artificial neural
networks to medicine are classification problems; that is,
the task is on the basis of the measured features to assign
the patient to one of a small set of classes [3]. In AlShayea [2]
a review of such applications of the
applications of Artificial Neural Networks to medical
research has been given.

2

Afr. J Comp & ICT
Vol. 4. No. 2 Issue 1

Adeyemo & Akinwonmi – On the Diagnosis of Diabetes Mellitus Using ANN Model

In order to get a working data set for the ANN program
which would include most of the diabetes symptom
samples an analysis of the data was first carried out. For
numeric data records the statistics presented in table 2
were generated.

In this work Artificial Neural Networks were used to
develop models for the rapid diagnosis and therefore
treatment of Diabetes Mellitus from medical records of
patients suffering from this condition. First a data model
was developed for symptoms and diagnosis/treatments of
diabetes mellitus after a series of discussions with medical
experts in the field on methods of diagnosis and
treatments, then artificial neural network models were
developed for the diagnosis and treatments of DM.

2.

Table 2: Analysis of numeric data values
No
Variable Min
Max
Mean
Value Value
1
Age
17
100
59.072
2
Weight
24
123
66.29
3
Systolic
80
270
132.435
4
Diastolic 50
600
82.408
5
Blood
3.4
46
11.518
Glucose

MATERIALS AND METHODS

2.1
Data collection and preprocessing
The data used for the work was obtained from past
patient records of patients suffering from diabetes
mellitus in the Family Medicine Clinic of the Wesley
Guild unit of the Obafemi Awolowo University Teaching
Hospitals Complex Ilesha, Osun State, Nigeria. The
diabetes patient data (888 records) were extracted from
the outgoing patient’s records from January 2009 to
May 2010. The data records represent the symptoms,
diagnosis and treatment recommended for these patients
by the medical officer (Doctors) that attended to them.
The data variables represented the data for the patient’s
Sex, Age,
Weight,
Blood
Pressure
(Systolic/Diastolic), Symptoms (Polyuria, Nocturia,
Polydypsia,
Weakness, Paraesthesia, Frequency,
Weight loss, Numbness, Polyphagia, Coma, Thirst, VD,
Imp), Diagnosis arrived at (Type 1, Type 2 and GDM),
Treatment or drug prescribed (Glucophage, Daonil,
Metformin, Glucovance, Amaryl, Insulin, Glucose,
Diabenese, Glimepiride) and the Laboratory determined
Blood Glucose level.
The data was cleaned up by
filtering out incomplete data and standardized. The data
variables used for training the ANN for the diabetes
diagnosis and treatment program were the patient’s age,
sex, weight, blood pressure, symptoms and blood glucose
level where the diagnosis and treatment applied were the
target output variable. Table 1 presents the data
variables and their data formats.

For symbolic data records the statistics presented in table
3 were generated.
Table 3: Analysis of symbolic data values
No Variable
Code
Count
1
Sex
1
516
0
371
2
Polyuria
1
273
0
612
3
Nocturia
1
144
0
743
4
Polydpsia
1
99
0
787
5
Weakness
1
207
0
680
6
Paraesthesia
1
6
0
881
7
Frequency
1
59
0
828
8
Weight loss
1
108
0
779
9
Numbness
1
215
0
672
10
Polyhagia
1
94
0
793
11
Coma
1
20
0
867
12
Thirst
1
46
0
841
13
VD
1
30
0
857
14
Imp
1
30
0
856
15
Diagnosis
Type1
64
Type2
804
GDM
19

Table 1: DM data
Classification
Network Variable
Type
M orF (Character)
Integer (Continuous)
Integer (Continuous)
Integer (Continuous)

1 or 0 (Continuous)
Integer (Continuous)
Integer (Continuous)
Integer (Continuous)

Integer (Continuous)

Integer (Continuous)

Y or N (Character)

1 or 0 (Continuous)

Real (Continuous)

Real (Continuous)

Diagnosis

Type1,Type2 or
GDM (Character)

Treatment

A – ZA (Character)

1,2 or 3
(Continuous)
1 – 27
(Continuous)

Variable Name
Sex
Age
Weight
Systolic blood
pressure
Diastolic blood
pressure
All 13 symptoms
Blood Glucose
level

Standard
Deviation
13.501
14.493
26.656
22.376
3.943

Predictive Network
Variable Type
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3.

The final data set used had 465 records and included all
the available 19 GDM and 64 Type 1 DM cases, and
had Type 2 cases which had all the available Polydpia,
Paraesthesia, Polyhagia, Coma, Thirst, VD and Imp
symptoms represented.

The diabetes diagnosis neural network was modeled using
both a classification network and a predictive network in
order to determine which would give the better result
and the results are presented.

2.2 Neural Network model development
The selection of an appropriate ANN topology is still
more of an art than an exact science. For this work the
Multi-Layered Perceptron (MLP), Radial Basis Function
(RBF)
and
Generalized
Regression
Neural
Networks/Probabilistic Neural Network (GRNN/PNN)
were considered. The MLP is the most common
supervised neural network. It consists of multiple layers
of Processing Elements (PE) or neurons, connected in a
feedforward fashion and uses the backpropagation of
errors to train. In theory MLPs can be used to solve any
problem, however it requires a lot of data to train it.
RBF and GRNN/PNN are nonlinear hybrid networks that
are trained by both unsupervised and supervised learning
rules. These networks tend to learn much faster than
MLPs, while RBF networks can be used when the number
of data samples is very small (<100) or are so dispersed
so that clustering is ill-defined.

3.1
Diagnosis Classification
Classification Network
NeuroShell Classifier (an ANN development and
simulation software) was used to develop a classification
model for DM data. The 465 data records were divided
into 440 training data sets and 25 testing data sets. The
classification network which was trained using Genetic
learning had 19 input variables and the target output
variables was the “Diagnosis”. The classification results
for the training data set show that 88.41% of the data
was correctly classified while 11.59% were incorrectly
classified. The training result statistics show that 62.5%
Type1, 93.30 Type2 and 84.20% GDM were correctly
classified. Figure 1 presents the chart of the relative
importance of input variables used for the training. It was
observed that the Age of Patient, Weight, Blood
pressure, Sex of the patient, Polyuria, Polydypsia,
Weakness,
Frequency,
Weightloss,
Numbness,
Polyphagia, Thirst, VD and Imp contributed most to the
classification process.

2.3
ANN performance analysis
The performance of ANN models can be evaluated using
some standard parameters. This includes the often used
Mean Squared Error (MSE) and the Learning Curve. The
MSE can be used to determine how well the network
output fits the desired output. It however does not
necessarily reflect whether the two sets of data move in
the same direction. For instance, by simply scaling the
network output, the MSE can be changed without
changing the directionality of the data. The correlation
coefficient solves this problem.
p

MSE =

Out of the 25 test data set, correctly classified rows
were 19 (76%) while incorrectly classified rows were 6
(24%). Table 4 presents the detailed classification results
for the test data.
3.2
Predictive Diagnosis Network
NeuroShell Predictor (an ANN development and
simulation software) was used to develop a DM diagnosis
predictive model. The 465 data records were divided
into 440 training data sets and 25 testing data sets. The
prediction network which was trained using Genetic
learning had 19 input variables and the target output
variables was the “Diagnosis”. The training network had
a maximum of 80 hidden neurons. The training results
are presented in table 5.

N

∑∑ (d

ij

j = 0 i =0

NP

RESULTS AND DISCUSSION

− yij ) 2
………………(1)

Where
P = number of output processing elements
N = number of exemplars in the data set
yij = network output for exemplar I at processing
element j
dij = desired output for exemplar I at processing element j
The Learning curve shows how the mean square error
evolves with the training iteration and is a quantity that
can be used to check the progress of learning. The
difficulty of the task and how to control the learning
parameters can be determined form the learning curve.
When the learning curve is flat, the step size is increased
to speed up leaning, when the learning curve oscillates
up and down the step size is deceased. In the extreme,
the error curve increases steadily upwards, showing that
learning is unstable, at this point the network is reset.
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Figure 2 presents the chart of the training MSE, figure 3
presents the chart of Actual versus Predicted output
values. Figure 4 shows the chart of relative importance
of input variables used. It was observed that the Age of
patient, Sex of the patient , Blood pressure, Polydypsia,
Frequency, Weightloss, Numbness, Polyphagia and VD
contributed most to the prediction process.

Table 5: Training data network performance
Performance Measure
Figure 1: Relative Importance of classification
inputs variables

Table 4: Classification test result
Row#

Act.

Class.

GDM

Type1

Type2

441 *

Type2

Type1

0

0.532

0.468

442 *

Type2

Type1

0

1

0

443

Type2

Type2

0

0

1

444

Type2

Type2

0

0

1

445

Type2

Type2

0

0

1

446

Type2

Type2

0

0

1

447 *

Type2

Type1

0

1

0

448 *

Type2

Type1

0

1

0

449

Type2

Type2

0

0

1

450

Type2

Type2

0

0

1

451 *

Type2

Type1

0

1

0

452

Type2

Type2

0

0

1

453

Type2

Type2

0

0

1

454

Type2

Type2

0

0

1

455

Type2

Type2

0

0

1

456

Type2

Type2

0

0

1

457

Type2

Type2

0

0

1

458

Type2

Type2

0

0

1

459

Type2

Type2

0

0

1

460

Type2

Type2

0

0

1

461

Type2

Type2

0

0

1

462 *

Type2

Type1

0

1

0

463

Type2

Type2

0

0

1

464

Type2

Type2

0

0

1

465

Type2

Type2

0

0

1

Value

R Squared

0.427148

Average Error

0.106974

Correlation

0.684708

MSE

0.102069

RMSE

0.319482

Figure 2: Chart of training MSE

Figure 3: Chart of Actual vs Predicted values
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Table 7: Actual vs Predicted test data

Figure 4: Chart of Relative Importance of Inputs

Table 6 presents the result of the prediction networks
performance on the test data set, while table 7 presents
the detailed result of the test data set. 21 out of 25 rows
(84%) were correctly diagnosed by the prediction
network.

Table 6: Test data network
network performance
Performance Measure

Value

Record Row#

Actuals

Predictions

441*

2

1.906537

442*

2

1.000123

443

2

2

444

2

2

445

2

2

446

2

2

447*

2

1.659255

448

2

2

449

2

2

450

2

2

451

2

2

452

2

2

453

2

2

454

2

2

455

2

2

456

2

2

457

2

2

458

2

2

2

2

R Squared

0

459

Average Error

0.097363

460

2

2

Correlation

N/A

461

2

2

MSE

0.084984

462*

2

1

RMSE

0.29152

463

2

2

464

2

2

465

2

2

A comparison of the performances of the ANN classifier
and Decision Tree classifier on the training data set was
carried out. One of the advantages of using decision tree
based classifiers is that rules can be deduced from the
trees generated and these rules have been shown to
model the situation encountered by medical officers in
the clinical environment [1]. See5 (an implementation
of C5 decision tree algorithm) was used to generate
decision trees using ten boosting trials and the best tree
with the least error of 3.5% was used to evaluate the
same test data set used for the ANN model.
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The classification results for the training data set show
that 96.5% of the data was correctly classified while
3.5% were incorrectly classified. The training result
statistics show that 85.95% Type1, 98.74 Type2 and
94.74% GDM were correctly classified. The decision
tree classifier achieved a 100% correctly classified
records on the test data set. The result shows that the
decision tree based classifier which recorded 100%
correctly classified records on the test data set was better
than the ANN classifier which achieved 76% correctly
classified records on the same data set. When comparing
the two ANN models the predictive ANN gave a better
performance of 84% correctly classified records as
opposed to 76% achieved by the classifier ANN model
on the same data set.
4.

Figure 5: Desired versus Actual Network Output chart
of GRNN/PNN network

CONCLUSION

In this work the Diagnosis of Diabetes Mellitus has been
modeled using both classification and predictive neural
networks. A combined Diagnosis and Treatment neural
network was also modeled using MLP, RBF and
GRNN/PNN neural network architectures. The
GRNN/PNN network gave the best result out of the
three architectures used. The other networks were
unable to model the problem. The GRNN/PNN network
had 19 inputs neurons, one hidden layer with 4 neurons
and the output layer had 2 neurons. The hidden and
output layers used the Tanh transfer function and were
trained using the Lavenberg-Marquardt learning rule.
This network achieved a MSE of 0.573684961 on the
diagnosis test data set and 49.09971153 on the
treatment test data set. Figure 5 presents the chart of the
performance of the network on both the desired and
actual network output.

The data collected shows that the occurrence of Type 2
DM is more prevalent in the clinical data. The symptoms
which were found to be significant to the analysis are:
Sex of the patient, Blood pressure, Weakness,
Numbness, Polyuria, Nocturia, Polydypsia, Frequency,
Numbness, Weightloss, Polyphagia,Thirst and VD.
Further work on the modeling of a combined diagnosis
and treatment network will address the coding problem
and the use of a larger data set that is representative of
all the DM types and which is collected from different
hospitals in dispersed locations to further investigate the
effect of the feeding habits and lifestyle of the people on
the prevalence of types of DM in these areas. It is
intended that the trained neural network can be
incorporated in a Decision Support System that can be
used by Medical Officers as an aid in the raid diagnosis
and treatment of Diabetes Mellitus.

The GRNN/PNN network gave acceptable results when
predicting the diagnosis but not with the associated
treatment. This is perhaps due to the large number of
options available (27) for treatment as opposed to three
for the diagnosis, and the low number of training samples
for the Type 1 and GDM occurrence. Problems have
been known to occur when training neural networks with
multiple output nominal variables [9]. Nominal variables
may be two-state or many-state. A two-state nominal
variable is easily represented by transformation into a
numeric value (for example, Male=1, Female=0).
Many-state nominal variables are more difficult to
handle. Also a single network with multiple output
variables can be prone to cross-talk with the hidden
neurons experiencing difficulty learning, as they are
attempting to model at least two functions at once.
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ABSTRACT
Electioneering processes, particularly in the developing world has been marred by electoral frauds such as ballot
snatching, multiple voting and other vices. The situation is compounded by the use of paper-based voter registration
and voting systems. Although, there are already tendencies towards the adoption of electronic voting in some
developing countries, they are still at rudimentary stages. For instance, in the last election conducted in Nigeria
citizens used fingerprint biometrics for voter registration while the actual voting was still conventional in nature.
Citizens that are physically challenged with no fingers and some other parts of the body were denied their civic rights
as they could not register nor cast their votes. Our efforts in this work is directed towards reviewing existing
challenges with the conventional electoral system with the aim of addressing fraudulent electoral prices by the use of
biometric-based Electronic voting system. A Multi-scan biometric system is proposed to assist citizens that are
physically challenged to cast their votes, keeping in mind that a biometric feature uniquely identifies a person based
on his/her unique physiological attributes. The adoption for general elections is expected to create an avenue for full
participation by all eligible voters, reduce multiple voting and restore confidence to the electioneering process.
Keywords: Biometrics, Electronic voting (e-voting), Democracy, E-voting, Electorates, Electoral fraud.
1. INTRODUCTION
This has led to its condemnation by international
observers and the electorates have lost confidence in the
electoral process. This has also led to poor governance
and economic instability. As long as they are
predominantly paper-ballot medium of casting votes,
corrupt politicians will continue to sabotage the elections
in these countries.

Voting as a system has been in existence since the late
12 th century [10]. An election is one of the most
regulated and scrutinized processes in a modern
democracy; it is a very delicate issue that affects all facets
of society [2]. The word “election” is a sensitive issue in
developing countries. They are regarded as avenues for
the electorate, those who have the voting power to
choose their leaders. In essence, elections must be
conducted in a transparent manner since they are a
direct reflection on the government they bring into
power. Countries practising democracy in developing
nations have conduct general elections that are marred
with rigging during elections.

According to the Multidisciplinary AdHoc Group of
Specialists in 2002, ‘an election or referendum that
involves the use of electronic means in at least the casting
of votes is called Electronic Voting’ while ‘Remote evoting is an electronic system where the casting of votes
is done by a device not controlled by an electoral
official’ [15][19]. Remote e-voting is possible via
internet, telephone etc. Politicians and citizens were
discovered to have been curious about the application of
modern technologies in politics; nevertheless, this is
drawing our attention to the fact that the citizenry needs
to be educated on the subject of e-voting thereby gaining
the advantages of e-voting over paper-ballot medium of
casting votes.
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A survey of about 2,410 Nigerians all above 18 years of
age carried out by Afrobarometer from January to
February 2007, showed that two thirds of Nigerians do
not have high levels of confidence in the electoral
process [21] [7][8]. The survey pointed out that most
Nigerians did not believe that they could avoid
incompetent leaders by simply voting, even though
Nigerians’ support for the democratic system is strong. It
says that 7 out of 10 Nigerians (i.e. 70% of citizens)
express support for democracy.

They made use of fingerprint identification as a
verification method for voter registration thereby living
the eligible citizens who were physically challenged
without fingers [20].
2.0 PROBLEMS WITH ELECTIONS IN
SUBSUB-SAHARAN AFRICAN COUNTRIES
One of the major reasons for political instability in SubSaharan Africa originates from the way elections are
conducted. Most African countries have quite a handful
of elector-al malpractices which lead to political
instability, civil wars and low economic growth.
Electronic voting might be a solution to the election
problems and thus bring in a stable political atmosphere
which attracts investors [14[16].

Biometrics is the use of measurable biological
characteristics to identify a person. It is automated
method of recognizing an individual based on his/her
physiological or biological features. Biometric recognition
operates in two modes namely the Identification and
verification modes. While the Identification mode
involves one-to-many matching, the Verification mode is
a one-to-one matching operation. We will be focused
with this particular mode [11]. It has also been
identified that it will be costly and even impossible to
produce fake biometric features since it involves a lot
(thousands to millions) of electorates. The significance of
incorporating a biometric device is mostly because of its
ability to identify people solely by their unique
physiological attributes peculiar to them and them alone.
Below is a figure describing the different biometric
features which includes face, iris, retina, voice, signature,
DNA, gating, palm print and fingerprint.

It is clear we have a problem general in developing
countries and this can be clearly illustrated by the
electoral fraudulent activities that occur in African
countries such as Nigeria, Zimbabwe etc [6] [8].
Elections held in the aforementioned countries have
drawn strong negative reactions from international
observers and their citizens, the elections have been
fraught with the following:
1. Violence:
Violence It is very common to find politician
hijacking elections, sidelining the people, disregarding
votes and eventually destroying their democracy. They
use violence to distort election results and with the help
of their thugs, they intimidate voters of the opposing
parties. In addition, these thugs generally create havoc
during elections; they burn people, electoral materials
and ballot papers. They shoot opponents, render ballot
papers invalid by contaminating them, hijack ballot boxes
and return stuffed ballot marking their patron as the
choice candidate. This in variably leads to distorted
results and discourages voters from voting [8].
2. Voting by Children:
Children This is also known as Underaged voting. This is a situation where children who do
meet up to the age requirement necessary for voting are
registered as valid voters and are coerced into voting for
rewards. This results in the inflation of the voting
population and incorrect election results [8].

Fig. 1. Body Traits Used For Biometric Recognition
(Source - Karthick Nandakumar [11])

3. Multiple Registration of Voters:
Voters Election fraud
starts from the registration phase of the election,
politicians sponsor a large mass of supporters of their
parties to register in several centres thereby making it
possible for a voter to cast his or her vote more than
once, since they have multiple voters card. This makes it
possible for voters to move from one polling booth to
another performing multiple voting preventing eligible
voters from casting their votes. This is achieved in
collaboration with political thugs and poll coordinator
and results in the inflation of voting population as well as
inconsistencies in the voters’ register. It is also called
Multi Registration.
Registration

Nigeria in January 2011 started using biometrics voter
registration system to register voters. The commission
has distributed direct data capture machines, that is, the
laptop computers and peripherals that were used to
capture biometrics and photographs of registrants. These
were only used during registration phase and not during
the voting phase. Systematically capturing voters’
biometric data, including a complete set of fingerprints,
was intended to prevent multiple registration.
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be celebrated. This magnitude of manipulation alters the
patterns of political participation and discourages
opposing parties from contesting in the elections or
supporting rival parties from participating [1][5]. This
changes the whole dynamics of things completely
changing the following political participation.

4. Stuffing Ballot Boxes:
Boxes It is quite common to see
voters stuffing their assigned boxes with previously
thumb-printed ballot papers under the privacy of their
booths. Politicians take advantage of fundamental
requirement that an election must be secret to stuff
ballot boxes some of these boxes are sometimes stolen in
a violent manner, taken to the houses of the politicians
and stuffed. Their thugs thumbprint the ballot papers,
stuff the boxes and return them; all these are possible
because the polling coordinators are bribed into
cooperation. Voters go from one polling station to
another performing multiple voting and cleaning the ink
showing they have voted before moving to the next
station. This leads to poor results, poor voter morale,
premature end of the result and violence [8].

2.2 Consideration for the Physically - Challenged
Electorates in SubSub-Saharan African Countries.
According to Rajiv S., “With support from USAID,
Kenya’s Interim Independent Electoral Commission
(IIEC) is using the latest technology — webcams,
thumbprint scanners and light-weight printers, all solarpowered so they’re not reliant on the grid — to protect
the integrity of the registration process.” [17])
President Koroma says, Sierra Leone will use Biometric
Voting System in the 2012 Election. He also said that
by early 2012, NEC will have completed a biometriccapable voter registration system that will capture voter
data, fingerprints and facial images. Registered voter lists
will be distributed nationwide and such data will prevent
duplicate registration. The field voter registration will last
for approximately three months in early 2012
[18][[19. Mr Kanga said that biometric registration
would go on in Ghana, so that by next year there would
be a new biometric register for the conduct of the 2012
general election [9]

5. Inflation of Votes Casted:
Casted It is the law that only
500 voters can be assigned to a particular polling booth.
However, declared results will say that a thousand or
more voters voted for a particular candidate at a polling
station. It is also common for a favoured candidate to
have his results inflated by a supporter, or an opponent’s
result is reduced. Sometimes, counting error occur due
to pressure and fatigue. In this case, the politicians, poll
coordinators, law enforcement agencies and the thugs
are all culprits. As a result, the electorate losses
confidence in the process, poor result is realized,
violence ensues, there is a loss of transparency and most
candidates end up in political litigations [8].

Though, there has been a gradual paradigm shift towards
e-voting, little has been said about the voting right of the
physically challenged. According to Disabled World,
Disability is conceptualized as being a multidimensional
experience for the person involved. There may be effects
on organs or body parts and there may be effects on a
person's participation in areas of life. Correspondingly,
three dimensions of disability are recognized in ICF: body
structure and function (and impairment thereof), activity
(and activity restrictions) and participation (and
participation restrictions). When most people think of
the word “disability” they immediately picture someone
in a wheelchair. But there are many different types of
disability.

6. The Bandwagon Effect:
Effect The Electoral Commission
brings on this problem, by holding and declaring a single
election out of many thereby making the voter biased
and in support of a particular party in the following
elections. This effect leads to low voter turnout and
subsequent elections will not be free and fair. As soon as
a party wins the election for the highest offices, members
of the opposing parties race to join the winning party,
thereby discouraging voters from coming out to vote and
making subsequent elections less credible [8].
For example, there was considerable government
manipulation of elections in Ivory Coast in 1995 and in
Zimbabwe in 1996; this led to boycotts and landslide
victories. Zambia was not left out as their president
Frederick Chiluba was re-elected in a corrupt election in
1996, taking almost 60% of the votes [21. One of the
reasons for electoral fraud is that there is no balance of
power and resources among the different parties
contesting; this is why the conduct and outcomes of
elections may influence participation of voters in a
society [1]. This is the reality in today’s developing
countries, where multiple parties participate in elections
regularly but only one holds all the advantages over its
opponents.

People
•
•
•
•
•
•

with a disability may include:
people who are blind or partially sighted
people with learning or intellectual disabilities
people who are deaf or hearing impaired
people with a physical disability
people with long term illnesses
people with mental health or psychological
difficulties
• people with an acquired brain injury

2.1 Consequences of Electoral Fraud
It is very clear that manipulating excessively leads to
massive political victories, but their consequences cannot
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3.1 Types Of Internet Electronic Voting
Electronic voting refers to the use of computers or
computerized voting equipment to cast ballots in an
election. Electronic systems are used to register voters,
count ballots and record votes (Kahani, 2005). Internet
voting refers to electronic voting conducted over the
Internet. Internet voting can be categorized into three
types:

According to the World Health Organisation, a disability
is… “any restriction or lack (resulting from any
impairment) of ability to perform an activity in the manner
or within the range considered normal for a human being”(
Hill Country Disable group)
According to David M. C., disabled voters have long
faced a history of obstacles in the exercise of their right
to vote. As stated by Michael Harris, president of the
Michigan Paralyzed Veterans of America, ‘‘People with
disabilities have long been constructively disenfranchised
from the electoral process. Stereotypes assumed people
with disabilities were either incapable of voting, chose
not to vote, or were ‘homebound’ and would only vote
by absentee ballots.’’

1. PollPoll-site Internet voting: This system allows voters
to cast their ballots from any designated polling station.
Voting is done in a controlled environment offered by
the polling site; this tends to curb some security risk. This
type of internet voting system offers more convenience
and efficiency than the conventional voting systems
[5][7].

This disenfranchisement is a factor influencing the over
14 million disabled people of voting age that remain
unregistered as voters (“The Right to Vote and the
Physically Disabled”). According to Burkert H, because
of the emerging characteristics of the technology, the right
to equal accessibility to the voting process should become
the right of equal accessibility to election technology.
According to Dimitris A. G, equal accessibility means,
also, that the system should be user-friendly and
independent of a voter education, age, and physical
condition to accommodate physically disabled voters. As
a result, a non-discriminating procedure should be
offered to the voters, allowing them to efficiently
exercise their voting rights with no obstructions.
3.0

2. Kiosk Internet voting:
voting This is similar to poll-site
internet voting, but voting machines are placed away
from traditional voting locations and could be set up in
convenient places like schools, libraries, and malls. Like
poll-site voting, kiosk voting would make it possible to
manage some security risks by controlling the physical
environment [22].
3. Remote Internet voting:
voting This type of internet voting
allows voters to cast ballots from anywhere in the world
as long as they are connected to the internet. This offers
immense convenience but exposes the system to security
risks on the internet. This is because the voting
environment is not controlled. It is also possible that
issues of intimidation and voter impersonation arise
[22].

RELATED WORKS

E-Democracy refers the use of information technology
for balloting. Many developed countries are seeking the
use of an electronic voting system to remedy that and
this has led to different researches to lower barriers to
hinder d implementation. However, lack of proper
infrastructure, low information literacy rate, low internet
penetration ratio and lack of skilled personnel, expensive
specialized e-voting hardware are important barriers
facing developing countries (Kahani, 2005). One reason
for the delay in the deployment of technologically
sophisticated voting systems in developing countries is
because the computer science community’s wariness of
internet-based elections.

The public analysis of electronic voting systems improves
security and increases the electorate’s confidence in the
voting process; this in a way prevents the large-scale
manipulation of votes. It is important that a voting
system be accessible to all voters. In developing
countries, it is common to find a lack computer and
access to the internet. The voters are computer illiterate
and cannot operate the internet. Instead of this
increasing voter turnout, it becomes a barrier to voters’
participation [22].
3.2 System
System Requirements
The system requirements of a voting system include:
1. Universal:
Universal The voting system must be available for
all voters, can be used by voters without special
knowledge, does not lose and is accurate [20].

There is a lack of public trust in the accuracy and
correctness of the software. Trainings, education and
many successful small electronic balloting pilot studies
should be carried out to assure the public that the
Electronic voting system is a viable and less expensive
alternative to the conventional voting methods (Kahani,
2005).

2. Availability:
Availability This means that the system must be
safe from failure/ faults; it must have a secure backup
mechanism for full system recovery in case of hardware
failure [20].
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3. Equal:
Equal This suggests that no user with unauthorized
access can have access to the system. Each voter must be
authenticated, they must vote only once and the ballot
counter must be incremented accurately. This makes it
hard for criminals to attack the system [19].

4. Vote BuyingBuying- This is an act of paying an electorate in
exchange for their votes.
5. Audit Trail – A process for validating the votes.
6. Sabotage – The audit trail is on hand to deal with
irregularities in the electoral process.

4. Free:
Free In a free election, voters must be protected
from external influence, meaning that there must be
privacy during voting. Each voter must be unable to
prove their votes to preventing vote buying and selling,
the results of the election must be kept in a secured
environment until it is time for it to be declared [23].

4.0

PROPOSED SYSTEM ARCHITECTURE

A system architecture or systems architecture is a
conceptual model that defines the structure and
behaviours of a given system. The description of
architecture is nothing but a formal description and
representation of a system, organized in such a way that
one understands the structure of the system and its
components as well as the externally visible properties of
those components.

5. Secret:
Secret The election must be secret; traces from
voter to his or her choice candidate as well as
information about the voter must be impossible in the
present and future. This principle will manifest in ballot
transmission and storage. A secret election is a
prerequisite for a free one [23].
6. Direct:
Direct There is no technical provision for direct
elections. It requires that there be no illegal activities
occurring between when the votes are cast and when
they are counted [23).

With the use of multiple biometric scanners of different
biometric features, all eligible citizens will be empowered
to exercise their electoral civic right.

Furthermore, it is important to ensure that the secrecy of
election must be maintained unconditionally forever
regardless of ongoing technological improvements [20].
3.3 Security Assets in E-Voting
Electronic voting systems are being introduced and have
been introduced in many countries for numerous
reasons. The introduction of computers into the electoral
process has many advantages; it can speed up the
calculation of results, prevent voters from mistakes
during voting and allow voters cast their votes in private
[12].

Fig.
Fig. 2: Proposed Multiple ScannersScanners-Based
E-Voting System Architecture.

3.3.1 Threats and Security

4.1 Flowchart of
of the Proposed EE-Voting System
The flowchart below essentially shows the various
processes inherent in the system, it also shows flow of
control. The first point of call is the start up page, giving
rise to the login page. The user is the administrator,
official or the voter. The administrator possesses more
privileges than the official does.

1. Anonymity
Anonymity-- The voter’s identity is difficult to detect.
2. Identification – Authenticity is ensured using a
password protection technique.
3. Manipulation–
Manipulation This can be prevented by standard
encryption.
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Fig.
Fig. 3:
3: Flowchart of
of the Proposed Biometric EE-Voting System

While the administrator and the official are in charge of the managerial and operational aspect of the system, the
voter simply is the user. The voter is expected to simply login into the system and register during the registration
phase and cast his / her vote during the voting phase.
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Fig. 4.Proposed Framework of the Multiple Scanners Biometric Based EE-Voting System

5.0 CONCLUSION
In this work, we considered that that a biometric feature
uniquely identifies a person based on his/her unique
physiological attributes peculiar to them and them alone.
A biometric based Electronic voting system using
multiple biometric scanners is proffered as a solution to
the present challenge of multiple voting, electoral frauds
and also empowering all legitimate citizens who are
physically challenged to participate in the voting process.
The adoption for general elections is expected to create
an avenue for full participation by all eligible voters,
reduce multiple voting and restore confidence to the
electioneering process.
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ABSTRACT

The World Wide Web (WWW) stands as the largest and most frequently accessed public repository of
information ever developed.With large number of web pages and documents interconnected through hyperlinks
and the wide variety of information available on the internet for retrieval and use, there is a need for a system
to help in the retrieval of desired and relevant pages. Web Information Retrieval (Web IR) based on the
indexing and retrieval of online documents is concerned firstly with retrieving ‘relevant’ documents to a query
and secondly with ‘efficient’ retrieval from a ‘large’ set of documents. Search engines and Web crawlers have
been able to assist users in web navigation by creating a searchable index of the web and meeting with the user’s
queries from the index. However, this research intends to extend the functionalities of existing web crawlers
used by search engines not only to retrieve pages based on the Hypertext Transfer Protocol (HTTP) but also via
the use of File Transfer Protocol (FTP).
Keywords:
Keywords World Wide Web, web crawler, web information retrieval, http and ftp..
1. INTRODUCTION

The difficulty experienced in finding and organizing
relevant information grew exponentially with the
growth of the information available online [3]. A
means of indexing and retrieving required and desired
files and documents from the large collection available
on the internet was therefore developed. This led to
the evolution of search engines.

The fact that the survival of virtually all fields depends
on information has made Information Technology
popular and an important aspect of study in today’s
world. There is now available on the internet a vast
collection of electronic information which is readily
made available on different websites and pages
covering large geographical areas with ease of access,
use and consistency. However, with the recent and
rapid growth on the use of the internet, the web is
fast becoming a huge repository of information but
built in an uncoordinated manner [3]. The lack of
organization and the heterogeneity of the data and
information available on the internet make it difficult
finding information on the internet.

In the computer-centered view, information retrieval
problem consists mainly of building efficient indexes,
processing user queries with high performance, and
developing ranking algorithms which improve the
quality of the answer set.
Search engines and
subsequently web crawlers have played a fundamental
role in making the web easier to use for millions of
people around the globe. Its invention and evolution
has helped in the growth of the web by creating a new
way of navigating hypertext and downloading
documents from the internet [10].
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As the crawler visits these URLs, it identifies all the
hyperlinks in the page and adds them to the list of
URLs to visit, called the crawl frontier [5]. Web
crawler was the Internet’s first search engine that
performed keyword searches in both the names and
texts and pages on the World Wide Web.
WebCrawler’s search engine performs two basic
functions. First, it compiles an ongoing index of web
addresses (URLs). Then, it retrieves and marks a
document, analyses the content of both its title and its
full text, registers the relevant link it contains and then
stores the information in its database [10]. When a
user submits a query in the form of one or more
keywords, the web crawler compares it with the
information in its index and reports back any matches
and then stores the information in a database. Its
second function is to search the internet in real time
for the sites that matches a given query. It does this in
an exact process of performing its first function,
following links from one page to another.

This was simply possible because the web was “small”
and its documents shared the same fundamental
purpose [1]. However, with the rapid growth
experienced by the web technology, millions of pages
were readily made available and navigating through
each page became difficult and hence the need for a
web crawler to help in the retrieval of accurate and
desired pages.
WebCrawler assists users in their Web navigation by
automating the task of link traversal, creating a
searchable index of the web, and fulfilling searchers’
queries from the index [1]. To use WebCrawler, a
user issues a query to a pre-computed index, quickly
retrieving a list of documents that match the query.
Web documents are known as `pages', each of which
can be addressed by an identifier called a Uniform
Resource Locator (URL).
Research Objectives
This research seeks to develop a web crawler that can
work with both the HTTP protocol and the FTP
protocol. In order to achieve this, existing module of
crawling the web using the HTTP protocol, used by
the present crawlers will be imported and
incorporated into the proposed system.

2.1 Web Crawlers’ Functions and Architecture
Web Crawlers saves users ‘time when they search
instead of guessing a path of links from page to page.
The web crawler’s simplification of the web
experience makes the web a more friendly and useful
tool. Navigating the web by using keyword searches is
often more intuitive than trying to use a uniform
resource locator to identify a web page directly [1].
Web crawlers are useful as it can provide some
context for a searcher’s particular query by issuing a
well formed query; a searcher can find the breadth of
information about a topic and can use the information
for further refinement of their goals.
Other uses of web crawlers are to build special
purpose index such as one that has some
understanding of the content stored in multimedia
files on the web. Web crawlers are also used to
monitor sites to see when their structure or contents
changes [5]

The rest of this work is as follows:
Section II presents the review of relevant literature to
the web crawler architecture. Section III presents the
proposed architecture and we discuss the proposed
pattern of implementation in section IV. The work is
concluded in Section V with some future perspectives
for the work.
2.0

RELATED WORKS

Web Information Retrieval is a technology for helping
users to accurately, quickly and easily find information
on the web. A common tool available on the internet
used for information retrieval is the search engines. A
search engine is an information retrieval system
designed to help find information stored on a
computer system. The most visible form of a search
engine is a web search engine which searches for the
information on the World Wide Web. Search engines
provide an interface to a group of items that enables
the user to specify the criteria about an item of
interest and have the engine find the matching items.
A web crawler is a program or automated script
which browses the World Wide Web in a methodical,
automated manner. This process is called web
crawling or web spidering [5]. Search engines use
spidering as a means of providing up-to-date data.
Web crawlers start with a list of URLs to visit, called
the seeds.

Fig. 1: Web Crawler Architecture
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The implementation of a web crawler is composed of
two fundamental parts which are:
•
•

2.2
HTTP
HTTP Protocol
The HTTP protocol (Hypertext Transfer Protocol) has
been the most widely used protocol on the Internet. It
is a TCP/IP based communication protocol which is
used to deliver virtually all files and other data,
collectively called resources, on the World Wide Web.
These resources could be HTML files, image files,
query results, or anything else. The aim of HTTP
protocol is to allow transfer of files (essentially in
HTML format) between a browser (the client) and a
Web server located using a character string called a
URL. A browser works as an HTTP client because it
sends requests to an HTTP server which is called Web
server. The Web Server then sends responses back to
the client. The standard and default port for HTTP
servers to listen on is 80 but it can be changed to any
other port like 8080 etc.

Crawling and
Servicing

Crawling
This is the means by which the web crawler collects
pages from the web. The end result of this process is
a collection of web pages at a central location [1].
The crawler starts with a single URL, downloads the
page, retrieves links from that page to others, and
repeats the process with each of those pages. As the
pages are being retrieved and extracted for further
crawling, the crawler feeds the contents of the page to
the indexer. The indexer takes the full-text of the
page and incorporates it into the full-text index [1].

HTTP resources are located and identified on the
network by Uniform Resource Identifiers (URIs)—or,
more specifically, Uniform Resource Locators
(URLs)—using the HTTP or HTTPS URI schemes.
URIs and the Hypertext Mark-up Language (HTML),
form a system of inter-linked resources, called
hypertext documents on the Internet.

Serving
This is the process of handling queries from users and
returning results in a timely way. Servicing involves
two main components; the Hypertext Transfer
Protocol (HTTP) service and index query process to
perform the user’s request [1]. The index stored on
the query server consists of two parts: a full-text
index, and a metadata repository for storing page
titles, URLs, and summaries. WebCrawler performs a
search by first processing the query, looking up the
component words in the full-text index, developing a
list of results, ranking those results, and then joining
the result list with the appropriate data from the
metadata repository [1]

Communication between browser and server
Communication between the browser and server takes
place in two stages:
• The navigator makes a HTTP request
• The server processes the request then sends a
HTTP response

WebCrawler uses an inverted full-text index with a
combination of a vector-space and Boolean ranking.
Web crawlers also employ several enhancements to
improve user queries in particular and these
enhancements form WebCrawler’s main contribution
to information retrieval [1]. Requests and queries are
received from the user’s browser via HTTP.

HTTP Request
A HTTP request is a collection of lines sent to the
server by the browser. It includes:
A request line: This is a line specifying the type of
document requested, the method which must be
applied, and the version of the protocol used. The
line is made up of three elements which must be
separated by a space:

The user’s HTTP connection is handled by a front-end
Web server whose only job is formatting search results
for presentation and returning those results in HTML
format to the searcher’s browser. To handle the actual
query, the front-end server sends the search request
to a special query server located on its local network.
The query server runs the query against the full-text
index, and returns results to the front-end for
formatting. This two-tier architecture has proven
effective at handling traffic as it increased three orders
of magnitude [1].

o
o
o

The method
The URL
The version of the protocol used by the
client (generally HTTP/1.0)

The request header fields: This is a collection of
optional lines allowing additional information about
the request and/or the client to be given (browser,
operating system, etc.).
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Each of these lines is composed of a name describing
the header type, followed by a colon (:) and the value
of the header The body of the request: This is a
collection of optional lines which must be separated
from preceding lines by an empty line and for
example allowing data to be sent by a POST
command during the sending of data to the server
using a form

2.3 File
File Transfer Protocol (Ftp)
FTP is a standard network protocol used to copy
a file from one host to another over a TCP-based
network. FTP is built on a client-server
architecture and utilizes separate control and data
connections between the client and server. A
client makes a TCP connection to the server’s
port 21. This connection is regarded as the
control connection used for session administration
exchanged between the client and the server. The
control connection remains open throughout the
duration of the session. The server then responds
on the control connection with three digit codes
alongside an optional text representation such as
“200 OK” to indicate that the last command was
successful. A second connection the client makes
with the server is the data connection. The data
connection is opened from the server’s port 20 to
a negotiated port client port or the client opens
the connection from an arbitrary port to a server
port. The data connection is needed to transfer
file data.

HTTP Response
A HTTP response is a collection of lines sent to the
browser by the server. It includes:
A status line: this is a line specifying the protocol
version used and the status of the request being
processed using a code and explanatory text. The line
is made up of three elements which must be separated
by a space:
o
o
o

The version of the protocol used
The status code:
The meaning of the code

The response header fields: This is a collection of
optional lines allowing additional information about
the response and/or the client to be given (browser,
operating system, etc.). Each of these lines is
composed of a name describing the header type,
followed by a colon (:) and the value of the header.
The body of the response: contains the requested
document.

3.0 PROPOSED MODEL
Web crawlers use a process called web crawling. The
crawler swill start execution by parsing a specified web
page (i.e. seed URL) which will be supplied by the
user. It will note any hypertext links on that page that
point to other web pages. Then the crawler browses
those links and moves on the same way. It will then
parse those pages for new links, and so on,
recursively.

There are three important things about HTTP
protocol:
• HTTP is connectionless: After a request is
made, the client disconnects from the server
and waits for a response. The server must reestablish the connection after it processes the
request.
• HTTP is media independent: Any type of
data can be sent by HTTP as long as both the
client and server know how to handle the
data content. How content is handled is
determined by the MIME specification.
• HTTP is stateless: This is a direct result of
Http’s being connectionless. The server and
client are aware of each other only during a
request. Afterwards, each forgets the other.
For this reason neither the client nor the
browser can retain information between
different requests across the web pages.

On parsing the seed URL, the web crawler will check
to determine the protocol employed by the supplied
URL. It does this using the regular expression:
seedURL = (
(http:\ / \ /)?www
|
(ftp:\ / \ /)?ftp
) (\.) (.) + [a – z] {2, 6}
This regular expression defines all pages beginning
with an optional “http://www.”, “ftp”//ftp.”, then
followed by any string of one or more length,
followed by another dot and terminating with two to
six characters.
If the URL uses the HTTP protocol, then the existing
http module the present day crawlers use is called.
However, if it uses the FTP protocol, then the URL is
further parsed and a connection is established with the
server followed by the transfer of the files.
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initial urls

init

to visit urls
get next url

World Wide
Web
get page

visited urls
extract urls

web pages

Fig 2: Mode of operation of a web crawler

The crawler continues in this fashion, parsing each of
the web links, downloading the pages and retrieving
links from the pages for further parsing in a recursive
manner.
The users also have an optional option of supplying
the number of URL pages to be crawled by the
crawler. The crawler will continue to retrieve pages,
parse them and download the pages in that recursive
mode until the number of specified URLs to crawl is
reached or the crawler has parsed and crawled all the
available links and no more pages to crawl before it
halts and the program exits. Selection of the next
URL to parse from the frontier of downloaded pages
will be based on the breadth-first algorithm. URLs are
placed in the queue in the order they are discovered
and the links found first will be the first to be crawled

Ask user to supply starting URL
Add the URL to the empty list of URLs to search
While not empty (the list of URLS to search)
{
While maximum limit no reached (number of
URL to search)
{
Take the first URL in from the list of URLs
Mark this URL as already searched URL
If the URL protocol is HTTP
{
Use existing crawling module
Go back to while
}
Else if URL protocol is FTP
{
Parse URL
Establish connection with the server
Transfer the data/files
Go back to while
}
Else
{
Return error
Go back to while
}
Iterate the HTML link
While the link contains another link
{
Go back to while
}
}
START

ACCEPT STARTING
PARSE STARTING URL

HTTP?

FTP
MODULE

NO

YES

A summary pseudocode algorithm to
implementing the crawler is shown below:

use

EXCEPTION ERROR

HTTP MODULE

in

NO

YES

START CRAWLING

MAX_U
RL?

YES

NO
CRAWL UNVISITED LINK

EXIT

No more
links

DOWNLOAD AND PARSE PAGE

ADD AVAILABLE LINKS TO
UNVISITED LINKS

Figure 3: A flowchart showing the crawling process
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World Wide
Web

Web Crawler

Internet
Unvisited links are returned
from the queue for parsing,
retrieval and visitation

Start URL
User
Queries

HTTP Protocol

Queue of unparsed
URLs using the
breadth-first
algorithm

•
Parse URL
•
Establish
connection with
the server
•
Transfer
data/files

Download
Pages

Text, files and metadata

Output are returned to the user through the browser

Storage,
Database,
Web Servers

Figure 4: Proposed Model of the Web Crawler

4 . FULL CRAWLER IMPLEMENTATION
The system was developed using the Java
Programming Language. Java provides a number of
built-in networking capabilities and makes it easy to
develop Internet and web-based applications. Java
enables programs to search the world for information
and to collaborate with programs running on other
computers internationally, nationally or just within an
organization.

Streams used in file I/O operations are also applicable
to
socket
based
I/O.
Also
socket-based
communication
is
programming
language
independent. Hence, a socket programme written in
Java language can communicate with a programme
written in either Java or non-Java socket program.
Sockets are bound to a port number so that the TCP
layer can identify the application data determined to
be sent.

Java’s fundamental networking capabilities are
declared by classes and interfaces of package java.net.
The java.net package provides two classes:
•
•

Ports are used to map incoming data to a particular
process running on a computer. They are represented
by a positive (16 bit) integer value.
A server programme runs on a specific computer and
has a socket bound to a specific port. The server waits
and listens to the socket for a client to make a
connection request. On acceptance, the server gets a
new socket bound to a different port. It needs a new
socket so that it can continue listening to the original
socket for connection while serving the connected
client.

Socket – for implementing sockets
ServerSocket – for implementing server.

Sockets provide interface for programme networks at
the transport layer since network communication
using socket is similar to performing file I/O and
socket handles are also treated like file handles
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Connection request

SERVER

CLIENT

A client makes a connection request to the server
Figure 5: Establishing a
connection between a server and clien

CLIENT

SERVER

Connection established and communication in progress

Fig. 5: Establishing the Client Connection
Establishing the server will require four steps which
are outlined below:
i.

Create a Socket to connect to the server. The
Socket
constructor
establishes
the
connection to the server such as:
Socket client = new Socket(serverAddress, port);
ii.

iii.

Fig. 6: Proposed GUI

5. CONCLUSION

Obtain references to the Socket’s input and
output stream by using the getInputStream
and getOutputStream methods respectively.
This will help in creating an I/O stream for
communicating with the server.

The importance and usefulness of web crawlers not
only to search engines but to web information
retrieval in general cannot be over emphasized. This
research work aims to help in improving the task of
online information retrieval noting that information
available online exists in various forms.
The research work will deliver a web crawler that
extends the crawler in use by crawling pages using not
only the HTTP protocol but also the FTP protocol
hence facilitating the establishment of connection
between a web server and a client system during the
crawling process to share and transfer files.

This is the processing phase in which the
client and the server communicate via the
InputStream and OutputStream objects.
To establish a communication link,
DataInputStreaminputStream = new
DataInputStream(client.getInputStream());
DataOutputStreamoutputStream=new
DataInputStream(client.getOutputStream())

6. FURTHER RESEARCH
In receiving data from the server,
String serverInput =
inputStream.readLine();
iv.

Further research work should be done in enhancing
the web crawler to be able to handle textual contents
that are encoded in multimedia files and specific file
formats. Also, the web crawlers should be able to
detect different web pages having the same web
contents and to return just a page in order to handle
treatment of near duplicate contents. Web crawlers
should also be designed to be able to recognize links
that are embedded in menus, JavaScripts scripts and
other web based application logic, such as forms that
trigger database queries while still not compromising
the basic security features of the web page.

Close the connection client.close();

The InetAddress of the java.net package was used to
obtain the ip and server address of the ftp page
which will then be passed as a parameter to the client
object of the Socket class. A connection to the
server will then be made using this values and the
allotted port.
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ABSTRACT
Teaching and learning are constantly being migrated to several ubiquitous platforms. The World Wide Web has
therefore become an indispensable tool in the administration of pedagogy. This development has led to
accelerated availability of educational resources and the promotion of collaboration across different research and
educational institutions. An important component of this innovative trend is the adoption of web-based
technology driven assessment of students. It is becoming commonplace to see institutions across the educational
strata adopt computer-based tests and assessment to admit or screen students for entrance into Nigerian
institutions. We propose the use of computer-based system as a method for screening students after passing the
standard written University Matriculation Examination (UME). A prototype scalable software system was
developed using PHP technology, AJAX, and MySQL, as a database. Life data were gathered from the last
UME and PUME, examination event to test the system. Feedbacks from the experiment showed very promising
results..

Keyword:
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1. INTRODUCTION

[10] as cited in the work of [1] outlined e-learning
web-based system that can offer and grade
mathematical questions with infinite patience. [11]
presented applied genetic software of multiple kinds
of e-exams to hearing impaired (HI) persons. Also
cited in their work was the 3-tier model proposed by
[1], [9] and concluded that the model was adopted
in most institutions where the e-exam is being
practiced but that the model does not take care of
security on the part of handling.

According to [1], the recent employment and
eventual widespread acceptance of electronic test in
examining students and various classes in Nigeria has
created a significant impact in the security and result
integrity of e-exams in Nigeria,. Their study featured
some anomalies and developed their own to improve
on the current e-exams. They further cited WAEC,
NECO, JAMB as examination bodies that have
embraced e-registration form and some universities
that have equally adopted the e-exams for screening
prospective candidates for admission. Some examples
are the University of Ilorin, the Federal university of
Technology, Akure and the Obafemi Awolowo
University, Ife etc.

According to [8], assessment is an ongoing process
that involves planning, discussion, consensus building,
reflection, measuring, analyzing, and improving based
on the data and artifacts gathered about a learning
objective. Assessment encompasses a range of
activities including testing, performances, project
ratings, and observations [7]. Impacting education
from early childhood through graduate studies, the
assessment movement is based on standards and
outcomes, measuring results, and holding educational
institutions accountable for students learning.
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2. CURRENT SITUATION OF ASSESSMENT IN
MOST INSTITUTIONS

Oversight bodies and accrediting agencies are
beginning to require the establishment of learnercentered outcomes that reflect the well-rounded
knowledge, competencies, and abilities preferred in
today’s students; the alignment of curriculum to
reflect the desired progression and cognitive
development of learners; the collection of data that
demonstrates the satisfaction of learning objectives;
and the use of assessment information to enhance
decision making [6]. Assessment is not new to
academics, with the roots of the current movement
dating back to over two decades [8]. According to
[5], assessment of student learning has been gaining
and losing popularity for well over 150 years. In K12 education, assessment first emerged in America in
the 1840’s, when an early pioneer of assessment,
Horace Mann, used standardized written examinations
to measure learning in Massachusetts [5].

The predominant mode of student’s assessment in
Nigeria is the traditional method. In this method,
students are assessed using paper and pen on cognitive
abilities. This method of assessment has imposed
serious limitations to the effectiveness of the method.
In relation to this, true student’s abilities are not
measured due to some factors, which are referred to
as “HALO EFFECT”. This is seen as un-due influence
on the part of examiners. This paper therefore
presents a new method of assessment using the
emerging technology which in the long run minimizes
the problems of the traditional method, which ranges
from examination malpractice, delayed submission of
results, missing results due to human error, to no
results at all. Although, few universities that have
embraced this technology in the conduct of Post UME
as reported by candidates who applied for admission
at one time in the institutions include; Federal
university of technology, Akure, University of Ilorin,
Ilorin, Obafemi Awolowo University, Ile Ife to
mention but a few. However, this concept is a new
paradigm in Ambrose Alli University, Ekpoma.

The use of information technologies and e-learning
strategies can provide an efficient and effective means
of assessing teaching and learning effectiveness by
supporting traditional, authentic, and alternative,
assessment protocols [4]. According to [3],
technology offers new measures for assessing learning
that will yield rich sources of data and expand the
ways in which educators understand both learning
mastery and teaching effectiveness.

3. METHODOLOGY
The design methodology employed for this study is
object-oriented techniques coupled with web
development methodology. The system used 2-tier
approach i.e. client /server architecture for the
software developed. The client is any system on the
network that uses the services of the other computer
called the server. In addition the server is any system
that offers services to other host on the network. In
web application, the client requests for web interface
through which the end users can interact with the
entire application. The system logic resides on the
servers and processes the request of the clients. Some
of the services which the web server of the software
offers include;
• Database operations.
• Generation of web pages on demand.
• Authentications and Code generations etc.
•
The entire client/server interaction takes place using
HTTP (Hyper – text – transfer protocol) which is one
of the protocols on IP/TCP suite. The choice of
programming language used was XHTML (Extensible
Markup Language) and AJAX which stands for
(Asynchronous Java script and XML) with PHP.
Figure 1 shows the system flow diagram and Figure 2
shows the UML diagram for the software. These tools
were chosen due to their suitability for the
application.

E-examination can be used to assess cognitive and
practical abilities. Cognitive abilities are assessed using
e-testing software; practical abilities are assessed using
e-portfolios or simulation software [12]. [4] Outlined
the benefits of e-examination as follows:
•
•
•
•
•

•
•

low long term costs.
instant feedback to student
greater flexibility with respect to location and
timing
improved reliability (machine marking is
much more reliable than human marking)
greater storage efficiency – tens of thousands
of answer scripts can be stored on a server
compared to the physical space required for
paper scripts.
enhanced question styles which incorporate
interactivity and multimedia.
create a paperless situation

The disadvantages of e-examination systems are;
• expensive to establish
• not suitable for every type of assessment
(such as extended response questions).
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Fig 1: System flow diagram for software. Source [2].

Fig 2: UML Diagram for the Implementation of the Software; Source [2].
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4 . SYSTEM SIMULATION AND RESULTS
The software developed was simulated with the help
of apache server as a local host which aided the
testing with input data that serve as assessment for the
set of students. The shot screens of the interface are
as presented in the figures below

3.1. Database Design Structure
Tables 1 and 2 present part of the database design
used. The structures are relational
Table 1: Login screen for student eligible to write the
entrance examination (PUME). Source [2]
Column name

Width

Constraint

Username

Data
type
varchar

30

Primary
Key

Password
Subject_category

varchar
varchar

30
100

Home page: This page allows user identification of
student through the use of user account and password
as shown in figure 3.

Table 2: Choice of subjects’ students are eligible to
writ. Source [2]
Column name

Width

Constraint

Subject_id

Data
type
varchar

3

Primary
Key

Subject
Subject_category

varchar
varchar

70
100

3.1.1. MySQL
This was used due to its cross-platform capabilities, it
runs on any operating system, it is an open source
software, free and to a large extent secured.

Figure 3: shot screen interface for candidate identity
verifier, [2] . pp 69-71.

3.2. Minimum Client Hardware Requirements
Here, the software can only be used on any computer
system that meets the following minimum hardware
requirements.
• Minimum of Pentium IV or IBM compatible
system
• 500 Mhz processor speed or higher
• Minimum of 256 MB memory capacity
• Stand alone and Intranet network.

The interface in Fig. 4 permits students to chose the
faculty in which the course(s) they apply fit in.

3.3. Minimum Client Software Requirements
For the effective running of the system, the following
tools may be required:
• Minimum of Windows XP as the operating
system (OS).
• UNIX based operating system can also be
used as the operating system on which the
expert system runs. The UNIX based
operating system include LINUX RED HAT
5.0, Solaris 10.0 and MAC OS 9.0 due to a
cross platform database used.
• Java Virtual machine (JVM).
• support any web browser. Internet explorer
5.0, Mozilla fire fox 3.0, opera 9.0 etc.

Figure 4: shot screen interface for choice of
faculty,[2]. pp 69-71.
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Figure 5 presents instruction to students in which they
are to agree with the terms.

5. DISCUSSION
DISCUSSION OF RESULTS
The type of e-examination presented was already in
use in Federal university of Akure, University of Ilorin
and few others that we may not know. The idea is
quiet new in Ambrose Alli University,(AAU),
Ekpoma.
The last examination conducted in (AAU) Ekpoma,
used multiple choice questions manually prepared and
marked, the results was released after some weeks.
Although, for the e-examination to be achieved; a lot
of Information Technology facilities have to be in
place such as equipped networked computer system
laboratory, adequate and competent support staff.
The issues raised in [1] concerning the security will in
a way be taken care of, since the e-examination used
real time for its execution, the time required or left
may not permit cheating because it will scroll up the
moment it is timed out and the questions for one
student may be different from the other. Also the
issue of impersonation that was raised can be taken
care of by putting passport size photographs on the
transcript of every student once result is ready. All
these efforts are geared towards effective and efficient
result integrity.

Figure 5: shot screen interface for terms of agreement
from candidates [2]. pp 69-71.
Fig 6 presents a multiple choice questions from which
the candidates are expected to make their choice.

6. CONCLUSION
In this paper, we presented a software that can be
used as a platform for conducting Post University
Matriculation Examination, (PUME). The system is
capable of discouraging all forms of examination
malpractices since the software uses real time process.
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ABSTRACT
As countries in Africa become more developed, efficiency and time consciousness become more significant. The
Micro-controller-based Intelligent Car Parking System is a system designed to address the challenges associated with
car parks. The Intelligent Car Parking System uses sensors to determine the status of a car parking slot, whether it is
free or occupied and a microcontroller is behind the scene to control every logic needed and then displays it on a
display board that is visible at every point on the parking area. Arrivals and departures from the car park are detected
and displayed. Preliminary implementation of the design showed promising effectiveness in reducing car park
congestion, indiscriminate parking and the problem of locating empty parking lots. The Intelligent Car Parking System
also has high marketing value and very practically feasible to construct.
KeywordsKeywords- Sensors, Microcontroller, LED display, Parking slot.
1. INTRODUCTION
It is very common to have huge crowds in places like
mega shopping malls and stadiums during peak periods.
In shopping malls, discounts and season sales offered by
merchants can attract thousands of customers to come
during the sale periods. Most of the customers travel to
the shopping malls with their own vehicles and it is not
surprising to see that car parks are always full during
these periods. However, research into drivers' parking
behavior indicated that this does not seem to stop many
drivers from queuing at their favorite car park for
significant periods. New generation information services
have been proposed or developed to replace traditional
Full or Empty signs at the entrance. [1][5]These come
in the form of parking information via mobile phones,
personal digital assistants (PDAs), navigation systems and
Urban Traffic Management and Control (UTMC) [11]

Background reading reviewed that there are mainly four
categories of car park guidance system using different
technology, they are –counter based, wired based, image
based and sensor based.
Therefore in handling the difficulty to find vacant car
park lots especially during these peak periods or when
the parking lots are almost full, a solution to reduce the
drivers’ searching time for vacant car park lots will
greatly save time, reduce cost and improve the traffic
flow in the car park areas. This project was developed to
acquire car park occupancy information using integrated
approach of sensors, LED screens and microcontrollers.
This project is called Intelligent Car Parking System
(ICaPS), and it will be tested using simulation model and
also in real-case scenarios [2][3]
The objective of this final project is to design the car
park control using microcontroller, LED’s and sensors
(photo resistors) to control the parking areas. The
microcontroller tool is chosen since it gives more
structure approach rather than conventional way. Its
ability is to perform work automatically with minimum or
without supervision or intervention.
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Also, wired sensor based systems, on the other hand, is
using detection sensors such as ultrasonic sensors which
are installed at each parking lot. It works similarly like the
Intelligent Car Parking System (ICaPS) but with little
difference, the sensors are wired to a central control unit
that store and manage the parking occupancy
information in a database. This information is then
relayed to display panels at strategic locations in the car
park. The display panels provide information, direction
and guide the drivers to vacant parking lots. Also, the
cost for developing this system is high because large
amount of sensor units are required and long distance of
wiring from parking lots to the control centre.

The proposed Intelligent Car Parking System will help to
reduce the cost in terms of requirement such as job
opportunity. Besides that, this system also is faster,
flexible and appropriately to all parking spaces.
2. PROBLEM DEFINITION
Intelligent Car Parking System (ICaPS) is a system that
directs vehicles to available parking space using LCD/LED
display screens which is controlled by a microcontroller.
The proposed Intelligent Car Parking System (ICaPS)
works, whenever a car comes in and goes out. When a
car enters the parking lot, the parked car is detected by
sensors (Photo resistor) and sends signal to the
microcontroller, after that, the microcontroller detects
the signal and lights up the LED/LCD display screen
showing the available or not available status, thereby
leading cars to park safely. The same process is repeated
when a car goes out.
When a parking lot is full and cannot receive any more
cars, the LED/LCD display will then display the word
‘FULL’ to inform drivers that there is no more empty
parking space. [8][6]

With the advancement of wireless technologies, wireless
based methods have been employed in parking guidance
systems. Wireless sensors nodes are deployed and each
parking lot is equipped with one node. Such a system
was developed using Crossbow Mote products and the
extended network architecture. The sensor board is
equipped with the sensors of light, temperature, acoustic
and a sounder [6][7]
Also, University of California at Berkeley and EPFL
Switzerland carried out similar projects using wireless
sensor nodes. With wireless technology, disadvantage in
employing sensor at each parking lot is still present and
can be very costly as each sensing unit is usually attached
with a processing unit and a transceiver.

3. PROJECT OBJECTIVES
The objectives of the project are as follows:






To develop an automated parking system, to
eliminate human intervention.
To develop a user friendly car parking system
such that when the park is full the word ‘FULL’
will be displayed. So that car users will not
waste their time to find free parking lot.
Saves time
To reduce traffic.

4.1 Car Park Occupancy Information System (Coin)
The Car Park Occupancy Information System (COINS)
use image based techniques or some people call it video
sensor techniques. There are arguments concerning the
viability of using image-based techniques. The
disadvantages are video sensor is energetically expensive
and video sensor can generate large amount of data
which can be difficult to transmit in a wireless network.
The authors, however, believe that suitable places to
have image based car park guidance system such as
shopping malls already have security surveillance camera
in place. Therefore, to develop an image-based guidance
system, one just needs to tap on the existing surveillance
camera, convert the image to digital video format and
perform image processing on the video. It doesn't incur
much cost as existing surveillance cameras are used.
Usually the camera is connected to a central monitoring
system using wired protocol and thus the need to have
wireless network is avoided[4][5]

3. RELATED WORKS
Such a system hasn’t been deployed yet in Ghana (not
quite sure about West Africa), nevertheless, a similar
system has been deployed in the Europe (U.K, London
Heathrow airport, terminal 5, “Automated Parking
System”)[7][9]
Furthermore, there are mainly four categories of car park
guidance systems using different technologies:
 Counter based
 Wired sensor based
 Wireless sensor based
 Image based (COINS)

Image-based techniques are deployed widely in areas
such as security surveillance, motion tracking and traffic
control. Images can also be constructed by laser scan but
this usually comes with a moving autonomous vehicle. A
few existing systems also focused on the applications of
car parking system using video sensor technologies.

With the Counter based systems, it uses sensors to count
the number of vehicles entering and exit a car park area.
This can be gate arm counters and induction loop
detectors located at the entrances and exits. This system
can give information on the total number of vacant lots
in a closed car park area, but does not help much in
guiding the driver to the exact location of the vacant lots
[10][11]
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An overview of COINS is illustrated in Fig. 1. A car
park scene is the input acquired by image or video
sensor. This acquisition device is connected to a
processing unit that runs Matlab program and Real Time
Workshop. The images are processed in the developed
algorithms which used integrated approach. Result of the
processing is output to display devices such as a
computer monitor. In advanced implementation, display
panels which are located at strategic locations in the car
park are used. Various methods can be used to transmit
the result either using wired or wireless system to the
panels.

In accordance with the above requirements, the
Intelligent Car Parking System should minimize human
operations and supervision so as to increase the efficiency
and reduce cost.
6. SYSTEM OVERVIEW
This chapter talks about the design process and defining
the architecture, components, modules, interfaces and
data for the system to satisfy specified requirements.
In this stage, three main modules were needed, the
Display (LED display), Sensors (photo resistor) and the
PIC control unit which is the main control unit. Each
modules were designed individually and then later join
together to form the entire system. A programmer was
designed for programming the PIC.

Fig 1: COINS system overview.
Fig 2: Block diagram of the system
4.2 The intelligent car parking system
This is a project on an intelligent parking system which
will tell the user about the number of free parking slots
available on the parking and this information will be
updated on a timely manner and will be displayed on the
GUI. ICaPS directs vehicles to available parking space
using LED indicators which are controlled by a
microcontroller, available lots are detected by sensors
(photo resistors), the microcontroller then lights the
LED’s / LCD display and also the directional LED’s
towards those space thereby leading cars to park
safely[10][1]

6.1 System Design
In the system design, the flow diagram below also shows
how the system works:

5. REQUIREMENTS AND ANALYSIS
In this section, we discuss the requirements for designing
the intelligent car parking system. Though the normal
requirements can be easily satisfied, we still need to
address more challenging issues related to car parking by
taking advantage of the use of sensors.
Some of its requirements are:
1. The car park location should be easy to find
2. Locating free parking slots should be easy
3. The number of parking lot should be in
abundance and sensors should be placed at
strategic points on each lot to be able to detect
cars at any time.
4. Easy to locate free parking lot at any point in
the car park.

Fig 3 : Flow diagram of the system
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LED display unit(for prototype design)

Figure 7: Display Unit
Each parking lot has sensors embedded. Such that at
every vintage points there is a display unit that interact
with car users and show them the direction of parking,
and a microcontroller unit is sitting behind the scene to
compute all these interactions between the sensors, cars
and display units.

Fig 4 : Detailed flow diagram of the system

7. SYSTEM IMPLEMENTATION
IMPLEMENTATION AND TESTING
The main hardware components are listed below:


This section discusses the act of accomplishing the task
of this project. The main objective of this project is for
the system to be able to detect free and occupied
parking slots and displays it to users at vintage points. It
displays to user if a particular parking lot is filled with
car or free in order to avoid problems associated with
parking. Based on the user requirements and system
design, simple tools were used in achieving this goal.
The implementation of the system is that it should react
when it detects an object (vehicle) as stated before in
previous chapters, with the use of a simple programming
tool called Hi Tech C compiler and Mikro C was also
used as backup codes just in case. But the Hi Tech C
compiler is a high level language programming and the
hardware only understands assembly languages, so in
other to make it understand all codes were converted
from high level language into assembly codes by the help
of tool called IC-Prog.

Sensors (photo resistor, for prototype design)

Figure 5: Sensor




Microcontroller (For prototype design)

Before doing the actual prototype implementation,
simulations were carried out to test if the codes were
working correctly and the tools used were Real PIC
Simulator and Proteus Simulator.
The listed tools above are:
 Hi Tech C compiler / Mikro C
 IC Prog
 Real PIC Simulator / Proteus Simulator
Figure 6: PIC-Microcontroller
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8. CONCLUSION

Each individual component that is the LED display
screen, Sensors, and the main Circuit were tested
separately with the use of multi meters and other testing
materials before integrating. For example the sensors
were tested on a bread board and were connected to a
single LED’s just to ensure that they are working properly
before they were embedded on various parking lots.

A huge progress was made in the implementation of
Intelligent Car Parking System (ICaPS). Wiring from the
parking lots to the central control unit using the wired
sensor systems is complicated and difficult due to
covering long distance. Couple with this problem, the
cost for developing this system is high because more
sensor units are required.

The LED display screen after it was made was also tested
separately with the use of multi meter and battery just to
ensure that all LED’s and their corresponding resistors
are working, during the testing process it was discovered
that some LED’s and resistors weren’t working, so they
had to be replaced. And also, with the use of multi
meter the main circuit was tested to ensure that it is
working as it should and again errors were discovered
and fixed [8][5]

With the advancement of wireless technologies, wireless
based methods have been employed in parking guidance
systems. Wireless sensors nodes are deployed and each
parking lot is equipped with one node, and these are also
being noted as future works. The wireless sensor board is
equipped with the sensors of light, temperature, acoustic
and a sounder microprocessor, which is being used in
place of the photo resistors for the same purpose. In
using wireless technologies comes with demerit of
employing sensor at each parking lot which is costly as
each sensing unit is usually attached with a processing
unit and a transceiver.

After every testing, the actual prototype testing which
was done at the Jubilee Labs, a flat surface carved wood
was made which I designed as my car park and all sensors
were embedded on it and a three lane parking was drawn
out of it. A road was also constructed on the wood to
enable the car pass through before parking.

The challenges that were encountered are getting the
right tools needed for project implementation; some of
them came few weeks to the final presentation because
they were ordered from outside the country, and a
course like embedded systems that could had helped to
start the project earlier was taken during my last
semester. Indicator for car park ‘FULL’ sign was
supposed to be designed and built at the end of the
project, but due to time constraint, it wasn’t executed.

A toy car was used in this case and some of the
engineering students were able to test the system by
driving and parking the remote controlled toy car on the
system. There were challenges at first like delays in the
real time system updates but they were fixed [3][1].
Below is a picture of the prototype design that was made
out of carved woods:

Acknowledgement
I want to acknowledge my Head of Department, Dr.
Godfrey Mills for all his advices; my supervisor Mr.
Appah Bremang; My Uncle and his wife Mr. and Mrs.
Ige Ayodele, for their input; from the spiritual angle,
Rev. Mike Cassidy and the entire members of Top Faith
Ministries, Accra. Mr. Amoasi Moses for his great
support in the implementation of this project, Jubilee
Labs for making this project come through, and to all my
colleagues Mr. Akakpo Joseph, Mr. Cofie Julian and Mr.
Salia Nassar for their great contributions to my research
strides. Appreciations to Dr. Longe Olumide for his Pan
African Spirit that motivated me to put all this together
for a publication and to the anonymous reviewers for
their comments in getting this work published. Thank
you all.
Figure 8:
8 Snap shot of the final prototype design.

35

Afr J. Comp & ICT
Vol. 4. No. 2. Issue 1

Dele P. Emeka – On the Design & Implementation of a Micro-controller
Based Car Parking System (MICaPS)

REFERENCES
[1] Google, (June 4, 2011),
http://sfprime.net/pic16f84/index.htm
[2] Google, (June 4, 2011),
http://www.electronicecircuits.com/electroniccircuits/pic-programmer/
[3] Google, (June 4, 2011),
http://www.jdm.homepage.dk/newpic.htm
[4] Google, (June 4, 2011), http://www.circuitinnovations.co.uk/LM317.html
[5] Google, (June 4, 2011),
http://www.microchip.com/wwwproducts/Devices.aspx?
dDocName=en010230
[6] Google, (June 4, 2011),
http://www.ladyada.net/learn/sensors/cds.html
[7] Micro chip, (November 4, 2010),
http://www.microchip.com (For the PIC-16F84A Chip)
[8] Spark Fun, (November 4, 2010),
http://www.sparkfun.com (For ideas and sensors)
[9] M. Predko, “123 Microcontroller Experiments for
the Evil Genius”, Mc Craly-Hill New York.
[10] A. Gupta, “Making a Simple PIC
Programmer”,”http://extremeelectronics.co.in/microchi
p-pic-tutorials/making-a-simple-pic-programmer/,
Retrieved 28th April, 2011, 05:45:00.
[11]S.-Y. Cheung, S. Coleri Ergen and P. Varaiya.
Trafficsurveillance with wireless magnetic sensors. In
12th ITS World Congress, Nov. 2005.

36

Afr. J. Comp & ICT
Vol. 2. No. 2 Issue 1

Danquah & Longe - An Empirical Test Of The Space Transition Theory of Cyber
Criminality: The Case of Ghana and Beyond

An Empirical Test of
of The Space Transition
Theory of Cyber Criminality:
Criminality: Investigating
Cybercrime Causation Factors in Ghana
P. Danquah
Lecturer - Pentecost University College, Accra, Ghana
Doctoral Candidate – Accra Institute of Technology, Accra, Ghana
padanquah@ait.edu.gh

O.B. Longe PhD
Research Fellow
MIT’s International Science & Technology Initiatives for Africa (MISTI-Africa)
Massachusetts Institute of Technology’s
Bostion, Massachusetts
USA
longeolumide@ieee.org

ABSTRACT
The Space Transition Theory (Jaishankar 2008) presupposes that people behave differently in the cyber world from
the physical world amongst other postulates that seek to explain cyber criminal behavioural patterns. (Wall 2001)
categorized cyber crime into the four main types of cyber trespass, cyber deception and theft, cyber pornography and
cyber violence. This research sought test the postulates of the theory to determine if they form a viable and reliable
basis for predicting or determining the occurrence of cyber crime. This was done by identifying the causal
relationships between the first six postulates of the Space Transition Theory and the various categories of cyber crime.
Primary data from Ghana was used together with secondary data from other parts of the world to test the theory.
Findings from the research showed some limitations in the variety of cyber crimes perpetrated and experienced in
Ghana. Our research also established that fact that the Space Transition theory’s postulates are not absolutely
applicable to all categories of cyber crime. These outcomes serves as a significant reference point for both
researchers, policy makers and anti cyber crime researchers.
Keywords
Keywordsywords- Cyber crime, Ghana, Africa, Behaviour, Security, Cyber Criminals.
1. INTRODUCTION
This research leverages on worldwide secondary data and
primary data from Ghana, the consensus is that despite
the seemingly glowing developments in Information and
Communications Technologies in sub-Saharan Africa,
there are surges of use of these technologies for criminal
activities and other social ills, hence creating a scenario
where technology is used for purposes other than that
for which they were originally developed. The United
States of America's National White Collar Crime Center,
Bureau of Justice Assistance and Federal Bureau of
Investigation provided statistics on cyber crime for 2009
as United States 63.2%, United Kingdom 15.3%,
Nigeria 5.7%, Canada 5.6%, Romania 1.5%, Italy
1.3%, Spain 0.9%, South Africa 0.9%, Russia 0.8%
and Ghana 0.7%.

Cyber crime is a phenomena that is present in almost all
parts of the world where technology and the Internet is
used, its impact cannot be over emphasized, Longe
(2009) summed it up by explaining that, a number of
studies have reviewed and examined the evolution, trend
and use of ICT for criminal activities.
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2. RELATED LITERATURE
This theory was postulated like any other criminological
theory which came during the medieval era, it is yet to
be tested empirically to determine its authenticity. The
Space Transition Theory if proven accurate or otherwise
could serve as a premise for Cyber Forensic
Investigations and even better to model anti cyber crime
solutions. This research therefore sets out to empirically
test the Space Transition Theory to determine if it for a
reliable and viable basis for determining cyber criminal
behavioural patterns.

Several studies have propounded numerous theories to
explain and predict actions by perpetrators of crime
Cohen [8] Cox et al [9], Boateng et al {6}, Longe et al
{17][18], [13], Burgess and Akers [7], Diener et al
[10]. Boateng et al [6] indicated the need for future
research to also explore how social theories in criminal
studies can help understand behaviour and intention of
both the victim and perpetrators in cyber crime. Shaw
[23] “The role of behavioral research and profiling in
malicious cyber insider investigations”
also draws
attention to the overall role of the behavioral patterns in
cases, these formed the basis for probing further to
determine and assess the behavioural patterns of cyber
crime perpetrators.

3. METHODOLOGY
This research seeks to test the postulates of the Space
Transition Theory via review of secondary data,
interviews with convicted cyber crime culprits and
members of the law enforcement agencies. The research
also uses desk review of reported cyber crimes to test
specific postulates of the theory. The postulates have
been hypothesized with the exception of the seventh
postulate. The key hypotheses derived from the theory
and being tested are namely;

One particular theory that addresses the cyber criminal
behavior is the Space Transition Theory by Jainshankar
[14] The Space transition theory argues that, people
behave differently when they move from one space to
another.
The postulates of the theory are listed below:

1. Persons, with repressed criminal behaviour (in the
physical space) have a propensity to commit crime in
cyberspace, which, otherwise they would not commit in
physical space, due to their status and position.

1. Persons, with repressed criminal behaviour (in the
physical space) have a propensity to commit crime in
cyberspace, which, otherwise they would not commit in
physical space, due to their status and position.

2. Identity Flexibility, Dissociative Anonymity and lack
of deterrence factor in the cyberspace provides the
offenders the choice to commit cyber crime

2. Identity Flexibility, Dissociative Anonymity and lack
of deterrence factor in the cyberspace provides the
offenders the choice to commit cyber crime

3. Criminal behaviour of offenders in cyberspace is likely
to be imported to Physical space which, in physical space
may be exported to cyberspace as well.

3. Criminal behaviour of offenders in cyberspace is likely
to be imported to Physical space which, in physical space
may be exported to cyberspace as well.

4. Intermittent ventures of offenders in to the
cyberspace and the dynamic spatio-temporal nature of
cyberspace provide the chance to escape.

4. Intermittent ventures of offenders in to the
cyberspace and the dynamic spatio-temporal nature of
cyberspace provide the chance to escape.

5. (a) Strangers are likely to unite together in cyberspace
to commit crime in the physical space.
(b) Associates of physical space are likely to unite to
commit crime in cyberspace.

5. (a) Strangers are likely to unite together in cyberspace
to commit crime in the physical space.
(b) Associates of physical space are likely to unite to
commit crime in cyberspace.

6. Persons from closed society are more likely to commit
crimes in cyberspace than persons from open society.

6. Persons from closed society are more likely to commit
crimes in cyberspace than persons from open society.

A combination of exploratory and causal approach was
used for this research; data gathered was a combination
of primary and secondary. Primary data was gathered
from Ghana via interviews with a total sample size of 3
prisoners and 8 policemen consisting 2 from the
Commercial Crime Unit (CCU), 2 from the
Documentation and Visa Section (DVS) , 2 from the
Vetting and Crime Analysis Unit (VCA), 1 from the
Statistics and Information Technology Unit (SITU) and 1

7. The conflict of Norms and Values of Physical Space
with the Norms and Values of cyberspace may lead to
cyber crimes.
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Wall [26] and [27] categorized the types of cyber crime
as namely;
• Cyber-Trespass: This type of cyber crime
involves crossing boundaries into other people's
property and/or causing damage. Typically all
users are authenticated and authorized with
access rights and privileges to resources on
systems/network, the users would also have
boundaries to which they may be confined. A
user’s access to resources beyond the defined
boundaries is referred to as cyber trespass.
Examples of cyber trespass are hacking,
defacement and viruses.
• Cyber-Deceptions and Theft: This type of cyber
crime involves the use of technology to cause
deception and steal. Usually the theft may
involve money or property such as credit card
fraud, intellectual property violation and piracy.
• Cyber-Pornography: These are activities that
breach laws on obscenity and decency, this law
does vary from one jurisdiction to the other
however, there some aspects of the law that cut
across all jurisdictions. A typical example is child
pornography.
• Cyber Violence: This involves causing
psychological harm to, or inciting physical harm
against others, thereby breaching laws pertaining
to the protection of the person. Examples of
cyber violence are hate speech and denial of
service attack

from the Crime Data Services Bureau (CSDB) of the
Ghana Police Service. This approach was used to record,
analyze and attempt to uncover the deeper meaning and
significance of cyber criminal behaviour and experience,
including contradictory beliefs, behaviours and emotions.
There was also an interview with a prison warden who is
responsible for over 3200 inmates at the Nsawam
prisons in Ghana.
Some more primary data was
collected on illegal pornography for the television show
Dateline NBC [4]. The reason for the interview sample
size and source of the primary data was primarily due to
convenience and availability.
Secondary data was collected from various sources with
the objective of sampling data from all the various
categories of cyber crime explained below.
A
combination of qualitative and quantitative analysis was
used, the mixed method of analysis makes it possible to
determine to what extent there is a relationship between
the above stated variables (dependent and independent).
This could be a simple association or a causal relationship
which determines to what extent one variable influences
another.
Data Quality Issues: Establishing the trustworthiness or
authentication of the findings of a research is very
imperative in any research work. A study should be
believable and trustworthy and should persuade
audiences, including most importantly the researcher that
the findings of the inquiry are worth taking account of
[20]. Saunders et al [21] mention that validity and
reliability constitute the credibility of a study.

This research uses the above categorization as a guide for
collecting data with the objective of ensuring data is
collected on all possible categories of cyber crime.

Validity: Validity, according to Robson [20] is
concerned with whether the findings of a research are
really about what they appear to be about. Validity is
also defined as the extent to which data collection
methods or methods accurately measure what they
intended to measure [21][22] as cited by Baraghani
[5].

Caveat in Primary Data Collected: An observation made
from the assessing the primary data collected proved to
be quite biased towards cyber deception and theft. These
included cases related to gold fraud, treasure fraud,
online love scam, website redirection or duplication,
online credit card fraud, advance fee fraud and computer
related forgery. Conspicuously missing were records or
cases of cyber pornography, cyber trespass and cyber
violence. An attempt to gather more data on these
categories required advertent reliance on related
secondary data.

Reliability: Robson [20] refers to reliability as the
consistency or stability of a measure; for example, if it
were to be repeated, would the same result be obtained?
Reliability can also be defined as the degree to which
measurements are free from error, and therefore, yield
consistent results. In this study, the researcher tried to
minimize bias and ambiguity to obtain valid and reliable
data.

4. PRESENTATION OF PRIMARY DATA
Reported Cases
The types of cases recorded by the police ranged from
online love scam, gold/diamond/treasure fraud, website
redirection/duplication, online credit card fraud, advance
fee fraud, Non-Governmental Organization fraud,
inheritance fraud, computer related forgery and
documentation fraud.

The interview questions were revised several times after
series of discussions with peers. Additionally, the final
interview guide was used on five respondents to ensure
its validity and reliability before launching it to the whole
sample. It must be noted that these initial five responses
were not used in analyzing the data.

39

Afr. J. Comp & ICT
Vol. 2. No. 2 Issue 1

Danquah & Longe - An Empirical Test Of The Space Transition Theory of Cyber
Criminality: The Case of Ghana and Beyond

the types of cyber crime recorded within Ghana and the
categorization by (Wall 2001) and (Yar 2005), it
became imperative to sample data from outside Ghana.
Monies are collected under the pretext of working for a
government agency like the police with the supposed
intention to help the victim recover money that he had
earlier been defrauded of. Others e-mail forged
documents to victims to solicit for funds to claim alleged
treasures that they have inherited. Regarding inheritance
and money in account fraud, Boateng et al [6] and
Longe et al [18] explained that the perpetrators contact
victims through faxes, e-mail addresses which they obtain
from telephone, web crawlers and business journals.
They create letter heads that look very legitimate and
from sources such as Ghana Government, Bank of Ghana
claiming that they need to move funds out of Ghana.
Such funds are usually contractual or inherited funds or
over invoiced payments. All of which were nonexistence. To facilitate the movement, victims are asked
to supply bank account details and later, money to pay
legal fees, taxes, bank charges or bribes.

4.1 Legal Mechanism for Cyber Crime Prosecution in
Ghana
Acts 772 and 775 address Electronic Transactions and
Electronic Communications respectively, both Acts were
effected in late 2008. Interviews conducted with the
police and prisoners indicate that much as the cyber
crime laws are available, it has hardly been used to
charge perpetrators. The police tend to use the criminal
code Act 29/60 Section 131 and its associate statutes.
The usage of this law though not absolutely the most
appropriate seems to be popular with the police because
most of they are still not confident of successfully using
Acts 772 and 775 to prosecute suspects. The head of
the Commercial Crime Unit also explained that the
majority of policemen were not knowledgeable of the
new cyber crime laws' existence. It was however
explained a few knowledgeable police prosecutors have
used the sections 74, 75 and 76 of the Act 775 to
charge culprits. These sections are focused mainly on
false representation.

There are also the online imposters who claim to be
ladies and if the money was given to them, they would
use the same to prepare travelling documents to join
victim and later get married. There are also numerous
cases of stolen credit cards used to purchase items
online. Fake websites are used to in some cases to collect
financial credentials of innocent victims such as credit
card details, these credentials are subsequently used to
withdraw huge sums of money from the victims’
account, there have also been cases where websites were
being faked as the Ministry of Interior to entice
prospective job seekers from abroad who end up paying
money into foreign accounts in Ghana.

4.2 Statistics on Cyber Crime in Ghana
It was discovered that the Ghanaian police have three
units that work on cyber crime, the units are the Vetting
and Crime Analysis (VCA), Commercial Crime Unit
(CCU) and the Documentation and Visa Section (DVS).
An attempt to obtain data from police produced
inconsistent information from the VCA and the Statistics
and Information Technology Unit (SITU). The SITU are
supposed to be responsible for compilation of data from
all three units. A comparison of data collected from the
VCA with the SITU proved inconsistent hence the
following statistics therefore provides independent
compilation of statistics from the VCA and SITU
respectively.

Boateng et al [6] also explained, regarding gold fraud,
the gold fraud suspects send emails to the email
addresses of the victims and introduce themselves as
friends and later as gold dealers who can help them get
gold in Ghana. First, the suspects send a piece of pure
gold to the Ghana Precious Mineral Commission for
testing. The commission issues report and receipt for
amount paid for testing. Second, the suspects scan and
email the report to the victim. The victims usually call
the commission for verification. However, since the
report and the receipt are genuine, the confirmation
from the commission increases the confidence of the
victim. Hence, the victim sends any amount of money
requested for and becomes duped in gold fraud. Some of
the receipts are however not genuine.

Table 1: Number
Number of Cases Reported, Convicted and
Pending/Acquitted
2006 2007 2008 2009 2010
Number of
10
43
14
18
6
Cases
Reported
Number of
2
1
1
Cases
Convicted
Number of
10
41
13
17
Cases
Pending/
Acquitted
Source: Statistics and Information Technology Unit
(SITU), Crime Investigation Division Headquarters,
Accra, Ghana

Some other reported cases which are not included in the
presented data are illegal simbox call termination and email account hacking. These specific two were cases that
had just been reported in 2011 and as such were not
part the data provided by the police, they however
mentioned those cases verbally during interviews. Given
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Table 2: Number of Cases Reported, Convicted and Pending/Acquitted
2007
2008
2009
2010
Number of Cases Reported
16
13
18
1
Number of Cases Convicted
1
1
Number of Cases Pending/Acquitted
15
12
18
1
Source: Vetting and Crime Analysis (VCA) Unit, Crime Investigation Division Headquarters, Accra, Ghana

Table 3 Distribution of Respective Modus
2006
2007
2008
2009
2010
Love Scam
11
1
3
Gold/Diamond/Treasure
1
1
1
1
Fraud
Website
3
1
Redirection/Duplication
Online Credit Card Fraud
6
2
Non-Governmental
1
Organization Fraud
Forgery/Documentation
10
2
2
1
2
Fraud
Inheritance Fraud
1
Not Provided
19
8
10
2
Source: Deduced from Data Provided by Statistics and Information Technology Unit (SITU), Crime
Investigation Division Headquarters, Accra, Ghana
Table 4 Distribution of Respective Modus
2007
2008
2009
2010
Love Scam
2
1
Gold/Diamond/Treasure Fraud
2
1
1
Website Redirection/Duplication
Online Credit Card Fraud
3
2
Non-Governmental Organization Fraud
Forgery/Documentation Fraud
2
2
2
1
7
8
14
Source: Deduced from Data Provided by Vetting and Crime Analysis (VCA) Unit,
Crime Investigation Division Headquarters, Accra, Ghana

4.3 Interview with Law Enforcement Agencies
The following questions and corresponding responses
were noted during the interview sessions because they
formed definitive inductive outcomes from the analysis.
The responses are paraphrased and summarized but the
meanings derived from them remain the same;

Mr. Quist (Head of CDSB): On record, it is quite a
challenge making a definite statement on this issue
because we don’t have a nationwide computer network
which enables us verify records of people who are
charged in some parts of the country. On that basis, it
can be assumed that most of the accused offenders don’t
have a criminal record.

1a) Question: Do you have persons; with repressed
criminal behaviour (in the physical space) commit crime
in cyberspace. In other words, are the culprits people
were of good standing in society prior to being arrested?

2a) Question: Would you consider the culprits to be
people who were of relatively high social status in
society? In other words are they married with children
and responsible, gainfully employed or prominent
positions, known in their communities, are they highly
educated etc?

DSP Baah (Head of DVS): Generally, most of the
accused are people who have not had any prior criminal
cases with the police. I however need to state that the
cyber crime law is in itself relatively new and is even
hardly used by the police to charge offenders.
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29 Section 131 which a law for fraud and not cyber
crime.

DSP Baah (Head of DVS): I would say that is very
subjective, because, people who are usually involved in
romance fraud and credit card fraud are quite young
thus, teens and early twenties.

They are usually people who have finished high school
and just floating in the system, I would say most of them
get involved as a result of peer pressure. On the other
hand, most people involved in advance fee fraud are
quite matured and supposed responsible people. Most of
them even own companies and married with children.

5a) Question: Do you have inmates who have been
convicted for cyber crime?
Mr. Tetteh (Head of religious affairs at Nswawam
Prisons): Yes, but most of the cyber crime convicts are
here on fraud charges. In our records you are not likely
to find records that have the cyber crime charge. This
means we would have to talk to each one here on the
charge of fraud to determine which ones are cyber
related.

3a) Question: From your experience, do you think that
the identity flexibility, dissociative anonymity and lack of
deterrence factor in the cyberspace provide the offenders
the choice to commit cyber crime?

6a) Question: How reliable are the responses of the
prisoners to questions asked? My reason for asking is
because after talking to over 30 of them, I realize that
majority of them is in denial of committing the crime.
Mr. Tetteh (Head of religious affairs at Nswawam
Prisons): Once I screen the convict before you talk to
them, I will impress upon them to honest in their
responses. I believe they would comply because when it
comes to dealing with me ( religious head), they know
there are no punitive issues involved hence they open up
to me.

DSP Baah (Head of DVS): Absolutely, there is no
preventive measure in place to detect a cyber criminal
like a romance scammer. Sometimes when we receive a
tip off from the potential victim then we can take over
the communication and attempt to apprehend the
culprit. The interesting thing about fraud is that, those
who commit the worst ones look just as decent as you
(referring to me the interviewer). You can therefore
imagine how wrongly the victim can assume he is dealing
with a decent and honest person.
4a) Question: Do you have offenders in cyberspace
import their criminal behaviour to the physical space and
vice versa?

4.4 Interview with Prisoners
The Ghanaian prisons had relatively few cyber crime
convicts, the cyber crime convicts available were all
convicted on fraud related charges. This therefore
required that each of those convicted on had to be
talked to in order to determine which ones are cyber
related. This exercise lead to the identification of 5 cyber
criminals of whom three were chosen for a detailed
interview, the three were chosen due to their willingness
and cooperation during preliminary discussion.

DSP Baah (Head of DVS): There are those who initiate
the offense online with deceptive communication such
identity theft and false representation; they subsequently
follow up with this behaviour in the physical world. Such
people are usually arrested upon bait by the police once
they have enough evidence.
Mr. Denise Abade (Head of VCA): There are cases of
this nature where individuals may be involved in illegal
activities in the physical world and subsequently export
that behaviour to the cyber world. A typical example is
this exhibit in my office called the fish charm, it is
supposed to be used by fishermen to attract fishes. It is a
fake product that does not really work however; the
culprits have successfully used the internet to sell to
unsuspecting victims until they were arrested.

Pseudo names have been used to represent the prisoners;
a brief of their respective profiles is presented below; AB
is 36 years old Graphic Designer who has been
sentenced to two years for computer related forgery; he
admitted having committed the crime together with
other associates. He was however the only one convicted
because the exhibits were found on his computer. TO is
a 33 years old man who was a dealer in electronic
gadgets, he was sentenced to 8 years for advance fee
fraud via the use of Short Message Service (SMS).TO
was claims he was innocently working together with some
pals but he turned out to be the one arrested and
convicted amongst them for reasons he was unable to
comprehend and explain, he did not admit to
committing the crime and was very hesitant in answering
questions. KI is a 29 year old man who was sentenced to
5 years for computer related forgery and impersonation

Mr. Tetteh (Head of religious affairs at Nswawam
Prisons): I do not recall any such incident where an
individual has been convicted twice on a physical world
crime and cyber crime subsequently or vice versa. I
however need to emphasize that because we don’t keep
record of the cyber crime specifically hence it is quite
difficult to determine without a thorough search of past
records. Most cyber criminals are convicted under Act
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online, he was arrested together with two others who
were at a different prison. KI did not admit to
committing the crime and very quick to answer
questions.

8b. Question: Would you commit a crime in the physical
world if you know the police are present at the crime
location?
AB: No, due to fear of being arrested
TO: Yes, as long as I have a way to escape without being
arrested
KI: No, due to fear of being arrested

The following questions and corresponding responses
were noted during the interview sessions with the
prisoners. The responses are paraphrased and
summarized but the meanings derived from them remain
the same;

9b. Question: Would you commit a cyber crime if you
know your identity is known or can be traced or
accounted for on the internet?
AB: No, due to fear of being arrested
TO: Yes, as long as I have a way to escape without being
arrested
KI: No, due to fear of being arrested

1b. Question: What is your highest level of education?
AB: Tertiary
TO: Tertiary
KI: Tertiary

10b. Question: Would you commit cyber crime(s) if
there is an obvious deterrent factor (such as police)
available online?
AB: No, due to fear of being arrested
TO: Yes, as long as I have a way to escape without being
arrested
KI: No, due to fear of being arrested

2b. Question: Would you consider yourself to be of
good standing (status and position) in society prior to
your arrest?
AB: Yes, no previous criminal record
TO: Yes, no previous criminal record
KI: Yes, no previous criminal record
3b. Question: Are you married with children?
AB: Not married and no children
TO: Not married and no children
KI: Not married and no children

11b. Question: Assuming you have successfully
committed a cyber crime, would you repeat such an
offensive criminal behaviour in the physical world should
the opportunity arise?
AB: No, due to fear of being arrested
TO: Yes, as long as I have a way to escape without being
arrested
KI: No, due to fear of being arrested

4b. Question: What was your income status prior to
your arrest and sentence?
AB: Almost $10,000 per annum
TO: Almost $10,000 per annum
KI: Over $30,000

12b. Question: Assuming you have committed a crime
in the physical world, would you repeat such an offensive
criminal behaviour in the cyber world should the
opportunity arise?
AB: Yes, as long as my identity is not known and as long
the chances of me being caught are very slim.
TO: Yes, as long as I have a way to escape without being
arrested
KI: No, due to fear of being arrested

5b. Question: How did you get involved in the cyber
crime? Was it out of random curiosity, premeditated,
part of a syndicate or accidental?
AB: Premeditated and paid job
TO: Premeditated but innocently, I did not know it
would turn out this way.
KI: Accidental
6b. Question: How many hours per week were you using
the computer?
AB: About forty hours per week on average
TO: About thirty hours per week on average
KI: About two hours per week on average

13b. Question: Would you collude with a stranger in
cyber space to commit a crime in the physical world?
AB: Absolutely not, due to lack of trust of the cyber
world stranger.
TO: Yes, as long as I trust the person.
KI: No, due to lack of trust of the cyber world stranger.

7b. Question: How many hours per week were you using
the internet?
AB: About 30 hours per week on average
TO: About thirty hours per week on average
KI: About two hours per week on average

14b. Question: Would you collude with a physical world
associate to commit a crime in cyber space?
AB: Yes, as long as I have trust for the physical world
associate
TO: Yes, as long as I trust the person.
KI: Yes, as long as I have trust for the physical world
associate
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There is the presumption that individuals feel varying
degrees of self-reproach if they commit criminal acts. In
the context of repressed criminal behaviour within the
physical space, they are concerned with their social status
based on others people’s perceptions of their
personalities and status. Typically most individuals would
weigh both material and social risks of being a criminal as
opposed to being a law abiding person in the physical
space.
Arbak [2] explains that these same people who are
concerned about their social status in the physical world
are not that bothered about their status in the
cyberspace because there is no one to watch and
stigmatize them. This perception was confirmed by the
status of the offenders of online child pornography as
shown above, the background of the interviewed cyber
criminals and the responses from the law enforcement
agencies.

4.5 A Sample of Cyber Pornography Charges
Source:
Source: Bartel(2006) Dateline NBC, To Catch a
Predator
The modus of the online child predators was to go into
online chat rooms and entice the supposed minors into a
consensual sex; they then subsequently travelled to
physically meet the victims who in this context were only
decoys for the police. There was numerous arrest of
which 17 were recorded and assessed. Below are some
of the arrested and their respective charges.

2. Identity Flexibility, Dissociative Anonymity and lack
of deterrence factor in the cyberspace provides the
offenders the choice to commit cyber crime
Jaishankar [14] Identity flexibility, dissociative
anonymity and lack of deterrence factor in the
cyberspace provides the offenders the choice to commit
cyber crime tends to be consistent with the notion that
most members of any society are honest because of the
fear of being caught (deterrence factor). Cyber space on
the other hand changes the situation and makes room for
no deterrence factor. Anonymity may be used to act out
some unpleasant need or emotion, often by abusing
other people; it can be used to express honesty and
openness that could not be discussed in a face-to-face
encounter.

25 years old charged with attempted lewd and lascivious
battery, computer pornography, and transmission of
material harmful to minor.
58 years Rabbi charged with attempting to entice a
minor to engage in an illegal sexual activity, travel with
intent to engage in illicit sex with minor.
52 years old charged online solicitation of minor.
21 years Paramedic charged with attempted unlawful
sexual conduct with a minor.
23 years Christian evangelical student charged with
attempted unlawful sexual conduct with a minor

The interviews revealed that this factor is a driving force
behind successful the commission of cyber crime as
shown in responses to questions 8b, 9b and 10b.
Furthermore, Jordan and Taylor [15] deduced in the
paper "A Sociology of Hackers", based on empirical
evidence of data gathered in the United Kingdom that
reasons why hackers hack are addiction to computers
and networks, a feeling that they are compelled to hack,
curiosity, thrill of illicit searches, power, peer recognition
and to identify security loopholes in computer networks.
In addition it was deduced that secrecy, anonymity and
membership ﬂuidity amongst others were typical features
that that underpinned hacker operations.

42 years charged with attempting to entice a minor to
engage in an illegal sexual activity, travel with intent to
engage in illicit sex with minor and possession of child
pornography.
Others charged with very similar offences were 26 years
old Teacher, 35 years old street thug, 23 years old
construction worker, 42 year old married man with
children and a local high school teacher, 39 years old
businessman, 63 retired worker and a 50 year old
medical doctor. Among the recorded are 30 year old
sales manager, 25 years old soldier, 25 year old
newlywed and 45 unemployed gentleman.

3. Criminal behaviour of offenders in cyberspace is likely
to be imported to Physical space which, in physical space
may be exported to cyberspace as well.
This posit tends to be advanced on the premise that the
growth of e-business and internet usage has made it
easier for organized crime gangs to facilitate and cover
up their criminal activities which may usually include
fraud, money laundering, intimidation, theft and

5. DISCUSSION ON SPACE TRANSITION THEORY
AND FINDINGS
1. Persons, with repressed criminal behaviour (in the
physical space) have a propensity to commit crime in
cyberspace, which, otherwise they would not commit in
physical space, due to their status
status and position.
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A lot of social sites and newsgroups are not moderated
and thereby create an excellent platform for collecting
and sharing information with like-minded people, this
creates an environment for frustrated individuals spy,
sabotage and possibly leak sensitive information. This
explains the statements: strangers are likely to unite
together in cyberspace to commit crime in the physical
space and associates of physical space are likely to unite
to commit crime in cyberspace. This was evident in fraud
cases where men and their spouses successfully teamed
up to deceive and defraud foreigners in romance scams.
Deducing from the interviews and secondary data, it can
be concluded that truly associates of physical space are
likely to unite to commit crime in cyberspace but the
chances of strangers uniting together in cyberspace to
commit crime in the physical space are quite slim.

extortion [19]. Whereas the prisoners interviewed never
did not have any past criminal record nor did they admit
to being involved in any crime in the physical world, it
can be argued that repetition of the crime in either world
has not been the case due the possible reformation of the
culprits in prison, this was an impression gotten during
the interviews as made evident in responses to questions
11b and 12b.

Data from Bartel’s [4] Dateline NBC’s to catch a
predator however proved that numerous online child
predators eventually carried out their activities physically
after initiating them crime online. Responses to question
4a by the law enforcement agencies also presupposes
that criminal behaviour of offenders in cyberspace is
likely to be imported to physical space which, in physical
space may be exported to cyberspace as well.

6. Persons from closed society are more likely to commit
crimes in cyberspace than persons from open society.
An "open society" as one which ensures that political
leaders can be overthrown without the need for
bloodshed, as opposed to a "closed society", in which a
bloody revolution or coup d'état is needed to change the
leaders. Democracies are examples of the "open
society", whereas totalitarian dictatorships and autocratic
monarchies are examples of the "closed society".Closed
society claims to certain knowledge and ultimate truth
lead to the attempted imposition of one version of reality
[25][26]. Such a society is closed to freedom of
thought. In contrast, in an open society each citizen
needs to engage in critical thinking, which requires
freedom of thought and expression and the cultural and
legal institutions that can facilitate this. Democracies are
examples of the "open society," whereas totalitarian
dictatorships, theocracy, and autocratic monarchies are
examples of the "closed society" [25] [20].

4. Intermittent ventures of offenders in to the
cyberspace and the dynamic spatiospatio-temporal nature of
cyberspace provide the chance to escape.
This posits seeks to advance the argument that, while
people do not live in cyber space, they visit and exit at
will, given the very dynamic nature of cyberspace such as
the ability to publish a website and subsequently remove
very quickly, there is a lot of difficulty in determining the
location of crimes or criminals on the internet. This
situation accounts for the statement; intermittent
ventures of offenders in to the cyberspace and the
dynamic spatio-temporal nature of cyberspace provide
the chance to escape. This is logically true for fraudulent
activities that redirect individuals to websites, four of
such cases reported to the Ghana police as shown in
table 3 above were still under investigation thus
buttressing the view that the internet’s spatio-temporal
nature of cyberspace provide the chance to escape.

Jaishankar [14] explains that it is believed that most
people from open societies have the liberty to express
their sentiments unlike persons from closed societies.
Cyberspace invariably presents some form of solace for
persons from the closed societies hence the posit that
persons from closed society are more likely to commit
crimes in cyberspace than persons from open society.
The empirical evidence provided in figure 1and below
proves otherwise, this is so because from the statistical
data provided and interviews conducted, there is very
little or no correlation between the societies that
perpetrators reside in and the type of cyber crime the
commit. Furthermore, a presentation of the above
sample pornographic crimes form the Bartel’s [4]
Dateline NBC program depicts culprits from varying
backgrounds, from Rabbis (priests) to medical doctors,
elderly and retired to young gainfully employed and
newlyweds.

5. (a) Strangers are likely to unite together in cyberspace
to commit crime in the physical space.
(b) Associates of physical space are likely to unite to
commit crime in cyberspace.
Jaishankar [14] explains that the internet is an effective
medium for criminal recruitment and dissemination of
criminal techniques for likeminded people. It is also
emphasized that frustrated individuals from organizations
can destroy the future of companies by spying, engaging
in sabotage or leaking sensitive information. Without
disputing the potential of all those possibilities, facts
gathered from interviews indicate that there no such
records of strangers in cyber space colluding to commit a
crime in physical space. As shown in the interview, most
cyber crime perpetrators doubt the credibility of people
they meet online and are hesitant to collude with them,
they are however more comfortable working with
physical world associates to commit cyber crime.
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increase in bot networks over the last eight months, when
compared to the countries above.
In 2010 Canada was number 13 in the world for hosting
cyber crime, and in 2011 Canada jumped to 16. Below is
the breakdown:
1. US
2. Canada
3. Egypt
4. Germany
5. UK
Cyber criminals are on the move again and, this time,
Canada is the prime target. IP addresses in China and
Eastern Europe are highly scrutinized and undergoing
intense evaluation so attackers are on a quest to move their
networks to countries that have better cyber reputations,
according to Websense.”
6. CONCLUSION
The findings from the research brought to the fore that
majority of the cyber crimes recorded in Ghana are
fraud related, this may be categorized broadly under
(Wall 2001)’s cyber deception and theft. It therefore
confirms Ajao [1] who also indicated that 95% of
cybercrime in Ghana is fraud related and other forms are
very minute. The analysis of results from primary and
secondary data collected implied certain causal
relationships between the postulates or hypotheses and
different categories of cyber crime as fashioned by [26] .
Below in table 5 is a summary of the causal relationships,
“√
√” is a positive indication of the presence of a
relationship between the postulate or hypothesis and the
specific category whereas “-“ is an indication absence of
a relationship between the two.

Figure 1: Top 20 Countries in Cyber Crime
Source: Enigma Software Group,
http://www.enigmasoftware.com/top-20-countries-themost-cybercrime [11]
This trend in cyber crime statistics is further confirmed
by the Ethical Hacking site;
http://www.amarjit.info/2011/05/top-10-countriesthat-host-cyber-crime.html. [12]
“Top 10 Countries that host cyber crime, 2011 Jan-May
1. US
2. France
3. Russia
4. Germany
5. China
6. Canada
7. Netherlands
8. South Korea
9. Romania
10. UK

Table 5: Categories of Cyber Crime

“More malicious content is being hosted in Canada than
ever before,” said Patrik Runald, senior manager of Security
Research, Websense. “Cyber criminals are taking advantage
of Canada’s clean cyber reputation, and moving shop.
We’re seeing all time highs for both hosted phishing sites
and bot networks. It is important for Canadian citizens to be
extra vigilant on the Internet, taking extra precautions when
clicking on links.” Cyber criminals are moving their
command and control centers to safer grounds. In the past
eight months, Canada saw a 53 percent increase in bot
networks. Canada is the only country that showed an

Postulat
e

Cyber
Trespas
s

1
2
3
4
5a
5b
6

√
√
√
√
√
√

Category of Cyber Crime
Cyber
Cyber
Cyber
Deceptio Pornograph Violenc
n&
y
e
Theft
√
√
√
√
√
√
√
√
√
√
√
√
√
√
√
√
√

7. IMPLICATIONS OF RESEARCH FINDINGS
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The research outcome serves as a significant reference
point for both researchers and anti cyber crime
practitioners. For both groups of people, it can be used
in modeling or designing systems to counteract cyber
crime, the causal relationships depicted in table 5 would
serve as useful basis for surveillance of activities of
potential cyber crime occurrence and profiling of cyber
crime perpetrators. Researchers particularly could
leverage on the causal relationships to build a model or
unifying framework to neutralize cybercriminal activities.
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